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Abstract Main Idea Experiments for PRINTCipher-48
. _ . . The main strategy is to extract a key search tree from the main tree. 9 : £ thic f " H
Making use of massively parallel computing with CUDA, we propose a new » The key search tree contains only key variables gglN?rE e[\ tCZ)lS measure per orsznce hO bt 1S ra|;T|]R|e|\\,|v‘|?cr ’h WZS C OOSE
: : : : : _ , ipher-48 as an encryption algorithm because ipher-48 can be
fra.mework WhIC.h prowd.es a method for |mprQV|ng cryptographic SAT sol\{er. - the solver handles key variables more importantly than others. expressepd cimoly in the asp\él?:t o alggebra P
Wlt.h known plamt.exts/uphertex’.cs, cryptographic SAT solvers have bgen trying > GPU, with parallel computing power, participates ! oo s | o - h | |
to find the encryption key by solving the corresponding SAT problem. Since most as a high speed key search tool There has been several analysis for PRINTCipher-48 using SAT solver. Most
ciphers can be expressed as SAT problems with more than 10,000 variables, it is NP N A Host PC part (Main Solver) successful results are 8 round and 6 round analysis for 15 bit and 35 bit key
- , ! , _ . . — GPU also generates useful information. A GPU part (Exhaustive key search) . el
still infeasible to find a solution even with the reduced-round ciphers in general. | - guessing, respectively.
In our framework, key variables are managed as pivot variables. During the & key variable @ Generate
solving procedure, if the number of undetermined key variables is small enough, :f}fgf;j:)f:j:ﬁch o k ’ learned clause Test Group
. .. . Extract key variables . .
the kernel function on GPU is invoked to perform the exhaustive search for the @) Continue Y [y Ky o ] In the key search tree, we measured influence of CUDA in the search
rest of the keys. Even when the kernel cannot reach the solution, it feedbacks a the main solver @ performance by dividing portion of SAT solver with CUDA. We experimented
learned clause with useful information accelerating SAT solver in the host PC. ?ﬁﬁ:ﬁ?ﬁﬁd - that unknown keys are 28 bits and 32 bits, and also divided each cases with
K h . : . .
usinge‘éae;Arc three groups. In the experiments, CUDA interplays with miniSAT for 16, 20, 24
” " 1 bits exhaustive search.
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! . . . . . . | : : : 1723 = to £ 2000 feasible -
Form), finding a solution satisfying the CNF (to be TRUE) or proving no infeasible problems size or 1y Tgs o | " ” feasible o
solutions exist i e Tors Group B 12 20 |
. . | variables : 57,945 [ Xg9 X137 X213 X35 ] (32) 300
i . | clauses : 796,147 > > 8 24 omd . 8 A B p o 7R et seuBl -08v EY o 1Y A
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.= |s an algorithm which answers a solution to the SAT problem. i PRINTCInher 48 [ o 771 s ]
! . . . i . ' Xg9 X137 X213 X15
‘= |f there exist no solutions, the solver has to prove it. | variables : 16,945 e —— | , , ,
---------------------------------------------------------------------------------------------------------------------------------------- clauses : 109,681 < CNF(SAT problem) > In the experiments, we obtained following results for PRINTCipher-48.
- - Attached STETE] pE6e s 2 Hybrid SAT solver Algorithm - L : - -
(Example) CNF with 6 variables and 4 clauses | 4ol * We improved time performance from infeasible to feasible.
€arned clause Transfer Current Information to GPU Start SAT solver . . . .
O » Hybrid SAT solver carried out efficient analysis for full(48) round.
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(Cryptographic SAT solver) i e | - '”itiz”l\é {‘ return asolution - backtrack ahd Generate executing brute-force key search but also by providing learned information
- uesse eys . .
T SR T a— Ye I Y \ to the main solver in the host PC.
'SAT solver has been considered as aii | 1 . . . .
00l for crvotanalvsic. For a eiven. ! . —— — " We improved time performance of SAT solver from infeasible range to
: . L — — 1 . .
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. cipher with unknown encryption key,: | i . ) . : .
AT <olver tries to find the kev by | A | . . " Further work will be considered including optimization of the performance,
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