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Abstract

High-performancecomputingclusters(commodityhard-
ware with low-latency, high-bandwidth interconnects)
basedon Linux, are rapidly becomingthe dominantcom-
puting platform for a wide range of scientificdisciplines.
Yet, straightforward software installation, maintenance,
and health monitoring for large-scaleclusters has been
a consistentand nagging problemfor non-clusterexperts.
TheNPACI Rockstoolkit takesa freshperspectiveon man-
agementandinstallationof clusterstodramaticallysimplify
softwareversiontracking, andclusterintegration.

Thetoolkit incorporatesthe latestRedHat distribution
(includingsecuritypatches)with additionalcluster-specific
software. Using the identical software tools usedto cre-
ate thebasedistribution, users cancustomizeand localize
Rocks for their site. Strong adherenceto widely-used(de
facto) tools allows Rocks to move with the rapid paceof
Linux development.Version 2.1 of the toolkit is available
for downloadand installation. To date, 10 clusters spread
among5 institutionshavebeenbuilt usingthis toolkit.

1. Intr oduction

Strictly from a hardware componentand raw process-
ing power perspective, commodityclustersare phenome-
nalprice/performancecomputeengines.However, if ascal-
able“cluster” managementstrategy is not adopted,the fa-
vorableeconomicsof clustersarechangeddueto theaddi-
tionalon-goingpersonnelcostsinvolvedto “careandfeed”
for the machine. The complexity of clustermanagement
(e.g.,determiningif all nodeshave a consistentsetof soft-
ware)oftenoverrunspart-timeclusteradministrators(who
areusuallydomainapplicationscientists)to eitherof two
extremes:theclusteris notstableduetoconfigurationprob-

lems,orsoftwarebecomesstale(securityholes,knownsoft-
warebugsremainunpatched).

While earlierclusteringtoolkits expenda greatdealof
effort (i.e., software) to compareconfigurationsof nodes,
RocksmakescompleteOSinstallationon a nodethebasic
managementtool. With attentionto completeautomation
of this process,it becomesfasterto reinstallall nodesto a
known configurationthan it is to determineif nodeswere
out of synchronizationin the first place. Unlike a user’s
desktop,the OS on a clusternodeis consideredto be soft
statethat canbe changedand/orupdatedrapidly. This is
clearly diametricallyopposedto the philosophyof config-
uration managementtools like Cfengine[7] that perform
exhaustive examinationandparity checkingof an installed
OS.At first glance,it seemswrongto reinstalltheOSwhen
a configurationparameterneedsto bechanged.Indeed,for
a singlenodethis might seemtoo heavyweight. However,
this approachscalesexceptionallywell (seeTable1) mak-
ing it apreferredmodefor evenamodest-sizedcluster. Be-
causetheOScanbeinstalledfrom scratchin ashortperiod
of time, different (andperhapsincompatible)application-
specificconfigurationscaneasilybeinstalledonnodes.

Oneof the key ingredientsof Rocksis a robust mech-
anismto producecustomized(with securitypatchespre-
applied)distributions that definethe completesetof soft-
warefor a particularnode. Within a distribution, different
setsof software can be installedon nodes(for example,
parallel storageserversmay needadditionalcomponents)
by defininga machinespecificRedHat Kickstart file. A
Kickstartfile is a text-baseddescriptionof all thesoftware
packagesand softwareconfigurationto be deployed on a
node. By leveragingthis installationtechnology, we can
abstractoutmany of thehardwaredifferencesandallow the
Kickstart processto autodetectthe correcthardwaremod-
ules to load (e.g., disk subsystemtype: SCSI, IDE, inte-
gratedRAID adapter;Ethernetinterfaces;andhigh-speed



network interfaces).Further, webenefitfrom therobustand
rich supportthatcommercialLinux distributionsmusthave
to beviablein today’s rapidlyadvancingmarketplace.

Wherever possible,Rocks usesautomaticmethodsto
determineconfigurationdifferences.Yet, becauseclusters
areunified machines,therearea few servicesthat require
“global” knowledgeof the machine– e.g.,a listing of all
computenodesfor thehostsdatabaseandqueuingsystem.
Rocksusesa MySQL databaseto definetheseglobalcon-
figurationsand then generatesdatabasereportsto create
service-specificconfigurationfiles (e.g.,DHCP configura-
tion file, /etc/hosts,andPBSnodesfile).

SinceMay of 2000,we’ve beenaddressingthedifficul-
ties of deploying manageableclusters.We’ve beendriven
by onegoal: make clusterseasy. By easywe meaneasy
to deploy, manage,upgradeand scale. We’re driven by
this goal to help deliver the computationalpower of clus-
tersto a wide rangeof users.It’s clearthat makingstable
andmanageableparallelcomputingplatformsavailableto
a wide rangeof scientistswill aid immenselyin improving
theparalleltoolsthatneedcontinualdevelopment.

In Section2, we provide an overview of contemporary
clustersprojects. In Section3, we examinecommonpit-
falls in clustermanagement.In Section4, we examinethe
hardwareandsoftwarearchitecturein greaterdetail. In Sec-
tion 5, wedetailthemanagementstrategy whichguidesev-
erythingwe develop. In Section6, you’ll find deeperdis-
cussionsof the key NPACI Rockstools, andin Section7,
wedescribefutureRocksdevelopment.

2. RelatedWork

In thissectionwereferencevariousclusteringeffortsand
comparethemto thecurrentstateof Rocks.

� Real World Computing Partnership - RWCP is re-
searchgroup startedin 1992, and basedin Tokyo.
RWCP hasaddresseda wide rangeof issuesin clus-
tering from low-level, high-performancecommuni-
cation [14] to manageability. Their SCore soft-
wareprovidessemi-automatednodeintegrationusing
Red Hat’s interactive installationtool [3], and a job
launchersimilar to UCB’s REXEC(discussedin Sec-
tion 4.1).

� Scyld Beowulf - Scyld Computing Corporation’s
product,ScyldBeowulf, is a clusteringoperatingsys-
tem which presentsa single systemimage (SSI) to
usersthroughtheBproc mechanismby modifying the
following: the Linux kernel,the GNU C library, and
someuser-level utilities. Rocksis not anSSIsystem.
On Scyld clusters,configurationis pushedto compute
nodesby a Scyld-developedprogramrun on thefron-
tendnode.Scyld providesagoodinstallationprogram,

but haslimited supportfor heterogeneousnodes.Be-
causeof thedeepchangesmadeto thekernelby Scyld,
many of thebug andsecurityfixesmustbe integrated
and testedby them. Thesefundamentalchangesre-
quireScyld to take on many (but not all) of theduties
of distributionprovider.

� ScalableCluster Envir onment - The SCEprojectis
a clusteringeffort beingdevelopedat KasetsartUni-
versity in Thailand[16]. SCEis a softwaresuitethat
includestools to install computenodesoftware,man-
ageandmonitorcomputenodes,andabatchscheduler
to addressthedifficultiesin deployingandmaintaining
clusters.Theuseris responsiblefor installingthefron-
tendwith RedHatLinux ontheirown, thenSCEfunc-
tionality is addedto the frontendvia a slick-looking
GUI. Installing and maintaining computenodes is
managedwith asingle-systemimageapproachby net-
work booting (a.k.a.,disklessclient). Systeminfor-
mationis gatheredandvisualizedwith impressiveweb
and VRML tools. In contrast,Rocks provides an
entire, self-contained,cluster-aware installationbuilt
uponRedHat’s distribution. This leadsto consistent
installationsfor both frontendandcomputenodes,as
well as providing well-known methodsfor usersto
addandcustomizeclusterfunctionality. Also, Rocks
doesn’t employ disklessclients,avoidingscalabilityis-
suesandfunctionalityissues(notall network adapters
cannetwork boot).

� Open Cluster Group - The Open Cluster Group
hasproduceda developer’s releaseof their OSCAR
toolkit [10]. OSCARis a collectionof commonclus-
teringsoftwaretoolsin theform of tarfiles thatarein-
stalledon top of a Linux distribution on the frontend
machine. When integrating computenodes,IBM’ s
Linux Utility for clusterInstall(LUI) operatesin asim-
ilar mannerto RedHat’s Kickstart. OSCARrequires
a deepunderstandingof clusterarchitecturesandsys-
tems,reliesupona 3rd-partyinstallationprogram,and
hasfewersupportedcluster-specificsoftwarepackages
thanRocks.

� VA Linux - VA Linux sells software cluster bun-
dles.Theinstalledsoftwareis configuredattheir facil-
ity whenthesystemis orderedusing“Build-to-Order
Software” (BTOS) [6]. However, the BTOS system
doesnot provide the rich scripting ability of Kick-
start, and requiresthe buyer to hand-configureeach
node. Further, there is no software upgradestrat-
egy. VA Linux doesprovide a rich managementsys-
tem (VACM) [11], however, it relies on Intel’s pro-
prietaryEmergency ManagementPort,andrequiresa
dedicatedmanagementnetwork of serialcablesto be



installed. In comparison,Rocksrunson a variety of
hardware and needsno secondarymanagementnet-
work.

� Extr eme Linux - Extreme Linux is a community
movementstartedin early1998at the“ExtremeLinux
Workshop”. At that workshop,Red Hat and NASA
CESDISjointly releaseda CD containinga distribu-
tion to help build Beowulf-classclusters. This was
really a collection of now-standardclustertools like
MPI and PVM. Sincethen, ExtremeLinux hasheld
five moreworkshopstasked with definingthe current
andfuturerole of Linux high-performanceclustering.
A follow-upCD hasnotbeenreleasedandthepackag-
ing effortsappearto havehalted.

3. Pitfalls

We embarkedontheRocksprojectafterspendingayear
runninga single,Windows NT, 64-node,hand-configured
cluster. This clusteris an importantexperimentalplatform
thatis usedby theConcurrentSystemsArchitectureGroup
(CSAG) at UCSDto supportresearchin parallelandscal-
ablesystems.On thewhole, theclusteris operationaland
servesits researchfunction. However, it staysrunningbe-
causeof frequent,on-site,administratorintervention.After
this experience,it becameclear that an installationman-
agementstrategy is essentialfor scalingandfor technology
transfer. Thissectionexaminessomeof thecommonpitfalls
of variousclustermanagementapproaches.

3.1. Disk Cloning

The CSAG clusterabove is basicallymanagedwith a
disk cloning tool, wherea modelnodeis hand-configured
with desiredsoftwareand then a bit-imageof the system
partitionis made.Commercialsoftware(ImageCastin this
case)is then usedto clone this image on homogeneous
hardware.Disk cloningwasalsoespousedasthepreferred
methodof systemreplicationin [13]. While clustersusually
startout ashomogeneous,they quickly evolve into hetero-
geneoussystemsdueto therapidpaceof technologyrefresh
asthey arescaledor asfailedcomponentsarereplaced.As
anexample,overthepast10months,theRocks-based”Me-
teor” clusterat SDSC,hasevolved from a homogeneous
systemtoonethathasfivedifferenttypesof nodesfrom two
vendorswith two different typesof disk-storageadapters.
Further, ahandfulof thesemachinesaredual-homedEther-
net frontendnodes,andmostcomputenodeshave Myrinet
adapters,but notall.

Node heterogeneityis really a commonstatefor most
clustersandbeingableto transparentlymanagethesesmall
changesmakesthecompletesystemmorestable.Addition-
ally, while thesoftwarestateof amachinecanbedescribed

as the sequentialstreamof bits on a disk, a morepower-
ful andflexible conceptis to usea descriptionof the soft-
warecomponentsthat comprisea particularnodeconfigu-
ration. In Rocks,softwarepackagenamesandsite-specific
configurationoptionsfully describeanode.This text-based
description(Red Hat Kickstart file) of the most complex
machine,the frontendnode,is lessthan20 KB (compute
nodedescriptionfilesare12KB). At thestartof thisproject,
we assumedthatmaintaininga separatedescriptionfile for
eachcomputenodetypewould beessential.However, this
assumptionturnedout to be false. Using thedistribution’s
toolsfor hardwareprobingandasmallamountof additional
probing(e.g.,checkingfor theexistenceof a Myrinet card
on the PCI bus),a singleKickstart file canbe usedfor all
fivenodetypesin theMeteorcluster.

3.2. Installing EachSystem“By Hand”

Installing and maintaining nodesby hand is another
commonpitfall of neophyteclusteradministrators.At first
glanceit appearsmanageable,especiallyfor smallclusters,
but asclustersscaleandastime passes,small differences
in eachnode’s configurationnegatively affectssystemsta-
bility. Evensavvy computerprofessionalswill occasionally
enterincorrectcommandline sequences,implying that the
following questionsneedto beanswered:

� “What versionof softwareX doI haveonnodeY?”

� “SoftwareserviceX on nodeY appearsto be down.
Did I configureit correctly?Whenmy scriptattempted
to update32nodesran,wasnodeX offline?”

� “My experimenton nodeX just wenthorribly wrong.
How do I restorethelastknown goodstate?”

TheRocksmethodologyeliminatestheneedto askthese
questions(which rotate generally aroundconsistency of
configuration).

3.3. Proprietary Installation Programs and Un-
neededSoftwareCustomization

Proprietaryand/or specializedcluster installation pro-
grams seemlike a good idea when presentedwith the
currenttechnologyof commercialdistributions. However,
going down the path of building a customizedinstaller,
meansthat many of the hardware detectionalgorithms
that arepresentin commercialdistributionsmustbe repli-
cated. The paceof hardwareupdatesmakesthis task too
time-consumingfor researchgroupsandis reallyunneeded
“wheel reinvention”. Proprietaryinstallers,suchastheone
usedand marketedby VA Linux, often demandhomoge-
neoushardwareor, evenworse,aspecificbrandof homoge-
neoushardware.This reduceschoicefor a clusteruserand



Figure 1. Rocks hardware architecture .
Based on a minimal traditional cluster archi-
tecture .

can inhibit the ability to grow or updatea cluster. While
Rocksdoesnot have all the bells andwhistlesof someof
theseinstallers,it is hardware neutral. Also, specialized
clusterinstallationprogramsoftendon’t incorporatethelat-
est software, a pitfall which is described,and addressed,
laterin thispaper.

Unneededsoftwarecustomizationisanotherpitfall. New
clusteradministratorsseemunableto resisttinkering with
kernel configurationsand other components. Sometimes
customizedkernelsarewarranted(e.g., patchingto allow
accessto hardwareperformancecounters),but oftenareun-
necessary. While nothingin Rocksprecludescustomker-
nels,thedefault configurationusesthestockRedHat con-
figuredkernel.

4. Rocks Cluster Hardware and Software Ar -
chitecture

To providecontext for thetoolsandtechniquesdescribed
in thefollowing sections,we’ll introducethehardwareand
softwarearchitectureonwhichRocksruns.

Figure1 showsatraditionalarchitecturecommonlyused
for high-performancecomputingclustersas pioneeredby
the Network of Workstationsproject[15] andpopularized
by the Beowulf project[12]. This systemis composedof
standardhigh-volumeservers,anEthernetnetwork, power
andan optionaloff-the-shelfhigh-performanceclusterin-
terconnect(e.g.,Myrinet or Gigabit Ethernet). We’ve de-
fined the Rocksclusterarchitectureto containa minimal
set of high-volumecomponentsin an effort to build reli-
ablesystemsby reducingthecomponentcountandby using
componentswith largemean-time-to-failurespecifications.

In supportof our goal to “make clusterseasy”, we’ve
focusedon simplicity. Thereis no dedicatedmanagement

network. Yet anothernetwork increasesthe physicalde-
ployment(e.g.,morecables,moreswitches)andthe man-
agementburden,asonehasto managethemanagementnet-
work. 1 We’ve madethechoiceto remotelymanagecom-
pute nodesover the integratedEthernetdevice found on
many servermotherboards.Thisnetwork is essentiallyfree,
is configuredearly in the boot cycle, and can be brought
up with a very small systemimage. As long as compute
nodescancommunicatethroughtheirEthernet,thisstrategy
workswell. If acomputenodedoesn’t respondoverthenet-
work, it canberemotelypower cycledby executinga hard
power cycle commandfor its outlet on a network-enabled
power distribution unit. 2 If the computenodeis still un-
responsive,physicalinterventionis required.For this case,
wehavea crashcart – amonitorandakeyboard.

Thisstrategy hasbeeneffective,eventhoughacrashcart
appearsto benon-scalable.However, with moderncompo-
nents,total systemfailure ratesaresmall. Whenbalanced
againsthaving to debug or managea managementnetwork
for faults, reducingnetwork complexity appearsto be “a
win”. Thedownsideof usingonly Ethernet,is that an ad-
ministratorsis “in the dark” from the momentthe nodeis
poweredon(or reset)to thetimeLinux bringsuptheEther-
netnetwork. Our experiencehasbeenif Linux can’t bring
up the Ethernetnetwork, either a hardware error hasoc-
curredwith a high probability thatphysicalinterventionis
necessary, or acentral(common-mode)service(oftenNFS)
hasfailed. Hardwarerepairsrequirenodesto be removed
from therack. For a common-modefailure,fixing theser-
vice and then power cycling nodes(remotely)solves the
dilemma. To minimize the time an administratoris in the
dark, we’ve developeda servicethat allows a userto re-
motelymonitorthestatusof aRedHatKickstartinstallation
by usingtelnet(seeSection6.2). With this straightforward
technology, detailsof a nodepower-on-self-testis theonly
statusthatcannotbeviewedfrom a remotelocation.How-
ever, it appearsthatvendorswill soonprovidethecapability
to view BIOS over integratedEthernetdevices. This tech-
nologicalchangeis beingdriven by the needsof Internet
ServiceProvidersto cutcostsin deploying largewebfarms.

4.1. FrontendNode

Thefrontendis installedwith widely-used,standardsoft-
ware to supportclusterapplicationdevelopmentand par-
allel applicationexecution. We’ve experimentedwith gcc,
g77 andThePortland Group’s High PerformanceFortran
compilersandwe arecurrentlyinvestigatingIntel’s Linux
C/C++andFortrancompilers.

Someof the libraries found on the frontendare Intel’s

1Recursionsucks.1
2A hardpowercycle onaRockscomputenodeforcesthenodeto rein-

stall itself.



MathKernelLibrary whichcontainsmathfunctions(FFTs,
matrix multiply, etc.) thataretunedfor Intel processorsas
well asvariousparallelmachinemessagepassinglibraries
MPICH (Myrinet and Ethernetdevice support)and PVM
(Ethernetdevicesupport).

To supportjob launchingin productionenvironments,
we’ve packagedthe PortableBatchSystem(PBS)andthe
Maui scheduler. PBSis usedfor its workloadmanagement
system(startingandmonitoringjobs)andMaui is usedfor
its rich schedulingfunctionality. Whenthe frontendis in-
stalled,PBSandMaui areautomaticallystartedanda de-
faultqueueis defined.

For developmentenvironments,Rocksincludesmpirun
from the MPICH distribution andREXEC (remoteexecu-
tion)systemfromUC Berkeley [5]. REXECprovidestrans-
parent,secureremoteexecutionof parallelandsequential
jobs. It hasa sophisticatedsignalhandlingsystemwhich
providesremoteforwardingof signals. REXECalsoredi-
rectsstdin,stdoutandstderrfrom eachparallelprocessand
it propagatesa local environment including environment
variables,userID, groupID andcurrentworkingdirectory.

4.2. ComputeNodes

Computenodesaretheworkhorses– they executeall the
jobs. Peakperformanceis dictatedby thenumberandtype
of computenodesandnormallytherearemany morecom-
putenodesthan frontendnodes. Sincetherecanbe wide
rangefor the numberof computenodes,our softwarehas
beendesignedto accommodatethisvariable.

5. ManagementStrategy

Our managementstrategy is basedon thefollowing phi-
losophy:

It mustbe trivial to deploy any versionof soft-
wareon any nodeof thecluster, regardlessof the
clustersize.

To implementthisvision,we’vedefinedtheserules:

� All softwaredeployedonRocksclustersarein RPMs.

� Require 100% automaticconfigurationof compute
nodes.

� It’sessentialtousescalableservices(HTTP, NIS,etc.).

RedHat hasdevelopedtwo key technologieswhich di-
rectly supportthis philosophy:RedHat PackageManager
(RPM)andtheKickstartinstallationtool. AnalogoustoSun
Microsystems’packages,anRPM packagecontainsall the
files (e.g.,binaries,headerfiles, init scripts,manpages)for

deploying a particularsoftwaremodule.More importantly,
RPMscanbeinstalledusingthecommandline which pro-
motesaddingor updatingpackagesvia scripts.

RedHat haswritten a sophisticated,customizablescript
which automatespackageinstallationfrom RedHat distri-
butionscalledKickstart. Nodesinstalledin thismannerare
driven by a usercreatedconfigurationfile that essentially
containsthe answersto all the questionsposedby a stan-
dardinteractiveinstallation.Kickstartfilesalsocancontain
scriptsthatarerun duringtheinstallation.Rocksleverages
thisscriptingfeatureto achieve100%automaticconfigura-
tion of computenodes.

Rocksclustersare fundamentallyaboutmanagingtwo
systems:a frontendnodeanda computenode. The fron-
tendnoderequirestheskills of a savvy UNIX user, asthis
is a machinewhich runsmany of theservicesfoundonany
robust server. In contrast,the computenodeis a minimal
server, andsimplyservesasacontainerto runparalleljobs.
Simplifying therole of a computenode,treatingtheir base
OS asstateless,andrequiring100%automaticconfigura-
tion makesscaling-outtenable.Eachcomputenodeadded
to thesystemonly incrementsthe total managementeffort
by asmallamount.

Anotherrequirementfor scalingout is only usingscal-
ableservicesandutilizing dynamicservicesfor frequently
changingstatewhich must be communicatedto compute
nodes(userinformation,network configuration,etc.). For
installation,computenodesuseKickstart’s HTTP method
to pull RPMsacrossthenetwork. For configuringEthernet
devicesoncomputenodes,theDynamicHostConfiguration
Protocol(DHCP) is essential.Useraccountconfiguration
(e.g.,passwordsandhomedirectorylocations)aresynchro-
nized from the frontendnodeto computenodeswith the
Network InformationService(NIS).

We have employedoneunscalableservice,theNetwork
File System(NFS) [8]. Thefrontendnodeexportsall user
homedirectoriesto computenodesvia NFS.Wearesearch-
ing for a scalablealternative.

Whatdoesthis all mean?Thestrategy describedabove
simplifies clustermanagement,promotesexperimentation
andprovidesamethodto keepproductionmachinesoncur-
rentsoftware.As mentionedin Section3, weusedto spend
alargeamountof timecheckingif computenodeswerecon-
sistent. Now, ratherthan wondering,we simply reinstall
by sendinga messageover the network. After a compute
nodecompletesits reinstallation,currently 5-10 minutes,
thenodeis consistent.

Our strategy promotesexperimentation.Developerscan
changeconfigurationandtry servicesin a wantonmanner
becauseany numberof computenodescanberestoredto a
known goodstatein 5-10minutes.

Finally, softwareonproductionmachinescanbesystem-
aticallyandcontinuallyupgraded.As describedin thenext



section,we’ve built a tool thateasilyupdatesa Rocksdis-
tribution (a collectionof RPMsfrom RedHat, thecommu-
nity andNPACI). This tool canbeusedto apply the latest
securityadvisoriesandbugfixes.After theupdatesareval-
idatedon a small testcluster, theproductionsystemcanbe
upgradedby submittinga“reinstall cluster”job to Maui, as
not to disturbany runningapplications.Oncethereinstalla-
tion is complete,thenext job will havea known, consistent
softwarebase.

6. Tools

6.1. Managinga Cluster-EnhancedLinux Distribu-
tion with Rocks-Dist

A major problem in the day-to-dayadministrationof
clustersis managingthe software that runs on the nodes.
Thisproblemis twofold. First,how is thesoftwareinitially
deployed andwhat is the administrationcostof the initial
deployment?Second,how areupgradesto thesystemsoft-
wareachievedandhow aresoftwareupgradeschosen?

The initial deploymentof a Rocksclusteris performed
usingRedHat’s Kickstart installationprogram. However,
sincea RedHat distribution is only a collectionof RPMs,
anyonecancreatea new distribution that canbe installed
with Kickstart. This is the foundationof the Rocksdistri-
bution: We startwith a stockRedHat release,apply Red
Hat’s updatesandadda smallnumberof RPMs. Thenew
distribution is supportedby Kickstart and remainstrue to
theoriginalstructureof a RedHatdistribution,only thelist
of softwarepackageshasbeenexpanded.

6.1.1. KeepingUp with Software

Oneof thewidely-claimedbenefitsof opensourcesoft-
ware is the rapid paceof development. Thesebenefits
rangefrom thequick closureof securityholesin software,
to rapidperformanceandfunctionalityenhancements.Al-
thoughtheseare tremendousbenefitsof Linux (andopen
sourcein general),this rapidturnaroundof softwareis also
a greatburdenon systemadministrators.For example,in
lessthanayear, RedHat6.2for Intel had124updatedpack-
ages.Therewerealso74securityvulnerabilitiesreportedto
www.securityfocus.com,for which several of the updated
packagesweretargeted. On average,this amountsto one
updateevery threedays.

A goalof Rocksis to provideanagileclustertoolkit that
restsontopof thelatestRedHatLinux softwareset.In this
vein, theonly manageableschemefor addressingsoftware
updatesis to automaticallytrackthem.While RedHatdoes
not always”get it right” they must remainresponsive and
correctany errorsto maintaintheir leadingmarket share.
We simply do not have the manpower, time, or interestto

Red Hat 7.1
Red Hat Updates
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Figure 2. Building a Rocks distrib ution with
rocks-dist.

inspecteverysoftwareupdateandblessit. If RedHatships
it, sodowe.

To integrateour softwarewith RedHat’s stockandup-
datedpackages,we createda programcalled rocks-dist.
Rocks-distgatherssoftwarecomponentsfrom the follow-
ing sourcesandconstructsa singlenew distribution:

� RedHat software - The stock distribution and up-
dated RPMs replicated onto a local mirror.
Rocks-distresolves version numbersof RPMs
andonly includesthemostrecentsoftware.This
behavior aloneallows us to producean always
up-to-dateRedHatdistributionthatfreestheuser
from having to updatesoftwareafteraninitial in-
stallation.

� Third party software - Any desiredsoftwarenot in-
cludedin RedHat. Someof our databasepack-
agesfall into thiscategory.

� Local software - All RPMsbuilt on site. For Rocks,
thismeansall RockspackagesandKickstartpro-
filesfor computenodesandfrontendnodes.This
alsoincludesour eKV enhancementto Kickstart
to provide statusandinteractive controlover the
network duringtheKickstartprocess.

6.1.2. Extensibility

Figure2 illustratestheprocessof gatheringsoftwareto
producea distribution. The resultingRocks distribution
looksjust like a RedHat distribution,only with moresoft-
ware.A consequenceof this is repeat-ability- a Rocksdis-
tribution can be run throughthe identicalprocessto pro-
ducean enhancedRocksdistribution. This allows a user,
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Figure 3. Object-oriented model of rocks-dist.

suchasauniversitycampus,to addlocalsoftwarepackages
to Rocks,andhave all departmentsbuild clustersbasedoff
thecampus’distribution. This object-orientedapproachis
illustratedin Figure3.

We envision a hierarchyof Rocks distribution hosts,
eachaddingsoftwarepackagesfor child distributions.This
methodof distributing softwareallows us to focuson our
Rockscomponentswhile remaininghighly extensiblefor
endusers.

6.1.3. Kickstarting and Heterogeneity

Software homogeneityis not always a desirablegoal.
For instance,duringdevelopmentof Rocks,wehadtheneed
to isolatedevelopersfrom oneanotherandallow different
distributionsto be installedon computenodesof a shared
cluster. This needis not isolatedto softwaredevelopment,
evenproductionusersmaywantcustomsoftwaredeployed
onnodesfor aspecificjob run,withoutaffectingotherusers
on thecluster.

Whenbuilding a new distribution, rocks-distreplicates
the software from its parentdistribution using wget over
HTTP (seeFigure 3) and createsa new tree comprised
mostly of symbolic links to the mirroredsoftware. Inside
this tree is a build directory that containsKickstart files.
Userscan customizethis new distribution by editing the

Figure 4. Shoot-node and eKV. Red Hat’s Kick-
star t screen is redirected over Ethernet.

Kickstartfiles andmanuallyaddingnew RPMsthat rocks-
distdid not integrate.By creatingmultipledistributionsand
editingtheKickstartfiles,theusercancreateuniqueconfig-
urationsfor subsetsof clusternodes.Further, becauseeach
distributioniscomposedmainlyof symboliclinks,eachdis-
tribution is lightweight(on theorderof 25MB) andcanbe
built in undera minute.

Thestrategy is similartodisklessclientswhichboottheir
systemimageoff NFS.However, by pushingthe software
to thenodes,we incur a singlenetwork bandwidthpenalty
whichdoesnotrecureverytimethenodeboots.Further, we
cancreatevariantsof thesoftwareimagesin minimalspace
andtime.

6.2. Reinstallation

Reinstallationis theprimarymechanismfor forcing the
baseOSon therootpartitionof computenodesto a known
state. As a sidenote,all non-rootpartitionsarepreserved
overreinstalls,andtherefore,canbeusedaspersistentstor-
age.After building adistributionwith rocks-dist,thedistri-
bution is appliedto computenodesvia reinstallation.

A computenodereinstallsitself whenan administrator
invokesshoot-node, or afterahardpowercycle(e.g.,power
failure). Shoot-nodeis a command-linetool that,over Eth-
ernet,instructsa computenodeto rebootitself into instal-
lationmode.It monitorsthenode’sprogressandpopsopen
anxtermwindow which displaysthestatusof theRedHat
Kickstartinstallation.Thisstatusis redirectedovertheEth-
ernetby eKV (EthernetKeyboardandVideo). This is ac-
complishedby slightly modifying RedHat’s Kickstart in-
stallationprogram,anaconda, to capturestandardoutput
andpresentit on a telnet-compatibleport. Shouldsome-
thing go wrong,we’ve alsoinsertedcodethatallows users
to interactwith theinstallationthroughthesamextermwin-
dow thatreportstheinstallationstatus(Figure4).

Using HTTP to distribute RPMs,scaleswell. Table1
shows thetotal time to reinstalla numberof nodesconcur-



Nodes Total Reinstall Time (minutes)
1 10.3
2 9.8
4 10.1
8 10.4
16 11.1
32 13.7

Table 1. Reinstallation performance . The
HTTP server is a dual 733 MHz PIII with 100
Mbit Ethernet. Compute nodes are 733 MHz
- 1 GHz with Myrinet. Times inc lude the time
taken to rebuild the Myrinet driver . Each node
transf ers approximatel y 150 MB of data from
the server.

rently. In thisexperimenttheHTTPserveris dual733MHz
PIII with fastEthernet,andthecomputenodesare733MHz
- 1 GHz with Myrinet. Timesincludethe time takento re-
build theMyrinet driver. Eachnodetransfersapproximately
150MB of datafrom theserver.

Asmentionedearlier, computenodereinstallationtimeis
between5 and10minutes.Theupperboundis for compute
nodeswith a Myrinet card,which rebuild the driver from
sourceon its first bootafteran installation.Driver rebuilds
mitigatetheproblemof having to keep� Myrinet driverbi-
narypackagesfor � versionsof theLinux kernel.Because
the Linux kernel hasmoduleversioningenabled(the de-
fault for RedHat compiledkernels),it will only loadmod-
ulesthat werecompiledfor that particularkernelversion.
TheLinux kernelmovesquickly – for theyear2000,there
were5 updatesto the”stabletree”. Sincewe maintainthe
packagefor theMyrinet driver, wequickly grew tiredof the
cycleof: installinganodewith thelatestkernelandcompil-
ers,preparingthekerneltreefor compilation,compilingthe
Myrinet driver, packagingthedriver, thentransportingthe
binarypackagebackto our distribution server. Theeasiest
wayto managekernelversionchangesis to haveeachcom-
putenodecompiletheMyrinet driver from a sourceRPM.
TheMyrinet drivermodulecanbecompiled,installed,and
startedwithout incurring a reboot. The seeminglyheavy-
weight solutionaddsonly a 20-30%time penaltyon rein-
stallation.

6.3. Cluster Monitoring

Wehaveonly recentlybegunto addresslong-termmoni-
toringof computenodes.But, webelievewehaveprovided
a foundationto allow for gatheringandprocessingof clus-
ter state. This is achievedusingstandardUNIX tools and
Gangliafrom UC Berkeley.

6.3.1. SystemLogger

Computenodesforward all syslogmessagesto a fron-
tend machine. To addressscalability, the name of the
loghostis sentto computenodesasa DHCPoption,allow-
ing nodesto reportto differenthosts.As theLinux kernel
boots,all log messagesarecachedandsentto the syslog
daemononcestarted,enablingan operatorto seeall the
boot-timemessageson theloghost.

6.3.2. SNMP

Computenodesrun SNMP with a Linux MIB to allow
interactive probingof machinesusingstandardtools. We
providea scriptcalledsnmp-statusto allow theuserto in-
quireabouttheprocessstatusonany givennode.

6.3.3. Ganglia

Ganglia is a lightweight, distributed, multicast-based
monitoring system[1]. Eachnoderuns a daemoncalled
adendrite.Dendritescollectsoftwareandhardwareconfig-
uration,statechanges,anda notion of ”health” on nodes.
This informationis multicastto collectingagentscalledax-
ons. A usercanthenrun thecommandline gangliaappli-
cationto discover anaxonagentandquerythestateof the
cluster.

Onceanhour, all thedendritesmulticaststaticconfigura-
tion informationsuchasthenumberandspeedof theCPUs,
thekernelversion,andtheamounttheRAM installed.Once
every five seconds,the dendritesreportwhat they view as
significantchangesin thepercentageof CPUtime, loadav-
erages,memoryload,andnumberof runningprocesses.

In comparisonto snmp-status,Gangliais a lightweight
pushof information,whereassnmp-statusis a heavyweight
pull. Onbalance,moredetailedinformationcanbeobtained
from SNMP.

6.4. Configuration Database

Oneof the mostseriouspitfalls of UNIX is the lack of
a commonformat for configurationfiles. The Registry on
Windowsmachinesis anattemptto enforcea singleexten-
sibleformatfor configuration.AlthoughtheRegistryhasits
own problems,it is astepin theright direction.Rocksclus-
tersusea MySQL databasefor siteconfiguration.Thetwo
key tableswe provideare,1) a DHCPoptionstableand,2)
a nodetable. Fromthesetableswe generatethe /etc/hosts,
/etc/dhcpd.conf,andPBSconfigurationfiles.

The “nodes table” housesthe bindings betweenhost
namesandEthernetaddresses.Whenthefrontendmachine
is installedfrom the RocksCD distribution, the database
is created,and an entry for this machineis addedto the



database.Bindingsfor thecomputenodesareaddedto the
databaseby running the utility insert-ethers on the fron-
tendmachine,andsequentiallybootingcomputenodeswith
the RocksCD. Insert-ethersmonitorssyslogmessagesfor
DHCP requestsfrom new hostsand when found, gener-
atesa hostname,bindsthe hostnameto its EthernetMAC
address,andaddsthis informationto thedatabase.Insert-
ethersthenrebuilds service-specificconfigurationfiles by
runningreportsfromthedatabase,andrestartingtherespec-
tiveservices.

For mostnodes,suchascomputenodes,only thetupleof
(name,MAC) is requiredasIP addressesaregenerateddy-
namicallywhenwebuild the/etc/hostsand/etc/dhcpd.conf
files. For nodesthat must publish their IP address(e.g.,
frontendnodes)we store the triple of (name,ip-address,
MAC). Table2 illustratesthisflexibility .

7. Curr ent Statusand Future Work

As of July2001,Rocksversion2.1 is:

� RedHat7.1baseplusRedHat’s79securityadvisories
andbugfixes.

� Assortedcommunitysoftware (MPICH, PVM, Intel
mathkernellibrary, etc.).

� NPACI software(thesoftwaredescribedin thispaper).

We’veusedRocksto install5 clustersontheUCSDcam-
pus and at least4 groupshave installedtheir own Rocks
clusters(AdvancedComputingCenterfor Engineering&
ScienceatUT Austin,PacificNorthwestNationalLabs,the
ChemistryDepartmentat NorthwesternUniversity, and a
groupat the Hong Kong BaptistUniversity). We say “at
least”four becausethetotalnumberis unknownasoursoft-
waredoesn’t requireregistration,therefore,we don’t have
a hardcountof Rocksusers– we only know our userbase
throughdirectcommunication.

Rocks is installed with a floppy and a CD (ISO im-
agedownloadablefrom http://rocks.npaci.edu).
The frontend Kickstart file is built from a simple web
form (https://rocks.npaci.edu/kickstart/),
andis savedontothefloppy. After thefrontendis installed,
the sameCD is usedto bring up the individual compute
nodes(the floppy is not neededfor computenodeinstal-
lations). This schemeis similar to Scyld ComputingCor-
poration’sclusterinstallationfoundon their ScyldBeowulf
CD [4].

We look forwardto integratingfutureclusters.Two an-
nouncedclusterswhichwill berunningRocksare:1) apro-
totypemachinefor the GriPhyNproject,and2) a produc-
tion clusterfor theScrippsInstituteof Oceanography(SIO).
TheGriPhyNproject(Grid PhysicsNetwork) is taskedwith

building a Petabyte-scalecomputationalenvironment.Paul
Avery, the principal investigator, haschosento useRocks
to build a prototypeTier 2 server. Whenin production,the
Tier 2 siteswill provideroughly1/3of thecyclesneededby
high-energy physiciststo analyzedatacomingfrom exper-
imentsat CERN’s LargeHadronCollider. Detlef Stammer
of SIO,will beusingRocksto build a128-nodeclusterused
to studyoceangeneralcirculationthroughoceanmodeling
andoceanstateestimation.

Wealsolook forwardto attackingtheissueswediscover
aswegrow ourcluster(asof July2001,it standsat82com-
putenodes),andwe’re eagerto integratenew softwareand
hardwaretechnologiesinto Rocks.We’re actively working
onaprojectwhichextendstheNPACI Rockstoolkit to eas-
ily put clusterson the Globus Grid [9]. On the hardware
side,as IA-64 nodesand InfiniBand interconnectcompo-
nents[2] arrive in thecommodityspace,we’ll includetheir
respectivepackagesin futurereleases.

8. Conclusion

Armed with a managementstrategy which dictatesthe
threemechanismsof 1) all softwaredeployedarein RPMs,
2) 100%automaticconfigurationof computenodes,and3)
utilizing only scalableservices,we’ve built a toolkit which
allows non-clustersystemsexperts to easily deploy and
maintaintheirown high-performancecluster.

NPACI Rocksis acollectionpoint for Linux clustersoft-
ware– weencourageall participationfrom thecommunity,
especiallybug fixes, future enhancementsuggestionsand
new softwareRPMs.
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ID Model Name IP MAC Rack Comment
1 2 frontend-0 192.168.1.1 00:50:8b:a5:4c:f4 0 Gatewaymachine
3 3 hp-procurve-0 192.168.4.1 00:01:e7:1a:be:00 0 Ethernetswitchfor Cabinet0
5 1 compute-0-0 00:50:8b:e0:3a:a7 0
6 1 compute-0-1 00:50:8b:e0:44:5e 0
7 1 compute-0-2 00:50:8b:e0:40:95 0

Table 2. An example of the nodes table stored in the Rocks MySQL database . Some hosts have IP
addresses, while most hosts have dynamicall y generated IP addresses.
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