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* checked this return value for null 19 times out of 20

* accessed this field under a lock 19 times out of 20

* called base.Foo() in 19 overrides of Foo() out of 20
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Advanced data flow

Tainted
Data
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Coverity OWASP top 10: JSP&ASP

Al. JFE AN 77,78, 88, 89, 90, 564, 917

A2. RECGMIES &S1EE 259, 321, 384, 798

A3. LA (XSS) 79, 80, 81, 82, 83, 84, 86, 87

Ad: AL EEN S5 H 22,23 ,36

A6: &@{%;@s?ﬁ% 321

A7: ThRE A3 i g ok 425, 862, 863

A8: FEuliif RO id 352

A9: fifi & B A dm IR B A4 NA

A10: SRIGHIE Y B (] FN AL % 938
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CID Type Impact Status First Detected | Owner «| Classification | Sewerity Action Component Category File

11593 Cross-site scripting High Triaged 09/01M12  jon Bug Fix Requ Other High impact security Idatal0isroiwebgoatiwe

11928 Reqular expression injection Low Mew 07/23M14  admin Other Low impact security Demoaolprojectsiwebgoa

11817 08 Command Injection High Mew 07/23H4  admin Other High impact security Demolprojectsiwebgoa
11914 Filesystem path orfilename man High MNew 0712314  admin Other High impact security Demolprojectsiwebgoa
11873 Cross-site request forgery High MNew 07r23M14  admin Other High impact security Demolprojectsiwebgoa
12097 Cross-site scripting High Mew 071234 Other High impact security [Demolprojectsiwebgoa
1l all N 4
10f 189 issues selected 4 Page!_—__‘uf 1

»= H m ThreadSafetyProblem.java

oL i padl_Gdil, OFg.OWasp. webgoat . .ses5l0n.Farameterrarser .getnanraramneter| java. lafg.>trlng, Java.lang.atrlng,) ieliis die aililed ddia.
38 currentUser = s,getParser().getRawParameter (USER_NAME, "");
81 originallUser = currentUser;

A4 Store the user name

String userl = new String(currentUser);

Element b = ECSFactory.makeButton("Submit"};
ec.addElement (b);
88 ec.addElement (new P());

if (!"".equals(currentUser))

91 i
92 Thread.sleep(1588);

S/ Get the users info from the DB

& CID 11970 (#1 of 1) SOL injection (SQLI)

7. sql_taint: Insecure concatenation of a S0L statement. The value org.owasp.webgoat.lessons.ThreadSafetyProblem. currentUser is tainted.

© Remediation for SQL injection in JDOBC: Specific advice for SOL string

- Refactor the JDBC code to use the PreparedStatement APl versus Statement.

- Add a positional parameter to the SQL statement using "

- Bind the tainted value to the parameter using the setstring method: PreparedsStatement.setString(1, org.owasp.webgoatlessons ThreadSafetyProblem.currentUser).

More Information
95 string query = “SELECT # FROM user_system_data WHERE user_name = '" + currentUser + "'";
96 Statement statement = connection.createStatement (ResultSet. TYPE_SCROLL_INSENSITIVE,
97 ResultSet. CONCUR_READ ONLY);
8 sql_sink: Passing the tainted value query tothe SCL APl java.sgl.Statement.executeQuery(java.lang.5tring) may allow an attacker to inject SCL.

ResultSet results = statement.executeQuery(query);




Copy-paste error in real-world code

if (returns!=null) {

r.retvals = ScopeParser.parseTypedArgList(returns,
returns.getText(), g.tool.errmgr);

r.retvals.type = AttributeDict.DictType.RET;

r.retvals.ast = returns;

if (locals!=null) {

r.locals = ScopeParser.parseTypedArgList(locals,
locals.getText(), g.tool.errmMmgr);

r.locals.type = AttributeDict.DictTYpe.LOCAL;

r locale act — pratilrnc-
1 B I LAl A O 1T %% W1 lll-J,

Intemational Software Development Conference QCOn SEEFAERS



it & B 4T
» Checkerffiid(metal & E) FuillfLd.

#include "extend-lang.hpp”
START EXTEND CHECKER({ basic_leak, int store ):

#include<stdlib. h=

2 test()
ANALYZE TREE() 3 {
=R
// Do not ynmangle : : f
// We want the actual C functions; with ypmangling we could get {1) E‘Ient a].lﬂ':: Aﬂﬂcatﬁ[}n ESS]-Q-HEd t'} ‘P“

/f e.g. Eoniimalloc
Calliite malloc{ "mallas”. /*upmangle*/false );
CallSite free( "Iree", /*ypmangle*/false ):

Also see events: [leaked]

S ; ?gld *p*: malloc (10);
AnySubpart 1v_sp{ 1v ): e
£  if( MATCH( 1v_ sp = malloc{ _ ) J ) | 6 //free(p);
SET SIATE{. Twrap; 1. )y
L LDD EVENT{ lv_sp, "allpg", "Rllocation assigned to " << lv.sp ); 1} {2] Event "p" was not freed before the
= else if( MATCH( free{ lv.sp ) ) ) { IEEI]{Ed: End I:If Pﬂth
5 CLERR STATE{ 1v ap ): }
-} Also see events: [alloc]
ANALYZE END OF PATH()
{ const ASTNode *t; 7 }
int v;
FORERCH IN STORE( t, v ) {
COMMIT ERROR( t, "leaked™, t =< ™ was not freed before the end of path” )}

}
END_EXTEND CHECKER() :
MEKE MAIN( basic leak )
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C/C++ HifF-Part 1
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LR
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a5
Nullf & = 51 H 22 6 ¢t
Bz 5 HaR B2 154
Nullfs & 1T 51 H 25 5 5
T 1R AL R
AT UE B IR [FE
RIRISH
AR A 2
AR ZE S 1 R F
ESUAE RN
TRAL &
A
L PR R
Intefeily it $Rftware Development Conference

Part 2

AN A B e b 2
ANTTE WG A B4 R
5 FH AR AT Fdm IR 5 5 B /4R 5T
18 FH AR TS Zhedm PA% A A5 £
P BE B
EALIE KRS
il R HE R
AT i E
2% i X i
RN AU NREPN
A 22 4 pR B0 H
A 22 4 s B SO A
o A /45 FH I TR AN — 2K
F P 2 (A e A 4 fd
AP {5
422 4= chrootif
R ISR
printf() Z £ A ULEC
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o € Y Tainted Data

unsigned int packet get int() {
return  coverity tainted data return () ;
}

void custom read(int f£d, void *buf) {
__coverity tainted data argument (buf) ;

}
HeartBleed

static unsigned int *_ COV_TUIl{unsigned int *i} {
__coverity_tainted data_argument_ {i);
return i;

h
#define TUI(I) *(__ COV_TUI[ &i}}

#nodef n2s(c,s) n2s(c, TUI(s))
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far | SE 451 -HeartBleed Bug

OpenSSL ~

Impact Status Count First Detected ¥ Owner Classification Severity

1201706 Untrusted value as argument i New 04/12/14 | Unassign¢ Unclassified Unspecified U
All 1 issue selected Pageof1
+= ¥ mm /ssl/d1_both.c
1445
1446 #ifndef OPENSSL_NO_HEARTBEATS
1447 int
1448 dtlsl_process_heartbeat (SSL *s)

1449 {
1450 unsigned char *p = &s-»>s3->rrec.data[e], *pl;
1451 unsigned short hbtype;
1452 unsigned int payload;
1453 unsigned int padding = 16; /* Use minimum padding */
11454
4 1455 /* Read type and payload length first */
1456 hbtype = *p++;
1. byte_swapping: Performing a byte swapping operation on p implies that it came from an external source, and is therefore tainted.
ns
2.var_assign_var: Assigning: payload = ((unsigned int)p[@] << 8) | (unsigned int)p[1] .Both are now tainted.
1457 n2s(p, payload);
1458 pl = p;
1459
u 3. Condition s->msg_callback , taking true branch
1460 if (s->msg_callback)
1461 s->msg_callback(®, s->version, TLS1_RT_HEARTBEAT,
1462 &s->s3->rrec.data[@], s-»>s3->rrec.length,
1463 s, s->msg_callback_arg);
1464
4. Condition hbtype == 1, taking frue branch
1465 if (hbtype == TLS1_HB_REQUEST)
1466 {
1467 unsigned char *buffer, *

HHEKRS

. bp; _
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79
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Freeradiusi Beg w01 %5t L1

Coverity Shared Defects

11
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3..12 Months

| = _
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] oading ek QA Testing Cycle QA Testing Cycle 3; * Semi-automated \.:_. Custom Delivery 7
Minutes ... Hours Days .. Weeks Weeks .. Months e Security Scan ‘\ 4’ 3..12 Months P @
T = [7 = ;‘ === | N 4
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Coding
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. A o \
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e C/CHt

X AR K HPUTTY
— PuTTY & [ A Win32F1Uni x 7 & LA K& x term&& i {17 ELAE
117 G, B SE it El/‘JTelnet'QSSH

AANr— s J oy janVanh dbd I I Tt 2>, AN N1 SNt
o 5 .
static char *foo(char *s, int len)

11

char *p = malloc((len + 1) * sizeof(char));

memcpy (p, s, len);
pl[len]="\0’;
return p;

char *p = snewn (lIen + I, char);
memcpy (p, s, len);
pllen] = '';

return p;

}
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CVE-2005-0467

N

CVE LIST COMPATIBLE PRODUCTS NEWS — FEBRUARY 27, 2012

SEARCH

Common Vulnerabilities and Exposures
The Standard for Information Security Vilnerability Names

HOME > CVE > CVE-2005-0467 (UNDER REVIEW)

About CVE
Terminology
Documents

FAQs

CVE List

About CVE Identifiers
Search CVE

Search NVD

Updates & RSS Feeds
Request a CVE-ID
CVE In Use

CVE Adoption
CVE-Compatible Products

MNVD for CVE Fix
Infarmation

More...

MNews B Events
Calendar

Free Newsletter
Community

CVE Editorial Board
Sponsor

Contact Us
Search the Site

Printer-Friendly View

CVE-2005-0467 Learn more at National Vulnerability Database (NVD)

= Severity Rating = Fix Information = Vulnerable Software Versions = SCAP
Mappings

Description

Multiple integer overflows in the (1) sftp_pkt_getstring and (2) fxp_readdir_recv functions in
the PSFTP and PSCP clients for PUTTY 0.56, and possibly earlier versions, allow remote
malicious web sites to execute arbitrary code via SFTP responses that corrupt the heap after
insufficient memory has been allocated.

Mote: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

(under review)

IDEFEMNSE: 20050221 Multiple PuTTY SFTP Client Packet Parsing Integer Owverflow VYulnerabilities
URL :http://www.idefense.com/fapplication/poi/display?id=201 &type=vulnerabilities
CONFIRM:http:/fwww.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln -sftp-string.html
CONFIRM:http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln -sftp-readdir.html
CONFIRM :http://fww ibm.com/support/docvi i 151002414

CONFIRM :http://fwww-1.ibm.com/support/docview.wss?uid=55g151002416
GENTOO:GLSA-200502-28
URL:http://fwww.gentoo.or
SECUNIA:14333

URL :http://secunia.com/advisories/14333
SECUNIA:17214
URL:http://secunia.com/fadvisories/17214
XF:putty-sftppktgetstring-bo(159403)

URL :http://xforce.iss. net/xforce/xfdb/19403

security/en/glsa/glsa-200502-28.xml

@ & & & & & B & B & B ¥ B B

TOTAL CVEs: 49206

About CVE Identifiers
Editorial Policies

Data Sources
Reference Key/Maps
Search Tips

Updates & RSS Feeds
Obtain a CVE Identifier

ITEMS OF INTEREST

Terminology
NVD

Intemational Software Development Conference
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static void sftp pkt getstring(struct sftp pack

{

char **p, int

*p = NULL;
if (pkt->length - pkt->savedpos < 4
return;

vedpos_+= 4;

@l
is check will

pkt->length - pkt->savedpos < *lenﬁfﬁTj:::>
return;

*pP = PR oo i ST
pkt->savedpos += *length;

sftp_pkt getstrlng(pktln &hstring

handle = snew (struct fxp handle);
/* heap corruption will occur if leg
handle->hstring = mkstr (hstringf len)?
handle->hlen = len;
sftp pkt free(pktin);
return handle;

y
static thar *mkstr(char *s,
{

memcpy (p, s, len);

pllen] = ;

return p;

char *p = snewn(len + 1,

char) ;




0 COVEr l : Configuration ~ Help ™ | Admin User ™

Type Impact Status First Detected | Owner
Untrusted value as argument Medium Mew 03721114

Untrusted value as argument Medium New 03/21/114

R ATHIE RAEF

'_ﬁ' é&ﬁ;’f& rl:ﬂ ﬁ Untrusted value as argument Medium  New 03/21114 ﬁ_ﬁa
H(] Q}E—- @'Ll‘ @l 12602 Untrusted value as argument 03/21/14 Unassigned | Un

1 of 176 issues selected ¢ F'age| :|ofi

aa

~ Triage

o= X W (soratch/buildiputty-0.56/psftp.c Classification: | Unclassified

Severity: | Unspecified

Outstanding Untriaged 6. Condition "rreq == req”, taking false branch
g . 6o = oo Action: | Undecided =
4 CID 12602 {#1 of 1): Untrusted value as argument (TAINTED_SCALAR) Ext. Reference: [Ty
Xﬂ-ﬁ% I}%iﬁff" :}EE Hﬁ]’. 7. tainted_data: Passing tainted variable "pktin” to a tainted sink. [hide details] 2
T H d = TRp_opend LV L DRUIN, Treqry Owner: |Una55igned
ﬁ‘ﬁjﬁ * /scratch/bulld/putiud 56/sftp.c
distruct fxp_hagMle *fxp_opendir_recv(struct sftp_packet *pktin,

struct sftp_reguest *reg)

tion "pktin->type == 102", taking tr

%%%ﬁﬁﬁiﬁy{ 68 \ char *hstring;
IK/FE{ E/\J}g—éf-ﬁij% _;;:uit;n-l:xp_handle handle;

2. tainted_data_transitive: Call fo function "sftp_pkt getstringistruct sftp_packet *, char **, int *)" with tainted argument "pktin->data"

m transitively taints "len”. [hide details] » Triage History

sttp_pkt_getstring(pktin, &hstring, &len); ~ Occurrences
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o1 N tp = i
(|n||ne)1ﬁilﬁ 1. Condition "pkt->length - pki->savedpos < 4", taking false branch

164 if (pkt-»>length - pkt-»savedpos < 4)
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id Sftp_pkt_getstring (struct sftp_packet *pkt, | 1: putty s
char **p, int *length)

Events contributing to defect:

4 tainted_data_return psfip.c:327

5 var_assign psfip.c:327

— 165 return; ! 7 tainted_data psfip.c:328
TRENDS 2. parm_assign: Assigning: "*length” = "((unsigned long){unsigned char)pkt->data + pkt->savedpos[0] << 24} | {{unsigned long) 7.2 tainted_data_transitive sfip.c:607
Project Lifetime i 2 = ) | ({unsi (unsi pkt- - (unsi
) [unmgned_ char)pkt :_>data + pkt->savedpos[1] =< 1“6 1 ti_uns|qned"!.0ng]{ulrl15|gneci char)pkt->data + pkt->savedpos[2] << 8) | (unsigned 7.2.2 parm_assign sfip 166
1ESTS long){unsigned char)pkt->data + pki->savedpos[3]", which taints "length".
e 166 *length = GET 32BIT(pkt->data + pkt-»>savedpos); 7.4 tainted_data_sink_Iv_call sfip.c:614
= 167 pkt-»savedpos #= 4; 7.4.1 tainted_data_sink_Iv_call sftp.c:380
Currently Failing 168 if (pkt->length - pkt->savedpos < *length) ;
169 return; 7.4.1.1 tainted_data_sink_Iv_call migc.c:341
: 178 *p = pkt-rdata + pkt->savedpos; ;
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