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package com.taobao.dexposed;

public class MainActivity extends Activity f{

private void showDialog() {

AlertDialog.Builder bullder = new AlertDialog.Builder({this);
builder.setTitle( "Dexposed sample"”
setMessagel
"Please clone patchsample project to generate apk, and copy if
.setPositiveButton{"ok™, new DialogInterface.OnClickListener() {
public void onClick{DialogInterface dialog, int whichButton) {
E
}).create() .show():




public class DialogPatch implements IPatch 4

@verride
public vold handlePatch(final PatchParam arg®) throws Throwable {
Class«<2>» ¢ls = null;
try {
cls= argd.context.getClassloader()
JdoadClass{ "com.taobao.dexposed. Mainfdctivity™);
} catch (ClassNotFoundException e} {
e.printstackTrace();
return;

1

DexposedBridge . findAndHookMethod{cls, "showDialog",

new XC MethodReplacement() {
@lverride

protected Object replaceHookedMethod(MethodHookParam param) throws Throwable {

Activity mainActivity = (Activity) param.thisCbject;
AlertDialog.Builder builder = new AlertDialog.Builder{mainfActivity);
builder.setTitle{"Dexposed sample")
.setMessape("The dialog is shown from patch apki™)
setPositiveButton( "ok"”, new DialogInterface.OnClicklListener() {
public woid onClick({DialogInterface dialeog, int whichButton) {
1

¥.create().show(};

returg ol g

gt



Dexposed

patch.dex

classes.dex classes.dex
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Dexposed

struct ClassObject : Object {

‘> java Method:

int directMethodCount; e accessFlags EKHEIEIL:L 2, 4, 8/%—",:;
Method* directMethods; e insSize >0

int virtualMethodCount; e insns :J:Ef rﬁjdex cacheEF' E(]il:%/?‘,\)\ ]
Method* virtualMethods;

struct Method{ : :
ClassObject* clazz; -zJni native Method :
u2 accessFlags; &—— » accessFlags == ACC_NATIVE
u2 methodIndex;

u2 registersSize; e nativeFunc NESZJTVEN L faEl

u2 outsSize;

u2 insSize;
DexProto prototype;
const char*  shorty;

constu2* _ insns;
int jniArginfo; J

DalvikBridgeFunc nativeFunc;
bool fastini;

bool noRef; ... —— |New java Func
bool shouldTrace; Jni call java
const RegisterMap* registerMap; QQ 23]
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classes.dex

A class

classes.dex

A class

patch.dex

B.class
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(7 LE

art::mirror::ArtMethod* smeth =
(art::mirror::ArtMethod*) env->FromReflectedMethod(src);

art::mirror::ArtMethod* dmeth =
(art::mirror::ArtMethod*) env->FromReflectedMethod(dest);
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public class MyActivity extends Activity {

@lverride
protected void onCreate(Bundle savedInstanceState) {

setContentView(com.qzonelR.layout.gz_widget_tag_view);

final Button button = (Button) findViewById(com.qzone.R.id.about_gzone_new);

Drawable drawable = getResources().getDrawable(android.R.drawable.arrow_up_float);

button. : {drawable) ;
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6.0hRZ=

classes.dex

£ com
& qzone

s Manifest$permission.class
s Manifest.class
s ThemeUtils$1.class
s ThemeUtils$2.class
s ThemeUtils.class
lib
&9 armeabi
n libbspatch.so
res
& drawable-xhdpi
a birthday_cake.png
» browser_home_icon.png

m btn_largeimagelayer_gzone.png

m btn_largeimagelayer_weixin.png
» AndroidManifest.xml|

B resources.arsc

6.1hRZA= I Ta

&9 classes.dex

& com
& com

& qzone
& qzone

» BuildConfig.class —“%_________
» BuildConfig.class

B9 classes.dex

s ThemeUtils$1.class

» ThemeUtils$2.class s ThemeUtils.class

B9 res

& res @ drawable-xhdpi

& drawable-xhdpi

u birthday_cake.png n btn_largeimagelayer_qzone.png.png

n btn_largeimagelayer_weixin.png

a btn_largeimagelayer_gzone.png.png 8 resources.arsc BITHRIF

s btn_largeimagelayer_weixin.png AndroidManifestCiZE#
s AndroidManifest.xml
B [ESOUrces.arsc
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R. Java & Resource. arsc

e R. java
épublic final class R {
; public static fina
public static fina
public static fina
public static fina
public static fina
public static fina
public static
public static
public static
public static

Resource. arsc

!

 @x7F 03 0002

1
1
1
1

class
class
class
class
1l class
1l class
final
final
final
final

int
int
int
int

anim {...}
array {...}
attr f...}
color {...}
dimen {...}
drawable {

activity widget to left arrow=8x7T@38801;
activity widget to right arrow=8x7f8300082,
aio file progress layerlist=8x7f830883;
alertdiag_inputbox=8x7/f@38884,;

02 00/c

ID

Ox 7F
PackagelD Type
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public class MyActivity extends Activity {

@0verride
protected void onCreate(Bundle savedInstanceState) {
setContentView(com.qzone.R.layout.qz_widget_tag_view);

final Button button = (Button) findViewById(R.id.content);

Drawable drawable = getResources().getDrawable[R.drawable.qz_bubbLe_popup_arrow_up_pressedb;

button.setBackgroundbDrawable(drawable);

Resource Resource.arsc AssetManager APK/res

1D L.

[@—res/drawable/xo—

res/draw:able/rx—"

Da-tu

new Drawable

-
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£ classes.dex £ classes.dex
= com L com

B qzone B qzone
--m a.class m a.class
m bil.class
mbi2.class
-m b.class -m b.class
-mchl.class

-mch2.class

-m c.class

& res
- [&5 drawable-xhdpi -5 drawable-xhdpi

m AndroidManifestaxml m AndroidManifest.xml

B FresoUrcCes.arsc B Fresources.arsc
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— Jjava —jar proguard. jar - obfuscationdictionary map
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(http://proguard. sourceforge. net/manual /usage. html)
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public class MyActivity extends Activity {

@lverride

protected void onCreate(Bundle savedInstanceState) {
setContentView(com.qgzone.R.layout.gz_widget_tag_view) ;
final Button button = (Button) findViewById{(R.id.content):

Drawable drawable = getResources().getDrawable[R.drawable.qz bubble popup arrow up pressed)

button.setBackoroundbrawable(drawable) ;
Ox7F 03 0001 ----->0x7F 03 0002

6.0k 6,184 Wt

5 classes.dex 5y classes.dex
ﬁ' s % e [E5r classes.dex
= gzone 5 gzone ﬁ' com
-.m MyActivity.class ..m MyActivity.class ﬁ g
& res e res om MyActivity.class
B drawable-xhdpi B drawable-xhdpi
“.m gz_bubble.png --mgz_bubble.png
8 AndroidManifestxm| m AndroidManifest.xml
B resOUrces.arse B resOUrces.arsc izf7ht , 0x7F030002
I RBEIFRHAFTE
o W 1)
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——> Resoures.arsc

public.xml

AP N
6.1 5 Resoures.arsc

e res/ values/BHETARMpublic. xml 3

<public type="id" name="title bar" 1d="0x7£020000" />
<public type="id" name="bar title" id="0x7£020001" />
<public type="id" name="bar back button" 1d="0xT7£020002" />
<public type="id" name="bar left button" id="0xT7£020003" />

<public type="id" name="bar right button" id="0x7£020004" />

<public type="id" name="bar center left button" id="0x7£020005" />
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6. 0hf=

= classes.dex
Er com

..% qzone

..m ThemeUtils.class

-' drawable-xhdpi
. -m birthday_cake.png
i layout

- layout.xml

6.1k
5 classes.dex
5 com
ﬁ qzone

:..m ThemeUtils.class

MERN3: Resources. arsclciEZmiF

18
B8 classes.dex

5 com
h qzone

ESr res

. drawable-xhdpi
*-m birthday_cake.png
-5 layout

Lem layoutxml

.' drawable-xhdpi

ey layout

-u layout.xml

<ImageView <ImageView
android:id="{i+id :id="@+id/birthday_cake"
android:layout :layout width="16dp"
android: 3 :layout height="16dp"
android: 2 id:layout_alignParentlLeft="trus"
android: =g :layout below="@Eid/lunar_month™
android: dp™ :layout _marginLeft="4dp"
android:layout _marginTop="&dp" android:layout marginTop="6dp"
android:gravity="center horizontal"/> android:gravity="center_ horizontal”/:

<TextView <TextView

android:id="i+id/lunar_month™ android:id="@+id/lunar_month"
android:layout_width="wrap_content" android:layout width="wrap_content™
android:layout height="wrap content” android:layout height="wrap content”
android:layout_alignParentTop="trus" android:layout_alignParentTop="true"
android:layout marginlLeft="1adp" -] android:layout marginLeft="12dp"
android:fontFamily="sans-serif" android:fontFamily="sans-serif"”
android:gravity="center_horizontal" android:gravity="center_horizontal™
android:textColor="@color /white™ android:textColor="{icolor /white"
android:textSize="18sp"/> am:d m1d :f_g:clg 512|E=155p..-'>

__|a
<lg]
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Resources. arsc
5%,
https://justanappli
cation. wordpress. co
m/category/android/
android-resources/

Table chunk

StringPool chunk

Package chunk 1

Package chunk N

typeStrings StringPool chunk

keyStrings StringPool chunk

typei TypeSpec chunk

type1 Type chunk 1

type1 Type chunk N

typeN TypeSpec chunk

typeN Type chunk N
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#E1: CLASS_ ISPREVERIFIED%E 1=

IllegalAccessError:
Class ref in pre-verified class resolved to unexpected implementation

232711 2321 5T

=

.
t
=
Ly

D 04-27 11:15:14.574 23271 23277 AndroidRuntime Shutting down VM

w Dd—4 11:15:14,.574 23277 2327 ks Lir i by Lhirgguld=L1; ~threat-Selting Wit dnpadgnt saxcapbion [(grodp=Qied] S 320y

E 04-27 11:15:14.574 23237 23277 AndroidRuntime FATAL EXCEPTION: main

E 04-27 11:15:14.574 23237 23277 AndreidRuntime Process: com.gzone, PID: 23277

E 04-27 11:15:14.574 23237 23277 AndroidRuntime java.lang.IllegaldcressError: Class ref in pre-verified class resclved to une O
zpected implementation

E 04-27 11:15:14.574 23277 23277 AndroidRuntime at com.gzone.module . MaduleManager.init {ModuleManager.java:&l)

E 04-27 11:15:14.574 23277 23277 AndroidRuntime at com.gzonex.app.QZoneReal?pplication.attachBaseContext ((ZoneRealfpplicatio O
n.java:125)

E 04-27 11:15:14.574 232797 23277 AndroidRuntime at android.app.fpplication.attach (Application.java:l8l)

E 04-27 11:15:14.574 23237 23277 AndroidRuntime at android.app.Instrumentation.newhfpplication(Instrumentation.java:33l)

E 04-27 11:15:14.574 232737 23277 AndroidRuntime at androdid.app.Instrumentation.newhpplication(Instrumentation.java:d73)

E Ci=27" 1115214, 574 23237 23277 AndroidRuntime at android.app.loadedapk . makedpplication (Loadedhpk.java:509)

E 04-27 11:15:14.574 23237 23277 AndroidRuntime at android.app.fctivityThread.handleBindapplication(ActivityThread. javaz4446 O
!

E 04-27 11:15:14.574 23277 23277 AndroidRuntime at android.app.fctivityThread.aceess51500 (RetivityThread, javaridd)

E 04-27 11:15:14.574 23277 23277 AndreidRuntime at android.app.fctivityThread$d. handleMessage (ActivityThread. java:1265)

E 04-27 11:15:14.574 23277 23277 AndroidRuntime at android.os.Handler.dispatchMessage (Handler.java:102)

E 04-27 11:15:14.574 232797 23277 AndroidRuntime at android.os.Leoper.loop (Looper.java:l3a)

E 04-27 11:15:14.574 23277 23277 AndroidRuntime at android.app.ictivityThread.maln(ActivityThread. java:3144)

E 04-27 11:15:14.574 23237 23277 AndroidRuntime at java.lang.reflect . Methed.invekeNative (Native Method

E 04-27 11:15:14.574 232737 23277 AndroidRuntime at java.lang.reflect.Metheod.invoke {(Methed.java:3ls)

E 04-27 11:15:14.574 23237 23277 AndroidRuntime at com.android.internal.os.ZygotelnitiMethodAndArgsCaller. run (Eygotelnit . jav O
ari3z)

E 4-27 11:15:14,574 23277 23277 AndreidRuntime at com.android.internal .os.Zygotelnit.main(ZygoteInit.java:S66)

=4 AL_TT 11+18:14 ETA 23377 22377 Mol wermd Al Diam b 4 o b Aaleardl st mm WMakdsmTbaeds madm (BTakd o Wabbheadl
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*
e e R a aa
IS_CLASS_FLAG_SET(referrer, CLASS_ISPREVERIFIED))

Class0Object* resClassCheck = resClass;
if (dvmIsArrayClass (resClassCheck))
resClassCheck = resClassCheck—->elementClass;

Lf (referrer->pDvmDex != resClassCheck->pDvmDex &§
TesClassCheck—>rclasslboader 1= NULL)

{
ALOGW ("Class resolved by unexpected DEX:"
s lzp)ssp ret l=s] Es(5p)s%p”,
referrer->descriptor, referrer->classlLoader,
referrer->pDvmDex,
resClass->descriptor, resClassCheck->descriptor,
resClassCheck->classLoader, resClassCheck->pDvmDex) ;
ATOGW (" (%3 had used a different %s during pre-verification)",
referrer->descriptor, resClass->descriptor);
dvmThrowIllegalAccessError (
"Class ref in pre-verified class resolved to unexpected "
"implementation") ;
return NULL;
b
} ? end if ! fromUnverifiedConsta... ?




classes.dex

:|§§§§%ig
allclass

public class AllClass {
public AllClass() {
if (NotDoVerifyClasses.DO VERIFY CLASSES)
System.out.print(this.getClass());

public
pub

1
J

. DexOptH‘f NRARAN S —
T AN43T_E ISPREVERIF | ED7l=_\iE

class NotDoVerifyClasses {

lic static boolean DO VERIFY CLAS

DNEARTER]—DexH

5E5 = false;
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| AAndroidManifest. xm| B &2/ [0) RSG5 F 47
ActivityFER, BITHIER#., KB EEM
Activity




RS =

TR Z  NActivity

BRIEANT B, REFEACtivityRFIBNA
ChunkActivityo,

SEEab R AR (A BEExport)

android:name="chunk.ChunkActivityl"

android: configChanges="keyboardHidden|orientation|screensize |keyboard" />
<activity

android:name="chunk.ChunkActivity2"

android:configChanges="keyboardHidden|orientation|screensSize | keyboard" />
<activity

android:name="chunk.ChunkActivity3"

android:configChanges="keyboardHidden|orientation|screenSize |keyboard"/>
<activity

android:name="chunk.ChunkActivity4"

android:configChanges="keyboardHidden |orientation|screensize |keyboard" />
OO ————rr—E————
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