Geelkbang>. InfoQ

=& E

QCon SHREFARXE
[ 1t=i4 ] 2016

MR, — 22 a N A B R T

5K AL (Fooying)

Intemational Software Development Conference



2016 10 20~22

éﬁﬁ;\ﬁ:ﬁ?ikAzm
[J:/:ﬂl_]

) -

010-64738142
gcon@cn.infog.com

=

sponsor@cn.infog.com
speakers@cn.infog.com *ﬁ ( E’Z:I:O 6% 21 E )
#k#2, I7E20407T/3K

1173834688




9‘% Fooying

ﬁa K H MIE G 7 % et FU I 404

TEMR R, rEREHE

WiE: http://weibo.com/fooying
FTEA: http://zhuanlan.zhihu.com/fooying

Intemational Software Development Conference QCon auutFEAs



S ) zamuAR
OSFHM B 5224, 4F AT TAER R
£ KCon. WOT2014. ISF oy it 24

FOHEEDE, 25 BB Bl B ok i i i

P wpn

BAFEAR T, 2id.net. PHPA,
Pythoner, H%<rifiim. 2 m PS &

1]
L R maE
“— F 5T FIIE B FINIFAL X, ZSeebug.org 17 i
- 23, FPHEZEZoomEye.org. Keon B M5
T a7 g

Intemational Software Development Conference QCon auutFEAs



E i 5 e 5 B 4

S LA S 1) 22 2 7] iR
PRANRITE 1 21 T ) Bt
RN — B

Intemational Software Development Conference QCon auutFEAs



RSN

=
MU
D)?r}
dr
=
MU
D)?r}

Intemational Software Development Conference QCon auutFEAs




-
N
il
cUT=
pAINI
o
)

Intemational Software Development Conference QCon auutFEAs



i K o 0K R A
L g 7K A~ e s 1 B
-~

"
-

Intemational Software Development Conference QCon auutFEAs



T Lok L

~HT 2015-08-22
09:54:42
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location : httpkefu.game.corp.gihoo.ne
1:8360/monitor_onlinewor himia
toplocation : httpu/kefu.game.corp.giho
o.netBIG0 monitor_onlinewark, htrmiy
cookin | TD=1%301437 1399609 265%3
D2b35cedibs184:524046e38a56%adb
T#26a%301; QD=u%3Dinatfra%:26
m%¥3Dinatfra%40060.pa; kefu=3c612cc
B9141d1daffbal 1fesbdabdd; P5S_LOGI
MLIST=-1; ExpirePage=; PS_TOKENEXP
IRE=-1; PS_TOKEN=; svcllger=yangse
nH40360.cn--CN¥%3DDomain Users%2
CONM3DUsars % 2C0CH3Deom %200
C%3Dgiheo %2000 % I0net--yangsan--
HESKID %AW ESWAIWAE--G1ATOT2
D8f9c21 286c68cTETS2B82T4

ocpensar

location : htp://kefu.game.corp.qihoo.ne
E:BIB0/monitor_onBnawark.himl
toplocation : hitpu/fkefu.game.corp.giha
o.netB3G0 monitor_onlinewark.tmi
cookie : TD=t%301437139960%:265%3
D2b35cedind ) 84c524046e38a5160adb
T%26a%301; QD=u%3Dinatfra%26
m¥3Dinatfra%40360. pa; ketu=3cE12cc
B9141d1dafTfbal HleeBdalsd: PS_LOGI
MLIST=-1; ExpirePage=; PS_TOKENEXP
IRE=-1; P5_TOKEMN=; svcUser=yangsa
n340380.cn--CN¥%3DDomain Users%2
CON%ADUsen % 2C0CH3Dcop%2CD
C3630gihoo®2C0C %3Dnet--yangsen--
HEBHODMAR EEHWAIMAE--G11ATOT2
DE19c21286c69¢TET5280274

opanes -

e

o]

= HTTP_REFERER : http./kefu.game.cor B
p.gihoo.net: E360/monitor_onlinework.ht
mi

« HTTP_USER_AGENT : Mozilla/5.0 (Wing
ows NT 6.1, WOWE4) AppleWebKr/53
7.36 [KHTML, Eke Gecko) Chrome/d
2.0.2311.152 Safari/537.36

= REMOTE_ADDRA : 182.150.21.238, 1821
50.21.238

+ HTTP_REFERER : hitp2/kefu.game.cor Bl

p.gihoo.net: B360/monitor_onlinework. bt
ull

» HTTP_USER_AGENT : Maozilla’5.0 (Wind

ows NT 6.1; WOWE4) AppleWsbKit/53
7.36 (KHTML, kke Gecka) Chrome/d
2.0.2311.152 Salarl/537.36

« REMOTE_ADDR : 182.150.21.238, 182.1

50.21.238
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+&8  BIE BUEMRE Request Headers B{E

+EFF  2015-09-23 « location : http://www.coolpad.com/FFFa  « HTTP_REFERER : http://www.coolpad.c  fffl&
13:23:27

+EFF  2015-09-23 « location : http://www.coolpad.com/FFFa  « HTTP_REFERER : http://www.coolpad.c  ffff&
13:23:08

+EF  2015-09-22 « location : http://kefu.game.corp.gihoo.ne  « HTTP_REFERER : http://kefu.game.corp. il
09:54:42

+®FF  2015-09-22 « location : hitp://kefu.game.corp.gihoo.ne « HTTP_REFERER : http://kefu.game.corp. fffilEx
08:57:07

+E7  2015-02-08 « location : http://www.coolpad.com/FFFa  « HTTP_REFERER : http://www.coolpad.c  filEx
19:54:45

+&FF  2015-02-08 « location : http://www.coolpad.com/FFFa  « HTTP_REFERER : http://www.coolpad.c M
19:38:23

+E7  2015-01-11 « location : http:/118.145.22.73/juaicai-us = HTTP_REFERER : http://118.145.22.73/] &
12:

7‘ = ]y

+EF 201 A AN —_—a — : http://union.xyz.cn/uni  fiilf&
18: ' 1 T

+BF 201 - —a / J [_L‘ | http://union.xyz.cn/uni  fiflEE
17:4

+EFF  2014-08-29 « location : http://union.xyz.cn/unionApi/in ~ « HTTP_REFERER : http://union.xyz.cn/uni  ffil&
16:18:54

+BF  2014-08-29 « location : http://admin.t.so.com:8361/ind « HTTP_REFERER : http://admin.t.so.com: ffilf&
11:19:42

+f&7F  2014-08-29 « location : http://admin.t.so.com:8361/ind « HTTP_REFERER : http://admin.t.so.com: Hi&
11:05:54

+E&FF  2014-08-28 « location : http://admin.t.so.com:8361/ind « HTTP_REFERER : http://admin.t.so.com: Hi&
15:01:38

+@EFF  2014-08-11 « location : http://newadmin.mail.sina.co = HTTP_REFERER : http://newadmin.mail.  ffli&
18:00:59

+iEFF  2014-08-11 « location : http://newadmin.mail.sina.co « HTTP_REFERER : http://newadmin.mail.  fflf
17:46:42

+EFF 2014-08-04 « location : http://newadmin.mail.sina.co « HTTP_REFERER : http://newadmin.mail.  ffilf
14:31:06

+EF  2014-08-04 « location : http://newadmin.mail.sina.co « HTTP_REFERER: http://newadmin.mail.  fiilx

Intemational Software Development Conference

QCon axuFE AL




Fooying 2:54:20
{FRELEEIERT ?
L M5 7:15:48
229 srmsTU . BHEEE ) TFRR-TE-2 . SEERESUZE , WA, SRETE : hitp//webaidycom S //uri7 me/3I5K1
Fooying 9:52:34
BRERIRXFEERIERIE
Fooying 9:52:43

N2 BN

Intemational Software Development Conference QCon auutFEAs



O 2, mesiensii iy

Intemational Software Development Conference QCon auutFEAs




LT 22 245 AT PR 1

RW158. FHSEMEICTTHiEN!

AR - FEREIE:
W ERCGERESS, BEFCGETHE
VA2 AKERIER SRS
EF T Q FsFERE V' FH, BESSAmERT

B ARy o a4 - Me?

BTG

BiE? FHRED
0% 3

HEREHERE <% Fis>

FHERM

Intemational Software Development Conference QCon auutFEAs



B2 Sy 25 S ) PR 5]
[E%%M%m}———r$M%E%‘

PE ] Cioms L[ RERER

. J \,

[ %ﬁﬁﬁ»}———%%ﬁﬁﬁ CIPNE AR T

J

( )

VM R

(E8 SIAER ARITHE, tini399999999 l J
( ATLME A )
M FHL 5 K
T

Intemational Software Development Conference QCO“ EHRHEFRRR




[ NN Burp Suite Professional v1.6.32 - licensed to Larry_Lau
Burp Intruder Repeater Window Help

_[ '[;[qe_t___T Proxy I Spider T Scanner I Intruder I Repeater I Sequencer T Decoder T Comparer T Extender T('thlcns T Alerts ]

| Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4xx responses; hiding empty folders 2
Contents Issues
[ Host | Methad | URL | Params | status & | Length | MIME ty| | |
[ Reqguest | Response | [_,M\dsoq;
Raw  Hex k
(A
-
=
¥
. ? . < . + ( > Type a search term 0 matches
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Results I Target i Pastions | Payloads [ Options |
Filter Shnwmg all tems
Request Paykad Status Error Timeout | Length v +
- H H - H - u
1237 2236 200 0 O 431 o
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SHENrIERIRS 4 |@wres @5
‘; 0 . ' € shp_script  [PB PortReady
aRis (19) > P 7 @ etSca
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SHARETEEAF Redis TOP 10 MRSIHE b Root 35418 moke | D8 G O
Bl | e
A Bl & E s
: o3 &
g i
EE ko
i SIFVIFOTEHEFIFE Redis S7AER
E=
=41
R
Bx
THHX
RE
=i
] 5,000 10,000 15,000 20,000
19 appPowerLink = "http://redis.io0/’
28 apphome = 'Redis’ i
21 appVersion = "All’ =
22 vulType = 'Unauthorized access' 4 £
23 desc = ''*  d o
24 redis RINARBESBOTHE, &% y
25 L]
26 samples = ["']
27
28 - def _wverify(self):
29 result = {} tow? 7
38 payload = "‘xZax31\xBd\xBa'x24\x34\;
31 s = socket.socket()
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root@ubuntu:”/.ssht _ umex ox § B sE1IBEE— oa:16

root@kali: tmp/redis

- INS(E) WEW(v) MEE(S
192. 168. 212. 110: 6379>

& root@kali /tmplredis
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| ® 1. fooying@pocsuite-test: ~/pocsuite (zsh)

..v/ks/Pocsuite (zsh) [ ~/pocsuite (zsh) ~/pocsuite (zsh) . ~ (zsh
mode:
--verify Run poc with verify mode
--agttack Run poc with attack mode
request:
--cookie COOKIE HTTP Cookie header value

--referer REFERER HTTP Referer header value
--user-agent AGENT HTTP User-Agent header value
--random-agent Use randomly selected HTTP User-Agent header value
--proxy PROXY Use a proxy to connect to the target URL
--proxy-cred PROXYCRED

Proxy authentication credentials (name:password)
--timeout TIMEOUT Seconds to wait before timeout connection (default 30)

-=retry RETRY Time out retrials times,
--delay DELAY Delay between two request of one thread
--headers HEADERS Extra headers (e.g. "keyl: valuel\nkeyZ: value2")
-=host HOST Host in HTTP headers.

params:

-~gxtra-params EXTRA_PARAMS
Extra params (e.g. "{username: '***' password: '***'}")

optimization:
-=threads . THREADS Max number of concurrent HTTP(s) requests (default 1)
-=peport REPORT Save a html report to file (e.g. "./report.html™)
--batch BATCH Automatically choose defaut .Choice without asking.
--requires Check install_requires
--quiet Activate quiet mode, working without logger.
--requires-freeze Check install_requires after register.

Zoomeye or Seebug:
-~dork DORK Zoomeye dork used for search.
--max-page MAX_PAGE Max page used in ZoomEye API(10 targets/Page).
--search-type SEARCH_TYPE
search type used in ZoomEye API, web or host
-=vul-keyword VULKEYWORD
Seebug keyword used for search,
r~fooying@pocsuite-test. local -~/
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RIE ZoomEye i T2015F 11 H12HORRMNAE R EIR:
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HEGE16477. HP Oy BHtel o5 ekes%r (3.17) , #
He7.5% (1.177)
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[H ) BT
RedisDDoS — — £ —Nfl| FARedis R RIHE T L H I

2015-11-18 FEHER ADLab

BMRedisieAA®2ZE, MEZRLIT XS A ZRRETHERNES, RAERADLabE
RE—RFNEFEF, ZIREFEFELZXEEHANKERSZF[P, FHRAXLRS B[R
1T KHMRRIDDOSK o

EERERADLabEE W IERENEL, AMXE—REZ JARedisi®REFRESEF, %
EF R T RADDoSKHERIIEEINERAR THEREFIITURNTERZREM/HITNEE, HA
PERDHITHAEN, BrMRENERE6REE T RN,

& Redis Desktop Manager [ | 116 I 1 53:0 1007 K 1 F |

Key: |1007 > 1 F Type: STRING TTL:- | Rename | Delete |
Value: |Plain text -]
{"userinfo":
{"uid""’5?DE|4118" "uuid"'"4d41Ele3b23435cfce94e3t3c9105cbb2" "email""mﬂﬁ com”, "passwd""'b?f659342_24f5c8" "last_login_ip":null,"platform”:"uc”,
"locked":"0","flag_del":"0","login_num":"40","last_login":"1426849865","reg_time":"1426685741","req_ip":"101 JENL 53", "sex":"2", "avatar":"{\ "« "\ "hitp: VWY

_k\Ul“UI"I‘IEVal 53360345ceae44339ﬁﬁ36bdfb61253Jpg‘l. AN\ hitp: \\U\\\J— 1\\Umaval 533(-30345cr:'!ar:‘!44t-13[-)1"f-"ﬁE|Erbdl‘bEn1253Jpg'l~ A'm
V" hip L Y 7\ / mava2_53360345ceaed4e30f7 faatbdfbe1253.jpot ", | s\ "hitps L |2\
mavas 53360345ceae44e39f7ﬁaﬁbdfb61253Jpg

VM "truename”:", T, "mobile”: " 1 20 IS, "nickname": " Ermnity”, rtype”:"™, "loginaccount”: "I @1 26.com”, "logintype™:"0", "phoneflag":"0"}, "create_time":
1426851020, extdata":"sar R @1 26.com”}
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ﬁ ’ /u% ’f@NOSQL

Mewmcached. ElasticSearch. MongoDB ...

port:27017 BR—T

Z/b4. 77 MMongoDB |PAEM 2% 75 ] B 5 75
TS/ bE3.87IP, HA6. 7/ 1DB

MongoDB:2.6.5

Service & +—H8 12, 2015 MONGODE

157909

413944

27017
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ElasticZombie

https://www.recordedfuture.com/elasticzombie -botnet -

Elatilambe Brraer At e
“ElasticZombie Botnet" Cusstomize View £
1-_,1;.0: ¥ |;,,.__!!“: Wyire : Lername @ Romesdien Saour ity Teas Fonamt 1 D30 refaiandss 0o Dh enlity, Adsed fug 10 S0
Cosporate (1)
H Cyber (1)
5 Indiaons and Diservaiied an Ek and Boarst Dec 3. X5
20 3 . 3
Locatio B2} = \
Person {155 o
Facebeond Usereame {1)
Twaitter Handl (1533
Lisarname (1)
Pradusct {1)
Qiheer (27}
B |
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ElasticZombie

zm?; ;11 [REFRSBEERL]ElasticSearchip S HITRA : BiLperlFH{TRHshell (=i y m
° RE_HT B AWTF 0306 REHT HFEDE EREE [t s
Cuntamize View G
88 ; ElasticSearch perl #<MITRE shell Bactiansieh CYESO1S
Ir af targets s7
RERZROE ElasticSearch2— T ETFLuceneMiZRMRSZ 3. ERUT — MO HRASHFENNEHERSIFE , ETRES Sndbatnan !
Tful webf[. Elasticsearch@ZMjavaFt &8 , FERApacheiF o] FF FRIFAMIER AT , BE_RHITHIE  fhrelisnod T, B.n:r.nr. pre
WHRZRSIE, RTTATEIED , EBANSARER , I3E , 7IE , thiE , RRERAKE BaiRNELFHNE RARRERE TN MACkaS
myl: EB;A Elasticsearch KRG A 8RS  NAMELBZHATHEE T, ElasticsearchF T A EFRIERIBIAEMVELED e, 30 day I|
@R Groovy, 2014fF5EMVELIBHRSSMITRE , R IGrooyyT |, Elasticsearch 1.3.0-1.3.7 ¥ 1.4.0-1.4.2 [qeen Sasichonitia Sotoa
-1 49699 . e . R e g £ xplalting Plistiousand:
i s MIGroovy B3 BEEMA, X A AR RS EMECrooy WA BN Tshell % , TEEIME [T, || wowssives
EE 19640 ZRElasticsearch 1.3.8 f1 1.4.3, iXMRETRIETava StructiiTas < RiR , I SLinuxfIWindows FE#iE [+ te |']
#E 16212 . s s -
zmm 03758t A, EEiFEN P BRI RSN FErootskEsystemiXRR , FTLAGKElwebshel F1&= FH %R, fwebapgs] - Elastichearch
et % e [
. A H : pedd: ACE
(J} .ul [~ 5377 :-m
R SRR O
Qahi_j, f cpe:/a:elasticsearch:elasticsearch:1.4.2 ;
ks ikl | | o
. THuF_Y cpe:/a:elasticsearch:elasticsearch:1.4.0
o [V [
cpe:/a:elasticsearch:elasticsearch:1.3.7 ] @XED
cpe:/a:elasticsearch:elasticsearch:1.4.0:betal
La i
cpe:/a:elasticsearch:elasticsearch:1.4.1
(—)=IRIAPOC
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ElasticZombie

€ =2 C [ www.shodanhqg.c
e — = = _~ M|ME - ‘ElasticBearc t 5 20M900 _ o il
WA O mdScrack (O f ke (3 o E——
+ c WWW_ZO0MEYe. o]
2 =M ] mdScrack kr t lirwn ik L tools vebshell tg
Shodan Exploits Scanhub i = =

*% SHODAN 1200 port:9200

Home

+ Add to Directory

Top Countries

China 184
France 118
United States 98
Netherlands 61
Japan 486
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Elastic Search

1288 BiEH
192.241.225 207 @

Elaste Saarch 0500

Pl Lurking Linknown

192,241,248 2200

Elasn Saarch 0.10.12 Mama; iguana

o il

A il
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/  http/8195.14469:9200/  * | +

© I.69:9200 WE ¢ QO <%k Sar gl =
k4 = @ saL* XSS* Encryption” Encoding” Other~
Load URL NI 695:9200/

Split URL

Execute

Enable Post data Enable Referrer

"status" : 200,
"name" : "Galactus",

"eluster_name" : "elasticsearch",
"version" :

"number" : I!IH!EH,

"build hash™ : "bc94bd81298f81c656893ablddddd30a99356066", Y
"build timestamp" : "2014-11-05T14:26:12Z2",

"build snapshot"” : false,
"lucene_version" : "4.10.2"

}.

"tagline" : "You Know, for Search"

| 4.0hRZA, RS2 hRZS
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gL SO

LA WV-NP240 Network Came % |}
§= C # 1183.180:9151/live/index.htmi

WV-NP240 Camera Acheringang

Setup

J e =4
A [7]8]
Image type
MPEG-4 JPEG

- ZOOM +

- Brightness +
E3ERE2

212.77.130.83 *
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https://www.zoomeye.org/project/router
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D-Link J517]

[ hit WWW.Z0omeye.org

Lo wEn  FAlHE  Sebug

app:"D-Link DIR-100 hitp config®

#1349 2300 FE5E (0.188 ).

212.67.69.242 ¢

D-Link DIR-100 http config

broadband router
Service

Country

212.77.145.163 ©

D-Link DIR-100 http config

broadband router




D-Link J517]

DIR-120 ) abouticonfig
38:8080/public/iogin.htm ¢ | Q BE<H2K- TEBE ¥+ A -0 - =

Hardware Version: NfA Firmware Version:v1.02 |
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There were about 67,000 affected devices worldwide. Only part of pins are shown due to browser performance.

Intemational Software Development Conference QCon exuFE AL
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#El(NetCore)iH7s J517]

2014/8/25, BHBHEMAATIM Yeh R CHR T ZRSERLE TTH
igdmptdi2)?, EFRE200% 776 &R H %70

2014/10/3, Tim YehFIKR SCREGERVE T3 kA gt El £, (B [E
e BRI T TR 18R, MFRBEHMER. ShadowServer
HIgiit g b as G 1002 1 G

2014/12/28, EWNHIh4ckmmp K SCHEHHT 7% (1]
2014/12/31, ZoomEye Team 4T T 47550 F: Kk 3L

2015/9, ZoomEye TeamHIIRN K IMUDP 534135 K] IPEE 4
N1407T5, Hh110/EARAAERTINER KBS, SHiEgo%

H95%7EHHE:(
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T4

<« C' | [ 217.00.100:81/cgi-bin/read.cgi?page=../../../etc/passwd

root :EM4. EN¥md¥0. 2:0:0:root: /1 /binfsh shutdown: :6:0: shotdown: /bin: /bin/reboot

WAY

START NETWORK MODBUS STATUS ADMIN ABOUT

Number of Connections
Valid Responses
Serial Timeouts

CRC Errors
Buffer Overruns
Frame Errors
Exception Responses

¥ status

Transparent Queries
1
10693

30

112

0

0

121

@©Anybus

| close |
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CE & 0

ToMELL16H HEH 16:08:31

Status
ESTABLISHED
LISTEN

LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
SYN RECEIVED
ESTABLISHED
SYN RECEIVED
SYN RECENVED
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195 0./ 7 /Portal4200.htn

Industrial Ethernet

Parameters | Satistcs | TCP connections [ UDP connections [ —

ot

TCP connections

Number Local IP address Partner IP address Local port Pariner port

1 ] o0 102

2 40 a9 80 -

3 90 Shop 102 1050

4 a0 o9 80 4802

5 90 99 a0 47531
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