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Introduction



Who am I

With VN Security since year 
2009

Almost Every 
Weekend

> CTF player

> Weekend gamer

Running xandora.net 
project.

Most of the time

> I am the coder

> I am the administrator

> I am what I am

Hack in the box die hard fans

Once a year

> Good friends

> CTF CTF and CTF

> 2008, Hack In The Box CTF Winner

> 2010, Hack In The Box Speaker, 
Malaysia

> 2012, Codegate Speaker, Korea

> 2015, VXRL Speaker, Hong Kong

> 2015, HITCON CTF, Prequal Top 10

> 2016, Codegate CTF, Prequal Top 5

> OSX, Local Privilege Escalation

> Code commit for metasploit 3

> GDB Bug hunting

> Linux Randomization Bypass

> http://www.githiub.com/xwings/tuya



Research Credits

Partner In Crime: klks84, https://twitter.com/klks84
All my missing Logitech keyboard and mouse



What Is MouseJack



What Is MouseJack

Targeting non-Bluetooth keyboard and mice
Sniff and transmit special crated radio packet towards victims
Keyboards normally sends encrypted packets
Affected Product ? Most of the non-Bluetooth keyboard and mouse



How It Works

Scan all the nearby wireless mouse, signal jumping
Sniff targeted victim
Dump “keystroke”, ”Mouse Stroke”
Replay, Hijack, 0wn3d



Objectives



Why This Research

Most complete MouseJack implementation guide, in chinese
Both guide based on Crazyradio. “PA” and non “PA”

Objective 1: Can it be cheaper?
Objective 2: Smaller? (Not too obvious)
Objective 3: Easier to purchase? Just tabao it?



What Not, But

Nothing to do with keyboard injection
Nothing to do with breaking keyboard encryption
Nothing to do with mouse injection
Nothing to do with super long distance sniffing
But, We do have something. Yes, that something



How It Started



It Does Ring the Bell

Got it few years back
Always hide in small little corner
After two times flying
I think I give up, completely



The Crazyradio

Based on nRF24LU1+ chip
125 radio channels
Send and receive packets up to 32 bytes
Design by bitcraze.io to fly crazyflies
Comment: Not too easy to fly



In The Beginning, I Screw It Up



Two Different Types, PA and Non PA

In the beginning, there are two types of crazyradio
Item 1. Crazyradio PA 
Item 2, Crazyradio (Obsolete)
Crazyradio PA comes with extended range. 1KM
Bitcraze no longer selling crazyradio, only PA model is available



How It All Started

At the beginning, there are two crazyradio
Flashing the “PA” firmware in to the the NON “PA” is a bad idea
Somehow, boot loader been overwritten
The End



Solutions

Crazyradio wiki says need a complete SPI flash
1 Unit Bus Pirate
1 Unit 2 x 5 Pins
Almost stable hand



Tools Needed



What Is Bus Pirate

Item 1, version 3.6
Item 2, version 4
Support 1-Wire, I2C, SPI, JTAG, Asynchronous Serial, MIDI and etc
SPI is what we need
Sells by seeeds studio and not in taobao



The Perl Script

https://github.com/xwings/tuya
The defector standard SPI flashing script for crazyradio 



Before We Go Further



nRF24LU1+ Based Device

Comes with nRF24L01 + 2.4 GHz RF transceiver
USB Connector
External Antenna or PCB Antenna



nRF24LU1+ Specification

nRF24LU1 + 2.4 GHz RF transceiver
Full speed USB 2.0 compliant device controller
8-bit microcontroller 
16 or 32 kilobytes of flash memory
Up to 12 Mbps air data rate
Comes with AES encryption acceleration
Full Spec document in: https://github.com/xwings/tuya



Saving Crazyradio



Soldering

Crazyradio comes with breakout pin
Solder a 2 x 5 Pin into crazy radio
“Clipped” in Bus Pirate accordingly
Beware of crazyradio breakout pin sequence



Problem 1: Boot Loader Missing

Due to the “PA” flashed in to the NON “PA”, it overwrites the boot loader
Almost broken Perl script not able to execute completely
ERASE_ALL makes it all worse
Info: https://forum.bitcraze.io/viewtopic.php?t=323



The Boot Loader

The possible way is, flash the boot loader
Once completed, flash the crazyradio firmware
Boot Loder: https://github.com/xwings/tuya



The Final Error

# git clone https://github.com/RFStorm/mousejack.git 
# cd mousejack
# make
Flash the firmware into crazyradio
Almost working Perl script not working, almost working and almost broken



The “Broken” Perl Script

The Perl script is broken by default under VM
Replace all usleep(20000) to usleep(40000)
Completely Re-implemented in python: https://github.com/xwings/tuya
Did I mention within two hours



Re-Flash

Two hours for the bootloader
Two hours for the crazyradio firmware
Two hours for the mousejack firmware
Ok, Maybe two hours. I went out after the flash started

Boot Loader

Firmware



It Works



End is Another Start



Google Found This

We found someone actually trying to fly crazyflies with Logitech unify dongle
If Logitech Unify dongle compatible with crazyradio firmware, it means ….
https://hackaday.io/project/6741-crazyradio-for-cheapskates



What is Logitech Unifying Receiver

One for all, all for one
25 RMB at taobao



Identifying the Pins

MOSI - Pin 11
MISO - Pin 13
SCK - Pin 10
CS - PIN 14 

AUX – Pin 7
3V3 - Pin 1
GND – Any GND 



What Is in Logitech Unifying Dongle

Open up the casing
It comes with breakout PINS !
Find the GRD
ULTRA STABLE HAND



Soldering

Breakout Pin save the world
Soldering all the Pin accordingly
Connects to BUS Pirate
Start Flashing the boot loader
Flash MouseJack firmware



Re-Flash

Two hours for the bootloader
Two hours for the crazyradio firmware
Two hours for the mousejack firmware
Again, maybe not two hours

Boot loader

firmware



It Works

Connect to PC
Run the scanner - works
Run the sniffer - works
Replay works



One Problem Left



Bus Pirate

Bus Pirate is expensive
Back to back order
Long waiting time
EXPENSIVE !!!



We (Wo) Love (Da) China (TianChao)



First Buy – PA Unit

Identify all the 7 Pins from the programmer and USB dongle
Soldering is needed
“Rainbow” connector is needed, both female
Single row pin is needed/Pogo Pin
119 RMB + 40 RMB = 159 RMB



Pin Mapping

Flash with pogo pin
Comes with Software
All pins are clear, except CSN needs to map to NSS
PA Unit



Flash

Connect to PC
Align Pogo Pins
Flash
Run the scanner - works
Run the sniffer - works



Second Buy – Non PA Unit

No Soldering required
Comes with Software
99 RMB One complete set, just like buying a mac
This should be the NON-PA unit



Flash

Computer USB -> Programmer -> Connector -> Breakout Pins 
5 Seconds Flashing
End before you start
Done !!!



It Works

Run the scanner - works
Run the sniffer - works



Conclusion



Cheap Way, Easy Way = Good Way

Made in China
Programmer can flash crazyradio and Logitech Unifying dongle
Easy to get. Stock always available
Cheap and cheap and cheap



One More Thing



What Is Missing

Is there really why it call MouseJack?
Only Mouse at the moment? 
Possible to hijack a keyboard?



Having Fun with Logitech Keyboard

Most popular brand, Logitech 
Lets see what is in Logitech Keyboard



What We Know

AES 128bit encryption between keyboard and dongle
Able to dump some functions
Few projects doing Logitech Unifying Keyboard, such as solaar. http://pwr.github.io/Solaar
Time is too limited and nothing much able to capture from the trace



Some Info on Wireless Keyboard

Most of the multimedia key seems to be not being encrypted
Not enough to encrypt all the keys ?



What If, Keyboard Is Not Available

No one will bring a wireless keyboard outdoor
Send in unencrypted keystroke  to mouse dongle? Yes, it works
Sending encrypted keystroke using unencrypted  method. Example, brute force?
Or Presenter ?



Dumping the Firmware

Almost Not Possible
InfoPage Readback blocking, 0x22
MainBlock Readback blocking, 0x23
Only can perform complete rewrite



Getting the Firmware

Download
Simple RE
Got the firmware in HEX
https://github.com/xwings/tuya



Intel 8051

Convert the HEX to BIN
32k file for nRF24LU1
Hunt for the encryption lib call
Question, What is the key or where is the key
Learn Intel 8051 Assembly



Why If It Really Breakable

What if MouseJack team actually breaks the keyboard encryption
Broken, will be broken forever
It is possible to break the encryption. Why?



Before We Really End



Contact

http://github.com/xwings/tuya
Weibo: kaijern
Twitter: kaijern



Questions


