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Fuzzing i3 72
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e
GET / HITP/1.1
Rccept: image/gif, image/x-xbitmap,
image/jpeg, */*
Accept-Encoding: gzip, deflate e
Accept-Language: en-us HTTP/1.1 200 OK
Connection: Keep-aAlive VALID requeSt Date: Wed, 07 Nov 2007 09:44:49 GMT
Server: MyWebServer/2.1 (Linux)
ke Last-Modified: Wed, 07 Nov 2007 09:44:36 GMT
Accept-Ranges: bytes
7 Content-Length: 100
VALID response Connection: close
= A 3 GET aAaAahaAaAahaAaRaAahahaMaAaAaRalal p Content-Type: text/html; charset=UTF-8
et HTTP/1.1
BE” Secs | @oas [ Gomssnc | Qumemn Lo am |t [ 4 e i o PHQEN 51 Accept: image/gif, image/x-xbitmap,
image/jpeg, */* ~
Accept-Encoding: gzip, deflate
Accept-Language: en-us ANOMALOUS request
Soonsction: Keep-Alive giflﬁia‘m&"ﬁ&‘?‘éﬁ 09:49:27 GMT
Server: MyWebServer/2.1 (Linux)
Content-Length: 284
Connection: close
ERROR response Content-Type: text/ntml;
GET %s%n%x%s%s%s%s%s%s%s%s HITP/1.1 charset=150-8859-1
Accept: image/gif, image/x-xbitmap,
image/jpeg, */* =
Accept-Encoding: gzip, deflate Y
Accept-Language: en-us
Connection: Keep-Alive ANOMALY sent B/1.1 500 Tat 18 =
HITP/1. nternal Server Error
Date: Tue, 01 Jan 1970 00:00:00 GMT
N~ Server: ()
s Content-Length: -1
ANOMALOUS response [ESems e
GET http://[?aRaRafaladaia’afadadadal Connection: close
!ln-!n“‘innl\.ﬂ]mpfl‘l
Accept: image/gif, image/x-xbitmap,
image/jpeg, */* N
Accept-Encoding: gzip, deflate
Accept -Language : erkus’: ANOMALY Sent
Connection: Keep-Alive
.
J
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«  Core Internet
*  Net Management

«  Routing

. Remote Access
. VPN

. VoIP

- 3G/4G/LTE
- Digital Media

- Email

«  File System/Storage
«  WLAN

«  Link Management

«  Bluetooth

- IPTV

«  PDA/Smartphone

«  Industrial Automation
. Archives .
. Metro Ethernet T
. General Fuzzer
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HTTP i TFuzz SR SC/E)

GET #index.html HTTP-1.8
User—Agent: Wgetrs1.11.4
Accept: =/ %

Host: localhost
Connection: Keep—HAlive

A

Test Tool HTTP Server
HTTP request
= ]
HTTP response
g
GET ‘\x80\x81\x82\=x83\x84\x80\x81\x82\x83\ x84 HTTP/1.1
Accept: imagefgif, image/x-xbitmap, image/ipeg, */*
Accept-Encoding: gzip, deflate
Accept-Langnage: en-us
Connection: EKeep-Alive
Ho=st: www.example.com: &0
User-Agent: Mozilla/4.0 (compatible: Codenomicon HTTP Server Test Tool)
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(2) sQLEAN
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55 o
o« BB, ko oy E A Kz Dy
* Valid case:
SELECT id FROM users WHERE name = 'SUSER' AND password ='SPASSWORD’
* Always passing injection
SPASSWORD=1'OR 1=1
* Always failing injection

SPASSWORD=1' AND 1=2
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(3) LDAPIEAN

(&) ->Absolutely TRUE
(]) ->Absolutely FALSE
Valid case:

(&(givenname=5Sfirst)(sn=Slast))
e Always passing injection
“Slast=doe)(&” => “(&(givenname=5Sfirst)(sn=doe)(&))”
e Always failing injection

“Slast=doe)(|” => “(&(givenname=5Sfirst)(sn=doe)(|))”
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Attacker =  SUT
Amplified
response
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(F9) FfuzzingiR%&HHeartbleed ( “1LBEHIN” ) iwiE

2014F4H8H , "G EREM” ( Heartbleed ) JmiEHZ&2] iCodenomicon
R TR EEe TEITo I , 24 "BENSE FHREAMENR
=

« OpenSSLIEATFTLS/DTLSAYHeartbeatyy B , BHF
memcpy();RBERAROBIE RSN EARKESE A
%ﬁ_giﬂﬁ*ﬁﬁ , SEIEE T LALI64AKB/IREVIREIREN A
FNE.
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Heartbleed #1117l T{E

SERVER, ARE YOU STILL THERE?

IF S0, REPLY *POTATO" (Bm) ser Meg wants these 6 letters: POTATO.

HvM....

o

-]

SERVER, ARE YoU STiLL THERE?
IF S0,REPLY "HAT™ (500 LETTERS),

J

SERVER, ARE YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS).

er Meg wants these 500 letters: HAT.

ct].cns page EME taum.rusr_raturl
master key tD ‘148
3503353-1. Isabel wantks

pages about
ﬁnakp_qbu‘ not too long”. User
wents 4o chenge acoount pasmncdi_l&

http://xkcd.com/1354/
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\)
#ifndef OPEMSSL_NO_HEARTBEATS -@iﬁ Ili[j ﬁ m{ k @

int
dtlsl process_heartbeat{55L *s)
{

unsigned char *p = &s-:s3-»rrec.data[@], *pl;

e e Openssl-1.0.1c/ssl/d1_both.c

unsigned int padding = 16; /* Use minimum padding
K T el e B e b el AT W Wy LT
Regd TYype and payload LEngih v1rst

hbtype = *p++;
n2s(p, payload);
pl = p;

if (s-»msg_callback)
s-rmsg_callback(@, s-»wversion, TL51_RT_HEARTBEAT,
&s-»s3-rrrec.data[@], s-»s3-»rrec.length,
s, s-»msg_callback_arg);

if (hbtype == TL51_HB_REQUEST)
{
unsigned char *buffer, *bp;

inkt r;

buffer = OPENSSL_malloc(l + 2 + payvload + padding);
bp = buffer;

#pp++ = TLS1 HB_RESPONSE;
s2n(payload, bp);

memcpy (bp, pl, payload); Qcon %ﬂ&xﬁ:ﬂ:ﬁk%

bp += payload;



1% J5 & I heartbleed ) i FE-1
Bid &M heartbeat-requestiig3 Payloadlength== (B , 19ERE

EIRS , FIAHeartbleedBRASHARTFEHE.

€ #977035 »

Heartbleed vulnerability - Heartbleed - max payload

Testrun

TLS .TLS11 .Basic .RSA-Groups .TLS RSA WITH RC4 128 MDS5 .Heartbeat-Request .heartbeat-msg .He 1(100%) ] 1
ar‘tl:lleed - 0x573DED3713A16D49 TLS.TLS11,Basic. RSA-Groups. TLS,_RGA_WITH_RCA_128_MDS.Hesrt..,
Attack Modifier = -10 CVSS/BS = 7.6 (components) B | BN |
Heartbleed vulnerability Status: ide
Run time: 00:00:00 / 00:00:00 remaining
Test case: 977035
é Heartbeat-Request [with anomaly] Tk soeion pey el 17 sk minote] 117 {testrun)
Instrumentation: Passed: 0 (0%) Failed: 1 (100%) Other: 0 (0%:)

client-heartbeat-record 1
Chedks: @ Failed: Heartbleed vulnerability

ContentType
HeartbeatProtocol . 18

Benchmark

System under test

Version

Length .. 00 03

Fragment
v ()

Content

Heartbeat-Request

heartbeat-msg wom ofEl FE FE
Mac ()
000008 FadLength ()

Intemational Software Development Conference QCon exuFEAS




1% B % Bl heartbleed ) 1 FE-2

ERERMIKET | HIRERZIREI64KBRINEFETE.
(1) IEEheartbeatig>Z ( 2) Bfzheartbeatig>Z

&

i Results Results
, = i - 5 ]
Auto refresh B8 Graph Full lngging =W Options | & Help Auto refresh [ Graph Full logging w Options | @ Help
20050, TEST- CRSK, 400 * 20:42:06 TEST CASE #10682 s
I0-40-30 T zip - T ITH RCd i S wgld r=13
20:40:30 TLS.S5L3. Basic. RSA-Groups. TLS_RSA_WITH RC4_128 MD3. valid walid 20 R4 176 MDS. Hesrtbest-FRequest. Heart. ..

:42:06 TLS. 55L3. Basic. RSA—Groups. TLS_RSA_WITH

+ 2 S

20:40:30 opening 192. 168. 117. 132:4433
20:40:30 Y

ha

to

—

6 T rd app —» la

ha

20:40:30 nm 20:42:06 tcp 3169 {— 192, 168. 117.132:4433 91 Message
20:40:30 32:4433 31 Mezszaze i o 5 = DR

= 2w B F i = 20:42: record laver {— app 86 Server—Hello
:G-4j-3: : 20:42:06 tep 3169 <—— 192. 168. 117. 132:4433 486 Message
20:40:20 = ption in TLS ac 34 record laver <— app 481 Server—Certificate

;30 record laver <{— app 86 Server—Hello
130 tcp 3152 <-— 192, 168. 117. 132:4433 436 Mezzage
:30 record larer {—— app 481 Server—Certificate

tep 3169 <— 192 168.117.132:4433 9 Message
& Tecord larver {—— app 4 Server—Hellc—Decne

ha

(S ]

20:40:30 tcp 3152 <— 192 168.117. 132:4433 9 Message it
3
20:-40:30 4 Server—Hello—Done ih
3
20:40:20

20 230
20:40:30

B3 B3 B3

20:40:30

2:06 tecp 3169 <— 192 168.117.132:4433 & Message
record laver {— app 1 ServerChangeCipher—Spec
:42:06 tcp 3169 <—— 192. 168.117.132:4433 61 Message
:42:06 record laver <—— app 40 Server—Finished

ha

]
=]
.

3
=]
o

1 132:4433 & Mezzage
record larer <—— app 1 Server—Change—Cipher—Spec
132:4433 61 Message

a0

izt

top 3152 <— 192.16

20:40:30 record laver <— app 40 Server—Finished 20 2 5 M bEaas
20:40:30 168. 117. 132:4433 56 Meszame e e e
S e T T S 2 tcp 152,168, 117. 132:4433 154035 Meszage
20-40:320 168, 117, 132:4433 56 Message 2 tep 152, 168. 117. 132:4433 15405 Meszage
20-40- 20 app 25 Heartbeat-Fesponse 24 tep 192 168. .132:4433 16405 Message
20:40:30 2{:42 top 152. 188. 16405 Message
0:20 2q:42:07 tcp 3169 {— 192. 168. 29 Meszagze
.30 20:42:07 Response into Hearthl SUT ie wvulnerable!
.30 20: 0
20

20:40:30
Inerrauoridl oolwdie vevelopiinerit vorlerernce

Instrumenting (1. round)... -

=]

-

(5]



() ARITITIEFuzzing N A=

Fuzzing MY & 147k

« JRZHT: Canbus

o TMk#E#HIRGE: Modbus. CIP. Profinet. IEC62443%5ifE
« [RJTHEEE: DICOM

o FEES T HUMOSCH . Bluetooth. WIFI

« WJEEM: Zigbee, Bluetooth. WIFI. XML-SOAP. MQTT
« 4flh: FIX, OpenSSL

o MUARWSHE: RTSP. SIP. RTP. HTTP
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*  FuzzingBE RILH:
(1) B, EHEREZ;
(2) BiEAPAT, HETAZEWIE, RIRHRE;
(3) JREfE, #7523
(4) HIMW, EEANLSE, MAME S

«  LETIZI0-daylwiF, BRI 1R .

¢ *%ﬁ%ﬁﬁ:
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