UcLoud

\‘("/\ ( py - ,

»
<4 KESHRRGEIHTH—ERESENFSEFH

4 ’ /// K
( / /////
4 Ay

SIEE aka Y3 O
YuanYuan.Yu@UCloud.cn 7 4 F

/




Geelcbangp.

R = 3D B2
LRFANERAZEINTAFA

iR
e

E G EXTRA GEEKS” ORGANIZATION

SimAAR

F SR AL

Ak, BEAEHER

SwuQ

SCREARENEII TR UL
SRS T

Geekbangp.

InfoQ; | EGDiriore | StuQu



INfoQ eauurFrammRsaFm0EE

L
ArchSummit

TEE

Ecitxse— FEBI7a=E

BE: 2015512818198 / i 465 - ERRSIE
B NNArchSummit1t522015, SARERTmAE

QCon !1it=usl

SBRGGERFREAS 2016F04821H-23H

XiFInfoQEAEE
RITEEQCOoNEH AR



UcLoud

Agenda

o ANIEATTIRER], 24%EEK

- BIEHFERYSENR
y &@*ﬂ?ﬁli)l

X

S5






i \ \ \ \ \

UCLOUD N

\
\ N \ \
\ N \ \
\ \ \ \
\ \ \ \
\ \ \ \
\ \ \ \
\ \ \ \
\ N \ \\
\ \
dbEll\E\ \ \\ \ \
ﬁ ? \ \
7S \ \\ \
\ \ \
\ \ \
\ N \
AN \ AN
\ \ \

\ N \

\ \ \

XJzZAzure B MAYEIIRIRSS (Frontend Servme Fléet)
JEESuEK ( ~5005153k/H) N

\
\
\

11

Frontend Frontend Frontend
Service Service Service

API B



UCLOUD RN

= EERSR AN

j(i’]39iﬁu7,th‘ET,TﬁE’Jv6 0. 1H}ifrontend ser\/lce S
- IRBEAEE , FrakErunner RSN

- {E'ﬁljélﬁ/]ﬁ BA Sz hiz 1%@57\'.%%2‘2#_!3]‘
. HhFEIHY '
. 1§X*&glx1%HELibﬂ

. BN  FHV6.0.IIREE K IR T ? !




UucLoud

\

U

\

\

AY

4CR

\

i cef]

Frontend Servi

=

HE

]

g

5

3

|¥/] ® CounterValue{GatewayManagerRole_IN_0}
le_IN_1

|| ™ CounterValue{GatewayManagerRole_IN_2}
[_] m Countervalue{GatewayManagerRol

z
g
~
'z
Ed
o
)
@
£
Ed
)
3
@
=
£
2
2
@
z
I
o
o
@
=z
£
)
&1
@
z
<
=)
3
@
=z
T
o
i
W
z
I
o
3
n
=
T
o
o
W
z
I
o
o
"
=z
I
)
1
W
z
I
o
3
W
z
<
o
u
¥
z
I
)
i
B
z
I
o
4]
¥
z
I
o
N
&
z
<
o
74
¥
£
Ed
o
2
¥
z
<
o
\n
@
z
I
o
s
@
z
<
o
T4l
@
z
<
o
o
@
=
<
o
i)
@
z
I
=)
]
@

M
a
0
u
&
=
S
w
X
&
=
a
0
o2
&
z
a
w
o
&
=
a
n
-
3
=
a
n
2
&
=
a
w
a
o
z
S
w
3
w
=
S
w
@
o
=
S
w
o
w
=
S
w
-
=
=
S
n
o
"
=
S
w
k)
<
=
=
w
b
<
=
S
w
o
<
=
<
w
o
R
=
ES
n
=
R
=
a
n
2
«
=
a
w
L)
@
=
a
0
58
o
=
S
w
o
@
=
a
0
08
o
=
a
w
-
b
=
a
n
2
2

e_IN_0}

/] ™ CounterValue{GatewayManagerRole_IN_1}

|v/] ® Countervalue{GatewayManagerRole_IN_2}

Il [] m CounterValue{GatewayManagerRol

3:00 AM  3:10AM  3:20AM  3:30 AM 3:40 AM  3:50 AM  4:00 AM  4:10 AM  4:20 AM  4:30 AM  4:40 AM  4:50 AM  5:00 AM 5:10 AM 5:20AM 5:30 AM  5:40 AM 5:50 AM  6:00 AM 6:10 AM  6:20 AM  6:30 AM  6:40 AM  6:50 AM  7:0C M

(/] ™ CounterValue{GatewayManagerRole_IN_2}

Il [ m CounterValue{GatewayManagerRole_IN_0}

| ™ CounterValue{GatewayManagerRole_IN_1}

-
=

|
Tt pld s ik A
0 e e e e e e

3:00 AM  3:10 AM  3:20AM  3:30 AM  3:40AM  3:50 AM  4:00 AM  4:10 AM  4:20 AM  4:30 AM  4:40 AM  4:50AM  5:00 AM S5:10 AM  5:20 AM S5:30 AM 5:40 AM 5:50AM  6:00 AM 6:10 AM  6:20 AM  6:30 AM  6:40 AM

e

‘lr

=

S L LI

6:50 AM  7:0C M

3:05AM  3:15AM  3:25AM  3:35AM  3:45AM  3:55AM  4:05AM  4:15AM  4:25AM  4:35AM  4:45AM  4:55AM  S5:05AM  5:15AM  S5:25AM  5:35AM  5:45AM  5:55AM  6:05AM 6:15AM  6:25AM  6:35AM  6:45AM  6:55 AM




UcLoud NN

1R

X: . NETZEFEHEbug

Process dumpER~AKERIXTCPURY S5 FBIIKRE

ListClientRootCertificates

NETZEZEBEX509Certificates2SERI¥IERRIZNE
S'Z#F’Tﬂﬁlﬂi ERYbug:

IEHTSZ42K - 65000

- e




o \ \ \ \ \
B \ \\ \ AN \ \
\
\ N \ \ \ \
\ N \ \ \ \
\ N \ \ N \
AN \ \ \ N \
\ \ \ \ N \
\ \ \ \ N \
\ \ \ \ N \
\ \ \ \
\ \ ) S
N r‘\‘ \ \
Y ‘I:I 1}” - ? \ /\\? N \\ \ >
\
DL : E mTT . . .« .
\ \ \
\ N \ \ \\
\ \ \ \\ N
AN \ AN N
\ \ \
\ \ \ \
\ \ \ \
\ \ \ \

\ AN \
« "Sign-off and Forget it" does not work. Continuous monitonng/aI\e*rting Is*a must‘.\\
« Features that improve monitoring, debugging and operatlonél efﬁaéncy are\as \

important as performance \ \
- Runner only raises alert if 5 consecutive calls fail (5-minute span\);\not good eno‘ugh
- Design your monitoring like how you customer will use your serV|Ce S =
- WFRYISEE : actionable, unambiguous, dumb *\ S N
\ \
\\ \\
\

. In retrospect, this is more of a monitoring miss than insuffici \\ S
ent test coverage. Alerts that are non-actionable, have multip | | \\\
le interpretations, and are too sensitive/insensitive, are worse \\
than no alerts. Itis inevitable to have such edge cases that are N

almost... \
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950254 Gateway Datapath useast has failed in Prod LiveSite 08-08-2013 20:38:57 3 08-08-2013 20:48:46 3 Investigate Rajesh Waghmare (Mindtree Consulting PVT LTD) Unknown Issue
950267 Gateway Datapath uscentral has failed in Prod LiveSite 08-08-2013 20:44:22 3 08-08-2013 20:48:35 2 Investigate Unknown Issue
950266 Gateway Datapath asiasoutheast has failed in Prod LiveSite 08-08-2013 20:44:10 3 08-08-2013 20:48:39 2 Investigate Unknown Issue
950265 Gateway Datapath useast2 has failed in Prod LiveSite 08-08-2013 20:44:10 3 08-08-2013 20:48:35 2 Investigate Unknown Issue
950264 Gateway Datapath asiaeast has failed in Prod LiveSite 08-08-2013 20:44:06 3 08-08-2013 20:48:46 2 Investigate Unknown Issue
950263 Gateway Datapath ussouth has failed in Prod LiveSite 08-08-2013 20:44:06 3 08-08-2013 20:48:42 2 Investigate Unknown Issue
950262 Gateway Datapath europenorth has failed in Prod LiveSite 08-08-2013 20:44:03 3 08-08-2013 20:48:35 2 Investigate Rajesh Waghmare (Mindtree Consulting PVT LTD) Unknown Issue
950261 Gateway Datapath usnorth has failed in Prod LiveSite 08-08-2013 20:44:02 3 08-08-2013 20:48:37 2 Investigate Rajesh Waghmare (Mindtree Consulting PVT LTD) Unknown Issue
950259 Gateway Deployment useast2 has failed in Prod LiveSite 08-08-2013 20:43:59 3 08-08-2013 20:46:25 1 Investigate Rajesh Waghmare (Mindtree Consulting PVT LTD) Unknown Issue
950256 Gateway Datapath europewest has failed in Prod  LiveSite 08-08-2013 20:38:57 3 08-08-2013 20:48:47 3 Investigate Rajesh Waghmare (Mindtree Consulting PVT LTD) Unknown Issue
950255 Gateway Datapath uswest has failed in Prod LiveSite 08-08-2013 20:38:57 3 08-08-2013 20:48:43 3 Investigate Unknown Issue
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var query = from e in TableQuery.GetBaseQuery() R ‘. N
\\\ \\ \\\
\
select e; \\\ ‘. \\\
\
IEnumerable<KeyToTenantMappingEntity> entities = TableQuery.RunTableQuery(query); ¥\ N >
return entities.FirstOrDefault(); R s
} \ N

PartitionKey Timestamp AzureSubscriptionld ~ Gatewayld IsTenantBlacklist  TenantCertThumbprint ~ VNetld

00028b1d-7350-445b-81fa-bad93676e7ce 2013-05-14T21:1% be39470b-5b98-4f4b-t £193654d-408e-4 False 1E64D1957E762D84F2B1: 00028b1d-7350-445b-81fa-bad93676e7ce
000474d0-335f-4d30-8fc0-de60a14c011c  2013-05-14T21:1Z 6d9db675-598d-4f02-: 9dceIb09-d382-4 False EBS6F6FODSB5DEF7210A! 000474d0-335f-4d30-8fc0-deb0al14c011c
00000000-3788-4e73-9bca-e4bf929f1bf6  2013-11-18T19:0z 00000000-0000-0000-f 00000000-0000-0 False 6E6450097D10A9266F 184 00000000-3788-4e73-9bca-e4bf929f1bf6
0006e6c4-b369-4466-9633-b7cc887a05b8 2013-05-14T21:1= £5203540-ebbe-4648-1 e5406cd5-dae5-4 False 795F26AEET1302A5F721€ 0006e6c4-b369-4466-9633-b7cc887a05b8
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« Not matter how good your test is, it is still no PRODU‘CTIOI\‘I\
 Fast rollback. Fast iteration. Incremental success \\ N
B4 , 342 , AR42 . Partition your critical use cases.,
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PublicRdfe.StorageService existingService = storageServiceList.Find((s) =>\\\ \‘\ \\\ \\\\
{ return s.ServiceName.StartsWith(storageLocationConstraint); \\\ \ \\\ y
1 \ \\ \
+ 1£#BbugSEUSEastiiRSs A 7 USEast2HIA Tz,
 (EEERIRERARMTF—
- BDEXANA AT 99.99%HIRT IR N
- BIEX N EAB = geo-distributedfireplica .

... One of the key design change we made in response to this flaw
is to employ a 3-blob-lease leader election algorithm. At data cent
er level, one must have HA solution embedded into the original d
esign in order to mitigate any potential single point of failure no
matter how improbable such incident may appear to be. If it may
happen, it will happen...
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« Trust no one and rely on no one. . \ \

- Have a dumb overwrite safety for your key cbnflguratloh
« Is your everyday traffic representative of your worst—case trafflc‘
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995033
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Gateway Deployment europenorth has failed in
Prod

Gateway Deployment uscentral has failed in Prod
Gateway Deployment usnorth has failed in Prod
Gateway Deployment useast2 has failed in Prod
Gateway Deployment uswest has failed in Prod
Gateway Deployment useast has failed in Prod
Gateway Deployment europewest has failed in

Prod
Gateway Deployment asiaeast has failed in Prod

Gateway Deployment europewest has failed in
Prod

RDIncident

RDIncident

RDIncident

RDIncident

RDIncident

RDIncident

RDIncident

RDIncident

RDIncident

Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite
Windows Azure
Livesite

Windows Azure
Livesite

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
LTD)

Surender Kunchala (Mindtree Consulting PVT
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« var serverCertFile = dir + "\\" + parameters.VnetName + CertExtension; N N W
int exitCode = PlatformUtils.StartProcess(iexpress, "/N " N \ N
+ TextUtils.EvaluateTemplatizedString(SedFileName, serverCertFile), ‘. \ N
out output, out error, null, true, dir); N N N
\
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Sanitize user input (durrr). NN N
Watch out for locking of critical resourcas o
« Does your failure mode scale? SN
« Do not brown out. Always fail fast. NN
 Dig into unusual outages or behavior, even if\ brlef
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« Continuous monltorlng/alertlng is a must. . S N N

Features that improve monitoring, debugging-and OperatlQnaI B
efficiency are as important as performance R )
Not matter how good your test is, it is still no PRQDUCTION )
Fast rollback. Fast iteration. Incremental success. ™,
- Partition your critical use cases. NN

« Have a dumb overwrite safety for your key conflgurat|€>n .
- Is your everyday traffic representative of worst-case traffic?
« Watch out for locking of critical resources. \

« Does your failure mode scale? N
« Do not brown out. Always fail fast. \

 Dig into unusual outages or behavior, even if brief. \
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