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. AFLA 22
: AFL on Windows

® fork server
® coverage
® genetic algorithm

® bugs

. Yo be better, man




fuzzing
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e

AFL

is short for American Fuzzy Lop

BEE  AFLEESTEZT—B.

fork server
coverage

fuzzing strategy



fork server
e

file: afl-as.h

file: afl-fuzz.c
do preparation

do preparation write(pipe, “ready”)

pid = fork()
if child:
dup pipes;

run = read(pipe)
pid = fork()

'f child:
execv(target, argv) close pipes

ready = read(pipe, status) goto

A d0) else:

waitpid(pid)

goto

binary

binary original code

write(pipe, "start")

status = read(pipe)




fork server
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- JEEHKEIfork
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. HFEE)E(S(PIPE)




cover'age

curr_location = <COMPILE _TIME_RANDOM>
shared_mem[ curr_location © prev_location ] ++

prev_location = curr_location >> 1

basic block: A, B, C
A->B->CvisA->C->B

A->AvsB->B
A->BvsB->A
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fuzzing s’rra’regz
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fuzzing sTra’regz

file: afl-fuzz.c

while True:

SELECT one from Queue
SIMPLE BITFLIP
ARITHMETIC INC/DEC
INTERESTING VALUES
DICTIONARY STUFF
RANDOM HAVOC
SPLICING
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® new behaviors detecting
1,2,3,4-7,8-15, 16-31, ...

® input files trimming

® dictionaries

©

B2, AILAFIERIEEE /docs/ technical _details.txt
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AFLoW
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ANEFRATEEWindows_ ESCIIAFLAGHE ..

ves, @) | FEIEX A RE B

BUT, @ ? 188 fork() ?
? 1RBIRE ?

OK, let's find the way out. 14



core Eroblems

7T AFEEfork()?

fEnon-dumbt&E , AFLEZERMCABER T fork()

. FEAL, AR THAEIEISEEIATT
o FELb, MEfork serverfStZziC NSl

TEHN, SRA/HMRAIERNNZE AT ?

Performance
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core Eroblems

SO, XTF fork(VBATREMBIHIRLE ?

BEL: S4IE/SHE

MT, ZEH= , FEXRERDP (lock, semaphore, etfc.)
MP , FFME , HIERBEWESSHINITER)

Notes:

- GIL.
- AL
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core Eroblems

SO, XTF fork(VEL(I TRETSIERLE 2

J3EE2 : WSUhRE
- — eI RANRIHET
- BRI

- IR FFEIRR
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o ————

17



core Eroblems

SO, XTF fork(VBATREMBIHIRLE ?

3 WIFEAIAT LA WindowsHEFEE 2
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core Eroblems

ST ABEIRRE?

TRIFAITRIE , BT

« H—, fork serverfyXiEERo (BiEVERfork())
- HT | SKENBiMERRIH Trace

WNRFEATAE[Efork() , BFAFAIRFZXOaNEEE trace.

19



core Eroblems

SO, a8 Ztracele?

V)OS T L
- FRSIEM
- [EERE
N = U

spin

dynamorio

gemu
winafl

dyninst

dbg
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core Eroblems

SO, a8 Ztracele?

e i (= E NG e
fmEpintool IDA: patch Oxcc to all branches

Debugger: monitor exceptions
HoRS
windbg / pykd

TitanEngine
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other Er'oblems

AL RE(RI BT R IR IR AT T?

ZBIR0753% ;- timeout, BPset a timer

SBIFHITE | fE5trace , BRUAIEIRBITEUEEIRNTEEE

while Running:
curr = count(trace)
'f curr > LLIMIT and ((curr - prev) << 10) < prev:

kill process

prev = curr
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other Er'oblems

HirtEFAFIE S XARYRIEE?

- w5/IMER  EEIREKBEIREOHFXE | HIRIFOE.
« FTpatchBfrbinary

 {$Fdebugger
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other Er'oblems

(37AAIZR?

- EFRBESHL - pintool

« DLLETEM

» BIERMEAREEREram disk £
.+ REAEES

- HtmiZiE S C++, 60?

. =
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some bugs

packages limit

multiprocessing

* |locks
process
server, client
* rpc

By the way ...

why a distributed fuzzer? e



some bugs

out of memory

Python 2.7.10 (default, May 23 2015, 09:40:32)
Type "help” for more information.

»>az=1
»>b=1
>> ¢ = 1000
>»>d = 1000

>»> id(x)?
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results
e

when we test on utilities of swftools ... @
what about the flashplayer ? @

and some other heavy targets ?

to be better, man
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sEecial thanks

@nforest @wushi @promised_Iu
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Many Thanks

Close Replay



