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[hdfs@d196 ~]% kinit -k -t .secret/hdfs.keytab hdfs/196.mininglamp.com

TERE

Dot
=

LoginContext context = new LoginContext("loginContext", null,

new UsernamePasswordCallbackHandler(principal, password), new KerberosConfiguration());
context.login();
return context.getSubject();

Keytab3Z{t

ugi = UserGroupInformation.loginUserFromKeytabAndReturnUGI(princ, keyTab);
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- Kerberos Pricipal -> Hadoop User
- Etlman/hadoop@mininglamp.com

hadoop.security.auth_to_local

RULE:[1:$1.%0]

RULE:[2:$1@%0]

DEFAULT
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Impersonation - Proxy User

{property>
<{name>hadoop. proxyuser. oozie. host s{/name>
<yalued*<fvalue)

{/property>

{property>
<{name>hadoop. proxyuser. oozie. groups</ name>
{ralued#</valued

{/property>

oozie

Oozie )
oozie

A ENASA R, TR EE ST

bin/hdfs dfsadmin —refreshSuperUserGroupsConfiguration
bin/yarn rmadmin —refreshSuperUserGroupsConfiguration

Oozie
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e Kerberos£s1

fEmaster LML UL FRr 400 Hl,
Kdb5 util dump /var/kerberos/krbSkde/slave datatrans
kprop -f /var/kerberos/krbSkdc/slave datatrans kerberos2. example. con

KrbSkde NS kpropd
Kadmin 2 :
\ .

¥ kerberos Mkerberos
192. 168, 116. 129 192. 168. 116. 137
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<property>
<name>dfs.cluster.administrators</name>
<value>hdfs hadoop-admins</value>
</property>
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o YARNJRZS AN Vi 1]
o HUNNYARNEEREE FE R ZH . YARN Scheduler® B 7 4H . YARNJH 141
e 17job historyserver )& Hi 51 41
o TRH P HEAAESS I Fa E AT

<property>
<name>yarn.resourcemanager.scheduler.class</name>
<value>
org.apache.hadoop.yarn.server.resourcemanager.scheduler.fair.FairScheduler
</value>
</property>
<property> 1
<name>yarn.scheduler.fair.user-as-default-queue</name> <property>
<value>false</value> <name>mapreduce. jobhistory.admin.acl</name>

</property> <value>mapred hadoop-admins</value>
<property>

<name>yarn.scheduler.fair.allow-undeclared-pools</name> </property>
<value>false</value>

</property>

Lo InfoQ
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HUERTOLIA]

e HDFS ACL unnamed user (file owner) | HEEEEE

unnamed group (file group) | STEEHIETELR

named user b 7 X HEHEEEIEEE S, FHEAR

named group b 7 XHEHEEEINEEE S, FHEAR

mask TUBRIERS, ATidiEnamed userfinamed groupfIiRER
[hadoop@master ~]$ hdfs dfs -getfacl /input/acl [ @ILEENED |

# file: /input/acl

3 own%jr: hadoop

# group: supergroup

user::rwx

group::r-x

mask::r-x

other::r-x

[hadoop@master ~]% hdfs dfs -setfacl -m user:mapred:rwx /input/acl
[hadoop@master ~]$ hdfs dfs -getfacl /input/acl [mapredf PIBE rvd®fRs {Bmasicr-xs M)
maskBEhE A rwx ]

# file: /input/acl

# owner: hadoop

# group: supergroup

user::rwx

user:mapred: rwx

group::r-x

mask: :rwx ght | |I1fOQ

other::r-x
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Impala HiveServer2 SOLR

HiveServer2
Bindings
Impala Daemon

Policy Engine

Policy Provider

Database

Local FS/HDFS
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RPCIE(S

hadoop.rpc.protection = privacy

SURIE R
dfs.encrypt.data.transfer = true”

dfs.encrypt.data.transfer.algorith =3des

dfs.encrypt.data.transfer.cipher.suites = AES

Z4$DataNode
. BEFSASLHISDIAEFNZEEINZ &
~ SASLETLUAARIAIE + IR ER5 2H A,
- 1@BidKerberosiHTB{pIAUE .. InfoQ
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- APl
. KerberosiAiE
- Hadoop.rpc.protection

. REST#
. Httpfs - HTTPS

I/NI AL,
Simplified access Entend Hadoop’s REST/HTTP services by encapsulating Kerberos within the cluster
Enhanced security Expose Hadoop’s REST/HTTP services without revealing network details, with SSL
provided out of box
Centralized control Centrally enforce REST API security and route requests to multiple Hadoop clusters

Enterprise integration Support LDAP, Active Directory, SSO, SAML and other authentication systems
+ InfoQ
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KNox

KN

JAKRRTA COMMONS

HTTPZLIENT
SISTEN

APACHE

KNOX

P
£30

|
LDAP Federation/SSO
JSON/XML/TEXT Authentication Sanvice Lavel

Auditing Authorization

REST/SSL

webhdfs.internal:50070
templeton.internal:50111
stargate.internal:60080
oozie.internal:11000
namenode.internal:8020
jobtracker:.internal:8050

https://host:844%ateway/ mycluster
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Web Console

- NameNode, ResourceManager Web 5RH

$1EHTTP  SPNEGOISEH ]
SPNEGOEEEFKerberos , EFERTREHTTPHMY /IWEBRFH

BiTKerberost RAY—FH4/LH]

Web server authentication using :
SPNEGO - overview, SPNEGO protocol details

HTTR GET jprotectadsaff him|

- ERRCA 21 Lnadthorized

WWA-Authentication: NEGOTIATE

L

)

|

=

HTTP GET jprotected/stuff Fim
Authentication: NEGOTIATE 711 ov/v

\
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e HDFS NameNode HA

e YARN ResourceManager HA
o ETFZookeeper, JE "zkfc" , ActiveStandbyElector
o HfaZApplicationMaster (IR 4EP I A4V E , T AppMaster N B & 44 75
ZEEHITEH
o RMUIH= SEUH IEIRSS H /5, WiStorm, HBase, thriftserver
e SliderZii H

e HBase Master HA
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e ActiveMasterManagement
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e HAProxy
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