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@Component
public class MyRouteBuilder
extends RouteBuilder {

<camelContext id="camel"
xmlns="http://camel.apache.org/schema/spring">
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Data Format
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<dataFormats>
<crypto />
</dataFormats>

<bean />

<marshal />

<unmarshal />
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<dataFormats> / asymmetric
key

<pgp />
</dataFormats>

<marshal /> encryption

<unmarshal /> / decryption




keystore
<bean />

Yo

<to uri="crypto:sign" /> sign

S{in.header.CamelDigitalSignature}
MCwCFAomydEO1HI1hT7BKXURgP5BkO+/AhQ28dLXifpvX0XdM1gxR4XHO0Zraig==

<to uri="crypto:verify" />///////’verify

java.security.SignatureException:
Cannot verify signature of exchange



Data Format

‘:g"*

-

! !
x 5

XML only

encrypt complete message
element(s)
some algorithms

element content



<keyStoreParameters />'///////

</marshal>

<unmarshal>
<secureXML />

<marshal> ///////
<secureXML />

</unmarshal>
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Spring Security Component




<authorizationPolicy />

<bean />

<authentication-manager />

<policy ref="...
<to uri="..." />
</policy>
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Apache Shiro Component




[users|] / ini file
[roles]
/ permission
<bean /> bean (s)
//////// policy
<bean /> bean(s)
<policy ref="..." > / route
<to uri="..." /> protection

</policy>
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k Combine Payload & Route Security
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Resources

Apache Camel http://camel.apache.org

Crypto Data Format http://camel.apache.org/crypto.html

XMLSecurity Data Format http://camel.apache.org/xmlsecurity-dataformat.html

Spring Security Component http://camel.apache.org/spring-security.html

Apache Shiro Component http://camel.apache.org/shiro-security.html

Sample Project https://github.com/dschadow/JavaOne
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