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Universal Dev. Kit for smart Home/Building
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Challenges for The Internet of Things
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Java embedded platform overview

e
C—
ENABLING smart devices in Industrial Internet ;_'—/m
Java
= HW/OS independence ‘ = Standards-based + modern language

* Local DB, web-enabled, event aware
= Optimized forembedded

= Rich graphics support

= Communicationsready

Java Embedded Platform Java Language & Developers

= Strong tool chain

= Reusable code

= Accessto native system resources
= Large worldwide developer pool

gy iferhjlel B - Write Once, Run Anywhere

% @ = High performance
=% = Dynamically optimized

Consistent runtime environments

= Proven security model
= Strong cryptographicsupport
* Sandboxsecurity model

Java Applications Java Security

&7
CHeougrrentsd




Embracing the Smart Home mms

/- Sensors, inteIIigence\

and connectivity
being added to many

devices in the home I;’ n Entertainment

* Innovative nature of intelliaent Lock
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Smart Home End2End Archltecture
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Java SE 8: a platform for embedded mmm

+ Bringing Java 8 language to the embedded
Themes + Dedicated and optimized embedded software runtime
= Bring enterprise features to the embedded

= Modern, flexible, standards-based software runtime
Key = Value-add new & enhanced features for embedded
Features * Improved configurability and optimized footprint
= Targetdevices as lowas at 16/32" MB RAM, 12/30* MB Flash/ROM

Target = Mid to to high-embedded covering wide range of use cases/markets
Markets +« Intelligentsmart embedded and gateways and embedded HMI
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Smart Home GW Platform mm=

ARM 926EJ-S@333MHz r
. > /4
+ 360 DMIPS; 200 when running HPAV e egmanled
* Linux ( =2
Oracle Java SE Embedded 8 CP1

* HomePlug AV/GP ]ava"“ If
* Wi-Fi 802.11n ,
* BT Smart Ready
* Ethernet — QO TATUNG
« USB 2.0 S e adaptive - reliable
« Optional Zwave and ZigBee @~ = 2 gt/

Press release: http://www.st.com/web/en/press/p3478

KYI Product information: http://www.tatung.com/Site/Detail/10664
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Smart Home Gateway Stack
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Service POV

Developer POV

SO

CPE
o GUI
extensions

e
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Application layer interaction

Remote Gateway Management

Secure channel —

JSON-RPC/Websockets Cloud

» JAVAscript commands
» Graphical Interface
» Browser callable methods

JSON RPC
bundle Wil -« Allows exporting data to cloud

Service » JAVA code implements functionality
bundle SES o Interface HW/SW on platform

bundle




SEP2 Applications

« The Smart Grid, Smart Homes and Smart Meters are key element of
Smart Energy Ecosystem

- Bi-directional information flow between consumer and energy provider




Example of a Thermostat controlling the
temperature (1)
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Example of a Thermostat controlling the
temperature (2)

createEDC()

Web Admin Console HDM + Adapter SEP2 Protocol Driver G2H A Load:Client
T T T T T
| | | |
| . | | ! Startup processing,
: Add Device : : ! registration and
> | SEP2 look for DRLC
I API(CREATE, /dr, {},SERVER) | I Server.
! » App
| createDRP() T
1 -l
DRP No L—I
DRP No | |
| |
DRP No i A i
I N | |
: ChangeTemp, dr=x1 : : :
>t | | .
API(CREATE, /edc, {x1},SERVER) | Device
! : boundary
1
]
|
1
|
1
|
1
|

EDC No |
______________________ ]
EDC No ! i
_________________ 4 | |
T | | HTTPIGET /dr
1 I I T
i i i dr ligt xml
I I I
: : : HTTP:GE|T /dr/x/edc
: : : edc _I#st xml
I I L
I I I
I I I
I I I
I I I
I I I
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SEP2.0 SW ARCHITECTURE

Java platform
with
OSGI framework
Oracle Java SE embedded
I /
v
: Linux
Optional —
. v Wi-Fi HomePlugAV
Z|gbeea:I; data data path data path
< _ Network/Socket
UART Driver Ethernet driver WLAN Driver Linux I/E
v \
ﬁ H PCle Driver HPAV driver
ZB IP device ETH device HPAV device
= SEP2 stack B = SEP2 connection hardware

B - Java platform OoORACLE"

"l = Linux drivers




SEP2 demo description

« SEP2 Server
O - . * GUI Server side set controlled

devices

aa— . ' « Uses JSON-RPC commands to
interact with HDM abstraction layer

‘ ’ SHG SEP2 Server
l Tpperted -'-7-“ o‘r
L S

* Register new resources and control

them
« SEP2 Client Devices ‘—l SEP2 Client Devices
« Emulates the presence of SEP2 ' cuamented
appliances
 Usually itis run on a PC with m '. n
Tomcat e e T

 Emulated devices are controlled

by the SEP2 Server
Ky
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SEP2 resources in OSGI (Prosyst) console

Web Admin Console

Home Devices

€9 ProSyst
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* Registered resources are seen
as devices in the Prosyst
console and listed as SEP2

Adapters
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JSON RPC Methods to control/access
SEP2 devices

« SEPZ2 devices in the network could be controlled or accessed through HTTP/IP protocol from any
other device using JSON-RPC methods described in the Prosyst framework

* On top of Prosyst JISON-RPC methods, new methods are defined to access SEP2 devices,
described in the following:
* Sep2Json/addSEP2Device

e This JISON RPC can be used to add new SEP2 device.
* Sep2Json/removeSEP2Device

* This JISON RPC can be used to remove a SEP2 device.
* Sep2Json/getDeviceCount

* This JSON RPC can be used to get the number of SEP2 devices connected to the gateway.

« Some standard JSON-RPC methods can be used to do things like modify attributes/values, access
device objects:

HDAccess/getDeviceClassObjects

’ l HDAccess/SetDCOProperty

eoamenss©  HDAccess/getHomeDevices SRS T




Service POV

Developer POV

Application layer interaction

Remote Gateway Management

Secure channel —

JSON-RPC/Webhsockets Cloud

JAVAscript commands )
0 extensmns Graphical Interface J

Browser callable methods
Allows exporting data to cloud

RPC
extensmns

JAVA code implements functionality
Interface HW/SW on platform

Service
bundle




HTML/JAVA page JSON/RPC 1/2

* Initial scanning of the available displayed resources

$(document).ready( function() {

var tableDevices = $("#table0ev1ces thody™);
tableDevices.empt
var x = sendRequest("HDAccess/ etHomeDev1ces", null

eng
tableDevices. html("(tr><td>No deVLces<ftd><td><ftd><td><ftd><td><ftd><ftr>"}
} else {
var devices = x.result;
var htmlToAppend = [];

//TEST document.write(obj2str(devices[0], true));
for (wvar i in devices) {
htmlToAppend[0] = '<tr=<td=' + (devices[i].MName && devices[i].Name.length ? devices[i].Mame : devices[i].UID) + "</td>";
htmlToAppend[1] = '<td=' + dewvices[1].UID + '</td=>";
htmlToAppend[2] = '<td=<div id="'+devices[i].UID+'">"' + getStatusText(devices[i].Status) + '</div=</td>";
htmlToAppend[3] = '<td>=' + getDCTest(devices[1].UID, devices[i].DeviceClasses)+ "</td>";
htmlToAppend[4] = '<td>" + getDCOTest(devices[i].UID, dewvices[i].DeviceClasses)+ '</td>";
htmlToAppend[5] = '</tr>"';

tableDevices.append(htmlToAppend. join{* " });
htmlToAppend = [|I:

* The JISON/RPC function call...

function sendReguest{remotedethod, params) {
war id = requestIDvs;
war response = mull;
JOuery . ajaxi{

ASYNC ' 'rﬂ]. S8,

contentType upulunuw-r’j:ml '

Lype Tpast

pruc:::mtn false,

dataType i "json,

url 1 fremotesjson-rpc’,

cache : false,

data ¢ "{"jsonrpc”: "2.0","method”:"" + remoteMethod + T, "params”:’ + params + *,"id":"" + ad + ""}°,
SUCCESS : function{data) {

response = data;

¥
error: Tunctionreq,stat, err)q

r alerti'Errorwnreg: * + rég + 'wn Stat: ' o+ STaT + 'Wn err: 4+ @rr))
¥
'l hi ORACLE

Feturn respornse |

LU ougrrentesd }



HTML/JAVA page JSON/RPC 2/2

* Insertion of a new device in the setup...

<div class="row">
«<div class="col-xs-6 col-md-4~>

<a href="g" class="thumbnail*>
<img src="

sepgui/res/res/imgs/thermostat. jpg"” width="120" height="70">
<h4 align-"center” > Thermostat </h4>
<br»

<p>1hermostat D <1nput class-"gv ay typc-"text" 1d-“the|mostatldent1ﬂer
<1nput type~"button” va

value="th-1d"/> </p=>
statDescription” value="th-name™ /> </p>

ue="Add New Thermostat"” onc C -"adaYhermostat()' /=

<br>

<p>Thermostat ID <input class="gray" type="text" id="uid_thermostat” value="th-id" /> </p>
<p>Cool-Setpoint <input class="gray" type="text" id="coolSetPoint

= value="25" /> </p>
<input type="button" value="Set Temperature"”

onclick="thermostatSetCoolSetpoint()" />
</a>
</div> >3
<div class="col-xs-6 col-md-4=>
<a href="g" class="thumbnail">

<im@ sre="sepgui/res/res/imes/pool pumo. ioe” width="120" height="70">

and the related JSON/RPC request.

function addThermostat() {

var id = document.getElementById("thermostatIdentifier”).value

var description = document.getElementById("thermostatDescription”).value;
addSEP2Device("Thermostat™, id, description);

}

function addSEP2Device(devType, devID, devDescription) {

var x = sendRequest("Sep2Json/addSEP2Device™, '["' + devType + """, "' + devID + "™, "'
isError({x);

. + devDescription + '"]");
addRowToTable(devID, devDescription)

<73
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R Network transactions

No * Time Souwcce Destination Protocol Length info
oBs POSY >
66 hitp-alt > 49934 [(ACK] S

82 192,168, TCP 341 (TCP segment of a reassembled PDU)
83 192.168.2.1 152.968.2.1D0a TCP 66 49934 > http-alt [ACX] Seqe60] Ack=276 Win=2641 Len~D TSval=4060181 TSecr=7874735%
na 192.160.2.104 19276020 TCP 69 [TCP segment of a reassembled PDUJ
a3 192.168.2.1 192.108.2.104 TCr 66 4A0U34 » hettp-alt [ACK] Seq 601 Ack<279 Wins2641 Len<0 TSval 4080182 TSecr«7874735
56 192,168.2.104 192.168.2 .1 1©we 78 [1CF segment of a reassensbled FDU)
87 192,168, 2.1 192.168,2.104 TP 66 49934 > hrrpralt [(ACK] Seqm601 ACK=291 Winw2641 Len 0 TSvalra0d60182 TSecr»7874735
a8 192,168,2.104 192.168.2 .1 TP 70 [TCP segment of a reassesbled POU)
L1 192.168.2.0 192.168.2.104 TCcP 66 4G94 » http-alt [ACK] SeqeG0] Ack=295 Win=2641 Len=0 TSval=d4060182 TSecr=787473%
20 192.108.2.104 192.568.2.1 Tcr 104 [TCF segment of a reassesbled roul
o 192.168.2.1 1902.168.2.104 w©e 66 40034 > hrtp-alt [ACK] Seq=601 ACK=333 Win=2641 Len=0 TSval=4080182 TSecr=7874755
92 1.957098 192.168.2. 104 192.168.2.1 HTTP TV HTTP/1.0 200 OK  (application/json)

@ 93 1,957116 192,168,211 192.168.2,104 Tee 66 49934 > hrtp-alt [ACK] Seqr60! Ack=338 WIin=2641 Len~0 TSval=2060182 TSecr=7874735
114 3.6732293 193.160.3.1 192.168.2.104 HYTP | 419 GET /SecverApp/DisplayData HITP/1.1
115 2.813373 192.168.2.1 192.7068.2.104 NI 421 GET /ServerApp/DisplayDCycle MTTP/1.1
' 3432 192.168.2.1 [192.168.2.104 wrre 430 GET sServerApp/OisplaylLight WITR/1.1

— Accopt-Language: 1t-IT, 3t;q«0.8 en-US;g=0.% on;q=0.3\r\n

Accopt-Encoding: gzip, deflateirin
content - Type: appllication/ison, charset=ulTF.&\r\n
X-Requested-With: XNMLHTItpRequestirin
Referar: http://192.168.2,104: 8000/ sepgui\rin
* Content-Length: 100\r\n
Connection: keep-alivesc\n
Fragma: no-cachelrin
Cache-Control: no-cachesri\n
Arin

¥ Javascript Object Notation: application/json
—— v object

¥ Nembher Key “Jsonrpc*

Srring value: 2,0

T reSaRTEIELSA 192.168.2.1 192.168.2.1Q4

v Newher Key! “parans®

¥ Arcay
Straing value: Thermostat
String value: th-id

string value: th-nene
* Newbier Key: "id®
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Service POV

Developer POV

Application layer interaction

Remote Gateway Management

Secure channel —

CPE JSON-RPC/Webhsockets Cloud

» JAVAscript commands
» Graphical Interface

JSON RPC | - Browser callable methods )
bundle waacel « Allows exporting data to cloud )

N\ « JAVA code implements functionality
SlEs o Interface HW/SW on platform

bundle




JAVA bundle code

* Declarations for JSON RPC call registration...

public Object addingService(ServiceReference reference) {
Object service = bc.getService(reference);
if (service instanceof HomeDeviceAdmin) {
application = new Application((HomeDeviceAdmin)service, bc);
Commands commands = new Commands(application);
regCommands » bc.registerService(PluggableCommands.class. getName(), commands, null);

application.devicesAdmin = (MomeDeviceAdmin)service, b
Hashtable prop = new Hashtable(5);

prop.put({Constants.SERVICE_PID, 2.

prop.put(RemoteServiceConstants . SERVICE_EXPORTED_INTERFACES, new Strang[] { }):

prop.put(RemoteServiceConstants . CONFIG_EXPORTED_METHODS, new String(] { o ’
regCommands = bc.registerService(SepCommands.class. getName(), application, prop);

return service;

}
return null;

.and the addSEP2Device definition

puhlic void addSEPzDevlce(Strlng deviceType Str.l.ng id, String descrlptlon) {

System.out.println{"addSEP2Device(): dewviceType: " + dewiceType + " « id +
ProtocolAdapterInfo adapter = dev1cesAdm1n getProtocolAdapterInfO(SEPz _ADAFPTER) ;
if (adapter == null) {

throw new RuntimeException( 'Wissing adapter: " + SEP2Z_ADAPTER):
¥
if(o==deviceType.compareTo( " Interiorl

System.out.println{”adding Interic

addDevice(adapter, id, description, new Str.l.ng[] {InteriorLight.class .getName{ %5,
relse if(0==deviceType. compareTo( Thermo 3y £

System.out.println{” .

addDevice(adapter, id, descrlptlon, new Str.l.ng[] {TemperatureActuator.class.getName()});

telse if(0==deviceType.compareTo("

System.out.println({"adding Simple C :
‘ addDevice(adapter, id, description, new String[] {Simpleload.class.getName()});
,’ jelse {
T ongrented System.out.println{”"unknown deviceType");

¥

3

descriptlion);

ORACLE




Application layer interaction

c>3 Remote Gateway Management | )
o | )
© Secure channel —
2
>
3 CPE JSON-RPC/Websockets Cloud
» JAVAscript commands N
3 - Graphical Interface )
o
O » Browser callable methods i
S waacel « Allows exporting data to cloud )
)
> N
@ - « JAVA code implements functionality
a) Service N
6 S« Interface HW/SW on platform
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JAVA bundle API

* Using the devices requires standard HDM APIs that are available at
http://dz.prosyst.com/pdoc/mBS_SH_SDK 7.3.0/modules/hdm/jsonrpc/devices.html

Home Device Access

Mothooe for & Coang and conircling ek os

Fruar merstus [ was 7 igiicnn

LOAST Siter T 1w nesced deveces If 8 M ety W sl S an atw retred  The Ster beys e
B I el i £ el = L e ]

romvaOwsaf] Pl o D returred F 00 S e foursd

e ey srg
PO e wpmeiet Mher Favor wil Do setared @ e Ml » wx anvect SRR et @ ety O et @ (e g | Emopeity ( orrEeresiion of Serew @ lmes et ol ars) e e
— L
wingtest ineme  shrveg Fémerm -t;nt--l -v*
rexveOwviel] PR Can be referred # 0o Seaces arw o LR Sier for 1he neadsd devcon I £ 0~ Or arnglty stng sl Gevacen Of Spmc Medd Drofoccl sdagier s
PUDACT w0 n e ey w e Nt W ow e e Pancd protos b momgten Frror sl e o refarec Tha Miee beyn are ¢ aam aeeainee arel fan e el Pt emenador  cmrset Typem e e
TPt I NG ACKENAT L . WV GrTeC ! Or Niker M W OrTec ! -l m acsager BOL AT BMBONN SHACE PIOOSMy Of BBV € L% Clgact Property (LoMmMEnation of Jovice
S G e (s property)
FOAcCespet bmelves _[Fomebeve Enor & U0 & ik _ =1 = =
- - ———— 4 — - -
HOWccoss " oC oot DO oCinanObgeet Eman o LAD ar vt e thass iy s L0 -t e -y The Setc e | eaa Narre
re rwaind O oMUl oy I fadne hen metadets for Sevice claes obgecty Dropertes and ogerations will Aot De P iuced Oherwene It
-
Y Odhmc
O Amma Evor I UIC) e ievvminl Pt feremen b} — — ————{
ro&mw-(wa,““.,,:'?,.:',“.f__w. . ’.’.ml‘.‘w I aine Hon retadala fa Jove © CIaas chyoc!s propaThes ard oper atern will ot Be e Adod (theraeso € i
Lockean < e
Supponted JS0M Types Ervor # (A0 device chaes o property |03 Mg 10 of e dovce
FUOACT e Pet K O TOoeety Nt aew evaiat B roe # peoperly @ an ol b reeed Se sore R

mARCn aa Neleceh o

Bupported JEONM Types [| Ervor f UID or device class are
AN IACCE R eIl W OOty WeniaT 1 e Of PO e © W POt D s e Petate
Tt W Ty el D e

Croor f UMD device Chaes DOODwety Raeme o COO0ety value sre
P U ACT® 85 et [ O wopeety wmiel Trvon F progerty (an fot be ast b sume of sorvee
TR W PetwOrt eevor

The value That roeds 10 Do st 10 the apecified croperty SLWg Can DO VB N value 1O MECEERont NuEmder and
Cocteanr:

10 of e dwvicn

QR Mary I VO0eTy Perte A value 18 Doctean T eoperty | Oeve oClnas -y The device clons Pavre
POACCR S BOC OFvapevtss " sut. vwham 8 e elne vahue B fulee Ervor ¥ UID. device ANt of My vohur ) 0OES The by i The farme of he oropeny 10 D 6t Snd The vahm & a voke of the
CRNNS. raparty NFRee & (raperty vERes Sre nvelte Lropertes et Propeety  The by must D 8 SIreg ond viun must Do SUEponied JSOM Types TG 1 an De used In vakues %!

K’l ORACLE

(e ougrrenied




B Ty «) 229PM R mridwp %

*Untitled Docu

B Most Visited v {7} Getting Started ]

Web Admin C:
Home Device - i

Bun

Configy

total devices: 0 online devices: 0|
and_cunnin

Devices mridup@mridup:

@ | luc... 3  mridup@mridup: ~/eclipse_Indigo/mbssh-sdk/run... 3§ | mridup@mridup: ~/recordings
(10790420 of which were video data and 1013604 audio data)

Cleanning up cache...
Done!!!
Goodbye!
mridup@mridup:~/recordings$ rm out.ogv
mridup@nridup:~/recordings$ recordmydesktop
Initial recording window is set to:
X:0 Y:0 Width:1280 Height:1024
Adjusted recording window is set to:

Y:0 Width:1280 Height:1024
Your window manager appears to be Compiz

Detected compositing window manager.

Reverting to full screen capture at every frame.
To disable this check run with --no-wm-check
(though that is not advised, since it will probably produce faulty results).

Initializing.
Buffer size adjusted to 4696 from 4096 frames.
Opened PCM device default
Recording on device default is set to:
1 channels at 22056Hz
Capturing!
X Error: BadAccess (attempt to access private resource denied)
Bad Access on XGrabKey. N
Shortcut already assigned.
X Error: BadAccess (attempt to access private resource denied)
Bad Access on XGrabKey.
Shortcut already assigned.
X Error: BadAccess (attempt to access private resource denied)
Bad Access on XGrabKey.
Shortcut already assigned.
X Error: BadAccess (attempt to access private denied)
Bad Access on XGrabKey.
Shortcut already assigned.

orugrrented



A product example

Remote Access

Local access

2= KLIKA-T=CH

O TATUNG | ﬂGRIDZHOME

SMART ENERGY SOLUTIONS

Lys - - €9 ProSyst

Iile augmented

'y 'CII'KGICIOS' —".J-\l _‘__‘—-;% Javar




o TaTuNG A product example

| 4 Lﬁ 2 KLIKA-T=ZcH « The American Society of Home Inspectors (ASHI)

| " estimates that over 60% of US single family homes
v @ *CII'I(GIdOS* 0 ProSyst"' experienced basement water intrusion problems at
= some point.

* ﬁCR'DZHOME * According to the American Housing Survey, in
2011, 14 million homeowners suffered from
damage due to water, freezing and mold, resulting

ST2100 Water level

PLC | sTreamPlug Detoctor & r in $11 billion in property loss claims, as reported by

S| . | . .
System Motor Current the Insurance Information Institute.

Module Sensing

Sum Pump

. Mam functions:

Alarms and alerts via email
* Monitoring and control of the sump pump via an app
» Sensor hub for HYAC and Water Heater temperature, Moisture, and
Water Sensors
other sensors
» Detection of anomalies in the operation of the equipment and

— maintenance alerts

orugrrented
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Conclusions

« ST and its partners have developed a comprehensive solution
portfolio for Smart Home and Energy gateways
* This presentation provided an overview of available HW/SW technologies

« ST software solution i1s based Java and OSGi

« Java + OSGi benefits of modularity and easy software reuse
« ST integration of hardware devices in a complete solution

* = Programmers can focus on applications development

WEDNESDAY, OCT 01, 2014

High Security for the Internet of Things with Java and a Secure

Element

Fred Waute, Master Principal Sales Consultant, Oracle 16:30 - 17:30 Hilton - Golden Gate 4/5
Thierry Bousquet, Application engineer at Secure Microcontreller Division, ST

Microelectronics

Anne-Laure SIXOU, Smartgrid Marketing Manager, STMicrolectronics

COM2225




Resources
ST

ST online: www.st.com

* Tatung
« Gateway one is available for purchase

* Product information
* http://'www.tatung.com/Site/Detail/10664

- Java SE embedded

* Oracle Java SE Embedded 8u6 is available for download
 Eight reasons to love Java 8

« http://www.oracle.com/us/technologies/java/oracle-voice/index.html
» Speaker contacts
* Oleg Logvinov — STMicroelectronics (oleg.logvinov@st.com)
 Fréderic Vaute — Oracle (frederic.vaute@oracle.com)
Lys

ORACLE
orugrrented




Thank You
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