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Security is a complex topic

But required in any 
(web) application

Complexity makes it 
error prone

Reduce complexity 
with libs and tools



Spoilt for choice: frameworks and libraries

Which is the best one to solve my problem?



Security has to be tested like any other functionality
How can I test the 

security of my (web) 
application?



Microsoft Threat Modeling Tool!
OWASP Java Encoder!

OWASP ZAP!
Recx Security Analyser!

Jasypt!
Keyczar!

OWASP Dependency Check

My seven tools and libs



What about the well-known all-rounder frameworks?

Spring Security 
Apache Shiro



So you are developing a new web application?!



Identify all incoming and outgoing data



Microsoft Threat Modeling Tool 2014



poofing!
Pretending to be somebody else 

ampering!
Modifying data that should not be modifiable 

epudiation!
Claiming someone didn’t do something 

nformation Disclosure!
Exposing information 

enial of Service!
Preventing a system from providing service 

levation of Privilege!
Doing things that one isn’t supposed to do
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Model your system and address the essential threats



Microsoft Threat Modeling Tool features

Design and analysis view 
Security issue identification 
!

Issue tracker integration 
Report generation

Participating systems and their boundaries



Now you know all data entering and leaving your system



Escape all untrusted data for the proper context

For HTML!
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;!

!

For CSS!
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e!

!

For XML!
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

<script>alert("XSS")</script>



OWASP Java Encoder

String encHTML = Encode.forHtml(name);!
String encCSS  = Encode.forCssString(name);!
String encXML  = Encode.forXml(name);



Escape directly inside JavaServer Pages
<%@ page language="java" contentType="text/html; !
      charset=UTF-8" pageEncoding="UTF-8"%>!
<%@ page import="org.owasp.encoder.Encode" %>!
<%@ taglib prefix="e" uri="https://www.owasp.org/!
      index.php/OWASP_Java_Encoder_Project" %>!
!

<html>!
<body>!
 <%=Encode.forHtml(request.getParameter("name"))%>!
 !
 <e:forHtml value="${param.name}"/>!
</body>!
</html>



Never ever do the escaping yourself! Never!



Test your validation and escaping boundaries

Hack yourself first

validated input -> backend
escaped output -> frontend



Intercept and manipulate HTTP requests and responses



OWASP Zed Attack Proxy (ZAP) and FoxyProxy



Active and passive scanners 
Forced Browsing 
Fuzzer 
Spider 
!

HTTP Session Management

OWASP ZAP features

Intercepting proxy



Use the browser as part of your defense-in-depth strategy



Tell the browser how to secure your web application

Cache-Control 
X-Content-Type-Options 

X-Frame-Options 
HTTP Strict Transport Security 

Content Security Policy



Verify headers manually with Firebug



Recx Security Analyser



DEMO



Keep your configuration passwords confidential

Spring, Hibernate, …



Typical DataSource configuration in a Spring XML file
<context:property-placeholder !
  location="classpath:spring.properties" />!
!

<bean id="dataSource" class="org...BasicDataSource">!
  <!-- … -->!
  <property name="url" value="${jdbc.url}"/>!
  <property name="username" value="${jdbc.un}"/>!
  <property name="password" value="${jdbc.pw}"/>!
</bean>

jdbc.driver=org.hsqldb.jdbcDriver!
jdbc.url=jdbc:hsqldb:mem:sampleDB!
jdbc.un=sampleUser!
jdbc.pw=samplePassword



Jasypt



Replace plaintext password with encrypted password

jdbc.pw!
=!

ENC(s6eA5w9OtgVM0vZ1hjKH/w1ndwJiGMr0)



Provide the encryption password at server start

Environment variable 
Servlet launched after startup



Encrypt all sensitive data with safe algorithms 

Which algorithm, mode, padding, …?

AES Modes!
ECB, CBC, CFB, 
OFB, CTR, …



Swap all keys regularly like any other password 



Keyczar

Default keys, lengths and modes:!
AES (128), DSA (1024), HMAC (256), RSA (4096)



KeyczarTool for command line key management



Keyczar uses JSON for key sets and keys

No direct support 
in Java KeyStore



DEMO



Vulnerabilities in widespread libs affect many applications



Always keep your dependencies up-to-date



OWASP Dependency Check

dependency-check.sh -a [NAME] -s [JAR-DIR]





Use Dependency Check as Jenkins plug-in



OWASP Dependency Check features

Automatic update of vulnerability information 
!

Execution via 
Command line 
Ant task 
Maven plug-in 
Jenkins plug-in

Known vulnerabilities check (publicly disclosed)



Restrict yourself on (security) library usage

Don’t add overlapping 
functionality



Developers make 
the differenceDon’t reinvent the wheel, 

use existing libraries 
Keep libs up-to-date 
Test and hack your own 
applications



BridgingIT GmbH  
Koenigstr. 42  
70173 Stuttgart/ Germany

dominik.schadow@bridging-it.de  
www.bridging-it.de 

Demo Projects  
github.com/dschadow/JavaSecurity!
Microsoft Threat Modeling Tool  
www.microsoft.com/en-us/download/details.aspx?id=42518!
Recx Security Analyser 
chrome.google.com/webstore/detail/recx-security-analyser/
ljafjhbjenhgcgnikniijchkngljgjda!
Firebug  
addons.mozilla.org/en-US/firefox/addon/firebug!
OWASP Zed Attack Proxy  
www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project!
FoxyProxy  
addons.mozilla.org/de/firefox/addon/foxyproxy-standard!

OWASP Java Encoder  
www.owasp.org/index.php/OWASP_Java_Encoder_Project!
Jasypt 
www.jasypt.org!
Keyczar 
www.keyczar.org!
OWASP Dependency Check 
www.owasp.org/index.php/OWASP_Dependency_Check!
Spring Security  
projects.spring.io/spring-security!
Apache Shiro 
shiro.apache.org!
Pictures  
www.dreamstime.com

Blog blog.dominikschadow.de 
Twitter @dschadow

mailto:dominik.schadow@bridging-it.de
http://www.bridging-it.de
http://blog.xml-sicherheit.de

