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Troubleshooting
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Troubles

1.Unexpected output
2.exception
3.Slowdown

4. Freeze

5.Deadlock
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Troubles

1.Unexpected output
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fX) =Y

method  Input output

assertThat(f(X).1s(Y))
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assertThat(f(X)).equals(Y)
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Troubles

2.exception
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Troubles

2 .Exception.printStacktrace()



Understanding exception stacktrace
Thread name Exception Type

Exception in thread "'main” java.lang. llegalStateException:
Missing Authentication credentials Message
at t4).Baselmpl.ensureAuthorizationEnabled(Baselmpl.java:215)
at t4). Twitterimpl.get(TwitterImpl.java: 1784)
at t4). Twitterimpl.getHome Timeline( Twitterimpl.java: 105)
at HelloTwitter4J.main(HelloTwitter4J.java:6) Call stack

@Test (expected=NullPointerException)
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1.Unexpected output

2.exception
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Troubles

1.Unexpected output
2.Exception single-threaded issues
3.Slowdown

4 Freeze

5 Deadlock Multi-threaded issues
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DIg Into multi-threaded Issues
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Thread aump

noun /Gred damp/
A snhapshot of every thread in the JVM at a

particular point in time.
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demo /démou/



Taking a thread dump

$kill -3 PID(Linux/Unix/Mac)
Ctrl + Break (Windows)

Y

thread dump goes to the process standard output
traditional, not suggested ftoday




Taking a thread dump [2015]

$ jstack [PID]

Y

thread dump comes to the console




check the JVM's process |ID

S ps -ef | grep java
or

S JpsS
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JpS OpthﬂS #BOF1518

-1 : show FQCN
-m : Show arguments

-v ¢ show JVM options



Try =1 first, then —-mlv

S Jps -1

S Jps -1lmv



Taking thread dump

Small impact: < 300 ms

No modification to your application required
NO need to attach debuggers

Applicable to production environments
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Thread aump




RMI Schédﬁler(ﬁ)“ #19 daemon prio=5 os_prio=31 ttd-8x000ﬂ7ffiab12e069 nid=Bx6783 waiting on condition [BxBB66700001e70000 ]
Java.rUng.Thread State: TIMED_WAITING {parking) .n
ﬁ*sun misc. Unsafe.park(ﬂatlve Hethod}"““"”b*“'"&7
‘Enrklng to wait for <AxBA0OBOOR6CHB51878> (a Jaﬁb.utll.concurrent locks .AbstractQueuedSynchronizer$ConditionObject )
aﬁ Java.utll.concurrent locks.LockSupport. parkNangg(LockSupport java:215)
tﬁgpva.utll.concurrent locks.AbstractQueuedSynchron1zer$Cond1t10n0b3ect.awaltNanos(AbstractQueuedSynchron1zer.Java 2878

tf3ava util.concurrent. ScheduledThreadPoolExecutqr$DelayedWoeryeue take(ScheduledThreadPoo lExecutor . java:1893)
qtajava.uttl.concurrent.ScheduledThreadPoolExecutqr$DelayedWoeryeue take(ScheduledThreadPoo lExecutor . java :889)
atngava.utll.concurrent ThreadPoolExecutor.getTasEKThreadPoolExecutor.Java.iae?)

gp Java.util.concurrent ThreadPoo lExecutor. runWorker(ThreadPoolExecutor java:1127)

ut?java.utll.concurrent ThreadPoolExecutor$Worker5run(ThreadPoolExecutor.Java'ei?)

}34'\

g Juva.lang Thread.run{Thread.java:745)




Stack trace in thread dump

Thread name Thread status

"main" /#1 prio=5 os_prio=31 tid=0x000071959880a800 nid=0x1003 waiting on condition
java. lang.Thread.State: TIMED_WAITING (sleeping)

at java. lang.Thread. sleep(Natlve Method)
at SleepLoop.main(S ) <5 internal calls> Ca“ S'I'aCk



|

lhread status

RUNNABLE : Running as expecteo

*"RMI TCP Connectlon(B) -127.0.0.1" #19 daemon pr10-5 os_pr10—31 t1d—0x00007ffe5417b800

'ni1d=0x6307 runnable [0x00007000019de000] ’

at
at

jJava.net.PlainSocketImpl.socketConnect (Native Method) l
|
java.net.AbstractPlainSocketImpl.doConnect (AbstractPlainSocketImpl. java:350)

- locked <0x000000079600b878> (a java.net.SocksSocketImpl) ’

at
at
at
at
at
at

com.mysql jdbc .MysqlIO. <1n1t>(MysquO java 297)

java.net.AbstractPlainSocketImpl.connectToAddress(AbstractPlainSocketImpl.java:206)’
java.net.AbstractPlainSocketImpl.connect (AbstractPlainSocketImpl. java:188) |
java.net.SocksSocketImpl.connect (SocksSocketImpl. java:392)
java.net.Socket.connect (Socket. java:589)

com.mysql. jdbc.StandardSocketFactory.connect (StandardSocketFactory. java:213)

- e — P - -



lhread status
TIMED WAITING / WAITING: |dle thread

——— e = — — e e ————— ‘—\

¢"ma1n" #1 pr10—5 os_pr10—31 £id=XXXXXXX nid=0x1003 waltlng on condltlon‘

|
|

' java.lang.Thread.State: TIMED WAITING (sleeping)

I
[

at java.lang.Thread.sleep (Native Method)

at samural.core.IdleExample. maln(IdleExample java 20)

\_ e ——— e ———— —— T ——— _  _ — —— — ——— — — — e — - e — —— e —

‘"maln" ¥l prlo—S os_prlo—Bl tid=XXXXXXX nid=0x1003 waltlng on condltlon‘
,‘!

' java.lang.Thread.State: WAITING (on object monitor)

I
I

at java.lang.Object.wait (Native Method)

.~ at samurai.core.IdleExample. maln(IdleExample java 20)

T ——— — e —




I'hreaaq status
BLOCKED : Trying to acquire a lock

"Thread-1" #11 prio=5 os prio=31 tid=0x00007££d4409d800 nid=0x5003
’waltlng for monitor entry [0x00007000012cc000] )

java.lang.Thread.State: BLOCKED (on object monitor)

at samurail.core.AThread.run (BlockerExample. java:38)
— wa1t1ng to lock < > (a [Ljava lang Strlng )

Grabbmg the \ock N

"Thread 0" #10 pr10—5 os;prlo—Bl t1d—0x00007ffd4409d000 n1d—0x4e03
*waltlng on condition [0x00007000011c9000]

| java.lang.Thread.State: TIMED WAITING (sleeping)

at java.lang.Thread.sleep (Native Method)

at samurai.core.AThread.run (BlockerExample. java:38)

- locked < > (a [Ljava lang Strlng )

— — e P —— e — = ————————— — — - — e e J— - P
——— e — e




SO what is he doing?




Again, thread dump Is

A snapshot of every thread In the JVM at a
particular point in time. ™
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To analyze thread dumps

lTake at least 3 times, with 1 to 2 seconds Interval

@ @ 2 yusuke — -bash — 216x
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Analyze with pleasure

yusuke / samurai @ Unwatch~ 11 &

open source thread dump analysis tool http://samuraism.jp/samurai/ — Edit

) 39 commits i 1 branch > 0 releases %= 1 contributor

w Branch: master v samurai / +

a yusuke take thread dump thee times. 1 second interval Latest commit a83efa2 on Aug 10

Bl core show actual class name instead of IntelliJ IDEA's launcher class 3 months ago
B gui take thread dump thee times. 1 second interval 3 months ago
Bl site importing site contents / years ago
[E) .gitignore take thread dump thee times. 1 second interval 3 months ago

[E] LICENSE.ixt change the license to Apache Software License 2.0 4 years ago

Samural
https://github.com/yusuke/samurai/
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Samural

A GUI tool (Swing)
Thread dump visualization
Multiple thread dumps In one compact view

100% open source (Apache License 2.0)
hitps://github.com/yusuke/samurai/
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Threads
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Thread dumps
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Thread dump
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Stack trace
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1 single thread
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Running - green -~

doing() something() meaningful()

Thread- 8|
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|dle thread - gray

Thread-9Y .

Thread.sleep()
Object.wait()




Blocked(red) / Blocking(orange)

BIOCng trying to acquwe \ock

» synchronzed(cbj) {
serializedOperation(obj) ; Th read 9
} | i I
Thread-3 .

I —

Blocked - acquired lock

synchronzed(cbj){ |
» serializedOperation(obj) ;
'}

.

- = ——




Stack trace comparison

Thread-/ [_I_Z
&

stack trace is as same as previous
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Legend:

Running I_Blocked .Blocking I_I-I_dl_e_.Absent .
Same As Previous FDeadlocked |
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demo /démou/



#BOF1518

Typical look of thread dumps
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foll=

Samurai

almost all gray
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Samurai
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Race condition

O @ Samurai

I\/l a n y re d C e ‘ | S Attach Listener »lview: Htable HBThread Dump ESeuence

DestroyJavaVM
Thread-
Thread-8 | Jafl2fafla]s]e]z]a]s]
feW O ra n g e C e ‘ ‘ S I_:::g:g | Attach Listener FITFITFFFITF
Thread-S | pestrovavaw | < < [« [« [« [« [< [«
Thread-3 | Thread-o [ I 57 [i<7 57 [ <" [ I
‘Thread- 5
Thead T | | | | [
Thread-0 | thread-7 [ | [ R
S5t orva S| w—s | |
C1 CompilerThread2 Thread-5 ...--..--
| i d
g SN ey | (| [ | | [
Stanal Dispatcher - res:AAEEEEEE
Reference Handler | Thread-2 .-......-
VM1 Thread L meaiREEEEEEE
gg ::zt ::::gz(l) Eg:::::z:gg | Thread-9 l_--.--...-
CC task threads3 (arallelco) | || tenitor crisreax [N [ SIS [SI[RI=][E
VM Periodic Task Thread Iml'_l?'gl__l_l—‘l—l_'l_
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| aunching Samural

$ wget http://bit.ly/samurai30
$ java -jar samurai-3.0.jar

tools.jar required for taking local thread dump

$ java -cp $JAVA_HOME/lib/
tools.jar:.samurai-3.0.jar samurai.swing.Samural



#BOF1518

Compatibility

lTested with:
sSun JDK 1.4.2+
Oracle JDK 1.6+
OpendDK 1.5+
JRockit 1.4.2+
HP JDK 1.4.2+
IBM JDK 1.3.1+
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Samural roadmap

Command line Ul for headless environment
Migrate to JavarX

Pattern detection / Similarity calculation
IDE Plug-in

Analysis of CPU usage of each threads
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Conclusion

Thread dump Is your friend.

Be familiar with thread dump before you have a
serious troupble.
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| need your help

yusuke / samurai

open source thread dump analysis tool http://samuraism.jp/samurai/ — Edit

‘r) 41 commits Y 1 branch > 0 releases

Branch: master v samurai / +

a yusuke quick and dirty fix for tools.jar absense

Bl core improved idle thread detection

B gui quick and dirty fix for tools.jar absense

M site importing site contents

&) .gitignore take thread dump thee times. 1 second interval

[E) LICENSE.txt change the license to Apache Software License 2.0

E pom.xml fix timezone

Help people interested in this repository understand your project by adding a README.

® Unwatch ~

%% 1 contributor

Latest commit f486a7a 7 hON

7 hours ago
7 hours ago
/ years ago
3 months ago
4 years ago

7 months ago

Pull requests

4~ Pulse

ili Graphs

HTTPS clone URL
https://github.com/yu

You can clone with HTTPS,
SSH, or Subversion. @

] Clone in Desktop

&> Download ZIP

L% 1 contributor
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, @yusuke
% @yusukey




