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  Training	
  

Learning	
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Live	
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  Demand	
  

Keep	
  Learning	
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Session	
  Surveys	
  

Help	
  us	
  help	
  you!!	
  
• Oracle	
  would	
  like	
  to	
  invite	
  you	
  to	
  take	
  a	
  moment	
  to	
  give	
  us	
  your	
  session	
  
feedback.	
  Your	
  feedback	
  will	
  help	
  us	
  to	
  improve	
  your	
  conference.	
  	
  

• Please	
  be	
  sure	
  to	
  add	
  your	
  feedback	
  for	
  your	
  aQended	
  sessions	
  by	
  using	
  
the	
  Mobile	
  Survey	
  or	
  in	
  Schedule	
  Builder.	
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How	
  Would	
  You	
  Improve	
  the	
  	
  
Java	
  EE	
  Security	
  API?	
  

Ivar	
  Grimstad,	
  Expert	
  Group	
  Member	
  
Alex	
  Kosowski,	
  Spec	
  Lead	
  
October	
  27,	
  2015	
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Safe	
  Harbor	
  Statement	
  
The	
  following	
  is	
  intended	
  to	
  outline	
  our	
  general	
  product	
  direcFon.	
  It	
  is	
  intended	
  for	
  
informaFon	
  purposes	
  only,	
  and	
  may	
  not	
  be	
  incorporated	
  into	
  any	
  contract.	
  It	
  is	
  not	
  a	
  
commitment	
  to	
  deliver	
  any	
  material,	
  code,	
  or	
  funcFonality,	
  and	
  should	
  not	
  be	
  relied	
  upon	
  
in	
  making	
  purchasing	
  decisions.	
  The	
  development,	
  release,	
  and	
  Fming	
  of	
  any	
  features	
  or	
  
funcFonality	
  described	
  for	
  Oracle’s	
  products	
  remains	
  at	
  the	
  sole	
  discreFon	
  of	
  Oracle.	
  

6	
  



Copyright	
  ©	
  2015,	
  Oracle	
  and/or	
  its	
  affiliates.	
  All	
  rights	
  reserved.	
  	
  |	
  

Program	
  Agenda	
  

Ideas	
  

Demo	
  

Get	
  Involved	
  

What	
  do	
  you	
  think?	
  

	
  

1	
  

2	
  

3	
  

4	
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Java	
  EE	
  Security	
  API	
  1.0	
  

•  Improve	
  portability,	
  modernize,	
  simplify	
  
•  Incorporate	
  CDI,	
  Expression	
  Language,	
  Lambda	
  Expressions	
  
•  Terminology	
  
• API	
  for	
  AuthenFcaFon	
  Mechanism	
  

– Simplify	
  JASPIC	
  authenFcaFon	
  module	
  development	
  and	
  usage	
  
– CDI	
  Events:	
  PreAuthenFcate,	
  PostAuthenFcate,	
  PreLogout,	
  PostLogout	
  

• API	
  for	
  IdenFty	
  Store	
  
– CDI	
  bean	
  for	
  validaFng	
  credenFals	
  and	
  accessing	
  group	
  and	
  role	
  mapping	
  
– JAAS	
  adapter	
  for	
  potenFally	
  leveraging	
  exisFng	
  LoginModules	
  

JSR	
  375	
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Java	
  EE	
  Security	
  API	
  1.0	
  

• API	
  for	
  Password	
  Aliasing	
  
– Standard	
  syntax/rules	
  for	
  password	
  alias	
  usage	
  in	
  annotaFons	
  and	
  deployment	
  
descriptors	
  

• API	
  for	
  Role/Permission	
  Assignment	
  
– ApplicaFon	
  portable	
  group	
  to	
  role	
  mapping	
  
– One-­‐to-­‐one	
  group	
  to	
  role	
  mapping	
  
– ApplicaFon	
  changeable	
  role	
  mapping,	
  to	
  dynamically	
  upgrade/downgrade	
  privilege	
  

JSR	
  375	
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Java	
  EE	
  Security	
  API	
  1.0	
  

• API	
  for	
  Security	
  Context	
  
– CDI	
  bean	
  for	
  accessing	
  Security	
  Context,	
  uniform	
  API	
  in	
  all	
  containers	
  
– login(),	
  logout(),	
  runAs(),	
  isAuthenFcated(),	
  isUserInRole()	
  
– For	
  all	
  managed	
  beans:	
  CDI,	
  Servlet,	
  EJB,	
  JAX-­‐RS,	
  etc	
  

• API	
  for	
  AuthorizaFon	
  Interceptors	
  
– Expression	
  Language	
  AuthorizaFon	
  Rules	
  
– AccessDecisionVoter	
  

JSR	
  375	
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Ideas	
  –	
  IdenFty	
  Store	
  InteracFon	
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1)	
  validate	
  
CredenFalValidaFonResult	
  

+	
  getStatus():Status	
  
+	
  getCallerName():String	
  
+	
  getCallerGroups():List<String>	
  
	
  
	
  

CredenFal	
   IdenFtyStore	
  
2)	
  returns	
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  –	
  IdenFty	
  Store	
  CredenFals	
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CredenFal	
  

+	
  clear():void	
  
+	
  getCallerName():String	
  
+	
  isCleared():boolean	
  
+	
  isValid():boolean	
  
	
  

BasicAuthenFcaFonCredenFal	
  

TokenCredenFal	
  CallerNamePasswordCredenFal	
  

+	
  getPassword():Password	
  
	
  

+	
  getToken():String	
  
	
  

extends	
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Ideas	
  –	
  IdenFty	
  Store	
  Standard	
  ImplementaFons	
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IdenFtyStore	
  

+	
  validate(CredenFal):CredenFalValidaFonResult	
  
	
  

LdapIdenFtyStore	
   JaasIdenFtyStore	
  DatabaseIdenFtyStore	
  

Standard	
  IdenFtyStore	
  
implementaFons	
  are	
  annotated	
  as	
  
CDI	
  AlternaFves.	
  

JsonFileIdenFtyStore	
  

EmbeddedIdenFtyStore	
  

implements	
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Demo	
  –	
  JASPIC	
  SAM	
  using	
  EmbeddedIdenFtyStore	
  

• BIG	
  thank	
  you	
  to	
  Arjan	
  Tijms	
  for	
  developing	
  the	
  demo!	
  
• Go	
  to	
  demo…	
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Get	
  Involved	
  

• Project	
  Page:	
  The	
  starFng	
  point	
  to	
  all	
  resources	
  
hQps://java.net/projects/javaee-­‐security-­‐spec	
  

• Users	
  List:	
  Subscribe	
  and	
  contribute	
  
users@javaee-­‐security-­‐spec.java.net	
  

• Github	
  Playground:	
  Fork	
  and	
  Play!	
  
hQps://github.com/javaee-­‐security-­‐spec/javaee-­‐security-­‐proposals	
  

Contribute	
  to	
  the	
  JSR!	
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What	
  do	
  you	
  think?	
  
JSR	
  375	
  –	
  EE	
  Security	
  API	
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Safe	
  Harbor	
  Statement	
  
The	
  preceding	
  is	
  intended	
  to	
  outline	
  our	
  general	
  product	
  direcFon.	
  It	
  is	
  intended	
  for	
  
informaFon	
  purposes	
  only,	
  and	
  may	
  not	
  be	
  incorporated	
  into	
  any	
  contract.	
  It	
  is	
  not	
  a	
  
commitment	
  to	
  deliver	
  any	
  material,	
  code,	
  or	
  funcFonality,	
  and	
  should	
  not	
  be	
  relied	
  upon	
  
in	
  making	
  purchasing	
  decisions.	
  The	
  development,	
  release,	
  and	
  Fming	
  of	
  any	
  features	
  or	
  
funcFonality	
  described	
  for	
  Oracle’s	
  products	
  remains	
  at	
  the	
  sole	
  discreFon	
  of	
  Oracle.	
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