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DevOps
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DevOps in Three Acts?

Netflix Culture:

Freedom & Responsibility




Netflix ecosystem

100s of microservices

1000s of daily production changes
10,000s of instances

100,000s of customer interactions/minute
1,000,000s of customers

1,000,000,000s of metrics

10,000,000,000 hours of streamed
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You Build It, You Run It
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Outages




* Developers

* Critical Operations/Reliability
Engineering team (CORE)

* Crisis Response Manager




Netflix Culture:
Freedom & Responsibility

e

NETFLIX



“Get rid of the safeguards.
Enable the most knowledgeable
people to do their job
effectively.”
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It’s Complicated ...




Production Ready

4

3
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NETFLIX | OSS

 |dentify Critical Services

%%

* Conformity Monkey






Common Runtime Services and

Libraries
Eureka
Ribbon
§ Hystrix
Zuul

-



Delivery Tools

Aminator
Spinnaker

NETFLIX

-



* Cloud Management
* Delivery Engine
e Automation Platform

spinnaker



Global Cloud Mana

What's New
SPINNAKER  solions s e O Mt

ncep

. Server Groups Show @instances (] with details
Filters ClearAll P

i-1622a5bb

v SEARCH PROD

v ACCOUNT

prod

test

v REGION
eu-west-1
us-east-1

us-west-2

v STATUS
Healthy
Unhealthy
Disabled
Starting

Out of Service

Unknown

v AVAILABILITY ZONES

eu-west-1a

eu-west-1b

eu-west-1c
us-east-1c
us-east-1d
us-east-le
us-west-2a
us-west-2b

us-west-2c

EU-WEST-1

V096: B

0

US-EAST-1

V096: B

US-WEST-2

V095:

nccp-logdata-pbms-remote

m nsignt~

v INSTANCE INFORMATION

Launched:

Type:
Server Group:

VPC:

v STATUS

Discovery
Up alt

~ DNS

2015-08-03 11:02:18

EZJ eu-west-1c
m3.xlarge
ccp-log ot

None (EC2 Classic)

~ SECURITY GROUPS

~ LOGS

~ NETFLIX CONFIGURATION




SPINNAKER  Applications

ncep

Groupby = Pipeline

Trigger

Manual Start

Manual Start
lix.

Manual Start

Manual Start

Infrastructure

Pipeline Status

Status

FAILED

Sm

FAILED

Buildin

FAILED

Build

FAILED

Smoketests

FAILED

Buildin

Data

Not Started

Delivery Pipelines

P Runni

BUILD IN JENKINS

BUILD IN JENKINS

BUILD IN JENKINS

BUILD IN JENKINS
( /0/208)

BUILD IN JENKINS

Completed

AFailed

MULTI-REGION BAKE

MULTI-REGION BAKE

MULTI-REGION BAKE

MULTI-REGION BAKE

MULTI-REGION BAKE

Suspended

DEPLOY TO TEST

DEPLOY TO TEST

DEPLOY TO TEST

DEPLOY TO TEST

DEPLOY TO TEST

o

CONFIG

Show | 5 ¥ |pergroup

SMOKETESTS
(0f21)

SMOKETESTS

SMOKETESTS

SMOKETESTS
(17/4/2)

SMOKETESTS

© What's New
(2015-07-31 11:14:30)

P RUN NEW EXECUTION

MARK AMIS AS READY TO CANARY

MARK AMIS AS READY TO CANARY

MARK AMIS AS READY TO CANARY

MARK AMIS AS READY TO CANARY

MARK AMIS AS READY TO CANARY




Automated Global Delivery

v Canary and Push to PROD (modern, legacy, logdata) @

Configuration Find Build Canary to nccp- Wait for User Deploy to US East

o

modern "Approval

‘Canaryto nccp-legacy S~ 7Dep,loy to US West

7Drreploy‘to EU
© Add stage

Concurrent Executions

Disable concurrent pipeline executions (only run one at a time).

Pipeline Actions v

Deploy to INT




Insight

Atlas

Edda
Vector

N ===



Atlas: Telemetry Platform

NETFLIX | OSS



Improvements in Anomaly Detection

From 6-8 minutes to < 1 minute



Getting the Humans Out of the
Equation



Outlier Detection & Remediation
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Kepler

Unsupervised machine
learning

Density-based clustering
algorithm

Actions
— Email, page

— 0QO0S, detach,
terminate
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An ounce of prevention...




Canary Release Process

Old Version (v1.0)
w Load Balancer

New Version
(v1.1)



Canary Release Process

Old Version (v1.0)
0 Servers -
Load Balancer

100% New Version
(v1.1)

100 Servers



Automated Canary Analysis

CANARY ANALYSIS ~ About  Help

Define
° Metrics Canary Score: 92.6% Tag: system
o At h res h 0 | d e

Metric Analysis

Every n minutes
® Classify metrics

® Compute score
e Make a decision




Automated Ops

Systematic observation of facets & permutations
Unsupervised monitoring & decision- making
Automated tuning & recovery

Alerts with analysis



Performance Monitoring
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Chaos Engineering is the discipline of experimenting on a
distributed system in order to build confidence in the systems
capability to withstand turbulent conditions in production.




Imagine a monkey loose in your data center...

> @
Edge Cluster @

Cluster B

Cluster C

»

Cluster A Cluster D




A State of Xen — Chaos Monkey & Cassandra

Xen Hypervisor vulnerability — 9/25/14

218 out of 2700+ Cassandra nodes rebooted
22 did not reboot successfully
Automation handled the rest

NETFLIX




More Chaos NETFLIX

Monkey — Single Instance
Gorilla — Availability Zone
Kong - Region
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Exercise Regularly
SR




Fault-Injection Testing (FIT)

'! Service A

Service C }

J

e Simulate service failures
« Override by device or account
* % of member traffic

J




Fault-Injection Testing (FIT)

'! Service Al;.

—— oy,

e Simulate service failures
« Override by device or account
* % of member traffic
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Service C }
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Global Traffic Management




FLUX

Service Traffic Map

US-WEST-2 US-EAST-1

OTAL RPS
HHE, B, HiHE

DNS-based RROR RAT
0.88%

Routing

\ Zuul Proxy

Back Channel



What will you call DevOps?




Roll the Credits
Netflix.github.io

Dianne Marsh, Director of Engineering

dmarsh@netflix.com
@dmarsh



