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SECURITY

&

CRYPTOGRAPHY



I'M NOT THE HACKER

IN A

HOODIE



I'M ONLY VERY, 

VERY CURIOUS



DISCLAIMERDISCLAIMER



SECURITY IS ABOUT

FEELING VS REALITY



CRYPTOGRAPHY



The study of codes, or
the art of writing and
solving them.

Oxford Dictionaries





Cryptography is the
art and science of
encryption

Cryptography Engineering





HISTORICALLY
FOCUSED ON

SECRET
COMMUNICATIONS



VIGENÈRE CIPHERVIGENÈRE CIPHER
~ 1553, Rome 

mod 26
k = j a v a a o e

m = m o r n i n g

c = v o m n w a k



KERCKHOFF'SKERCKHOFF'S
PRINCIPLEPRINCIPLE

"A cryptosystem should be secure
even if everything about the system,
except the key, is public knowledge."



ENIGMAENIGMA
(1920)



DESDES
(1974)(1974)

Key size 2⁵⁶, block size 64 bits
Short key sizes can be subject of brute
force
Should be avoided when possible
Broken in 22 hours

​​  - See: https://goo.gl/KgluCi



DESDES
(1974)(1974)



TODAY



HARDWARE IS NOHARDWARE IS NO
LONGER ALONGER A
PROBLEMPROBLEM



DAILY BASIS



BROADER SCOPEBROADER SCOPE
DATA INTEGRITY

SECRECY

SEVERAL PROTOCOLS

AUTHENTICITY



IT WASIT WAS
SUPPOSED TO BESUPPOSED TO BE

SIMPLESIMPLE



BUT MOST PART OF
THE TIME IS LIKE



IT'S REALLYIT'S REALLY
HARD TO GET ITHARD TO GET IT

RIGHTRIGHT













HEARTBLEED



SURVEILLANCESURVEILLANCE



"Security is the Jar Jar Binks of
software development.

Martin Boßlet



PROBLEM OR
SOLUTION?



Source: Veracode



BOOKS

 ARE AN AMAZING
SOURCE TO LEARN



Source: Stackoverflow



DON'T ROLLDON'T ROLL
YOUR OWNYOUR OWN

CRYPTOCRYPTO





HOW CRYPTO IS
DONE NOWADAYS?



FULL CONTROL



GOOD

BAD



LET'S GET OUR
HANDS DIRTY



THE BADLYTHE BADLY
DESIGNED NOTEDESIGNED NOTE

APPAPP



TOOLSTOOLS
Java 8

org.json

BouncyCastle



Hmmm, I wish I had a
journal app to share my
notes

ALICE



Yes, we can!

BOB



Must be nice!

EVE



#1 STORY
AS A USER OF THISAS A USER OF THIS
APP, ALICE WANTSAPP, ALICE WANTS

TO BE ABLE TOTO BE ABLE TO
CREATE NEWCREATE NEW

ENTRIESENTRIES



WHASSSSSSUP?

WHASSSSSSUP?



WHASSSSSSUP?

You can't process me
with a normal brain.



#2 STORY
AS A USER OF THISAS A USER OF THIS

APP, BOB WANTS TOAPP, BOB WANTS TO
BE ABLE TO VERIFYBE ABLE TO VERIFY
THE INTEGRITY OFTHE INTEGRITY OF

ALICE'S FILESALICE'S FILES



CWE-327CWE-327  

USE OF A BROKEN ORUSE OF A BROKEN OR
RISKYRISKY

CRYPTOGRAPHICCRYPTOGRAPHIC
ALGORITHMALGORITHM



MD5

ARE THEYARE THEY
DIFFERENT?DIFFERENT?



SHA-1
https://malicioussha1.github.io/



BUT WHAT ABOUT
INCLUDING A SALT?



CWE-916CWE-916
PASSWORD HASHPASSWORD HASH

WITHWITH
INSUFFICIENTINSUFFICIENT

COMPUTATIONALCOMPUTATIONAL
EFFORTEFFORT



SHA-224SHA-224

SHA-256SHA-256

SHA-384SHA-384

SHA-512SHA-512
  

ARE ALL GOOD CHOICES





#3 STORY
AS A PARANOID, IAS A PARANOID, I
WOULD LIKE NOTWOULD LIKE NOT
ONLY INTEGRITY,ONLY INTEGRITY,

BUT ALSOBUT ALSO
AUTHENTICITYAUTHENTICITY



#4 STORY
AS A USER OF THIS APP, IAS A USER OF THIS APP, I

WANT TO ADDWANT TO ADD
INTEGRITY,INTEGRITY,

AUTHENTICITY ANDAUTHENTICITY AND
SECRECY AND HIDE MYSECRECY AND HIDE MY

ENTRIES FROM NSAENTRIES FROM NSA



WE USE A "PADDINGWE USE A "PADDING
SCHEME" TO FILL THESCHEME" TO FILL THE

LAST BLOCKLAST BLOCK
UNTIL IT MEETS THEUNTIL IT MEETS THE
CIPHER BLOCK SIZECIPHER BLOCK SIZE

PADDING



Key Key



MODES OF
OPERATION



Source: Wikipedia





Source: Wikipedia



Source: Wikipedia



Source: Wikipedia



#5 STORY

AS A USER I WANT TOAS A USER I WANT TO
HAVE PASSWORDHAVE PASSWORD

PROTECTED ENTRIESPROTECTED ENTRIES



#6 STORY

AS SOMEONE VERYAS SOMEONE VERY
SOCIAL, I WANT TOSOCIAL, I WANT TO

SHARE MY ENTRIES WITHSHARE MY ENTRIES WITH
A FRIEND WITHOUTA FRIEND WITHOUT
EXPOSING MY KEYSEXPOSING MY KEYS



sK pK sK pK



THANKTHANK
YOU!YOU!

http://abstractj.org

https://aerogear.org


