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MAJOR THREATMAJOR THREAT



THE WEBTHE WEB



LOTS OF STANDARDSLOTS OF STANDARDS



BUT NO PATTERNBUT NO PATTERN
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JAVASCRIPTJAVASCRIPT
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BUT IT IS ALSOBUT IT IS ALSO
HOSTILE TOHOSTILE TO
SECURITYSECURITY



beEvil();

console.log(getRandomValue());
function getRandomValue() {
  var random = new Uint32Array( 1 );
  crypto.getRandomValues( random );
  return random[ 0 ];
}

function beEvil() {
  window.crypto.getRandomValues = function( array ) {
    array[ 0 ] = 42;
  }
}
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"THE STATE OF BEING
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PEOPLE DON'TPEOPLE DON'T
CARECARE



MORE THAN HALF (55%) OFMORE THAN HALF (55%) OF
INTERNET USERS ADMIT THEYINTERNET USERS ADMIT THEY
USE THE SAME PASSWORDUSE THE SAME PASSWORD
FOR MOST, IF NOT ALL,FOR MOST, IF NOT ALL,
WEBSITES.WEBSITES.

Ofcom in 2013



TOP 10 PASSWORDSTOP 10 PASSWORDS
LEAKED FROM ADOBELEAKED FROM ADOBE

123456 - 1,911,938 users
123456789 - 446,162 users
password - 345,834 users
adobe123 - 211,659 users
12345678 - 201,580 users
qwerty - 130,832 users
1234567 - 124,253 users
111111 - 113,884 users
photoshop - 83,411 users
123123 - 82,694 users
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PEOPLE AVOIDPEOPLE AVOID



PLAINTEXTPLAINTEXT  

PASSWORDSPASSWORDS
See: http://plaintextoffenders.com/
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WE CAN COMMITWE CAN COMMIT
MISTAKES INMISTAKES IN

ANYANY
TECHNOLOGYTECHNOLOGY



#1 UNDERSCORE.JS#1 UNDERSCORE.JS
<div class="view">
  <input class="toggle" type="checkbox" <%="done" ?="" 
           'checked="checked" '="" :="" ''="" %=""> />
  <label><%- title %></label>
  <a class="destroy"></a>
</div>
<input class="edit" type="text" value="<%= title %>">



#2 UNDERSCORE.JS#2 UNDERSCORE.JS
<div class="view">
  <input class="toggle" type="checkbox" <%="done" ?="" 
           'checked="checked" '="" :="" ''="" %=""> />
  <label><%- title %></label>
  <a class="destroy"></a>
</div>
<input class="edit" type="text" value="<%- title %>">



WHAT'S THEWHAT'S THE
DIFFERENCE?DIFFERENCE?
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MITMMITM
Man in the middle

 



https://letsencrypt.org/https://letsencrypt.org/



HSTSHSTS
HTTP Strict Transport Security

Instructs the web browserInstructs the web browser
to to interact only with HTTPSinteract only with HTTPS



WILDFLYWILDFLY
<subsystem xmlns="urn:jboss:domain:undertow:1.1">
    <server name="default-server">
        <host name="default-host" alias="localhost">
               <location name="/" 
           handler="welcome-content">
               <filter-ref name="hsts">
        </filter-ref></location></host>
    </server>
    <filters>
        <response-header name="hsts" 
           header-name="Strict-Transport-Security" 
           header-value="max-age=2592000">
    </response-header></filters>
</subsystem>



EXAMPLEEXAMPLE

curl -I https://www.openshift.com
HTTP/1.1 200 OK
...
Strict-Transport-Security: max-age=15768000, 
       includeSubDomains
Connection: keep-alive
...
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INSTALLATIONINSTALLATION
OPTIONSOPTIONS
STANDALONESTANDALONE

WILDFLY/EAP SUBSYSTEMWILDFLY/EAP SUBSYSTEM

OPENSHIFTOPENSHIFT

DOCKER IMAGEDOCKER IMAGE
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https://keycloak.jboss.org

https://aerogear.org


