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Decoding the-air around you
with Java and $7 hardware

Bert Jan Schrijver

bertjan@jpoint.nl Y @bjschrijver
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Bert Jan Schrijver

=>JavaOne N @bjschrijver




Outline

» Background

» Software Defined Radio
« ADS-B
o AIS

* Decoding ADS-B & AlS
* Demo

* Q&A
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How It all started...
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Software Defined Radio

* Radio communication system

» Components implemented in software
* Cheap DVB-T with RTL2832U chip ($7)
* Hence: RTL-SDR

e Detalls on www.rtl-sdr.com
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Software Defined Radio
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Amateur radio

2 B 0

430.115 700 Mz Beleiai ) TR

LNB LO 0,000000 MHz
Gain A

Swap 1Q
DC cancel
IQ balance
ignore limits

|

. ,}1‘ | N 11. l‘ oy .,f\~'~’l‘l Y ’-’u—‘.\ " 1‘\“ ‘,k‘.‘ AT k'l ;,#J:t( Nl L ¥, Sy '\ L ho LN"- 0 "”Q"'r' I“"'\"J '\'-*h{‘-f | s L 1"‘ M '4“'* ALY "' 1“ v W, B V’ 1 “'",_ .

Frequency corr. 0 ppm .

429 901 430 008 430,116 430223 ) 430 437 430 544 430 651

' Receiver Options

00 Audio

40

Wy ""' 4
J"Q]‘ ' l\"'l' 4"|“,“
490

L P W
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Vessel to shore

O E=N"IR=

160.672 000 Mz Eebeiid| T——
0.000 kHz

Hardware freq 160.672000 MHz

‘ | Filter = Normal -
é ||" : o« A A LM \4‘!.'" qu.u'",..ll, | t.“““ M |.|w J' o | ' A bas LA I‘I i | ) “‘ | ! | 'I ‘5 " ' i !|‘ ‘ ! Mode Narrow FM -
A\ Q,—" “v!*_!‘ " f.\‘.‘_‘. 4<'|‘ 4 WM ALl A y L4 -ll“'l' W ! ! " Lo L RN L) \ ey 'll'l.', A ~"" '\ “h'. l"""' -’d 'L"‘n ..,-\,.n'v. ". A o ". " .‘, ALY ..) : l"\‘,l“ 4.‘1' ‘.' ""\. ‘.',""l'.'/('u‘..~ v F
AGC  Fast ol |
NB1 NB2 3
SQL -28.1 dBFS

Input controls

O O Audio

i
. 1~ “‘ 5 ‘U
goity Y TV
g - ‘ -
At e b

60

FFT Settings
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POCSAG pager messages

POCSAGLZ00:
POCSAGLZ00:
POCSAGLZ00:
POCSAGLZ00:

Function:
Function:
Function:

Function:

<FS>=Y<FS>H<FF>(<VT>h<DC4>UA<Za<EM>h<DC

POCSAGLZ204 -
PI:II =Y _,l,fUU
S ERITILAL fPEﬁﬁ
POCSAGLZ00:
POCSAGLZ200:
POCSAGL200:
POCSAGL200:
ﬁethUbeEUT>
POCSAGL20G :
.= n
POCSAGLZ200: Ad
POCSAGLZ00: &J
= e
PO SAGL1200:
POCSAGL200:

(£ Iy B P B P

v wm U'i w

dr
dr

{‘b
v w
W W

rI

Addre
Addre

Address:
Address:

Address:
ud1‘ﬁ°<:

gemeld.
POCSAGLZ200:

Address:
Address:
IHhOJd:UFed

Address:

175828
175628

175828
167455

1989211
lO" CC

145513
145513
172992

Function:
Function:

Mon Jun

Function:
Function:
Function:
Function:

Function:

Function:
Function:

Function:
Function:
Function:
Function:
Function:
Function:

Function:

bertjan — grep — 118x27

a<CAN>

72/1/N¥P/rg-08/rg-08_P01l/ProcedureP9lGeen pomp beschikbaar
{etelhuis
F—ffFF\,,<ZR>{LLnanlﬁFFﬁ(PUO;ﬂvT}LdFFb,{FF}h{DC4¥=<CAN>fFS><‘

@ Alpha:
3 Alpha:
3 Alpha:
- Alpha:

4>==|6<F5>Usa;<ESC>

3 Alpha: ABEL MBXU<EOQT><EQT>

3 Alpha: Avan:Uhobbilt@ordo.

12:40:27 CES

- Alpha: <EOT><ESCEXSVYVY<NAK><SYN><ACK><D(C4>VY

- Alpha: UR
Alpha:  ABEL
Alpha: Nagios:

YAGaa

AOnderwerp:UHobblt A870392U

sapepo:proc

MBXU<EQT><EQT>
PROBLEM W302_eventlog 1s CRITICAL on enomtal-l.emd.e=

Alpha: Nagros: ACKNOWLEDGEMENT W302_eventlog 1s CRITICAL on enomtal-1

K<DC2Z2>
Nagros:

Alpha:

Alpha: ACKNOWLEDGEMENT W302

eventlog 1s CRITICAL on enomtal-1.emd
Alpha:
Alpha:
Alpha:
Alpha:
Alpha:

Alpha:

SCH_CTF 11:42 2 SUCTION PR. P-1201B L
SCH_CTF 11:42 2 SUCTION PRESS P-1201A L
Nagios: PROBLEM W302_ euentlog 1s CRITICAL on
+9<ESC>Y+Yah=<CAN>=zAAK ; <EM>

RG Nieuwe Tonge Alarm prio 3

Gebrulker == die de Eerste 113Ins

enomta

draailt heeft zich aan

Alpha: RG Achthuizen Alarm prio 2<EO0T><EQT>

Y @bjschrijver



FLEX pager messages

® @ bertjan — root@bj-virtualbox: ~/src/sdr/receivers/flex — ssh — 100x24

root@bj-virtualbox:~/src/sdr/receivers/flex# ./rtl_flex_noX.py -f 169.645M --rx-gain=37.2 --device=r
t1l=0 2>&1 | grep -v 'IUNKI|'
linux; GNU C++ version 4.8.2; Boost_105400; UHD_003.005.005-0-unknown

No database support

gr-osmosdr 0.1.1 (0.1.1) gnuradio 3.7.2.1

built-in source types: file osmosdr fcd rtl rtl_tcp uhd hackrf bladerf rfspace
Using device #@ Realtek RTL2838UHIDIR SN: 00000001

Found Rafael Micro R820T tuner

[R82XX] PLL not locked!

Exact sample rate is: 250000.000414 Hz

Using Volk machine: ssse3_64_orc

0 169.645]| 9201621ALNIB2 Pet Scan Rijnstate Route @2 Wagnerlaan 55 Arnhem 6815AD 55 42328

0 169.645| 1520021 1ALNIA1 van Vredenburchweg/Burgemeester Elsenlaan RSK : 15121 Ritnr: 95377

0 169.645| 1123127 |1ALNIAL1 5708GM 23 : Kloosterstraat Helmond Obj: praktijken van huisa Huisartsenp
raktijk Stiphout Rit: 45649

@ 169.64511599375360|ALNI7.YP 2 Dienstver. Instanties (Openen Deur) (+Inc.net: Reg.Inmeld+) , Stoute
nburggracht 30 2e Amsterdam [ AL

0 169.645]| S000|ALN|155-C2000 Testpage

0 169.645| 15200201ALNIB1 Laan van Meerdervoort 597 DHG 2564AA : 15120 Ritnr: 95378

0 169.645| 1180000 | ALNITESTOPROEP GMC BN (1)

@ 169.645] 726566 | ALNIA2 Standplaats Amersfoort Noord Het Hofslot 1 3823VV 1 Amersfoort

0 169.64511144915968 | ALNI1/1.7B2 Warm Thuis De Hulst Noordschermerdijk 5 Oterleek - 1842E

=>JavaOne ¥ @bjschrijver




’ al . | :
=’ JavaOne’ Y @bjschrijver



SO how about Java?
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Java and RTL-SDR

RTL TCP: Provides socket for RTL-SDR device

bertjan — rtl_tcp — 80x24

BJs-MacBook-Pro:~ root# rtl_tcp
Found 1 device(s):
@: Realtek, RTL2838UHIDIR, SN: 00000001

Using device @: Generic RTL2832U OEM

Found Rafael Micro R820T tuner

Tuned to 100000000 Hz.

listening...

Use the device argument 'rtl_tcp=127.0.0.1:1234" in OsmoSDR (gr-osmosdr) source
to receive samples in GRC and control rtl_tcp parameters (frequency, gain, ...).
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ADS-B

Automatic Dependent Surveillance Broadcast

Q.g’s Constellation

\
&
N—
=
"~ ', Satellite
Positioning

Air Traffic 4
Control | ssssssnsns/,  Ground Station

. _/ Source: simflight.nl
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Java and ADS-B

» Java connects to RTL_TCP socket

* But now what?

* No open source Java decoders available

* No other option than to write own decoder...

...or is there? b |

=>JavaOne M) @bjschrijver



(insert legal notice here)
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(( ) ADS-B antenna

RTL-SDR !
device 1

::;f; JavaOne

How stuft works
—

. mongoDB

Position data
storage

RTL_TCP ADS-B , Position

server decoder e \ data
— :

< viewer
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MongoDB data structure

"_1d" : ObjectId("5583b57bd4c694d7f93feab8"),
"heading" : 270,

"latitude” : 51.478271,

"objectId" : "KLM1001",

"objectType"” : "AIRCRAFT",

"longitude” : -0.102589,

"timestamp” : NumberLong("1434695035486"),
"createdAt"” : ISODate("2015-06-19T06:23:55.4877Z")

=>JavaOner Y @bjschrijver



AP| gata structure

{ E
"from":10000,
"to" :4850,
"positions":[ =

{ E
"positions":[ B |,
"heading":"164.0",
"objectId":"AFR187F",
"objectType":"AIRCRAFT",
"timestamp":"Wed Oct 21 12:36:20 PDT 2015"
}s
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Frontend

marker = new google.maps.Marker({
objectId: objectId,
position: curPos,

title: objectId + ' at ' + timestamp + ' - click to view details’,
icon: planelcon,
map: map

});

// Draw track.

var track = new google.maps.Polyline({
path: trackCoordinates,
geodesic: true,
strokeColor: pathColor,
strokeOpacity: 0.8,

strokeWeight: 0.7

});
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That's cool, but...

* [n-nouse reception Is sub-optimal
* Always-on service would be nice
* Laptop needed tor work now and then

=>JavaOne N @bjschrijver




Getting serious

Lmux box,
ava app

A )
Internet

RTL_TCP

over wifi v

Raspberry Pi '
in shed

\4
L~
_?

\J

1
1
\ 4
. =—p & °

H
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That's cool, but...

 Raw RTL_TCP stream is huge
* Problematic over wifi
* Would like to give AlS another try

* Want to throw out horrible decompiled code

‘;:"(,3 JavaOne Y @bjschrijver




Getting serious - v2.

A

\'r

= Llnux box,
ava app

L )
Internet

dump1090:
JSON over HTTP

J

1
1
\4
—,V—

Raspberry Pi '
in shed
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Getting serious - v2.

. @ bertjan — bertjan@raspberrypi: ~ — ssh — 80x24

400935
484(C53
406131
471FSF
4B1A37
484(C24
484(CB7
3986ES5
4492E3
R 471F57
B 478538
424946
471F4F
405A48

738
WZZ4N) 11880
EZS1522 11887
KLM1359 3769
KLM1969 3251
AFR1764 11270
BEL1EW 7417
WzZzZ397 10357
NAX97B 11270
AFL2584 10357
WZZ767 9389
BAW3OCV 11552

T N
DA OWOONNNWNOOOOTOOOO O
P ORWOOROWORORW

nunmoumvmomoumomoumoumoumounmnounmounmounmo,m
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AlS

Automatic ldentitication System

AlS NETWORK

SHORE BASED STATION

CHART PLOTTER - gy .
Electronic Chart CLASS B AIS DATA TRANSMITTED:
System | MMSI, CALL SIGN,
§ ‘ POSITION, LENGTH, BEAM,

SOG, COG, HEADING, ETC.
| SAFETY MESSAGE SWITCH

Source: hollandmarinehardware.nl

=>JavaOne N @bjschrijver




Decoding AlS

rtl fm -g 9999 -f 161975000 -p 10 -s

;g—i} JavaOne-

RTL_FM

Audio over
Unix pipe

AlSDecoder

AlS over

UDP

AlSMessages

48k -r 48k | aisdecoder -h 192.168.2.2 -p 1234 -a file -c mono -d -f /dev/stdin

Y @bjschrijver




Decoding AIS

. ® bertjan — bertjan@raspberrypi: ~ — ssh — 80x24

Found Rafael Micro R820T tuner
Tuner gain set to 49.60 dB.
Tuner error set to 10 ppm.
Tuned to 162227000 Hz.
Oversampling input by: 21x.
Oversampling output by: 1x.
Buffer size: 8.13ms

Exact sample rate is: 1008000.009613 Hz
Sampling at 1008000 S/s.

Output at 48000 Hz.

TAIVDM,1,1,,A,139 goOPPOsOFwheMmQmL>?vP 8:R,0*07
TAIVDM,1,1,,A,13aEPdPPOOPG;>HM101h@?vb26]1<,0*6D

A, 33" e=v@P@pPG>ptMLNOM3 : 8hOOnA, 0*01
A,13aDCK?P1CPG; SbMLfOE>0w22@Ca,0*56
A, 33" e=v@P@qPG>06MLNAdV : 6r010@,0*0A MGSS&QGS

IAIVDM, A, 13aEPdPP@OPG;>LM10kh@?w@2<19,0%39

IAIVDM, A,13aDrc@P1@PG8uTMlrJU>gwB26]<,0*2D

IAIVDM, A, 33" e=v@P@oPG>f6ML0G< b1TOOri,0%47

IAIVDM, A,33  e=v@00gPG>cDM10bLcqwh@0s0,0*59 L

IAIVDM, A, 139" gOPPOqOFWGIMmSQ<<gwh 6J<,0*1D

rtl_fm -g 9999 -HYNLV, 'K A, 13aGEdOP12PG?IrMLFS=wgwl2HRO,0*50 -d -f /dev/stdin

A,1

IAIVDM, 3aEPAPPOOPG ; >HML0100?v220Re , 0%22
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Getting serious - v3.

= Llnux box,
ava app

Internet
fo

\—/

I
\4
e O oo

Raspberry Pi '

in shed
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We love caia

» Keep system running for a while
* Nicely stocked MongoDB
* Now what?
* \isualise it!
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SUMMARY
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summary

Playing with Software
be loads of fun!

Defined

Radio can

* You can get started for just a few bucks
* Want details”?

(@) https://gith

e | Ive demo on

 More SD

:f'(; JavaOne-

ub.com/bertjan/sdr-java

Nttp://sdr.revolution.nl
R info on http://www.rtl-sdr.com

RTL-SDR devices

Maven module structure

Bl pa— =
.w
ADNE ~~4
sdr-java
Background
“;l‘-;:..'o

Y @bjschrijver
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Thanks for your time!
Liked it? Tweet it!

Please care about
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