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Network Function Virtualization
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Network Function Virtualization

Allows for dynamic network service
launch

- Reduces time for deploying new network services

Network Network Network

_ Function Function Function
Same infrastructure can be used/shared

for hosting multiple services

- Reduced capital investment

- Reduced cost of energy

Offers Agility and Flexibility Hypervisor

- Quickly scale up or down services based on the

hardware

demand

- Reduces time to deploy new networking services
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NFV Deployment Scenario

Server Server

VM2 VM3 AVA\Y/ N VM3

Shared NIC Shared NIC

NFVM1 NFVM2 NFVM3 NFVM4

Shared NIC

Network Appliance

¢ .ml
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/O Virtualization Mechanisms
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Full virtualization vs Paravirtualization

Guest OS Guest OS _
Para-drivers

Traps Interfaces
Hypervisor

|(ParaVirtualization)

Hypervisor

. . Device
|(Full Virtualization)

Emulation

Device
Emulation

Hardware
Hardware
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Virtio Architecture

Guest OS

Front end drivers

Back end Drivers

HV (Para) | pevice Emulation

Jarivers/virtiof/virtio-pcl.c

JJdetvers/met/virtio-net.c Jdreivers/virtiofvirtio-balloon.c
virtio-blk virtio-net virtio-pcd virtio-balloon
\ consoie
-~ - /
.ferivers Block/virtio-blk.¢ \\ Mﬂ'vrn/vinio/\hrtio»(m\olf.(
virtio Jlirax/drivers/virtio/virtio.c
VA VA S
_/ S ounsdetvers/virtiofvirtio ring.c
e
back-end
drivers
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VirtlO Networking

Partition 1 Partition 2

» Each guest sees a private VirtlO
network device on PCI bus

» VirtlO network driver is needed in
guest

» Standard tun/tap interface is used by
QEMU to bridge to host network
stack Bridge

» Backend driver in QMU ethO
Linux Kernel / KVM

tun/tap

Hardware
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Vhost Networking

> Vhost-net is a module in Partition 1 Partition 2
Linux Kernel.

> Transfers buffers between host and
guest.

> Bypasses QEMU for virtqueue

operations

vhost Linux Kernel /

tun/tap KVM

Bridge

ethO

Hardware
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Vhost-net Detalls
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Vhost-Net Flow Big Picture
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Creation of vhost-worker thread

User Space

vhost_dev _ioctl

Kernel Space

s A worker thread is
created per vhost

_ kthread create
instance w

¢ This thread is responsible for
handling both Rx and Tx jobs for
a vhost device
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RX Packet Flow
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RX Packet Flow

raise_softirg_irqoff gman_p_poll_dqgrr

Hardware Interrupt irq_exit priv_rx_default_dqrr

Interrupt Handler do_softirg other routines

Other Routines net_rx_action netif_receive_skb

napi_schedule dpaa_eth_poll
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br_handle_frame

br_handle frame_finish

br_forward

br_dev_queue_ push_xmit

Bridge
Handling
of skb

dev_queue_xmit
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dev_hard_start_xmit

Tun
receives
the skb
and

skb_queue _tail queues it

tun_net_xmit

wakeup_poll

This is going to wake up
tun_chr_poll

Y Softirg
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Vhost _worker flow

START

True

kthread_should_stop

RX processing

True

need
schedulg

Return

Work dequeued
False

True
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vhost_worker()

handle_rx()

Socket refers to
tap socket

sock_recvmsg()

calls tun_recvmsg tun_do_read()

Total bytes
received >=
Vhost Budget

Updated used list

Copy Packet

&
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NFV with VirtlO
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NFV with VirtlO

Server

VM2 VM3

Shared NIC

Packet Drop

NFVM1 NFVM2 NFVM3 NFVM~

Packet Flooding

Shared NIC =

Network Appliance
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Setup for the Test

User Space

QEMU

Kernel

KVM Module

Vhost kthead Vhost kthead

DPAA_ETH Driver DPAA_ETH Driver

Fman-1G Fman-1G

SoftIRQ Context
Processing

Vhost kthread
Context Processing
D Guest Processing

Spire nt Test Center . Kthreads Processing
. Hypervisor Layer

R
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Existing Rx Flow

Vhost Thread

(= = = = =

Fails to Schedule due to lower

Priority than SoftIRQ

NIC driver

Physical NIC

0 - d
Packet Flooding e
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L2 . 500
Tap

Tap Queue Full -

Packets keep on
dropping at tap level

Traffic Rate

CPU Utilization

120

100

40

20 4

SoftIRQ Processing

Ingress Rate

ps

w==S0ftIRQ Processing

Throughput Througput
Portl (without Port2(without
Fix) Fix)

NAPI

processing
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First Proposal for Hardware Assisted VirlO
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Modified Flow

Vhost Rx Processing NAPI SoftIRQ Processing

Vhost_RXx NAPI Handler

Process Pkt False

True _
Congestion

Rx Ring < Lower Watermark

Send Buffer to
Bridge/Tap

Disable HWI

Enable HWI
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Modified Flow (Continued)

VhOSt Thread ______ Now Vhost can schedule
during packet flooding.

i last index

- Packet gets queued
Now Tap Queue Full

*.  Congestion Notification

\ sentto bridge
3

Bridge stops forwarding

V4

. # Packet Drop at HW
Packet¥looding £ P 3
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Performance Crawl Chart
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Modified Vhost and Driver Interface
Proposal for Hardware Assisted VirtlO
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Introduction

Dynamic vhost thread controlled NIC driver instance.
- Vhost thread registers with NIC driver:

- Rx Function handle

- Buffer depletion handler

Driver provides following during registration to Vhost:

- Tx Function Handler

- Buffer pool management handle
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Interface Initialization

Vhost
Initialization

Fill Tx
Handler,
Buffer Pool
Management
handler and
Return

ilowcuidauUn

Rx FQ/BD Tx FQ/BD
Buffer Pool Ring Ring

BD Ring
Creation,
Buffer Pool
Creation

Ethernet Port

PCD block
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Modified Rx Handling

GUEST
VNET1

Vhost Thread

Buffers Seeded
by Vhost

New N2twork Acceleration Interface Driver

Rx FQ/BD
Buffer Pool Ring Packet DMAed

to buffer and
Sent to Rx Ring

Buffers Ethernet Port S y
available in B Buffer Acquire acket Droppe
Buffer Pool Requested PCD block at HW

Juuvuceccocu
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» Summary

Vhost-net interfaces can get saturated at high traffic rates

No mechanism to communicate Vhost-net interface
saturation information to host

With a more integrated guest/host Virtio infrastructure, it’s
possible to avoid system saturation and increase
throughput

Hardware acceleration can be leveraged for Vhost net
Interfaces
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