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In this presentation

*How does the gqcow?2 format track point-in-time snapshots
*What are the gemu building blocks for managing backing chains
*How are these building blocks used together In libvirt




Part |

Understanding qcow2

redhat



qgcow?2 history

*qcow format (QEMU Copy On Write) documented in 2006
*qcow?2 created In 2008, adding things like:

* Internal snapshots with reference counting
* Hacky addition in 2009 to add header extensions

- Backing file format, to avoid format probing CVESs
- qcow2v3 created In April 2012, adding things like:

* Feature bits (extension Is easier!)
* Efficient zero cluster management




Let's look under the hood

* Create a new file

* Write some guest data

* Create an Internal snapshot
*Write more guest data

* Create an external snapshot
- Write even more guest data




Create a new file

gemu-img create -f gcow2 base.gcow2 100M



gemu-img create -f gcow2 base.qcowz2 100M

header
header:
magic = "QFNxfb"
version=3

backing_file_offset =0

backing_file_size =0

cluster_bits = 16

size = 104857600 (

crypt_method =0

1_size =1

I1_table_offset = 196608
{OxO0030000)

refcount_table_offset = 65536
{00001 0000}

refcount_table clusters = 1

nb_snapshots =0

snapshots_offset =0

.. V3 fields ...

Guest sees.

Create a new file

197120 bytes

refcount table:

[0] = 131072
{Ox00020000)

[1]...[B181] =0
(beyond host size)

l

refcount block:

=1

[11=1

[2]=1

[E]=1

[4]...[32767] =0
(beyond host size)

(

NUL bytes

.
L i

L1 table:

[0] ={ref_is_one =0,
offset = Ox00000000}

[1]:{..[53] =0

)

[64]...[8191] = implied 0

(beyond EOF)

)




Create a new file

gemu-img create -f gcow2 base.qcowz2 100M

header 197120 bytes

All images have a 2-level refcount table,
describing the usage of each host cluster

boab L L

'l.F_I' l.l' (L F - r.! il =S
size = 104857600 | ) | ﬂﬂﬂdeDﬂ
crypt_method =0 )
1_size=1
I1_table_offset = 186608

( ) .
r&fmunt_tabla offset = 65536 ,,] »

(000 0}

1

rEfcﬂunt_tal:}la clustersrhages have a fefcount tathae LwQﬁe usage of each host cluster

nb_snapshots =0 .
snapshots_offset =0 _ (beyond host size)

.. Va3 fields ...

Guest sees.

NUL bytes




Create a new file

gemu-img create -f gcow2 base.qcowz2 100M

headear l refcount table ‘ refcount block . 197120 bytes

header: refcount table: 1 table:
magic = "QFlxfb” [0] = 131072 0] ={ref_is_one=0,
version =3 (0 )} offset = 000000000}
backing_file_offset = 0 [1]..[6191] =0 1]..[63]=0
backing_file_size =0 (beyond host size) ( )
cluster_bits = 16 | 64]...[8191] = implied 0
size = 104857600 ( ) (beyond EOF)
ﬁWPlulﬂth =0 _ ( )
_size = .
1_table_offset = 196608 [E]f”_"‘“,:“" blocic:
( ) _
refcount_table_offset = 65536 11=1

All images have an L1/L2 table,
describing the mapping of each guest cluster
(but with no data mapped, L2 is omitted)

NUL bytes




Write some guest data
gemu-io -c “write $((99*1024*1024-512)) $((65*1024))” base.qcow?2



Write some guest data

gemu-io -c "write $((98"1024*1024-512)) $((65"1024))" base.qcow2

¥ W
header  |refcount table refcount block L1 ‘ L2 data data data 524288 bytes
| I I
J' |

header: refcount table: L1 table:
magic = "QFxfb" [0] = 131072 [0] = { ref_is_one = 1,
version =3 (0x00020000) offset = OX00040000} ¥
backing_file_offset = 0 [1]..18191] =0 [1]..[8191] =0 L2 table:
backing_file_size =0 (beyond host size) ( ) [0]..[1582] =0
cluster_bits = 16 [1583) ={ ref_is_one =1,
size = 104857600 ( ¥ compressed = 0,
crypt_method = 0 refcount block: offset = 0x00050000}
1_size =1 []=1 [1584]) ={ref_is_one =1,
I1_table_offset = 196608 [1]=1 comprassed =0,

(OO0 030000) [Z]=1 offset = 000060000}
refcount_table_offset = 65536 [B]=1 [1585] ={ ref_is_one =1,

(00001 0000) [4] =1 compressed = 0,
refcount_table_clusters = 1 [5] = offset = Ox00070000}
nb_snapshots = 0 [6] = [1586)...[1588] = 0
snapshots_offset =0 [7]= [1600]...[8191] =0
.. va fields ... [8]..[32767] =0 ( )

(beyond host size)
Guest sees: 'L 'L
66560
103808512 NUL bytes OxCD 882528 NUL bytes
bytes




Write some guest data

gemu-io -c "write $((98"1024*1024-512)) $((65"1024))" base.qcow2

—

header ‘rﬂfmunt table |refcount block L1 ‘ L2 data data data 524288 bytes

Refcount table tracks ablditidnal clusters

v

backing_file_offset =0 1118181 =0 [1]...[8181] =0 LZ table:
backing_file_size =0 | (beyond host size) | ( ) [0]..[1582] =0
cluster_bits = 16 : [1583] = { ref is_one =1,
size = 104857600 ( ) . ¥ compressed = 0,
crypt_method =0 refcount block: offset = Ow00050000}
1_size =1 [1584]) ={ref _is_one =1,
I1_table_offset = 196608 compressed = 0,

( ) offset = Ox00060000}

[1585] ={ ref is_one =1,
compressed = 0,
offset = Ox00070000}

[1586]...[1599] =0

[1600]...[81891] =0

( )

refoount_table_offset = 65536
(000001 0000)

refcount_table_clusters = 1

nb_snapshots =0

snapshots_offset =0

.. v3 fields ...

Guest sees: 'L ,,L

66560
103808512 NUL bytes OxCD 882528 NUL bytes

bytes




Write some guest data

gemu-io -c "write $((98"1024*1024-512)) $((65"1024))" base.qcow2

¥

header refcount table refcount block L1

1
header: refcount table: L1 table:
magic = "QFhxfb" [0] = 131072 [0] ={ ref_is_one=1,
version =3 {Ox00020000) offset = 0x00040000}
backing_file_offset =0 [1]..[B191] =0 [1]...[8181] =0
backing_file_size = 0 (beyond host size) ( )

583) ={ ref_is_one =1,
compressed = 0,

[1

L2 table tracks guest data In
aligned clusters

[1584] ={ ref_is_one =1,
compressed = 0,
offset = Ox00060000}

[1585] ={ ref_is_one =1,

ISIANEN L LIS RN = iy L= = ¢
(000010000} [4] =1 compressed = 0,

refcount_table_clusters = 1 [5] =1

nb_snapshots = 0 [6] =1 [1586]...[1599] =0

snapshots_offset =0 [7]1=1 600]...[8191] =0

... ¥4 fields ... [8]..[32767] =0

(beyond host size)
Guest sees: 'L 'L
66560
103808512 NUL bytes OxCD 882528 NUL bytes

bytes




Create an internal snapshot

gemu-img snapshot -c one base.qcow?2



Create an internal snapshot

gemu-img snapshot -¢ one base.qcow2 580336 bytes
L - 2
header  |refcount table [refcount block L1 ‘ L2 data data data ‘ L1 snap
I I I
| |
l . I

header: refcount table: active L1 table:
magic = "QFNxfb" [0] = 131072 [0] ={ ref_is_one =0,
version =3 (Ox00020000) offset = 0x00040000}
backing_file_offset = 0 [1]..[8181] =0 [1]..[8181] =0 L2 table:
backing_file_size =0 (beyond host size) ( ) [0]..[1582] =0
cluster_bits = 16 ' [1583] = { ref_is_one =0,
size = 104857600 ( ) ¥ compressed = 0,
crypt_method =0 refcount block: _ offset = Ox00050000}
1 _size = 1 0] =1 EE""”EE"'“: one L1 *flﬂa- (1584] = { ref_is_one = 0,
1_table_ofiset = 196608 []=1 [0] =4 "8 s-one e compressed = 0,
refcount_table_offset = 65536 [3]=1 [ IM[ 1= } [1585] = { ref_is_one = 0,

(OO0 10000) [4]=2 compressed =0,
refcount_table_clusters = 1 6] =2 offset = Ox00070000}
nb_snapshots = 1 [B] =2 [1586]...[1599] =0
snapshols_offset = 589824 [T]=2 snapshot table: [1600]...[8191] =0

( ) [F] =1 offset = 524288 (0:x00080000) ( )
... v3 fields ... 2] =1 H_size=1

[10]...[32767] = ﬂ name = "ona"
(beyond host size) ... other fields ...
Guest sees: 'L 'L
66560
103808512 NUL bytes OxCD 982528 NUL byles
bytes




Create an internal snapshot

gemu-img snapshot -c one base.qcowz2 580336 bytea
7 II.---"_ h
header lmfmunt table refcount block L1 ‘ L2 data data data
. : | I I _
. .; | |
Snapshot table added, which v
ref_is_one =0,
offset = Ox00040000}
oints to copied L1 table 2 e
) [0]..[1582] =0
CIUSIE LIS = 10 [1 533] ={ I'Ef_|5_ﬂI'IE = ﬂ',
size = 1ﬂ-1&5TEﬂD { ) wﬁuﬁﬂ EE?[;DIDG}
crypt_method =0 refcount I::Iml-: _ =
IEEI:E =1 (0] = 1 snapshot one L1 table: (1584] = { ref_is_one = 0,
1_table_ofiset = 196608 [1] =1 [0] ={ ref_ls_one = X, compressed = 0,
( ) [2] =1 offset = 0x00040000} offset = Ox00060000}
refeount_table_offset = 65536 [G]=1 [1]..[8191] =0 [1585] = { ref_is_one =0,
{(OcD001 0000} [4]=2 ( ) compressed =0,
refcount_table_clusters = 1 [B]=2 offset = 000070000}
nb_snapshots = 1 [B]=2 [1586]...[1599] =0
snapshots_offset = 589624 [7]=2 snapshot table: [1600]...[8181] =0
( ) [F]=1 offset = 524288 ( ( )
... ¥v3 fields ... [B]=1 11_size =1
[10]...[32767] = 0 name = "one"
| (beyond host size) .. other fields ...
Guest sees: 'L 'L
66560
103808512 NUL bytes 0xCD 982528 NUL byles
bytes




Create an internal snapshot

gemu-img snapshot -c one base.qcowz2 590336 bytoa
¥ II.--"'_ h
header lmfmunt lable refcount block L1 ‘ L2 data data data ‘ L1 snap
T | | |
| | |
i |

header: refcount table: active L1 table:
magic = "QFNxfb" [0] = 131072 [0] ={ ref_is_one £0,
version=3 {OpeO0020000) offset = Ok
backing_file_offset = 0 [1]..[8181] =0 [1]..[8191] =0 L2 table:
backing_file_size =0 (beyond host size) ( [0]..[1582] =0
cluster_bits = 16 [1583] ={ ref_is_one =0,
size = 104857600 ( v :

= . oo 1) DEﬂ[IH”-
e =0 TECi e | 18841=(reL s one=0
11_table_offset = 196608 = iy compressed = 0,

refcount_table_offset = 65536
(Coc00010000)
refcount_table_clusters = 1
nb_snapshots = 1
snapshols_offset = 589824

( )
.. v3 fields ...

Guest sees.

[10]...[32767]1 =0
(beyond host size

103808512 NUL bytes

[1]..[8191] =0
( )

L2 and data refcounts are
updated to be shared
v ¥

[1585] ={ ref__is_one =0,
compressed =0,
offset = Ou0007T0000}

[15AR]_[1568]1 =0

66560
0xCD

bytes

982528 NUL byles




Write more guest data
gemu-io -c “write $((99*1024*1024-64*1024+512)) 512" base.qcow?2



Write more guest data

gemu-io -¢ "write $((99*1024*1024-64*1024+512)) 512" base.qcow? 786432 bytes
v T E— . A LN Y
headar RSO0 L ‘ 2 | data | data | data ‘ L1 | snap ‘ 2 | data
w | .
| ]
| |
| l
header: refcount table: active L1 table:
magic = "QF xfb" [0] = 131072 [0] = { ref_is_one =1, .
version = 3 (0X00020000) offset = 0x000a0000} || |s8RSAS B1E H2TADIE
backing_file_offset = 0 [1]..[8181] =0 [1)..[8191] =0 [1583] = { ref_is_one = X
backing_file_size = 0 | (beyond host size) ( ) offset = Ox00050000}
cluster_bits = 16 * [1584] = { ref_is_one = X,
size = 104857600 ( ) offset = Ox00060000}
ﬁwgrz-:?t:ﬂd =0 {a]fnm;nt biock: snapshot one L1 table: [1585] = { ref_is_one = X,
_size = ) = [0] = { ref_is_one = X, offset = 0x00070000}
11_table_offset = 196608 [1] = 1 offset = 0x00040000}
(000030000} [2] =1 [1]..[8191] =0
refcount_table_offset = 65536 3] =1 o } -
(0x00010000) [4] = 1 active L2 table:
refcount_table_clusters = 1 [5]=1 [0]..[1582] =0
nb_snapshots = 1 [B] =2 [1583] = { ref_is_one = 1,
snapshots_offset = 5896824 [7]1=2 snapshot table: offset = Ox000b0000}
( ) [[1=1 offset = 524288 (0x00020000) [1584] = { ref_is_one =0,
... v3 fields ... (5] = 1 1_size =1 offset = 000060000}
[10] = 1 name = "one" [1585] = { ref_is_one =0,
[11] =1 ... other fields ... offset = Ox00070000}
[12]...[32767] = 0
Guest sees. ¥ ¥
512 | 64000 66560
103744000 NUL bytes OxCD | NUL | OxCD | 982528 NUL bytes
(not to scale) bytes | bytes bytes
25
Snapshot one sees: oyt
66560
103808512 NUL bytes 0xCD

bytes

982528 NUL bytes |




Write more guest data

gemu-io -c "write S{({89°1024"1024-64"1024+-512)) 512" base.qcow?

refcount | refcount

header

mﬁﬂ‘m\U‘L}!

786432 bytes

11_size = 1

ntire cluster

SMapesnoL One L1 dine.

Writing a single sector to a shared cluster
requires copying the e

snapshot one L2 table:

[0]..[1582] =0

[1583] ={ ref_is_one =X,
offset = 000050000}

[1584] ={ ref_is_one = X,
offset = OxDO0E0000}

[1585] ={ ref_is_one = X,

[]='_l [0] ={ref_is_one=X offset = 0x00070000}
[1_table_offset = 186608 1= = = A,
P e H_j‘ offset = 0x00040000}
refcount_table_ofiset = 65536 (3] = 1 “}"‘[5191] =0 } ¥
(000010000} [4] =1 activerlZ table:
refcount_table_clusters = 1 [5] =1 0]..[1882] =0
nb_snapshots = 1 [B]=2 [1583) ={ ref is_one =1,
snapshots_offset = 5886824 [7]=2 snapshot table: offset = 0x000b0000}
[ 1 [[]=1 offset = 524288 ( 4] ={ ref_is_one =0,
.. V3 fields ... [G]=1 1_size =1 affcat — MAOOSST000
[10] = 1 name = "one" [1585] ={ ref_is_one =0,
[11] =1 ... other fields ... offset = Ox00070000}
[12]...[32767] =0
Guest sees: L - ¥
512 | 64000  GB560
1“3??#;‘3[2 L"‘GLE’I'I—E?F‘ES OxCD | NUL | OxCD | 982528 NUL bytes
bytes | bytes bytes
es
Snapshot one sees: oy
66560
103808512 NUL bytes OxCD

982528 NUL bytes
bytes




Write more guest data

gemu-io -c "write S{({89°1024"1024-64"1024+-512)) 512" base.qcow?

T
¥

refcount

header table

refcount

L1
‘ Mﬁ.r \

786432 bytes

(N

A A

data

‘ L2

data

data ‘ L1

l

snap data

header:

magic = "QFMxfb"
version=3
backing_file_offset =0

backing_file_size = 0 (beyond host size) | ‘ " offiset = 000050000}
Glustar_bits = 16 - [1584] = { ref_is_one = X,
size = 104857600 ( ) offset = Ox00060000}
ﬁﬁm:ﬂd =0 snapshot one L1 table: [1585] ={ ref_is_one = X,
1_table_offset = 196608 [0 =1 mﬁf-'ﬁ o ﬂnmﬂm_nﬁqnma} Offset = 0x00070000}
( ) [1]..[B191] =0 ¥
refcount_table_offset = 65536 ( )
(Ooe000 10000} active L2 table:
refeount_table_clusters = 1 [0]..[1582] =0
nb_snapshots = 1 [1583) ={ ref is_one =1,
snapshots_offset = 5896824 snapshot table: offset = Ox000b0000}
[ 1 offset = 524288 ( ) [1584] = { ref _is_one =0,
.. V3 fields ... 11_size =1 offset = Ox00060000}
name = "one" [1585] ={ ref_is_one =0,
... other fields ... offset = Ox00070000}
[12]...[32767] =0
Guest sees: - ¥ ¥
512 | 64000  GB560
103744000 NUL bytes OxCD | NUL | OxCD | 982528 NUL bytes
(not to scale) bytes | bytes bytes
es
Snapshot one sees: oy
66560
103808512 NUL bytes OxCD

The L2 table also has to be cloned

bytes

982528 NUL bytes |




Write more guest data

gemu-io -c "write S{({89°1024"1024-64"1024+-512)) 512" base.qcow?

786432 bytes

header L2 data data data ‘ L1
|
|
_ |
header: refcount table: active L1 table:
magic = "QFNxfb" [0] =131072 [0] ={ref is_ one=1, :
meg =" 00020000} ofisel < 0x000a0000) | [SepShotone L2 table
backing_file_size =0 | (beyond host size) ( ) offeat = DxﬂﬂﬂEﬁDﬂﬂ}
cluster_bits = 16 _ [1584] = { ref_is_one = X,
— L
size = 104857600 ( ) . offset = Ox00060000}
ﬁwﬁl 78 = :ﬂd =0 {E]fml;"t block: snapshot one L1 table: [1585] = { ref_is_one = X,
. _ = 0] = { ref_is_one = X, offset = Ox00070000}
[1_table_ offset = 196608 [1]1=1 ffset = 0x00040000}
': ! [2] =1 [1]..[8191] =0
refcount_table_offset = 65536 13] = 1 - ¥
active L2 table:
[0]..[1582] =0

Guest view now depends on which L1

table I1s used In the headqrw

Guest sees:

AR

[12]...[32767] =0

(not to scale)

‘ 103744000 NUL bytes

el ssa

[1583) ={ ref_is_one =1,
offset = Ox000b0O000}

[1584] ={ ref_is_one =0,
offset = Ox000&0000}

[1585] ={ ref_is_one =0,
offset = 000070000}

Snapshot one sees:

103808512 NUL bytes

bytes

v

66560
OxCD
bytes

982528 NUL bytes

66560
OxCD
bytes

982528 NUL bytes ‘




Write more guest data

gemu-io -c "write S{({89°1024"1024-64"1024+-512)) 512" base.qcow?

786432 bytes
LN Y
data

refcount | refcount
header table _I_ _I_ : .I: . L1
header: refcount table: active L1 table:
magic = "QFNxfb" [0] = 131'3?2 0] = { ref_is_one =1,
version = 3 (0x00020000) offset = 0x000a0000}
backing_file_offset = 0 [1].. [5191] 0 [1]..[8191] =0
backing_file_size =0 | (beyond host size) ( )
cluster_bits = 16 f
size = 104857600 ( ) ¥
1 bize = :m =0 [E]f”_‘“,:“" biock: snapshot one L1 table:
1_table_ofiset = 196608 1]=1 [0] = { ref_is_one = X,
10000" a offset = (x00040000}
[ } [E]' 1]..18181)=0
refcount_table_offset = 65536 [3] =

Guest sees:

‘ll D) ==

[12]...[32767] =0

103744000 NUL bytes

(not to scale)

Guest view now depends on which L1
table I1s used In the header

Ir sl wsa

snapshot one L2 table:

[0]..[1582] =0

[1583] ={ ref_is_one =X,
offset = 000050000}

[1584] ={ ref_is_one = X,
offset = OxDO0E0000}

[1585] ={ ref_is_one = X,
offset = 000070000}

Y

active L2 table:

[0]..[1582] =0

[1583) ={ ref_is_one =1,
offset = Ox000b0O000}

[1584] ={ ref_is_one =0,
offset = Ox000&0000}

[1585] ={ ref_is_one =0,
offset = 000070000}

L J

0xCD | NUL

512 | 64000
bytes | bytes

Snapshot one sees:

103808512 NUL bytes

bytes

66560
OxCD
bytes

66560
OxCD
bytes

v

982528 NUL bytes

982528 NUL bytes ‘
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Create an external snapshot

gemu-img create -f gcow?2 -0
backing_file=base.qcow?2,backing fmt=gcow2 wrap.qcow?2



Create an external snapshot

gemu-img create -f gcow2 -0 backing_file=base.gcow?2,backing_fmt=qcow2 wrap.qcow?2

Y
header ‘ refcount table ‘ refcount block ‘ L1 \ 197120 bytes
¥
header: refcount table: L1 table:
magic = "QF lxfb" [0] = 131072 [0] = { ref_is_one =0,
version =3 (Ox00020000) offset = 0x00000000}
backing_file_offset = 0x118 [1]..[8191] =0 [1]..[63] =0
("base.qcow2”) (beyond host size) ( )
backing_file_size =10 B [64]...[8191] = implied O
cluster_bits = 16 (beyond EOF)
size = 104857600 ( ) ( )
crypt_method = 0 refcount block:
11_size =1 0] = 1
11_table_offset = 196608 ] 1
((oc00030000) B
refcount_table_offset = 65536 ﬂ -]
(0x00010000) - _
refcount_table_clusters = 1 4] 15276r] E;stﬂm}
nb_snapshots =0 (beyo
snapshots_offset =0
.. va fields ...
Guest sees.
103744000 NUL bytes ql2 | 54000 | BEaGO
yio 0xCD | NUL | OxCD | 982528 NUL bytes
(not to scale) bytes | bytes bytes
bytes
Backing file sees:
103744000 NUL bytes qis| 84000 | BESRO
yia 0xCD | NUL | OxCD | 982528 NUL bytes
(not to scale) bytes | bytes bytes




Create an external snapshot

gemu-img create -f gcow2 -0 backing_file=base.gcow?2,backing_fmt=qcow2 wrap.qcow?2

header ‘ refcount table ‘ refcount block | L1 | 197120 bytes

header: refcount table: | L1 table:
magic F [0] = 131072 [0] ={ref_is_one=0,
Ly (0 ') offset = 0x00000000}
backing_file_offset = 0x118 1]..[8191]=0 [11..163] = 0
("base.qcow2”) (beyond host size) ( )
backing_file_size = 10 | (64]...[8191] = implied 0
seter bits = 16 (beyond EQF)
size = 104B5760C ) | | ( )
M azont ofoount ok
1 _table_offset = 196608 [9]=1
( . . .
=" Ablank gcow2 with a backing file sees the same
nb_sna;i = = =
snaphe data as the active layer of the backing file
Guest sees:
‘ ma?mnlg Eﬂi‘;ﬂ?“ﬂﬂ %E ?EE Egiﬂjg 982528 NUL bytes
- ]
Backing file sees:
‘ ma?mnlg gﬂi‘;ﬂg’“ﬂﬁ ﬁfﬁ Eﬂg Eg?-:c!:g 982528 NUL bytes
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Write even more guest data

gemu-io -c “write -P Oxff $((99*1024*1024-63*1024))
$((64*1024))” wrap.qcow?2



11

Write even more guest data

gemu-io -¢ "write -P Oxff $({99*1024*1024-63*1024)) $((64*1024))" wrap.qeow2

¥ P |
header refcount table refcount block L1 ‘ L2 data data 458752 bytes
[ | i |
_ v
header: refcount table: L1 table:
magic = "QFNfb™ [0] = 131072 [0] = { ref_is_one = 1,
version = 3 (0x00020000) offset = Ox00040000} -
backing_file_offset = 0x118 [1]..[8181]=0 [1]..[8191] =0 L2 table:

("base.qcowz") (beyond host size) ( ) [0])..[1582] =0
backing_file_size = 10 [1583] ={ ref_is_one =1,
cluster_bits = 16 ¥ compressed = 0,
size = 104857600 ( refcount block offset = Ox00050000}
crypt_method =0 [0l =1 [1584] ={ ref_is_one =1,
1_size =1 [11=1 compressed = 0,
11_table_offset = 196608 2] = 1 offset = Ox00060000}

(0X00030000) 3] = 1 [1585)...[1599] = 0
refcount_table_ofiset = 65536 [4] = 1 [1600]...[8191] =0

(0x00010000) 5] = 1 ( )
refcount_table_clusters = 1 [6] =1
nb_snapshots =0 [7]..[32767] =0
snapshots_offset =0 (beyond host size)

.. v3 fields ...
Guest sees: 'L 'L
512 6H536 2 6524
mar?n:a;s[g Eﬂgﬁ“ﬂs 0xCD | QxFF D | 98P'528 NUL bytes
bytes ftes les
F 1
bytes
Backing file sees:
512 00 663B0
1037 {“ﬂnﬂ #4g 'E“E‘i'l-e??"es OXCD | NUL = 0xdD | 980528 NUL bytes
bytes | byles bytzs
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erte even more guest data

c "write -P Oxff ${{99"1024*1024-63"1024)) $((64*1024))" wrap.qcow2

header ‘r&fmunt table refcount block L1 458752 bytes

I__

As with internal snapshots ertlng one sector
causes the entire cluster to be copied. This
happens regardless of refcount in base image

|[ [ ] [1585]...[1589] =0
refcount_table nﬁset 65536 [4] = [1600]...[8191] =0
( ) [5] = ( )
refcount_table_clusters = 1 [6] = 1
nb_snapshots =0 [7]..[32767] =0
snapshots_offset =0 (beyond host size)
.. V3 fields ...
Guest sees: ,l 1L
512 BH536 6524
‘ 1[!3?{4”:3;!3[2 'E“EualLE?“ES OxCD | OkFF  OdCD | 989528 NUL bytes
byles | bites byt
bytes
Backing file sees:

(not to scale)

‘ 103744000 NUL bytes

981528 NUL bytes ‘




Write even more guest data

gemu-io -¢ "write -P Oxff $({99*1024*1024-63*1024)) $((64*1024))" wrap.qeow2

header ‘r&fmunt table refcount block L1 458752 bytes
|
header: refcount table: L1 table:
magic = "QF lxfb" [0] = 131072 [0] = { ref_is_one =1,
version =3 (0x00020000) offset = 0x00040000} -
backing_file_offset = 0x118 [1]..[B181] =0 [1]..[8181] =0 L2 table:

("base.qcowz2") (beyond host size) ( ) [0)..[1582] =0
backing_file_size = 10 - [1583] ={ ref_is_one =1,
cluster_bits = 16 . : compressed = 0,
size = 104857600 ( ) refcount block: offset = 000050000}
crypt_method =0 [0l =1 [1584] ={ ref is_one=1,
11_size =1 [1]1=1 compressed = 0,
11_table_offset = 196608 [2]=1 offset = 0000600007}

[ } [3] =1 [1585]...[1589] =0
__________________ g & i 48l MNS4o0471 — M

Reading a cluster finds the first file from the top of
the chain that contains the cluster

Guest sees.
103743488 NUL bytes 1%
| inot 1o scalo) 884528 NUL bytes |
bytes
Backing file sees:
512 100 668560
103744000 NUL bytes OxCD | NUL | Ox(D | 980528 NUL bytes
(not to scale) bytes | byles bytlzs




Write even more guest data

gemu-io -¢ "write -P Oxff $({99*1024*1024-63*1024)) $((64*1024))" wrap.qeow2

P |
header ‘r&fmunt table refcount block L1 ‘ L2 data data 458752 bytes
|
| i I
header: refcount table: L1 table:
magic = "QF lxfb" [0] = 131072 [0] = { ref_is_one =1,
version =3 (0x00020000) offset = 0x00040000} -
backing_file_offset = 0x118 [1]..[B181] =0 [1]..[8181] =0 L2 table:

("base.qcowz2") (beyond host size) ( ) [0)..[1582] =0
backing_file_size = 10 - [1583] ={ ref_is_one =1,
cluster_bits = 16 . : compressed = 0,
size = 104857600 ( ) refcount block: offset = 000050000}
crypt_method =0 [0l =1 [1584] ={ ref is_one=1,
11_size =1 [1]1=1 compressed = 0,
11_table_offset = 196608 [2]=1 offset = 0000600007}

[ } [3] =1 [1585]...[1589] =0
__________________ g & i 48l MNS4o0471 — M

Reading a cluster finds the first file from the top of
the chain that contains the cluster

Guest sees.

103743488 NUL bytes
(not to scale)

Backing file sees:

103744000 NUL bytes
(not to scale)
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Internal Snapshots

Pros

- Single file contains
everything, optionally
Including live VM state

* Reverting Is easy and
supported by libvirt

*No I/O penalties to active
state

cons

* Cannot read snapshot while

Image IS In use by guest;
does not allow live backups

* QMP Internal snapshot

management Is Inefficient

- qcow?2 file size can greatly

exceed guest size

* No defragmentation
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External Snapshots

Pros

* Live backups and storage
migration are easy

* Optimized QMP performance

* Building blocks can be
combined In a number of
useful patterns

* Great for cluster provisioning
from a common base install

cons

* Deleting snapshots Is trickier,
libvirt currently delegates to
manual gemu-img usage

* Multiple files to track
*1/O overhead In long chains
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Backing Chain diagrams

Notation “A < B’ for “Image A backs image B”
More recent wrappers listed on the right (also called top)
The chain we created earlier Is represented as:

base.gcow2 — wrap.qcow?2
‘gemu-img map' can show where clusters live

$ gemu-1mg map wrap.qcowZ

Offset Length Mapped to File
Ox62TO000 O0x20000 Ox50000 wrap.gcow?
Ox6300000 Ox10000 Ox70000 base.qgcow?




Points In time vs. file names

* Glven the chain “A < B < C”, we have 2 points In time and an
active layer

- Point 1: Guest state when B was created, contained in file A
- Point 2: Guest state when C was created, contained in A+B
* Active layer: Current guest state, contained in A+B+C

* Be careful with naming choices:

*Naming a file after the time It Is created is misleading — the
guest data for that point in time iIs NOT contained In that file

* Rather, think of files as a delta from the backing file

16




Backing files must not change

- Qcow?2 block operations are NOT a substitute for overlayfs
* Observe what happens If a common backing file Is modified

- Data seen by dependent images Is now different from any state
ever possibly observed by the guest, also different from base

File contains: Guest sees:

Common AlA[A]A O|10(0|O0O[AJA[A]A

)

Guest 1 B|B B|B o|0|B|B|IA|A|B|B

Guest 2 C C C C O1C |0 |C[A|C|A|C




Backing files must not change

- Qcow?2 block operations are NOT a substitute for overlayfs
* Observe what happens If a common backing file Is modified

- Data seen by dependent images Is now different from any state
ever possibly observed by the guest, also different from base

File contains: Guest sees:

Common |D(D|DIDJAJAJA|A DIDIDID[AJA[A]A

)

Guest 1 B|B B|B DD B|BIA|A|B|B

Guest 2 C C C C DIC(D|C[A|C|A]|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

A.qoow2 AlAIALA OO |00 [A|JA|AA

)

B.gcow2 B|B B|B o|jo|B|B|A|A|B|B

)

C.qcow?2 C C c C oj¢|B(C|A|C|B|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

A.qoow2 AlAIALA OO |00 [A|JA|AA
B.gcow2 B|B B(B| o|jo|B|B|A|A|B|B
vy

C.qcow?2 cC|B|C|A[C|B|C oj¢|B(C|A|C|B|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

— A COwE At A ATA A A A A
_B.acow? BlR Ble| ololBlBlalalBlr
by

C.qcow?2 cC|B|C|A[C|B|C oj¢|B(C|A|C|B|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

A.qoow2 AlAIALA OO |00 [A|JA|AA
B.gcow2 B|B B(B| o|jo|B|B|A|A|B|B

C.qcow?2 C|B|C C|B|C oj¢|B(C|A|C|B|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable
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Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

A.qoow2 AlAIALA OO |00 [A|JA|AA
B.gcow2 BIB|A|A|(B|B o|jo|B|B|A|A|B|B

C.qcow?2 C C c C oj¢|B(C|A|C|B|C




Block-stream primitive (“pull”)

*Starting with “A < B < C”, copy/move clusters towards the top
*Additionally, rewrite backing data to drop now-redundant files

*gemu 2.4 limited to top image (A+B Into C, or B into C), but
gemu 2.5 will add Iintermediate streaming (A into B)

File contains: Guest sees:

*Always safe, restartable

—Agoow2 A TR TARTH oo T AT T A TR TR
B.gcow2 BIB|A|A|(B|B o|jo|B|B|A|A|B|B

C.qcow?2 C C c C oj¢|B(C|A|C|B|C




Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember

A.gocowz AJAIA|A |00 |0 JA[AAlA

caveat about editing a ‘)

shared base file B.qcoW2 B |B BB ololBlBlalalB|B

C.gocow2 C c c C ojCc|B|C|A|(C|B|C
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Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember

o A.qoow2 B(B|A|A|B|B c(o(B|B|A|A|B|B
caveat about editing a I T‘j}
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C.gocow2 C c c C ojCc|B|C|A|(C|B|C




Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember
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caveat about editing a A T*}
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Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember

A.gocowz AJAIA|A |00 |0 JA[AAlA

caveat about editing a ‘)

shared base file B.qcoW2 clelc| |clelc| olc|elc|alc|B|C

C.gocow2 C c c C ojCc|B|C|A|(C|B|C
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Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember

A.gocowz AJAIA|A |00 |0 JA[AAlA

caveat about editing a ‘)

shared base file B.qcoW2 clelc| |clelc| olc|elc|alc|B|C
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Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

File contains: Guest sees:

* Restartable, but remember

o A.qcow2 C|B(CJA|C|B|C 0|C|B|ICA|C|[B |C
caveat about editing a EREEE ‘)
shared base file B.qcoW2 B | B B8 olc|elBlalc|Be|B

C.gocow2 C c c C ojCc|B|C|A|(C|B|C




Block-commit primitive (“commit”)

- Starting with “A < B < C”, copy/move clusters away from top
* Additionally, rewrite backing data to drop now-redundant files

*gemu 1.3 supported intermediate commit (B into A), gemu 2.0
added active commit (C into B, C+B into A)

- Restartable, but remember e contains: Buest sees
o A.qocowz Cl\B|IC|lA|C|B|C OCIBIC|A|[C|B |G
caveat about editing a EREEE ‘)
shared base file —B-eow? B-H BHi| o+etB-tBtatetB|B

19




Block-commit primitive (“commit”)

* Future gemu may add additional commit mode that combines pull
and commit, so that files removed from chain are still consistent

* Another future change under consideration would allow keeping

the active image Iin chain, but clearing out clusters that are now
redundant with backing file

File contains: Guest sees:

A.gocowz c|B|C|A|C|B|C ojCc|B|C|A|(C|B|C
F F

B.gocow?2 0||B | B AllB | B o|jo|B|IB|[A|A|B|B

20




Block-commit primitive (“commit”)

* Future gemu may add additional commit mode that combines pull
and commit, so that files removed from chain are still consistent

* Another future change under consideration would allow keeping
the active image Iin chain, but clearing out clusters that are now
redundant with backing file

File contains: Guest sees:

A.gocowz AJAIA|A |00 |0 JA[AAlA

B.gocow?2 C|B|C C|B|C oj¢|B(C|A|C|B|C

C.gocow2 ojCc|B|C|A|(C|B|C

20
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Which operation is more efficient?

» Consider removing 2™ point in time from chain “A « B « C « D”
* Can be done by pulling B into C
‘Creates ‘A <« C' « D’
* Can be done by committing C into B
‘Creates “‘A <« B' « D"
* But one direction may have to copy more clusters than the other

* Efficiency also impacted when doing multi-step operations
(deleting 2+ points In time, to shorten chain by multiple files)




Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A O|0|0(0OA[A|A|A

copy is manually ended ‘)
* Aborting early requires full Active ss| | |e|8] o|o|B|B|alals|e

restart (until persistent bitmaps)

opy 0100 (0 |0O(0]O(0O

22




Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A O|0|0(0OA[A|A|A

copy is manually ended ‘)
* Aborting early requires full Active s(s([| |e]8] o|o|B|B|alals|e

restart (until persistent bitmaps) :

opy BB

> |
-
-
o
o
Lo
-
-
-
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A OO0 (0A[A]A

copy is manually ended ‘)

* Aborting early requires full ave | [clc|elc| |c|B| o|c|c|elc|alc

restart (until persistent bitmaps)

opy ClC|B|C C oG |G (B |C (0 |C |0
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A OO0 (0A[A]A

copy is manually ended ‘)

* Aborting early requires full acve | [clc|elc|||c|s] o|c|c|elc|alc

restart (until persistent bitmaps) '
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

_ Base AlAIALA OO0 |0 AJAAA
copy Is manually ended *‘jw}
* Aborting early requires full Active ss| | |e|8] o|o|B|B|alals|e
restart (until persistent bitmaps) Y,
Copy OO0 |0 JAJAAA
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

copy Is manually ended E *j}
* Aborting early requires full Active ss| | |e|8] o|o|B|B|alals|e
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A OO0 (0A[A]A

copy Is manually ended

)

* Aborting early requires full ave | [clc|elc| |c|B| o|c|c|elc|alc

restart (until persistent bitmaps) Y,
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Drive-mirror primitive (“copy”)

- Copy all or part of one chain to another destination

* Destination can be pre-created, as long as the data seen by the
guest Is identical between source and destination when starting

*Empty qcow?2 file backed by different file but same contents
*Point In time Is consistent when Fil contains: Guest seos

Base AJATA[A OO0 (0A[A]A

copy Is manually ended

)

* Aborting early requires full ave | [clc|elc| |c|B| o|c|c|elc|alc

restart (until persistent bitmaps) : J

opy ClC|B|C C|B 011G |G (B |C[A|C




Drive-backup primitive

- Copy guest state from point in time Into destination

* Any guest writes will first flush the old cluster to the destination
before writing the new cluster to the source

* Meanwhile, bitmap tracks what additional clusters still need to be

copied In background Fil contains: Guest sees;
» Similar to drive-mirror, but e A ‘ﬁu) Oloo AR A
with different point in time e TTTEEE [T RREARER

Copy 0100 (0 |0O(0]O(0O
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Drive-backup primitive

- Copy guest state from point in time Into destination
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Drive-backup primitive

- Copy guest state from point in time Into destination

* Any guest writes will first flush the old cluster to the destination
before writing the new cluster to the source

* Meanwhile, bitmap tracks what additional clusters still need to be
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Drive-backup primitive

- Copy guest state from point in time Into destination

* Any guest writes will first flush the old cluster to the destination
before writing the new cluster to the source

* Meanwhile, bitmap tracks what additional clusters still need to be

copied In background Fil contains: Guest sees;
» Similar to drive-mirror, but e A ‘ﬁu) Oloo AR A
with different point in time o TERERNTRRY ReleklklTT

Copy O0|)B|B|A|A|B|B ojo|B|(B|A|A|B|B

23
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Incremental backup

-gemu 2.5 will add abillity for incremental backup via bitmaps

- User can create bitmaps at any point in guest time; each bitmap
tracks guest cluster changes after that point

*While drive-mirror can only copy at backing chain boundaries, a
bitmap allows extracting all clusters changed since point in time,
capturing incremental state without a source backing chain

* Incremental backups can then be combined in backing chains of
their own to reform full iImage




Part Il

Libvirt control
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Libvirt representation of backing chain

virDomainGetXMLDesc() AP| =disk type= file device='disk >
<driver name='gemu' type='qcow2'/>

; <source file='/tmp/wrap2.qcow2'/>
virsh dumpxml gueSt <backingStore type='file' index='l'>

: - <format type='qcow2'/>
Backing chain represented by <source file='/tmp/wrap.qcow2'/>

nested children of <disk> <backingStore type='file' index='2'>
_ <format type='qcow2'/>
Currently Only for “_Ve gueStS’ <source file='/tmp/base.qcow2'/>
but planned for offline guests <backingStore/>

- . </backingStore>
Name a specific chain member </backingStore>

by Inadex (“Vda[]_]”) or filename @ <target dev='vda' bus='virtio'/>
(“/tmp/wrap.gcow?2”) T
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Libvirt representation of backing chain

virDomainGetXMLDesc() AP| =disk type= file device='disk >
<driver name='gemu' type='qcow2'/>

: <source file='/tmp/wrap2.qcow2'/>
virsh dumpxmL gueSt <backingStore type='file' index='1l"'>

. : <format type='qcow2'/>
Backing chain represented by <source file='/tmp/wrap.qcow2'/>

nested children of <disk> <backingStore type='file' index='2'>
_ <format type='qcow2'/>
Currently Only for “_Ve gueStS, <source file='/tmp/base.qcow2'/>
but planned for offline guests <backingStore/>

- . </backingStore>
Name a specific chain member </backingStore>

by index (“vda[1]”) or filename <target dev='vda' bus='virtio'/>
(“/tmp/wrap.gcow?2”) T
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Libvirt representation of backing chain

virDomainGetXMLDesc() AP| =disk type= file device='disk >
<driver name='gemu' type='qcow2'/>

: <source file='/tmp/wrap2.qcow2'/>
virsh dumpxmL gueSt <backingStore type='file' index='1l"'>

. : <format type='gcow2'/>
Backing chain represented by <source file='/tmp/wrap.qcow2'/>

nested children of <disk> <backingStore type='file' index='2'>
_ <format type='qcow2'/>
Currently Only for “_Ve gueStS, <source file='/tmp/base.qcow2'/>
but planned for offline guests <backingStore/>

- . </backingStore>
Name a specific chain member </backingStore>

by Inadex (“Vda[]_]”) or filename @ <target dev='vda' bus='virtio'/>
(“/tmp/wrap.qgcow?2’) T




27

Creating an external snapshot

*virDomainSnapshotCreate XML() API

-virsh snapshot-create domain description.xml
*virsh snapshot-create-as domain --disk-only \
--diskspec vda,file=/path/to/wrapper.qcow2

* Maps to gemu blockdev-snapshot-sync, also manages offline
chain creation through gemu-img

- Often used with additional flags:

* --no-metadata: cause only side effect of backing chain growth
* --qulesce: freeze guest I/O, but requires guest agent

Q. redhat.
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Performing block pull

*virDomainBlockRebase() API
-virsh blockpull domain vda --walt --verbose

- Mapped to gemu block-stream, with current limitation of only
pulling Iinto active layer

‘When gemu 2.5 adds intermediate streaming, syntax will be:
-virsh blockpull domain "vda[l]" --base "vda[3]"
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Performing block commit

- virDomainBlockCommit() API, plus virDomainBlockJobAbort() for
active jobs

-virsh blockcommit domain vda --top "vda[l]"

-virsh blockjob domain vda
‘virsh blockcommit domain vda --shallow \

--plvot --verbose --timeout 60

* May gain additional flags if gemu block-commit adds features
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Performing block copy

- virDomainBlockCopy()/virDomainBlockJobAbort() APIs
-virsh blockcopy domain vda /path/to/dest --pivot
* Currently requires transient domain

* Plan to relax that with gemu 2.5 persistent bitmap support
* Currently captures point in time at end of job (drive-mirror)

- May later add flag for start of job semantics (drive-backup)

* Plan to add --quiesce flag to job abort, like In snapshot creation,
Instead of having to manually use domfsfreeze/domfsthaw
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Piecing it all together: efficient live backup

- Goal: create (potentially bootable) backup of live guest disk state

/my/base « /my/image
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only

/my/base « /my/image < /my/image.tmp
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only --quilesce

/my/base « /my/image < /my/image.tmp
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only --quilesce
$ cp --reflink=always /my/image /backup/image

/my/base « /my/image < /my/image.tmp
/my/base « /backup/image
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only --quilesce

$ cp --reflink=always /my/image /backup/image

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

/my/base « /my/image
/my/base « /backup/image
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only --quilesce

$ cp --reflink=always /my/image /backup/image

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

$ rm /my/1image.tmp

/my/base « /my/image
/my/base « /backup/image
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Piecing it all together: efficient live backup

Goal: create (potentially bootable) backup of live guest disk state

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only --quilesce

$ cp --reflink=always /my/image /backup/image

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

$ rm /my/1image.tmp

No guest downtime, and with a fast storage array command, the
delta contained In temporary chain wrapper i1s small enough for
entire operation to take less than a second

Q. redhat



32

Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

/my/base « /my/experiment

<disk type='file' device='disk'>
<driver name='gemu' type='qcowl2'/>
<source file='/my/experiment'/>
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Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

$ virsh destroy domain

/my/base « /my/experiment

<disk type='file' device='disk'>
<driver name='gemu' type='qcowl2'/>
<source file='/my/experiment'/>
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Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

$ virsh destroy domain

$ virsh edit domain # update <disk> details

/my/base « /my/experiment

<disk type='file' device='disk'>
<driver name='gemu' type='qcow2'/>
<source file='/my/base'/>
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Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

$ virsh destroy domain
$ virsh edit domain # update <disk> details
$ rm /my/experiment

<disk type='file' device='disk'>
<driver name='gemu' type='qcow2'/>
/my/base <source file='/my/base'/>
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Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

$ virsh destroy domain

$ virsh edit domain # update <disk> details
$ rm /my/experiment

$ virsh start domailn

<disk type='file' device='disk'>
<driver name='gemu' type='qcow2'/>
/my/base <source file='/my/base'/>
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Piecing It all together: revert to snapshot

Goal: roll back to disk state In an external snapshot

$ virsh destroy domain

$ virsh edit domain # update <disk> details
$ rm /my/experiment

$ virsh start domailn

If rest of chain must be kept consistent, use copies or create
additional wrappers with gemu-img to avoid corrupting base

If rest of chain IS not nheeded, be sure to delete files that are
Invalidated after reverting
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Piecing it all together: live storage migration

- Goal: rebase storage chain from network to local storage

/nfs/image
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only

/nfs/image « /nfs/image.tmp
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only
$ cp /nfs/1image /local/1mage

/nfs/image « /nfs/image.tmp
/local/image
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only

$ cp /nfs/1image /local/1mage

$¢ gemu-img create -f qcow2 -b /local/image \
-F qcow2 /local/wrap

/nfs/image « /nfs/image.tmp
/local/image « /local/wrap
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

$ virsh snapshot-create-as domain tmp \
--no-metadata --disk-only

$ cp /nfs/1image /local/1mage

$¢ gemu-img create -f qcow2 -b /local/image \
-F qcow2 /local/wrap

$ virsh undefine domaln

/nfs/image « /nfs/image.tmp
/local/image « /local/wrap
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

¢ virsh blockcopy domain vda /local/wrap \
--shallow --pivot --verbose --reuse-external

/nfs/image « /nfs/image.tmp
/local/image « /local/wrap
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

¢ virsh blockcopy domain vda /local/wrap \
--shallow --pivot --verbose --reuse-external

$ virsh dumpxml domain > file.xml

$ virsh define file.xml

/nfs/image « /nfs/image.tmp
/local/image « /local/wrap
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

¢ virsh blockcopy domain vda /local/wrap \
--shallow --pivot --verbose --reuse-external

$ virsh dumpxml domain > file.xml

$ virsh define file.xml

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

/nfs/image « /nfs/image.tmp
/local/image
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

¢ virsh blockcopy domain vda /local/wrap \
--shallow --pivot --verbose --reuse-external

$ virsh dumpxml domain > file.xml

$ virsh define file.xml

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

$ rm file.xml /local/wrap /nfs/image.tmp

/nfs/image
/local/image
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Piecing it all together: live storage migration

Goal: rebase storage chain from network to local storage

¢ virsh blockcopy domain vda /local/wrap \
--shallow --pivot --verbose --reuse-external

$ virsh dumpxml domain > file.xml

$ virsh define file.xml

$ virsh blockcommit domain vda --shallow \
--p1vot --verbose

$ rm file.xml /local/wrap /nfs/image.tmp

The undefine/dumpxml/define steps will drop once libvirt can use
persistent bitmaps to allow copy with non-transient domains
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Future work

- Libvirt support of offline chain management
* Libvirt support of revert to external snapshot
-Qemu 2.5 additions, and adding libvirt support:

* Intermediate streaming
* Incremental backup
- Use persistent bitmap

* Libvirt support to expose mapping information, or at a minimum
whether pull or commit would move less data

- Patches welcome!




Questions?

This work Is licensed under a Creative Commons Attribution-ShareAlike 3.0 Unported License.

- rednhat.


http://creativecommons.org/licenses/by-sa/3.0/
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