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Also, not security from container  
but for it!
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Data is the most valuable entity associated with a system, particularly when it  is a sensitive one. Not only are there threats 
associated with physical access  to the box, but also ones where logical access suffices - sql injections etc.  
 
Entropy of data  
 
Deduplication 
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is a sensitive one. Not only are there threats associated with physical access  to the box, but also ones where logical access 
suffices - sql injections etc.  
 
Vulnerabilities like shellshock and heartbleed have also shown that an exploit in one component can also be used to access 
others thro ugh buffer overflows, 
memory overruns etc. and/or impact the immunity of system severely. 
 
Cannot always blame databases    here. 
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not if they are also corrupted 
 
Maintain logs - journalctl 
 
FSS 
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This is where "Principle of least privilege" comes into play. Wikipedia defines  it as "a particular abstraction layer of a computing 
environment, every module (such as a process, a user or a program depending on the subject) must be able to access only the  
information and resources that are necessary for its legitimate purpose". 

Created with Haiku Deck, presentation software that's simple, beautiful and fun. 
By Raghavendra Prabhu

Photo by markhillary page 11 of 35

https://farm4.staticflickr.com/3195/2598795623_9a0b59b3ae_o.jpg
https://farm4.staticflickr.com/3195/2598795623_9a0b59b3ae_o.jpg
https://www.flickr.com/photos/56087830@N00
http://creativecommons.org/licenses/by/2.0/


Database Security - PLMCE 2015

Created with Haiku Deck, presentation software that's simple, beautiful and fun. 
By Raghavendra Prabhu

Photo by sgillies page 12 of 35

https://farm9.staticflickr.com/8334/8083842127_b119c195c4_o.png
https://farm9.staticflickr.com/8334/8083842127_b119c195c4_o.png
https://www.flickr.com/photos/27621672@N04
http://creativecommons.org/licenses/by-sa/2.0/


Database Security - PLMCE 2015

Created with Haiku Deck, presentation software that's simple, beautiful and fun. 
By Raghavendra Prabhu

Photo by VinothChandar page 13 of 35

https://farm7.staticflickr.com/6015/5907615339_35916590ee_o.jpg
https://farm7.staticflickr.com/6015/5907615339_35916590ee_o.jpg
https://www.flickr.com/photos/44345361@N06
http://creativecommons.org/licenses/by/2.0/


Database Security - PLMCE 2015

Created with Haiku Deck, presentation software that's simple, beautiful and fun. 
By Raghavendra Prabhu

Photo by Kool Cats Photography over 4 Million Views page 14 of 35

https://farm3.staticflickr.com/2815/8809104980_c822d408bc_o.jpg
https://farm3.staticflickr.com/2815/8809104980_c822d408bc_o.jpg
https://www.flickr.com/photos/40775084@N05
http://creativecommons.org/licenses/by/2.0/


Database Security - PLMCE 2015

Created with Haiku Deck, presentation software that's simple, beautiful and fun. 
By Raghavendra Prabhu

page 15 of 35



Database Security - PLMCE 2015

  Linux capabilities have been quite underused since their inception in linux. Barring CAP_SYS_ADMIN, all other capabilities 
allow for fine grained allocation 
of privileges to processes. Containers like docker already allow for a container to be run with privileges instead of a fully 
privileged container 
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