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Who am |?

 NCC Group Research Director

« >20 years in information security

» Still very hands-on

* Enjoy testing more unusual technologies

» Also developing tools to test them
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What is Zulu?

« Zulu is an interactive GUI-based fuzzer

* Written in Python

* As much as possible, input and output-agnostic
* Multiple modules

« Extendible via ZuluScript

Goa c0M
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Motivations behind the tool

* | had lots of unique “fuzzer scripts”

* Fuzzing frameworks have a steep learning curve
* Fuzzers should be quick and easy to setup

« Wanted a point-and-click solution

* Needed to be scriptable to add complexity where
required

Goa c0M
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Zulu basics — the GUI
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Zulu basics — typical data
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Zulu basics — the console
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File structure

e /bin - Zulu binaries and custom.py (ZuluScript Python)

« /crashfiles - When file fuzzing, files that have caused the target to
crash

« [fuzzdb - the fuzzer testcase files
- /images - images used by the GUI
« J/logs - log files

« /pcap - when Wireshark integration is enabled, auto-generated PCAP
files

« /PoC - when a crash occurs a PoC is auto-generated
« /sessions - configuration options and captured packets
« /tempfiles - when file fuzzing, temp manipulated files are stored here

« /templates - the template used to generate the PoC files is in here

Goa c0M
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Proxy-based network module

Goa c0M
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Configure the proxy

Proxy configuration
“Zulu - the interactive fuzzer Configue proxy settings nZqu - the interactive fuzzer

File | Configuration InputMethod OutputMethod File Configuration | Input Method OutputMethod Fuzzing

e Targethost:  (10,33,33.117 T e ShE b M

f(\\ Email MNotification Settings Fuzzer: Target port: |3389 A L‘.‘J e u w

VMware Settings I e e
[N errererree Local port: | 1234 é ; ~ Impor
Lzzer input data: : Diata
Import File

Max packets: |2|:||:| _,_i
[ Use LDP
QK

®

Status:

Statu=: Capture started: Listening on port 1234, target = 10.33.33.117:33E9

Fuzzer selected: Metwork Fuzzer

Goa c0M
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Use the standard network client

=100 x| B 7el - the ity

File Configuration | Input Method OutputMethod Fuzzing

Remote Desktop . Y Vs T
lq?-‘\. COnnection A .Ld Stop Metwork Capture ' u (Ij U

Input data: Mutation points:

Packet #0000 Out (0019 bytes)
Computer:  [127.0.0.1:1234 [ Packet #0001 In (D019 bytes) E
Uszer name:  WINZK3I-HP-QC 1 administrator
Packet #0003 In (0828 bytes)
You will be asked for credentials when you connect. Packet #0004 Cut (0326 bytes)
Packet #0005 In (0055 bytes)
Packet #000& Out (00B5 bytes)
¥ (ptions Connect | Help Packet #0007 In (0229 bytes)
Packet #0008 Out (0821 bytes)

Goa c0M
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Select some fuzz points

[
R Configerase  Iogeil Mehod Dol Meiod  Rieng

A ol QU e QQQes @
Bl PR ETS

| C |

Zulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

A ke QO =@ 00w 2 =+
Input data: Mutation points: Mutators:

Packet #0000 Out (0019 bytes) ;I Unmodified Pkt:0 ;I [ Long strings

Packet #0001 In (0019 bytes) I_Furmatstrings

Cut (0122 byres) )
Packet #0003 In (0828 bytes) ™" Single byte brute force

Packet #0004 Out (0326 bytes) [ Double byte attacks

Facket #0005 In (005% bytes) [ Quad byte attacks

Packet #0006 OCut (00BS byvtes) ™ nul representations

Packet #0007 In (0229 byvtes)

Packet #0008 Out (0821 bytes) ™" Unisx command execution

[~ wWindows command execution
[T XML attacks | |
[T ascll Control chars

I [ Extended ASCIT

Baoker 0007 In {0229 bymes)
$H00g Syt

Irgil dads e

A AT R — = [ e —
03 .00 00 13 e e0 00 00 00 00 00 0L 00 08 00 03 00 00 a0

_I |Ser1d data unmodiﬁedl Clear &ll | All bytes | All words | All dwords |
w
Add offsets: |0 0

Input data bytes: I j I j
16 03 01 00 75 01 00 00 71 03 01 4f e8 23 b6 E""‘ e | 65 ED 93 45 4d ea 3f 24 b4 d2 -]
ba 02 26 98 ad 9a cb 67 89 60 22 00 00 18 00 2f ekl cO 13 c0 14 cO 09 o0 0a 00 32
00 38 00 13 00 D4 01 00 00 30 £f 01 00 01 oo oo  DelFuzzpoint 00 09 31 32 37 Ze 30 Ze 30 2e
31 00 05 00 05 01 00 00 00 00 00 Oa 00 06 00 p4  AddFuzzRange 00 02 01 00

Add Length Field

Remove Length Field

nullcon International Security Conference Goa c0M
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Select mutators

Mutators:

v Long strings

™ Single byte brute force
™ Double byte attacks
[T Quad byte attacks

™ Mull representations | |
™ Unix command execution

™ Windows command execution
[~ ¥ML attacks | |

" ASCII Control chars

[ Extended ASCII

International Security Conference

[ User defined !

™ Bit sweep (byte)

™ Bit sweep (double byte)

™ Bit sweep (guad byte)

[ Inverted bit sweep (byte)

™ Inverted bit sweep (double byte)
™ Inverted bit sweep (quad byte)

Goa c0M
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Select output method

“Zulu - the interactive fuzzer

File Configuration InputMethed | Output Method Fuzzing
: " e NMetwork Fuzzer 1 st
A _L'i“ IR u File Fuzzer | Qj u . £ ||Q | -

Input data: Mutation points: Mutators:
Packet #0000 Out (0013 bytes) =] loemmaTtied Pkt: =] ¥ Long strings
Facket #0001 In (0019 bytes) Fuzzpoint:15-16 Pkt:2 ¥ Eo

Packet #0002 Out (0122 bytes) i -
Packet #0003 In (D228 bytes) ™" Single byte brute force

Packet #0004 Cut (0326 bytes) I™ Double byte attacks
Packet #0005 In (0059 bytes) [ Quad byte attacks
Packet #000& Cut (0085 bytes) ™ ol representations
Packet #0007 In (0229 bytes) ) o
Packet #0008 Out (0821 bytes) I Unix command execution
[ windows command execution
7 xML attacks | |

[T ASCII Control chars
=l [T Extended ASCII

| send data unmodified I Network Fuzzer configuration

[~ Configue netwaork fuzzer settings
Input data bytes: L
16 03 01 00 75 01 00 00 71 03 01 4f e8 23 be 31) 10 | largethost: |1|:|,33,33,11;.r
ba 02 26 98 ad %9a cb &7 89 &0 22 00 00 18 2f O 00 | et port
00 38 00 13 00 04 01 00 00 30 ££ 01 00 01 00 00 00 00 oe | O=tPOML |3389
31 00 05 00 05 01 OO0 0O OO0 OO OO0 Oz 00 06 OO 04 OO 17 OO i
= TCP Connect retries: Iz vI
Receive timeout: 0.1 -
Delay between fuzzcases (seconds): ID 'I
™ UseuDP

QK |

nullcon International Security Conference Goa c0M
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Start fuzzing

nIqu - the interactive fuzzer

File Configuration InputMethed OutputMethed | Fuzzing

L‘-‘ Proxy: u U Fuzzer -

- C\Windows\system32\cmd.exe - zulu.py

PaN

Input data:

Packet #0000 Out (0019 bytes)
Packet #0001 In (0019 bytes)
Packet #0002 Out (0122 bytes)
Packet #0003 In (0828 bytes)
Packet #0004 Out (0326 bytes)
Packet #0005 Imn (0053 bytes)
Packet #0006 Out (0085 bytes) W03 2004 %00 %13\ x0e" xd 0" x00%x00%x124% x 004202401 208" x 00202 2004 x00" x00"
Packet #0007 In (02293 bytes)
Packet #0008 Out (0821 bytes)

+| |Unmodified P
Fuzzpoint:15

Y x00\x13\x0exel' x 00\ x00%x00%x00% x00" x01x 004 x08" x00" x 03\ x 00 x 00" x00"

nullcon International Security Conference Goa c0M
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Instrumentation and triage

Zulu - the interactive fuzzer g ] 4|
File Configuration InputMethod OutputMethod Fuzzing

A ke QO re= @ O Q= <
Input data: Mutation points: Mutators: %, a o
W 0 F
Packet #0000 Out (0019 bytes) =] |Urmodified Pkt:o E F. as. f§ =) . § @f
Packet #0001 In (D013 bytes) Fuzzpoint:15-16 Pkt:2 il [T & . 5
[t bytes) 3
5 e H s & PN,
#0003 bytes) o 5 ik
£0004 Out (0326 i j r Zovelu
#0005 In (D059 bytes) [T cuad byte att F mn
#0006 Out (0085 bytes) [T hul repre 7]
In (D229 bytes) B it
e = s Ir en (quad byke)
#0008 Out (D821 [ (quad byte)
[ E ]
-
FE
Input data bytes:
16 03 01 QD 75 01 00 00 71 03 01 4f ef 23 b6 [figy=l-l3T 10 bb 52 b5 &8 8b 93 45 4d ea 3f 24 b4 dZ _ll Ll AT _:l
ba 02 26 98 ad S9a cb &7 69 &0 22 00 00 18 00 2f 00 35 00 05 00 Oa c0 13 c0 14 0 09 cO0 Oa 00 32 S S P
00 38 00 13 OO0 04 01 00 OO0 30 £f 01 00 01 00 O0 QO OO0 Oe OO0 Oc OO0 00 09 31 32 37 2e 30 Z2e 30 2e e | B | B e e 127.0.0.
31 00 05 QO O5 031 OO0 OO OO OO OO0 Oa OO0 O6 00 O4 0O 17 OO0 18 00 Ob OO 02 01 OO0 s B e e e e e e
Status:
Status! Fuzzing paused A
Status: Fuzzing paused
Fuzzing: Press "Stop™ to end this fuzzing session

Fuzzer selected: Network Fuzzer Egélected packet =2 !SIBUJS: Fuzzing paused

2
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Other inputs: PCAP files

Goa c0M
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Wireshark captures

1 Intel{R) 82577LM Gigabit Nebwork Connection

Hle Edit W¥ew Go Capture Analyze Statistics Telephony Tools  Intermals  Help

w8 BEX2E8 AcsaTE(EBIQAQAAN EDS % E
Filter: ‘ V. Expression...
I:\lu. - ]Tlme 1Source - ]Desﬁnaﬁun iPrutor:ol 1Inﬁ:|

L B N

68 7.6846893 88.151.219.102 10.33.33.104 S5L Continuation

71 7.820034 Dell_2a:2c:98 Broadcast ARP ~ who has 10.32

72 7.820262 QuantaCo_9a:a7:ae Dell_2a:2c:98 ARP 10.23.33.117
Fi 10.33.33.104 10.33.33. 11

74 7.820814 puantaCo_%a:a7:ae Broadcast Mark Packet (toggle) ho has 10.32
75 7.820852 pell_2a:2c:o08 Quantaco_9a Ignore Packet {toggle) 10.33.33.104
76 7.820966 10.33.33.117 10,33 33,10 - setTime Reference {toggle) 2389 = 45427
FiF _ iy "l::|.::_' B 373 ;|:I_ '_,': ¥ E n E '_: [= ) :_ - 2 }
7B 7.l T 0. 33_33_1¢ 103322 Manually Resolve Address 0 T g
79 7.833164 10.33.33.117 10.33.33.1C  aoply asFilter 5389 > 45427
507834033 105333117 10.33.33.1C  prepwe sl

w T v v

Bl 7.B498EQ 10.33.33.10 BE.151. Cormversation Siter 14367 > 44
82 7. 870759 feBd::9504 :dle5:7e3dl:dced £Ff02::cC e ~SEARCH * H
83 7.874061 88.151.219.102 10.33.33.1C e ontinuation

¥ Frame 73: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 3 i '_
F Ethernet II, Src: Dell_2a:2c:98 (5c:26:0a:2a:2c:98), Dst: QuantaCo_9a:a7:ae 5t
F Internet Protoco]l version 4, src: 10.33.33.104 (10.33.33.104), Dst: 10.33.33 Copy v )
F Transmission Control Protocol, Src Port: 45427 (45427), Dst Port: 3389 (3389 )
% Decode As...
(= Print
Show Padket in Mew Window
nullcon International Security Conference oa 20
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Importing a PCAP

- |
¥ | T - W v a0 - R 1 ] rr————— |

g = i e e LT |
BZqu - the interactive fuzzer r— |

1
File Configuration | InputMethod OutputMethod Fuzzing B b N
LT = = e T B | —
: L_‘ Start Metwark Capture = T e g
f\\ A1 i : - i

Stop Metwork IFE

Import PCAP

Impart File

Input data:

—

nZqu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

A e Q0| =000 -

Input data: Mutation points: Mutators:

|»
Gl

[V Long strings

¥ Formatstrings | |

[ Single byte brute force
™ Double byte attacks

[~ Quad byte attacks

[ Null representations

[ Unix command execution
™ windows command execution
[T ®ML attacks

[~ AscII Control chars
Kl [T Extended AscII

____j Send data unmodified I = I All bytes ] Al words. l Al dwords I
-

inpidt dat byles: Add offsets: [0 >0 =l
No data: Thiz mavbe a TCP control packet (SYN/ACEK/FIN/RST) __=_i

nullcon International Security Conference Goa c0M
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File module

Goa c0M
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Select input file

nZulu - the interactive fuzzer
File Configuration | Input Method Output Method

A L‘J Start Network Capture
A Stop Metwork Captire

Import PCAP

s
—

[t e

a
Pl 1
B Caskirp

L

(o) W
i [
o PChERS 5
Podaxis L
W
A
o
3]
ol o o | 2 _xmlash

‘iindormn Pledia dud...
PRIl o

‘Windores Barich Fila
‘Viresharh capriore He
vérmehart cagure Fis
*pin M

Epploaton

Picroertt Vma Dram...

» i [ zewcna

nullcon International Security Conference
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Select file fuzzer + fuzz process

'8 7ulu - the interactive fuzzer

File Configuration InputMethod Eutputmeﬂ-.nd Fuzzing

A e O

!nput data:

‘ _ =l Configue file fuzzer settings
Process to fuzz:
Commandine args:

’ Process run time: 5.0 =
Shutdown method: | j
ok |
nullcon International Security Conference Goa c0M
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Fuzz process + debugging

__‘:' i T L JOEEF2000 13225 A Ee i, 18558
o Homegron = T Cote 148072008 041 DLl Fie 417EE
B Fompoder B TR 140 72000 0339 Aol gt 1768
s Ll el () B wrrolay AFIL0T0 1325 i
o My Possport D) o = e datiharng 140 72009 G241 DL Fie 1650 BB
. [ r PSR =y v e A e

Fee puprre [1-.|=.||: (I

@

Stactus: Fuzzing atopped
proceass S620 crashed at address Oxe2e030ac

Status:

Furzer selacted: File Fuzser

nullcon International Security Conference
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USB module

Goa c0M
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Graphic USB

GraphicUsB - [keyboard.mqu] = = il:l]j]
File Edit View Operations Window Help o |
5 T T T W = =] = = | e e

| Q= e (e ||:E|III| Vbus: |5.060V | 63un
s — .
Min o %418 Control Transfer  Addr Endp ] o Control Transfer —
@ 5.219,189 s = | Get Device Descriptor] 0:00) 0x0 11201 100100000008...] OK
Get Device Descriptor
Af Contrel Transfer  Addr Endp Data {0 byt
é] Set Address (0x01) ) i ; . . ’ .
A device descriptor describes general information about a USB device. It includes
= Control Transfer  Addr Endp Data (18 bytes) information that applies globally to the device and all of the device’s configurations. A
. 53121795 4= | Get Device Desoriptor] 0x01] 0x0 [ 1201 10 01 0000 00 08...] OK USB device has only one device descriptor.
Control Transfer Addr Endp Data (34 bytes)
T 5.318,184s & [Get Configuration Desoriptor] 0x01] 0x0 J02 02320001 01 00A0...] OK
£l bl ength
Control Transfer Addr Endp Data {4 bytes) & = bDescriptorType 1 DEVICE
e 5.328.187 s & [Get String Desoriptor 0] 0:01] 020 | 04030904 | OK 2
Hax becdUSH 0x0110 | Spec Version
- Control Transfer Addr Endp Data {38 bytes) bDeviceClass 0x00 Class Information in
iR 5333 186 5 4= | Get Shing Desoiptor 2] 0x01] 0x0 [24 03 44 00 4500 4C 00| OK Interface Descriptor
v — - . . : " bDeviceSubClass | 0x00 | Class Information in
I -....-m..--l Trsn-:fr Addr Endp Data {18 bytes) Interface Descriptor
8.187 8585 4 | Get Device Desoriptor] 0x01] 020 | 12011001 000000038...] OK = = =
& bDeviceProtocol 0x00 | Class Information in
i #107..118 Control Transfer Addr Data {3 bytes) Status Interface Descriptor
= 8.193,861 s % | Get Configuration Desoripter] 0x01] 0x0 [08 0222000101000 OK bMaxPacketSizel 8 Max EP0 Packet Size
idvendor 0x413C| Dell Inc.
f #119...139 Control Transfer -
i 5,198,863 5 < [ Get Configuration Desaipter] 0x01] 0x0 | 090222000101 0040..] OK idProduct 02005 | Unknown
bcdDevice 0x0104 | Device Release Mo
#140...145 L Centrol Transf Addr Endp Data (0 byt - =
R MEeT Qe =Tep. SRl iManufacturer 1 Index to Manufacturer
Set Configuration (0x01)] 0201 :
String
Control Transfer Addr Endp Data [0 bytes) Status iProduct 2 Index to Product String
= | Set Idle {HID) Indefinite, All] 0x01] 0x0 DK iSerialMumber 0 Index to Seral Mumber :_]
#152...184 Control Transfer Addr Endp Data (85 bytes)
B212,885 = <% | Get HID Report Desaiptar] 0x01] 0x0 | 05 01 09 0841 0105 07...] OK Data Content
End of Capture === L T
-
For Help, press F1 1186 events | S

nullcon International Security Conference
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Import generator script

Zulu - the interactive fuzzer

File Configuration InputMethod OutputMethod Fuzzing
A 'H Proxy: u u Fuzzer: u

HZqu - the interactive fuzzer [nput data:

File Configuration | Input Method Cutput Method  Fuzzing Packet #0000 In (0008 bytes) =
' ' Packet #0001 bytes)

] L ; Start Network Capture - A =
A | T o (L’ l-’ . Packet #0002 Out {0008 bytes)

R Packet #0003 Out (0002 bytes)

Import PCAP ) ) " o
Input data; Teort Bl Mutation points: Packet #0004 In (DDDE bytes)
a5 Dk s rpr e Packet #0005 In (00028 bytes)
Import USE Generator Script $0006 Out (0008 —
#0007 Out (0008
#0008 Out (0002
Packet #0002 In (00028 bytes)
#0010 Out (0008
#0011 Out (0008
#0012 Out (0008
#0013 Out (0008
#0014 Out (0002
Packet #0015 In (00028 bytes)
Packet #0016 Out (0004 bytes) j
Input data bytes:
IlE 01 10 01 OO0 OO0 QO 08
File name: | keyboard j I.mgenfiles(*.mgen] j
Open - Cancel |
&
nullcon International Security Conference oa c20M
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Select USB fuzzer

nzulu - the interactive fuzzer

File Configuration InputMethod []utpEtMeﬂmd_ Fuzzing

v, mm E . 1 | Metwork Fuzzer P = _'
A L"‘J Fhoiel u File Fuzzer w u - |Q 3 |

Packet #0000 Im (DDDE bytes) - Fuzzpoint:3-3 Pkt:1 __:j

Input data: Mutation points:

’

Configue USE fuzzer settings

Path to GraphiclISB: Select path |

Target IP address: |1EI.33.33. 117

OK

Goa c0M
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Fuzzer running

[0 #0vs - thie inberaciins Rizeer
Fie Comigrato putWFethod Coimiflaihad Fureng

" A ikl e PO =D Qs [T =
2 b8 TR 2 v

i
+FaE L]

Nutabian anis Nuytainrs
] 5 &l |Furrpcins:3-3 FkE:l | =

B S a8 F
Wens | 5.0929 5314

SRR

mone ke At e ei4 0
1 ghomes Ackciren e (140

[l W EooE
A EEHEENE

H E |

Y st - = |
33z Full | |
2 _* Hair |Poocram e Tid et d D vesd by x| s
I g
=2 Ear [ Exil | [
o ELH
= WeicFackutla ET
e el
|
|
For Help, praes FI L L Cel
hah,
Stmtum: Fuxzer amt == USH Fuzzes I
Scetum: Fuxxzing stezted
Tocel forrcumem = 254

Fuerss Sebactedd | BB Firse Sederied ket = | Ay Dy, Testoyse 1255
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Serial module
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Serial settings

nZqu - the interactive fuzzer
File Configuration | Input Method Output Method  Fuzzing

) 1 Start Metwork Proxy =
A L'lj Stop Mebwork Proxy w U .y

Import PCAP
Input data: SRl Mutation paints:
Import USE Generator Saript
Serial Data Capture x|
i port settings
port m -
baudrate | 9500 j
' bytesize |8 ﬂ
parity N |
Sel Data Capture ’ stopbits 1 =
u l u | : RTS/CTS won fxoff
HPort settings (+ off {+ off
" on " on
nullcon International Security Conference oa c20M
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Serial data capture

[ serial Terminal on COM5 [9600, 8H1]

5erlaITenmnaI on COMS [9600, BN1] | u (W A ?'
u u | A Ez 2 Disconnect from serial purt_
Connect to serial pnrtg *EMRDY- 1
" : ati1
EMRDY: 1
3 zulu - the interactive fuzzer T o = =101 x|
File Configuraion InputMethod OutputMethod Fuzzing
A HProxy:uu Fuzzer: .4 U u'aw[Q ]-'
Input data Mutation points: Mutators \ & A
Packet #0000 In (0011 bytes) ] Bl [ iongstings [ user defied [ ~\]/g\ /
Packet #0001 Out (0005 bytes) I™ Format strings I™ Bitsweep (byte) kg
Packet #0002 In (O bytes) . ‘ . -
Packet £0003 In (0004 bytes) [T single byte brute force [ Bit sweep (double byte) /.«’\3,
[” Double byte attacks I" Bit sweep (quad byte) il
I Quad byte attacks [T Inverted bit sweep (byte) u
I Null representations | | [T Inverted bit sweep (double byte)
™ Unix command execution | ™ Inverted bit sweep (quad byte)
I~ Windows command execution
I~ xMLattacks | | [ Enable ZuluScript (see "/binjcustom.py”)
[T ASCII Control chars ™ Enable Wireshark integration
# [ Extended ASCII [~ Enable VMware integration
Send data unmodified | ] Aibytes |  AMlwords | Aldwords |
Input data bytes: Packet data test Add offsets: |0 =0 _v_j/___\
61 74 69 31 0d Iaui. S|
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Serial fuzzing

x
Basics
Iulu - the interactive fuzzer Port | ComM1 ﬂ
File Configuration InputMethod | Qutput Method Fuzzing Baudrate |96I:II:I j
v Metwork Fuzzer Ty = [
N L.“J Prony: Qe RieFuzser w L s» I:C}‘ pata format
: ' Data Bits E =]
: USE Fuzzer ) o _
Input data: S il Firsar Mutation points: Stop Bits | 1 j
Packet #0000 In (0011 Lvtes) =] |Fuzzpoint:3-3 Parity |NDI'IE ﬂ
Packet #0001 Out (0005 Instrumentation
Packet #0002 In (0007 bytes)
; 5 W 10.33.33.99
Packet #0003 In (0004 bytes) [V Target IP address |
Flow Control
[ RTS/CTS [ XonfXoff
| oK | Cancel

Goa c0M
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Wireshark integration
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Point to Wireshark binary

[ Enable ZuluScript (see "fbinfcustom.py™) | J
[+ Enable Wireshark intearationi
[ Enable YMware integration

|

w editcap 27/03/2012 13:12 Application T4KB
1M Computer
B L ocal Disk (C3) w Mergecap 27032012 158:12 Application 31KB
¢ My Passpart (0:) w rawshark 27/03/2012 18:12 Application 93 KB
B e e u-_-j hﬂih—.m—'lm--.n AT AS. 1T L e S AN LD
File name: | j |.E:<Efiles (*.exe)

Open |~

Goa c0M
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Auto-load Wireshark

7 zulu_pcap_2012-06-25_15-37-19.pcap

=gl x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Y EEX20 AaesaTE(EE QAQARN @D B %8
Filter: J w | Expression...
Nn. B |Time |Source — |Destination |Protocal linfo

1 0. 000000 127.0.0.1 10.33.33.117 x.224 Connection Request (0xe0l)

I | i
F Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
B Ethernet II, Src: Dell_2a:2c:98 {5c:26:0a:2a:2c:98), Dst: Vmware_ 28:d0:d7 (00:0c:29:28:d0:d7)
# Internet Protocol version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 10.33.33.117 (10.33.33.117) o _ _
F Transmission Control Protocol, Src Port: 45764 (45764), Dst Port: 3389 (3389), Seq: 342342, Ack: 768678, Len: 19
= TPKT, version: 3, Length: 19
version: 3
Reserved: 0
Length: 19
El ITU-T Rec X.224
Length: 14
1110 .... = Code: Connection Request (0x0e)
SRC-REF: 0Ox0000
0000 .... = Class: Class 0 (0Ox00)
RDP Routing Token: ‘001
0000 00 Oc 29 28 dO d7 5c 26 0a 2a 2c 98 OB 00 45 00 I e T I T (0
0010 00 3b ca ce 40 00 80 06 00 00 7f 00 00 01 0Oa 21 P !
0020 21 75 b2 c4 0d 3d 00 05 39 46 00 Ob ba a6 50 18 L3 T RpEE SRR TSR
0030 40 29 00 00 0C 00 Oe e0 00 00 00 00 @).... FA-.....
0040 00 01 0O OB OO0 O3 DO OO OO e F:
QETPKT -150 on TCP - RFC1006 {ipkt), 4 bytes | Packets: 10 Displayed: 10 Marked: 0 Load time: 0:00.000 | Profile: Default &
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VMware integration
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Select file fuzzer + fuzz process

nZulu - the interactive fuzzer
File | Configuration InputMethod OutputMethod

Proxy Settings
A Email Motification Settings
VMware Settings

" S o

Fuzzer:

Configue VMware settings Configue VMware settings
* 05 control (" Process control ™ 05 control {* Process control
| Username |au:|ministrab:nr
| Password |||-|||--

| Path to process |,:: \windows\system:

Path to VM Select path | Path to VM Select path |
Path to vmrun.exe Select path | Path to vmrun.exe Select path |
Viware Product NMorkstation - YMware Product | Waorkstation ﬂ

Restart time [:ITIiI'I:l 1 - Restart time (minj 1 -
0K oK |

_ 2

[ Enable ZuluScript (see "fbinfcustom.py™) | J
[ Enable Wireshark integration
[+ Enable VMware integrationd

Goa c0M
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GUI-power
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Adding a length field

Mrr 52 44 42 72 N0 00 00 00 08 43 c& 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 &
00 00 01 oo  AddFuzzpoint 20 4e 45 54 57 4f 52 4b 20 50 52 4f 47 52 41 4d 20 31 2Ze 30 00 02
4d 49 43 52  DelFuzzpaint 4e 45 54 57 4F 52 4b 53 20 31 2e 30 33 00 02 4d 49 43 52 4f 53 4f
46 54 20 4e AddFuzzRange 53 20 33 2e 30 00 02 4c 41 4e 4d 41 4e 31 2e 30 00 02 57 69 6e 64
6f 77 73 20 [EZICEEEEEN| 72 60 67 72 6f 75 70 73 20 33 2e 31 61 00 02 4c 4d 31 2e 32 58 30
30 32 00 02 Remove Length Field de 4d 41 4e 32 2e 31 00 02 4c 41 4e 4d 41 4e 32 Ze 31 00 02 53 61
6d €2 &1 0O = " 4e 4d 41 4e 20 31 2e 30 00 02 4e 54 20 4c 4d 20 30 2Ze 31 32 00

Add length field

Mow highlight the bytes to be counted then dick OK

Select byte order: I Big endian vi

4e i y 20 31 Ze 3

]

f£f 53 4d 42 72 00 00 00 00 08 43 <8 00 00 00 00 00 00 00 0O 00 00 00 OO0 0O OO0 00 DSAZJ
00 00 01 00 00 bS 00 02 510843 20 4e& 45 54 57 4f 52 4b 20 S0 S2 4f 47 S2 41 4d 20 31 2e 30 00 02
4d 49 43 52 4f 53 4f 46 549 20 4e 45 54 ST 4f 52 4b 53 20 31 2= 30 33 00 02 4d 49 43 52 4r 53 4r
46 54 20 4e 45 54 57 4f 52 4b 53 20 33 2e 30 00 02 4c 41 4e 4d 41 4de 31 2e 30 00 02 S7 69 te 64
6L 77 73 20 66 6L T2 20 57 6L 72 6b 67 72 &L 75 70 73 20 33 Ze 31 61 00 02 4c 4c 31 Ze 32 S8 30
30 32 00 02 44 4f 53 20 4¢ 41 4c 4d 41 4e 32 2¢ 31 00 02 4C 4] 4e 4 41 49c 32 2¢ 31 00 02 S3 61
6d 62 61 00 02 4e¢ 5S4 20 4C 41 4¢ 4¢ 41 4¢ 20 31 2¢ 30 00 02 4e 54 20 4cC 4c¢ 20 30 2¢ 31 32 00
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No need to watch! Email alerts
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Select email settings

nZulu - the interactive fuzzer
File | Configuration InputMethod OutputMethod Fuzzing
Proxy Settings

A Email Motification Settings IFuzzer: u w '-J .e

VMware Settings

INp s Mutation points:
| |
Configue email settings
’ SMTP Server address:Port |sm11:|.gmai|.l:|:|m: 537
SMTF Username: |username@gnnglerr
SMTF password: |Iiiiiiiiliiii
SMTF From address: |ugernamE@gDDg|E|‘r
SMTF To address: |username @ngssecL
[+ UseTLS
Ok
nullcon International Security Conference
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Advanced features - ZuluScript
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Using ZuluScript

 How do you modify a packet after the mutator but before being
processed by the target?

« The answer is by using ZuluScript
« Python script stored in a special file (/bin/custom.py)
 Includes a sample UpdateContentLengthField() function

| Enable Wireshark integration
| Enable YMware integration

Goa c0M
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Access to data

« self.packets selected_to_send = list of packets selected to
send [[packet number, data],[packet number, data]...]

« self.all_packets_captured = list of all packets captured
[[[source IP,source port],data], [[source |IP,source
port],data]...]

« self.modified_data = list of all the data in the current packet
(after any modification with fuzzpoint data) [byte1, byte2,
byted...]

« self.current_packet_number = the number of the current
packet being processed (packet 0 is the first packet)

Goa c0M
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Bugs that Zulu has found

« Samba 'AndX' request remote heap overflow (CVE-2012-0870)

« Oracle 11g TNS listener remote null pointer dereference

« Apple OS X USB Hub Descriptor bNbrPorts Field Handling
Memory Corruption

...and many others that haven’t been fixed yet
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Zulu Is available on Github

Zulu can be downloaded today at:
https://github.com/nccgroup/zulu
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nccgroup”

freadann frorm dount

Questions?

Andy Davis, Research Director NCC Group
andy.davis ‘at’ nccgroup ‘dot’ com
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