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TOP SECRET//COMINT//REL TO USA, FVEY

(TS/SI/REL TO USA,FVEY) RF retro-reflector that provides an enhanced radar —
cross-section for VAGRANT collection. It's concealed in a standard computer video
graphics array (VGA) cable between the video card and video monitor. It's typically
installed in the ferrite on the video cable.

(U) Capabilities

(TS//ISI//REL TO USA,FVEY) RAGEMASTER provides a target for RF flooding
and allows for easier collection of the VAGRANT video signal. The current
RAGEMASTER unit taps the red video line on the VGA cable. It was found that,
empirically, this provides the best video return and cleanest readout of the
monitor contents.

e — e AN Y

o | 32ND
) 24 28 4 B8 12 16

RAGEMASTER
ANT Product Data

24 Jul 2008
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TOP SECRET//COMINT//REL TO USA, FVEY

(TS//SI/IREL TO USA,FVEY) The CTX4000 is a portable continuous wave (CW)_
radar unit. It can be used to illuminate a target system to recover different off net
information. Primary uses include VAGRANT and DROPMIRE collection.

CTX4000

ANT Product Data

8 Jul 2008

(TS//ISI//REL TO USA FVEY) The CTX4000 provides the means to collect signals
that otherwise would not be collectable, or would be extremely difficult to collect
and process. It provides the following features:

» Frequency Range: 1 - 2 GHz.

* Bandwidth: Up to 45 MHz

« Output Power: User adjustable up to 2 W using the internal amplifier; external

amplifiers make it possible to go up to 1 kW,

),_



TOP SECRET//ICOMINT//REL TO USA, FVEY

(TS/HSI/REL TO USA,FVEY) NIGHTWATCH is a portable computer with
specialized, internal hardware designed to process progressive-scan (non-
interlaced) VAGRANT signals.

NIGHTWATCH

ANT Product Data

24 Jul 2008
|

(U) Capability Summary

(TS/SIIREL TO USA,FVEY) The current
implementation of NIGHTWATCH consists of
a general-purpose PC inside of a shielded
case. The PC has PCI digitizing and clock
cards to provide the needed interface and
accurate clocking required for video
reconstruction. It also has:

» horizontal sync, vertical sync and video
outputs to drive an external, multi-sync
monitor.

» video input

» spectral analysis up to 150 kHz to provide for indications of horizontal and
vertical sync frequencies

« frame capture and forwarding

» PCMCIA cards for program and data storage

« horizontal sync locking to keep the display set on the NIGHTWATCH display.

» frame averaging up to 2716 (65536) frames.

E




TOP SECRET//COMINT//REL TO USA, FVEY

SURLYSPAWN
ANT Product Data

(TS//SI//IREL TO USA,FVEY) Data RF retro-reflector. Provides return
modulated with target data (keyboard, low data rate digital device) when 07 Apr 2009

iluminated with radar. |
|

(U) Capabilities

(TS//SIIREL TO USA,FVEY) SURLYSPAWN
has the capability to gather keystrokes without
requiring any software running on the targeted
system. It also only requires that the targeted
system be touched once. The retro-reflector is
compatible with both USB and PS/2 keyboards.
The simplicity of the design allows the form
factor to be tailored for specific operational
requirements. Future capabilities will include
laptop keyboards.

(U) Concept of Operation

(TS/ISI/IREL TO USA FVEY) The board taps into the data line from the
keyboard to the processor. The board generates a square wave oscillating at
a preset frequency. The data-line signal is used to shift the square wave
frequency higher or lower, depending on the level of the data-line signal. The
square wave, in essence, becomes frequency shift keyed (FSK). When the . . . .
unit is illuminated by a CW signal from a nearby radar, the illuminating signal
Is amplitude-modulated (AM) with this square wave. The signal is re-radiated, 'Y




TOP SECRET/COMINT//REL TO USA, FVEY

(TS//SI//REL TO USA,FVEY) Beacon RF retro-reflector. Provides return
when illuminated with radar to provide rough positional location.

TAWDRYYARD
ANT Product Data

07 Apr 2009
|

(U) Capabilities

(TS//SI/REL TO USA,FVEY) TAWDRYYARD is 1 32NDS
used as a beacon, typically to assist in locating 8 16
and identifying deployed RAGEMASTER units. 4 12 20

Current design allows it to be detected and located
quite easily within a 50' radius of the radar system
being used to illuminate it. TAWDRYYARD draws
as 8 pA at 2.5V (20pW) allowing a standard lithium
coin cell to power it for months or years. The
simplicity of the design allows the form factor to
be tailored for specific operational requirements.
Future capabilities being considered are return of
GPS coordinates and a unique target identifier and
automatic processing to scan a target area for
presence of TAWDRYYARDs. All components are
COTS and so are non-attributable to NSA.

(U) Concept of Operation
(TS//SI//IREL TO USA,FVEY) The board generates a square wave operating
at a preset frequency. This square wave is used to turn a FET (field effect

O



TOP SECRET//COMINT//REL TO USA, FVEY

(TS/SI//REL TO USA,FVEY) Audio-based RF retro-reflector. Provides room
audio from targeted space using radar and basic post-processing.

LOUDAUTO

ANT Product Data

07 Apr 2009

(U) Capabilities

(TS//SI//REL TO USA,FVEY) LOUDAUTQO's
current design maximizes the gain of the
microphone. This makes it extremely useful for
picking up room audio. It can pick up speech at

a standard, office volume from over 20" away.
(NOTE: Concealments may reduce this distance.)
It uses very little power (~15 uA at 3.0 VDC), so
little, in fact, that battery self-discharge is more of
an issue for serviceable lifetime than the power
draw from this unit. The simplicity of the design
allows the form factor to be tailored for specific
operational requirements. All components at
COTS and so are non-attributable to NSA.

(U) Concept of Operation

TS//SI/IREL TO USA,FVEY) Room audio is picked up by the microphone and
converted into an analog electrical signal. This signal is used to pulse position
modulate (PPM) a square wave signal running at a pre-set frequency. This
square wave is used to turn a FET (field effect transistor) on and off. When
the unit is illuminated with a CW signal from a nearby radar unit, the
illuminating signal is amplitude-modulated with the PPM square wave. This
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- Cannect target signal to pin 2

. and target ground to pin 1.
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resistor an R3 or R4.
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or cannect monopole to pin 1.
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Cannect target signal to pin 2

. and target ground to pin 1. =
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