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Preface

Conventions

The OpenStack documentation uses several typesetting conventions.

Notices

Notices take three forms:

3 Note

The information in a note is usually in the form of a handy tip or reminder.

2 Important

The information in an important notice is something you must be aware of
before proceeding.

O Warning

The information in warnings is critical. Warnings provide additional information
about risk of data loss or security issues.

Command prompts

Commands prefixed with the # prompt are to be executed by the r oot user. These
examples can also be executed by using the sudo command, if available.

Commands prefixed with the $ prompt can be executed by any user, including r oot .

Document change history

This version of the guide replaces and obsoletes all previous versions. The following table
describes the most recent changes:

Revision Date Summary of Changes
November 12, 2013

Adds options for tuning operational status synchronization in the NSX plug-in.

October 17, 2013 * Havana release.

September 5, 2013 * Moves object storage monitoring section to this guide.
* Removes redundant object storage information.

September 3, 2013 * Moved all but configuration and installation information from these component guides to
create the new guide:

* OpenStack Compute Administration Guide
* OpenStack Networking Administration Guide
¢ OpenStack Object Storage Administration Guide

* OpenStack Block Storage Service Administration Guide
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1. Get started with OpenStack

Table of Contents
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The OpenStack project is an open source cloud computing platform for all types of clouds,
which aims to be simple to implement, massively scalable, and feature rich. Developers and
cloud computing technologists from around the world create the OpenStack project.

OpenStack provides an Infrastructure-as-a-Service (/aaS) solution through a set of
interrelated services. Each service offers an application programming interface (AP/) that
facilitates this integration. Depending on your needs, you can install some or all services.

The following table describes the OpenStack services that make up the OpenStack
architecture:

Table 1.1. OpenStack services

Service Project name |Description

Dashboard Horizon Provides a web-based self-service portal to interact with underlying
OpenStack services, such as launching an instance, assigning IP
addresses and configuring access controls.

Compute Nova Manages the lifecycle of compute instances in an OpenStack
environment. Responsibilities include spawning, scheduling and
decomissioning of virtual machines on demand.

Networking | Neutron Enables network connectivity as a service for other OpenStack
services, such as OpenStack Compute. Provides an API for users to
define networks and the attachments into them. Has a pluggable
architecture that supports many popular networking vendors and
technologies.

Storage
Object Swift Stores and retrieves arbitrary unstructured data objects via a RESTful,
Storage HTTP based API. It is highly fault tolerant with its data replication and

scale out architecture. Its implementation is not like a file server with
mountable directories.

Block Storage | Cinder Provides persistent block storage to running instances. Its pluggable
driver architecture facilitates the creation and management of block
storage devices.

Shared services

Identity Keystone Provides an authentication and authorization service for other

service OpenStack services. Provides a catalog of endpoints for all OpenStack
services.

Image Service | Glance Stores and retrieves virtual machine disk images. OpenStack Compute

makes use of this during instance provisioning.

Telemetry Ceilometer Monitors and meters the OpenStack cloud for billing, benchmarking,
scalability, and statistical purposes.

Higher-level services



http://www.openstack.org/software/openstack-dashboard/
http://docs.openstack.org/developer/horizon/
http://www.openstack.org/software/openstack-compute/
http://docs.openstack.org/developer/nova/
http://www.openstack.org/software/openstack-networking/
http://docs.openstack.org/developer/neutron/
http://www.openstack.org/software/openstack-storage/
http://www.openstack.org/software/openstack-storage/
http://docs.openstack.org/developer/swift/
http://www.openstack.org/software/openstack-storage/
http://docs.openstack.org/developer/cinder/
http://www.openstack.org/software/openstack-shared-services/
http://www.openstack.org/software/openstack-shared-services/
http://docs.openstack.org/developer/keystone/
http://www.openstack.org/software/openstack-shared-services/
http://docs.openstack.org/developer/glance/
http://www.openstack.org/software/openstack-shared-services/
http://docs.openstack.org/developer/ceilometer/
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Service Project name |Description
Orchestration | Heat Orchestrates multiple composite cloud applications by using either
the native HOT template format or the AWS CloudFormation
template format, through both an OpenStack-native REST APl and a
CloudFormation-compatible Query API.
Database Trove Provides scalable and reliable Cloud Database-as-a-Service
Service functionality for both relational and non-relational database engines.
Conceptual architecture
The following diagram shows the relationships among the OpenStack services:
Figure 1.1. OpenStack conceptual architecture
Heat
Orchestrates
cloud
Horizon - Provues - .
Provides network
connectivity for
Neutron
Provides images
Provides
volumas for
hJ hJ Provisions A J v
Cinder Nova Glance i”?:;f: in Swift
Monitors Cellometer
Provides Keystone <«

Auth for

Backups volumes in

Logical architecture

To design, deploy, and configure OpenStack, administrators must understand the logical
architecture.



http://www.openstack.org/software/openstack-shared-services/
http://docs.openstack.org/developer/heat/
http://www.openstack.org/software/openstack-shared-services/
http://www.openstack.org/software/openstack-shared-services/
http://docs.openstack.org/developer/trove/
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OpenStack modules are one of the following types:

Command-line interface (CLI)

Daemon Runs as a background process. On Linux platforms, a
daemon is usually installed as a service.
Script Installs a virtual environment and runs tests. For

example, the run_t est s. sh script installs a virtual
environment and runs unit tests on a service.

Enables users to submit API calls to OpenStack services
through easy-to-use commands.

The following diagram shows the most common, but not the only, architecture for an

OpenStack cloud:

Figure 1.2. Logical architecture

- Gommand-line interfaces tnova, neutron. swift. and 50 on)
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As in Figure 1.1, “OpenStack conceptual architecture” [2], end users can interact
through the dashboard, CLIs, and APIs. All services authenticate through a common
Identity Service and individual services interact with each other through public APIs, except

where privileged administrator commands are necessary.
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OpenStack services

This section describes OpenStack services in detail.

Compute service

The Compute service is a cloud computing fabric controller, which is the main part of an
laas system. Use it to host and manage cloud computing systems. The main modules are
implemented in Python.

Compute interacts with the Identity Service for authentication, Image Service for images,
and the Dashboard for the user and administrative interface. Access to images is limited by
project and by user; quotas are limited per project (for example, the number of instances).
The Compute service scales horizontally on standard hardware, and downloads images to
launch instances as required.

The Compute service is made up of the following functional areas and their underlying
components:

API

* nova- api service. Accepts and responds to end user compute API calls. Supports the
OpenStack Compute API, the Amazon EC2 API, and a special Admin API for privileged
users to perform administrative actions. Also, initiates most orchestration activities, such
as running an instance, and enforces some policies.

* nova- api - met adat a service. Accepts metadata requests from instances. The nova-
api - net adat a service is generally only used when you run in multi-host mode
with hova- net wor k installations. For details, see Metadata service in the Cloud
Administrator Guide.

On Debian systems, it is included in the nova- api package, and can be selected through
debconf.

Compute core

* nova- conmput e process. A worker daemon that creates and terminates virtual machine
instances through hypervisor APIs. For example, XenAPI for XenServer/XCP, libvirt for
KVM or QEMU, VMwareAPI for VMware, and so on. The process by which it does so is
fairly complex but the basics are simple: Accept actions from the queue and perform
a series of system commands, like launching a KVM instance, to carry them out while
updating state in the database.

* nova- schedul er process. Conceptually the simplest piece of code in Compute. Takes
a virtual machine instance request from the queue and determines on which compute
server host it should run.

* nova- conduct or module. Mediates interactions between nova- conput e and the
database. Aims to eliminate direct accesses to the cloud database made by nova-
conput e. The nova- conduct or module scales horizontally. However, do not deploy
it on any nodes where nova- conput e runs. For more information, see A new Nova
service: nova-conductor.



http://docs.openstack.org/admin-guide-cloud/content/section_metadata-service.html
http://russellbryantnet.wordpress.com/2012/11/19/a-new-nova-service-nova-conductor/
http://russellbryantnet.wordpress.com/2012/11/19/a-new-nova-service-nova-conductor/
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Networking for VMs

* nova- net wor k worker daemon. Similar to nova- conput e, it accepts networking
tasks from the queue and performs tasks to manipulate the network, such as setting
up bridging interfaces or changing iptables rules. This functionality is being migrated to
OpenStack Networking, which is a separate OpenStack service.

* nova- dhcpbri dge script. Tracks IP address leases and records them in the database
by using the dnsmasq dhcp- scri pt facility. This functionality is being migrated to
OpenStack Networking. OpenStack Networking provides a different script.
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Console interface

* nova- consol eaut h daemon. Authorizes tokens for users that console proxies provide.
See nova- novncpr oxy and nova- xvpnvcpr oxy. This service must be running for
console proxies to work. Many proxies of either type can be run against a single nova-
consol eaut h service in a cluster configuration. For information, see About nova-
consoleauth.

* nova- novncpr oxy daemon. Provides a proxy for accessing running instances through a
VNC connection. Supports browser-based novnc clients.

* nova- xvpnvncpr oxy daemon. A proxy for accessing running instances through a VNC
connection. Supports a Java client specifically designed for OpenStack.

* nova- cert daemon. Manages x509 certificates.

In Debian, a unique nova-consoleproxy package provides the nova-novncproxy, nova-
spicehtmlI5proxy, and nova-xvpvncproxy packages. To select packages, edit the / et ¢/

def aul t/ nova- consol epr oxy file or use the debconf interface. You can also manually
edit the / et ¢/ def aul t / nova- consol epr oxy file and stop and start the console
daemons.

Image management (EC2 scenario)

* nova- obj ect st or e daemon. Provides an S3 interface for registering images with the
Image Service. Mainly used for installations that must support euca2ools. The euca2ools
tools talk to nova- obj ect st or e in $3 language, and nova- obj ect st or e translates
S3 requests into Image Service requests.

* euca2ools client. A set of command-line interpreter commands for managing cloud
resources. Though not an OpenStack module, you can configure nova- api to support
this EC2 interface. For more information, see the Eucalyptus 3.4 Documentation.

Command-line clients and other interfaces
* nova client. Enables users to submit commands as a tenant administrator or end user.

* nova-manage client. Enables cloud administrators to submit commands.

Other components

* The queue. A central hub for passing messages between daemons. Usually implemented
with RabbitMQ, but could be any AMQP message queue, such as Apache Qpid or Zero

MQ.

* SQL database. Stores most build-time and runtime states for a cloud infrastructure.
Includes instance types that are available for use, instances in use, available networks,
and projects. Theoretically, OpenStack Compute can support any database that SQL-
Alchemy supports, but the only databases widely used are SQLite3 databases (only
appropriate for test and development work), MySQL, and PostgreSQL.

The Compute service interacts with other OpenStack services: Identity Service for
authentication, Image Service for images, and the OpenStack dashboard for a web
interface.



http://docs.openstack.org/trunk/config-reference/content/about-nova-consoleauth.html
http://docs.openstack.org/trunk/config-reference/content/about-nova-consoleauth.html
https://www.eucalyptus.com/docs/eucalyptus/3.4/index.html
http://www.rabbitmq.com/
http://qpid.apache.org/
http://www.zeromq.org/
http://www.zeromq.org/
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Storage concepts

The OpenStack stack uses the following storage types:

Table 1.2. Storage types

On-instance / ephemeral

Block storage (Cinder)

Object Storage (Swift)

Runs operating systems and provides
scratch space

Used for adding additional persistent
storage to a virtual machine (VM)

Used for storing virtual machine
images and data

Persists until VM is terminated

Persists until deleted

Persists until deleted

Access associated with a VM

Access associated with a VM

Available from anywhere

Implemented as a filesystem
underlying OpenStack Compute

Mounted via OpenStack Block-
Storage controlled protocol (for
example, iSCSI)

REST API

Administrator configures size setting,
based on flavors

Sizings based on need

Easily scalable for future growth

Example: 10 GB first disk, 30 GB/core
second disk

Example: 1 TB "extra hard drive"

Example: 10s of TBs of data set
storage
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Other points of note include:

* OpenStack Object Storage is not used like a traditional hard drive. Object storage is all
about relaxing some of the constraints of a POSIX-style file system. The access to it is API-
based (and the API uses http). This is a good idea as if you don't have to provide atomic
operations (that is, you can rely on eventual consistency), you can much more easily scale
a storage system and avoid a central point of failure.

* The OpenStack Image Service is used to manage the virtual machine images in an
OpenStack cluster, not store them. Instead, it provides an abstraction to different
methods for storage - a bridge to the storage, not the storage itself.

* OpenStack Object Storage can function on its own. The Object Storage (swift) product
can be used independently of the Compute (nova) product.

Object Storage service

The Object Storage service is a highly scalable and durable multi-tenant object storage
system for large amounts of unstructured data at low cost through a RESTful HTTP API.

It includes the following components:

* Proxy servers (swi ft - pr oxy-server). Accepts Object Storage APl and raw HTTP
requests to upload files, modify metadata, and create containers. It also serves file or
container listings to web browsers. To improve performance, the proxy server can use an
optional cache usually deployed with memcache.

» Account servers (swi ft - account - ser ver ). Manage accounts defined with the Object
Storage service.

» Container servers (swi f t - cont ai ner - ser ver ). Manage a mapping of containers, or
folders, within the Object Storage service.

* Object servers (swi f t - obj ect - ser ver ). Manage actual objects, such as files, on the
storage nodes.

* A number of periodic processes. Performs housekeeping tasks on the large data store.
The replication services ensure consistency and availability through the cluster. Other
periodic processes include auditors, updaters, and reapers.

» Configurable WSGI middleware that handles authentication. Usually the Identity Service.

Block Storage

The Block Storage service enables management of volumes, volume snapshots, and volume
types. It includes the following components:

» ci nder - api : Accepts API requests and routes them to ci nder - vol une for action.

* ci nder - vol une: Responds to requests to read from and write to the Block Storage
database to maintain state, interacting with other processes (like ci nder - schedul er)
through a message queue and directly upon block storage providing hardware or
software. It can interact with a variety of storage providers through a driver architecture.
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* ci nder - schedul er daemon: Like the nova- schedul er, picks the optimal block
storage provider node on which to create the volume.

» Messaging queue: Routes information between the Block Storage service processes.

The Block Storage service interacts with Compute to provide volumes for instances.
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Networking service overview

Provides network-connectivity-as-a-service between interface devices that are managed by
other OpenStack services, usually Compute. Enables users to create and attach interfaces to
networks. Like many OpenStack services, OpenStack Networking is highly configurable due
to its plug-in architecture. These plug-ins accommodate different networking equipment
and software. Consequently, the architecture and deployment vary dramatically.

Includes the following components:

* neutron-server . Accepts and routes APl requests to the appropriate OpenStack
Networking plug-in for action.

* OpenStack Networking plug-ins and agents. Plugs and unplugs ports, creates networks
or subnets, and provides IP addressing. These plug-ins and agents differ depending on
the vendor and technologies used in the particular cloud. OpenStack Networking ships
with plug-ins and agents for Cisco virtual and physical switches, NEC OpenFlow products,
Open vSwitch, Linux bridging, Ryu Network Operating System, and the VMware NSX
product.

The common agents are L3 (layer 3), DHCP (dynamic host IP addressing), and a plug-in
agent.

* Messaging queue. Most OpenStack Networking installations make use of a messaging
queue to route information between the neutron-server and various agents as well as a
database to store networking state for particular plug-ins.

OpenStack Networking interacts mainly with OpenStack Compute, where it provides
networks and connectivity for its instances.

10
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Dashboard

The dashboard is a modular Django web application that provides a graphical interface to
OpenStack services.

Bl aieon
€ € i | ® 10.1.251.100/nova/instances_and_volumes, %0 A
Logged in
n Instances & Volumes
opensta(k s T
Instances T
Project
Name IP Address  Size Status Task Power State Actions
e 2 o 512MB RAM | 1 VCPU | 0 Disk Build None  No State Edit Instance
invisible_to_admin
Volumes Cresta Voume

Name Description Size Status Attachments Actions

No itens to display.

The dashboard is usually deployed through mod_wsgi in Apache. You can modify the
dashboard code to make it suitable for different sites.

From a network architecture point of view, this service must be accessible to customers and
the public API for each OpenStack service. To use the administrator functionality for other
services, it must also connect to Admin API endpoints, which should not be accessible by
customers.

Identity Service concepts

The Identity Service performs the following functions:

* User management. Tracks users and their permissions.
* Service catalog. Provides a catalog of available services with their APl endpoints.

To understand the Identity Service, you must understand the following concepts:

User Digital representation of a person, system, or service
who uses OpenStack cloud services. The Identity Service
validates that incoming requests are made by the user
who claims to be making the call. Users have a login and
may be assigned tokens to access resources. Users can
be directly assigned to a particular tenant and behave
as if they are contained in that tenant.

Credentials Data that is known only by a user that proves who
they are. In the Identity Service, examples are: User
name and password, user name and APl key, or an
authentication token provided by the Identity Service.

11
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Authentication The act of confirming the identity of a user. The Identity
Service confirms an incoming request by validating a set
of credentials supplied by the user.

These credentials are initially a user name and
password or a user name and API key. In response
to these credentials, the Identity Service issues an
authentication token to the user, which the user
provides in subsequent requests.

Token An arbitrary bit of text that is used to access resources.
Each token has a scope which describes which resources
are accessible with it. A token may be revoked at any
time and is valid for a finite duration.

While the Identity Service supports token-based
authentication in this release, the intention is for it
to support additional protocols in the future. The
intent is for it to be an integration service foremost,
and not aspire to be a full-fledged identity store and
management solution.

Tenant A container used to group or isolate resources and/or
identity objects. Depending on the service operator, a
tenant may map to a customer, account, organization,
or project.

Service An OpenStack service, such as Compute (Nova), Object
Storage (Swift), or Image Service (Glance). Provides
one or more endpoints through which users can access
resources and perform operations.

Endpoint A network-accessible address, usually described by
a URL, from where you access a service. If using an
extension for templates, you can create an endpoint
template, which represents the templates of all the
consumable services that are available across the
regions.

Role A personality that a user assumes that enables them to
perform a specific set of operations. A role includes a
set of rights and privileges. A user assuming that role
inherits those rights and privileges.

In the Identity Service, a token that is issued to a user
includes the list of roles that user has. Services that are
being called by that user determine how they interpret
the set of roles a user has and to which operations or
resources each role grants access.

The following diagram shows the Identity Service process flow:

12
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The Keystone Identity Manager
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Image Service overview

The Image Service includes the following components:

gl ance- api . Accepts Image API calls for image discovery, retrieval, and storage.

gl ance-r egi st ry. Stores, processes, and retrieves metadata about images. Metadata
includes items such as size and type.

3 Security note
The registry is a private internal service meant only for use by the Image
Service itself. Do not expose it to users.

Database. Stores image metadata. You can choose your database depending on your
preference. Most deployments use MySQL or SQlite.

Storage repository for image files. The Image Service supports a variety of repositories
including normal file systems, Object Storage, RADOS block devices, HTTP, and Amazon
S3. Some types of repositories support only read-only usage.

A number of periodic processes run on the Image Service to support caching. Replication
services ensures consistency and availability through the cluster. Other periodic processes
include auditors, updaters, and reapers.

As shown in the section called “"Conceptual architecture” [2], the Image Service is central
to the overall laaS picture. It accepts APl requests for images or image metadata from end
users or Compute components and can store its disk files in the Object Storage Service.

Telemetry

The Telemetry module:

Efficiently collects the metering data about the CPU and network costs.

Collects data by monitoring notifications sent from services or by polling the
infrastructure.

Configures the type of collected data to meet various operating requirements. Accessing
and inserting the metering data through the REST API.

Expands the framework to collect custom usage data by additional plug-ins.

Produces signed metering messages that cannot be repudiated.

The system consists of the following basic components:

A compute agent (cei | onet er - agent - conput e). Runs on each compute node and
polls for resource utilization statistics. There may be other types of agents in the future,
but for now we will focus on creating the compute agent.

A central agent (cei | onet er - agent - cent r al ). Runs on a central management
server to poll for resource utilization statistics for resources not tied to instances or
compute nodes.

14
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* A collector (cei | onet er-col | ect or). Runs on one or more central management
servers to monitor the message queues (for notifications and for metering data coming
from the agent). Notification messages are processed and turned into metering
messages and sent back out onto the message bus using the appropriate topic.
Telemetry messages are written to the data store without modification.

* An alarm notifier (cei | onet er-al arm noti fi er ). Runs on one or more central
management servers to allow settting alarms based on threshold evaluation for a
collection of samples.

* A data store. A database capable of handling concurrent writes (from one or more
collector instances) and reads (from the API server).

* An APl server (cei | orret er - api ). Runs on one or more central management servers to
provide access to the data from the data store.

These services communicate by using the standard OpenStack messaging bus. Only the
collector and API server have access to the data store.

Orchestration service overview

The Orchestration service provides a template-based orchestration for describing a cloud
application by running OpenStack API calls to generate running cloud applications. The
software integrates other core components of OpenStack into a one-file template system.
The templates enable you to create most OpenStack resource types, such as instances,
floating IPs, volumes, security groups, users, and so on. Also, provides some more advanced
functionality, such as instance high availability, instance auto-scaling, and nested stacks.

By providing very tight integration with other OpenStack core projects, all OpenStack core
projects could receive a larger user base.

The service enables deployers to integrate with the Orchestration service directly or
through custom plug-ins.

The Orchestration service consists of the following components:

* heat command-line client. A CLI that communicates with the heat-api to run AWS
CloudFormation APIs. End developers could also use the Orchestration REST API directly.

* heat - api component. Provides an OpenStack-native REST API that processes API
requests by sending them to the heat-engine over RPC.

* heat - api - cf n component. Provides an AWS Query API that is compatible with AWS
CloudFormation and processes APl requests by sending them to the heat-engine over
RPC.

* heat - engi ne. Orchestrates the launching of templates and provides events back to the
API consumer.

Feedback

To provide feedback on documentation, join and use the
<openst ack- docs@i sts. openst ack. or g> mailing list at OpenStack Documentation
Mailing List, or report a bug.
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2. Identity management
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The OpenStack Identity Service, code-named Keystone, is the default identity management
system for OpenStack. After you install the Identity Service, you configure it through the
et c/ keyst one. conf configuration file and, possibly, a separate logging configuration
file. You initialize data into the Identity Service by using the keystone command-line client.

Identity Service concepts

User management

The main components of Identity user management are:

» User. Represents a human user. Has associated information such as user name, password,
and email. This example creates a user named al i ce:

$ keystone user-create --nane=alice --pass=nypasswordl23 --enail =
al i ce@xanpl e. com

» Tenant. A project, group, or organization. When you make requests to OpenStack
services, you must specify a tenant. For example, if you query the Compute service for
a list of running instances, you get a list of all running instances in the tenant that you
specified in your query. This example creates a tenant named acrme:

$ keystone tenant-create --name=acne

3 Note
Because the term project was used instead of tenant in earlier versions of
OpenStack Compute, some command-line tools use - - pr oj ect _i d instead
of --tenant-idor--o0s-tenant-id toreferto atenantID.

* Role. Captures the operations that a user can perform in a given tenant.

16
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This example creates a role named conput e- user:

$ keystone rol e-create --nane=conput e- user

3 Note

Individual services, such as Compute and the Image Service, assign meaning
to roles. In the Identity Service, a role is simply a name.

17
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The Identity Service assigns a tenant and a role to a user. You might assign the conput e-
user role to the al i ce user in the acne tenant:

$ keystone user-|i st

R SRR S R e E +
| id | enabl ed | emai | | name |
o oooccooo foocoocosoo foooccococacooconans ooocoooo +
| 892585 | True | alice@xanple.com| alice |
ffecocc=oc fhecocczooc ffococccocczccocoooos Gfeoocoooo +

S R +
| id | name |
4o - oo- - oo mm e m oo +
| 9a764e | conpute-user |
ffecooc=oc ffecoccoooc=ocoos +

S S S S +
| id | name | enabl ed |
Folmioioioo - F-i-i=ioio - Foloioioio— +
| 6b8fd2 | acne | True |
e —ooc=oc e coooe Gecoocoooe +

$ keystone user-rol e-add --user=892585 --rol e=9a764e --tenant-i d=6b8fd2

A user can have different roles in different tenants. For example, Alice might also have
the admi n role in the Cyber dyne tenant. A user can also have multiple roles in the same
tenant.

The / et ¢/ [ SERVI CE_CODENAME] / pol i cy. j son file controls the tasks that users can
perform for a given service. For example, / et ¢/ nova/ pol i cy. j son specifies the access
policy for the Compute service, / et ¢/ gl ance/ pol i cy. j son specifies the access policy
for the Image Service, and / et ¢/ keyst one/ pol i cy. j son specifies the access policy for
the Identity Service.

The default pol i cy. j son files in the Compute, Identity, and Image Service recognize only
the admi n role: all operations that do not require the adni n role are accessible by any user
that has any role in a tenant.

If you wish to restrict users from performing operations in, say, the Compute service, you
need to create a role in the Identity Service and then modify / et ¢/ nova/ pol i cy. j son
so that this role is required for Compute operations.

18
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For example, this line in / et ¢/ nova/ pol i cy. j son specifies that there are no restrictions
on which users can create volumes: if the user has any role in a tenant, they can create
volumes in that tenant.

"vol ume: create": [],

To restrict creation of volumes to users who had the conput e- user role in a particular
tenant, you would add " r ol e: conput e- user ", like so:

"vol une: create": ["rol e: conpute-user"],

To restrict all Compute service requests to require this role, the resulting file would look
like:

{

"adm n_or_owner": [

[

]
[

]

1.

"defaul t":[
[

]

1,

"conput e: create": [
"rol e: conput e- user"

"rol e: adm n"

"project _id:%project_id)s"

"rul e: adm n_or_owner"

Il

"conmput e: creat e: attach_network": [
"rol e: conput e- user"

Il

"conput e: create: attach_vol une": [
"rol e: conput e- user"

Il

"compute:get_all":[
"rol e: conput e- user"

Il

"conput e: unl ock_override": |
"rul e: adm n_api "

Il

"adm n_api ": [

[
]

"rol e: adm n"

1.

"conput e_ext ensi on: account s": [

[
]

"rul e: adm n_api "
Il
"comput e_ext ensi on: adm n_acti ons": [

[
]

"rul e: adm n_api "

1.

"conput e_ext ensi on: adm n_acti ons: pause": [

[
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"rul e: adm n_or _owner"
]
Il

"comput e_ext ensi on: admi n_acti ons:

[
]

"rul e: adm n_or_owner"

1.

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_or_owner"

1.

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_or_owner"

],

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_or _owner"

1.

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_or_owner"

1.

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_api "

1.

"conput e_ext ensi on: adm n_acti ons:

[
]

"rul e: adm n_api "

1.

"comput e_ext ensi on: admi n_act i ons:

[
]

"rul e: adm n_or _owner"

1.

"comput e_ext ensi on: admi n_acti ons

[

]
Il
"conmput e_ext ensi on: adm n_acti ons

[

]
l.
"conput e_ext ensi on: aggr egat es": [

[
]

"rul e: adm n_api "

"rul e: adm n_api "

"rul e: adm n_api "

],

"conput e_extension: certificates":

"rol e: conput e- user"

unpause": [

suspend": [

resune": [

| ock": [

unl ock": [

reset Net wor k" : [

i nj ect Net wor kIl nfo": [

cr eat eBackup": [

:mgrateLive": [

mgrate":[
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1.

"conput e_ext ensi on: cl oudpi pe": [

[
]

"rul e: adm n_api "

Il

"comput e_ext ensi on: consol e_out put ": [
"rol e: conput e- user"

1, _

"conput e_ext ensi on: consol es": [
"rol e: conput e- user"

1, _

"conput e_ext ensi on: creat eserverext": [
"rol e: conput e- user"

II'¢

"conput e_ext ensi on: def erred_del ete": [
"rol e: conput e- user"

I

"conput e_ext ensi on: di sk_config": [
"rol e: conput e- user"

1, _

"conput e_ext ensi on: evacuat e": [

[

]
II'«
"conput e_ext ensi on: ext ended_server _attributes":[

[

]

¥

"conput e_ext ensi on: ext ended_st at us": [
"rol e: conput e- user"

"rul e: adm n_api "
"rul e: adm n_api "

I

"conput e_ext ensi on: fl avor extradat a": [
"rol e: conput e- user"

1, _

"conput e_ext ensi on: fl avor extraspecs": [
"rol e: conput e- user"

1, _

" conput e_ext ensi on: f| avor manage" : [

[

]

l.

"conput e_ext ension: fl oating_i p_dns": [
"rol e: conput e- user"

"rul e: adm n_api "

Il

"conput e_ext ensi on: fl oati ng_i p_pool s": [
"rol e: conput e- user"

Il

"conmput e_ext ensi on: fl oating_i ps": [
"rol e: conput e- user"

Il

"comput e_ext ensi on: host s": [

[
]

"rul e: adm n_api "

1.

"comput e_ext ensi on: keypai rs": [

21



Cloud Administrator Guide April 26, 2014 current

"rol e: conput e- user"

I

"conput e_extension: multinic":[
"rol e: conput e- user"

Il s

"conput e_ext ensi on: net wor ks": [

[

]

I

" conput e_ext ensi on: quot as": [
"rol e: conput e- user"

"rul e: adm n_api "

Il
"conput e_ext ensi on: rescue": [
"rol e: conput e- user"

Il
"conput e_ext ensi on: security_groups": [
"rol e: conput e- user"

1.

"conput e_ext ensi on: server _action_list":][

[

]
Il
" conput e_ext ensi on: server _di agnosti cs": [

[

]
Il
"conput e_ext ensi on: si npl e_t enant _usage: show': |

[

]
II'«
"conput e_ext ensi on: si npl e_t enant _usage: list":[

[
]

"rul e: adm n_api "

"rul e: adm n_api "

"rul e: adm n_or_owner"

"rul e: adm n_api "
1, .
"conput e_ext ensi on: users": [

[
]

"rul e: adm n_api "

e

"conput e_extension:virtual _interfaces":[
"rol e: conput e- user"

], . .

"conput e_ext ensi on: virtual _storage_arrays": |
"rol e: conput e- user"

I

"conput e_ext ensi on: vol umes": [
"rol e: conput e- user"

]’ . .

"conput e_ext ensi on: vol une_att achnent s: i ndex": [
"rol e: conput e- user"

1, _

"conput e_ext ensi on: vol ume_at t achnent s: show": [
"rol e: conput e- user"

Il

"conput e_ext ensi on: vol une_attachnents: create": [
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"rol e: conput e- user"
I
"conput e_ext ensi on: vol une_at t achnent s: del ete": [
"rol e: conput e- user"
Il ¢
"conput e_ext ensi on: vol unet ypes": [
"rol e: conput e- user"
Il
"vol ume: create": [
"rol e: conput e- user"
Il
"vol une: get _al |l ": [
"rol e: conput e- user"
Il
"vol une: get _vol ume_net adat a": [
"rol e: conput e- user"
e
"vol ume: get _snapshot ": [
"rol e: conput e- user"
e
"vol une: get _al | _snapshots": [
"rol e: conput e- user"
II'¢
"networ k: get _al |l _networks": [
"rol e: conput e- user"
I
"net wor k: get _net wor k": [
"rol e: conput e- user"
Il ¢
"net wor k: del et e_net wor k" : [
"rol e: conput e- user"
Il
"networ k: di sassoci at e_net wor k" : [
"rol e: conput e- user"
Il
"network: get_vifs_by instance":[
"rol e: conput e- user"
Il
"network: al | ocate_for_instance": [
"rol e: conput e- user"
e
"networ k: deal | ocat e_f or _i nstance": [
"rol e: conput e- user"
e
"networ k: val i dat e_net wor ks": [
"rol e: conput e- user"
II'¢
"networ k: get _instance_uuids_by ip filter":[
"rol e: conput e- user"
I
"network: get_floating_ip":[
"rol e: conput e- user"
Il ¢
"network: get_floating_i p_pool s":[
"rol e: conput e- user"
Il
"network: get _floating ip_by address":[
"rol e: conput e- user"
Il

"network: get _floating ips_by project”:[
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"rol e: conput e- user"
I
"network: get _floating ips_by fixed address":]|
"rol e: conput e- user"
Il ¢
"network: all ocate_floating_ip":[
"rol e: conput e- user"
Il
"network: deal | ocate_fl oating_ip":[
"rol e: conput e- user"
Il
"networ k: associ ate_floating_ip":[
"rol e: conput e- user"
Il
"net wor k: di sassoci ate_floating_ip":][
"rol e: conput e- user"
e
"network: get _fixed ip":[
"rol e: conput e- user"
e
"network: add_fixed_ip_to_instance":[
"rol e: conput e- user"
II'¢
"networ k: renove_fixed_ i p_from.instance":|[
"rol e: conput e- user"
I
"networ k: add_network_to_project":[
"rol e: conput e- user"
Il ¢
"networ k: get _i nstance_nw_i nfo": [
"rol e: conput e- user"
Il
"networ k: get _dns_donmai ns": |
"rol e: conput e- user"
Il
"networ k: add_dns_entry": [
"rol e: conput e- user"
Il
"networ k: modi fy_dns_entry": [
"rol e: conput e- user"
e
"networ k: del ete_dns_entry": [
"rol e: conput e- user"
e
"networ k: get _dns_entries_by_address": [
"rol e: conput e- user"
II'¢
"networ k: get _dns_entries_by_nane": [
"rol e: conput e- user"
I
"network: create_private_dns_domai n": [
"rol e: conput e- user"
Il ¢
"networ k: creat e_public_dns_domai n": [
"rol e: conput e- user"
Il
"networ k: del et e_dns_domai n": [
"rol e: conput e- user"
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Service management

The Identity Service provides identity, token, catalog, and policy services. It consists of:

» keyst one- al | . Starts both the service and administrative APIs in a single process to
provide Catalog, Authorization, and Authentication services for OpenStack.

* ldentity Service functions. Each has a pluggable back end that allows different ways to
use the particular service. Most support standard back ends like LDAP or SQL.

The Identity Service also maintains a user that corresponds to each service, such as, a user
named nova for the Compute service, and a special service tenant called service.

For information about how to create services and endpoints, see the OpenStack Admin
User Guide.

Groups

A group is a collection of users. Administrators can create groups and add users to them.
Then, rather than assign a role to each user individually, assign a role to the group. Every
group is in a domain. Groups were introduced with the Identity API v3.

Identity API V3 provides the following group-related operations:
* Create a group

* Delete a group

» Update a group (change its name or description)

* Add a user to a group

* Remove a user from a group

* List group members

* List groups for a user

* Assign a role on a tenant to a group

* Assign a role on a domain to a group

* Query role assignments to groups

S Note
The Identity service server might not allow all operations. For example, if using
the Identity server with the LDAP Identity back end and group updates are
disabled, then a request to create, delete, or update a group fails.

Here are a couple of examples:

* Group A is granted Role A on Tenant A. If User A is a member of Group A, when User A
gets a token scoped to Tenant A, the token also includes Role A.

* Group B is granted Role B on Domain B. If User B is a member of Domain B, if User B gets
a token scoped to Domain B, the token also includes Role B.
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Domains

A domain defines administrative boundaries for the management of Identity entities. A
domain may represent an individual, company, or operator-owned space. It is used for
exposing administrative activities directly to the system users.

A domain is a collection of tenants, users, and roles. Users may be given a domain's
administrator role. A domain administrator may create tenants, users, and groups within a
domain and assign roles to users and groups.

Certificates for PKI

PKI stands for Public Key Infrastructure. Tokens are documents, cryptographically signed
using the X509 standard. In order to work correctly token generation requires a public/
private key pair. The public key must be signed in an X509 certificate, and the certificate
used to sign it must be available as Certificate Authority (CA) certificate. These files can
be generated either using the keystone-manage utility, or externally generated. The files
need to be in the locations specified by the top level Identity Service configuration file
keyst one. conf as specified in the above section. Additionally, the private key should
only be readable by the system user that will run the Identity Service.

O Warning
The certificates can be world readable, but the private key cannot be. The
private key should only be readable by the account that is going to sign tokens.
When generating files with the keystone-manage pki_setup command, your
best option is to run as the pki user. If you run nova-manage as root, you can
append —keystone-user and —keystone-group parameters to set the username
and group keystone is going to run under.

The values that specify where to read the certificates are under the [ si gni ng] section of
the configuration file. The configuration values are:

» t oken_f or mat - Determines the algorithm used to generate tokens. Can be either
UUI Dor PKI . Defaults to PKI .

o certfil e-Location of certificate used to verify tokens. Default is / et ¢/ keyst one/
ssl/certs/signing_cert.pem

» keyfi |l e - Location of private key used to sign tokens. Defaultis / et c/ keyst one/
ssl/private/signing_key. pem

e ca_certs - Location of certificate for the authority that issued the above certificate.
Defaultis/ et c/ keyst one/ ssl /certs/ ca. pem

* key_si ze - Default is 1024.
» val i d_days - Default is 3650.
» ca_passwor d - Password required to read the ca_f i | e. Default is None.

If t oken_f or mat =UUI D, a typical token looks like
53f 7f 6ef Occ344b5be706bcc8b1479el. If t oken_f or mat =PKIl , a typical token is a
much longer string, such as:
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M | Kt gYJKoZI hveNAQc Col | Kpz CCCgMCAQEX CTAHBgUr DgMCG CCCY8GCSqGS| h3DQEHAaCCCYAEgg! 8eyJhY2N ¢3M
MFQXNTo1M owNi 43Mz MkOTgi LCAI ZXhwaXJl cyl 61 Cl yMDEzZLTALILTMKVDELQ UyQ A2W | sl CIpZCl 61 CIwbGFj ZWhv
bowgl MVuYWisZWQ O BOcnVI LCAi aWQ O Ai YzJj NTI i NGQzZDl 4NGQ4ZnEWOWYxNj | j Yj EAMDBI MDYi LCAI bt ZSI 6
b2l udHM O BbeyJhZGlpbl VSTCI 61 CJodHRWO 8vMIkyLj E20CAy Ny 4x MNDA6ODc 3NC92M 9j MrMLOW 0ZDNkM g0ZDhn
T251 1i wgl M udGvybnFsVWJIM j ogl mhOdHAGLY8xOTl uMTYAL]j | 3Lj EmvVDo4NzcOL3YyL2MyYzU5Y] Rk M2Qy ODRkOGZh
ODRhNGNhZTk3MmWi NzcwOTgzZTJ! | i wgl nB1YmxpY1VSTCl 61 ClodHRWO 8vMTkyLj E20C4y Ny 4x MDA6CODc 3NCI2M 9j
I MVuZHBvaWb0c19saWbr cyl 61 Ft dLCAI dH wZSI 61 CJj b21wdXR! | i wgl nBhbWJi O Ai bm®2YSJ9LCB71 mVuZHBvaWs0
Lj EwvDozMz Mzl i wgl ndl Z2I vbi | 61 CISZWipb25Pbni LCAI aWb0ZXJuYWVUKkwi O Ai aHROcDovLzE5M 4xNj guM cu
MEU2YWNI NDUANj Zmivz Ai LCAI cHVI bG j VWIM j ogl mhOdHA6LY8xOTI uMTY4Lj | 3Lj EwivDoz Mz Mzl n1dLCAI ZWskc GIp
O Al czM f SwgeyJl bnRwb2l udHM G BbeyJhzZGlpbl VSTCI 61 CJodHRWO 8vMIkyLj E20CAYy Ny4x MDA6OTI 5M | sl Cly
| ThOdHABLY8xOTl uMIY4Lj | 3Lj EmvDo5M ky!l i wgl m ki j ogl j czODQz NTJhNTQOM QLNz VhM2NkOTVKN2EOYzNj ZGY1
MDAGOTI 5M J9XSwgl mVuZHBvaWs0c19saWbr cyl 61 Ft dLCAI dHl wZSI 61 CIpbWFnZSI sl CJuYWLI | j ogl ndsYWbj ZSJ9
Ly8xOTl uMIY4Lj | 3Lj EwiVDo4Nzc2L3YxL2My YzU5Y] RKM2Qy ODRk OGZhVDI mMTY5Y2I x ODAWZTA21 i wgl nJl Z2| vbi | 6
LzE5M 4xN guM cuMrAwG g3NzYvdj EvYzJj NTI i NGQzZDl 4NGQAZEWOWYXNj | j Yj E4ANVDBI MDYi LCAi aWQ O Ai Mz QB
bd j VWJIM j ogl thOdHA6LY8XxOTI uMI'YALj | 3Lj EmVDo4Nzc2L3YxL2My Yz U5Y] Rk M2Qy ODRKOGZhMDI mMITY5Y21 x ODAW
I j ogl nZvbHVt ZSI sl CJuYWLI | j ogl mNpbnRI ci J9LCB7I mvuZHBvaWs0cy| 61 Ft 71 mFkbW uVVJIM j ogl mhOdHAGLY 8x
I nJl Z2] vbi | 61 CISZWIpb25Pbmi LCAI aWb0ZXJuYWkVUKkwi G Ai aHROcDovLzES5M 4xNj guM cuMrAwGQ g3Nz Mrc2Vy
YWELINDAz MDMzNz I 5YzY3M | i LCAI cHVi bd j WJM j ogl mhOdHA6LY8xOTl uMIY4ALj | 3Lj EwivDo4NzczL3N cnZpY2Vz
eXBl I jogl mvj M I sl CJuYWLI | j ogl nVj M JOLCB7I mVuZHBvaWs0cyl 61 Ft 71 nFkbW uVWWJIM j ogl mhOdHAGLY8xOTI1 u
Z\Wipb25PbrmUi LCAI aWb0ZXJuYWkVUkwi O Ai aHROcDovLzE5M 4xNj guM cuMrAwg UwVDAvdj | uMCl s| CIpZCl 61 CJi
dWsaWNVUkwi O Ai aHROcDovLzESM 4xNj guM cuMTAWG UMVDAvd]j | uMCI9XSwgl nVuZHBvaWb0c19saWbr cyl 61 Ft d
b25I | n1dLCAi dXN ci | 61 Hsi dXNI cnbhbWJi O Ai ZGvt byl sl Clyb2x| c19saWsr cyl 61 Ft dLCAi aWQ O Ai ZTVhMI'VB
G BbeyJuYWLI | j ogl nFub3RoZXJyb2x| | nOsl Hsi bnFt ZSI 61 CINZWLi ZXI i f VOs| CJuYWLI | j ogl nRl bWBi f Swgl mil
YVRi ODVBNDVK Yz QzNGIhMzk50DI | Nj Bj OTI zYWZhM gi LCAI MeMRZTFi N EZN2 Y3NGFnZGI hNWUWY TYWMAUWN] VB MY i
zCB- Al BATBcMFcxCz AJBgNVBAYTAI VTMAWDAYD

VQQ EWWVbnN d DEOVAWGALUEBX MFVW\bz ZXQx Dj AMBgNVBAO TBVVuc 2VOMRgwWg YDVQQDEWS3d3cuZXhhbXBsZS5j bh20C
nour i ui CgFayl qCsskK3SvVdhOM Ni uJt qvOsE- wBDFi Ej - Pr cudql z- n+6q7VgV4AmmVPszz 39- r wp

+P51 4A] r JasUn7Fr O 41 02t PLaaZXU1gBQLj UGbe5al 5j PDP08Hb CWIX6wr - QQOB

Sr Wy8I F3Hr TcJT23sZl | eg==

Sign certificate issued by external CA

You can use a signing certificate issued by an external CA instead of generated by
keystone-manage. However, a certificate issued by an external CA must satisfy the
following conditions:

* all certificate and key files must be in Privacy Enhanced Mail (PEM) format

* private key files must not be protected by a password

When using signing certificate issued by an external CA, you do not need to specify
key_si ze,val i d_days, and ca_passwor d as they will be ignored.

The basic workflow for using a signing certificate issued by an external CA involves:
1. Request Signing Certificate from External CA
2. Convert certificate and private key to PEM if needed

3. Install External Signing Certificate

Request a signing certificate from an external CA

One way to request a signing certificate from an external CA is to first generate a PKCS #10
Certificate Request Syntax (CRS) using OpenSSL CLI.
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Create a certificate request configuration file. For example, create the cert _req. conf
file, as follows:

[ req ]

default bits = 1024

default _keyfile = keyst onekey. pem
defaul t _nd = shal

pr onpt no

di sti ngui shed_nane di sti ngui shed_nane

[ distinguished_name ]

comronNane
enmi | Addr ess

Keyst one Si gni ng
keyst one@penst ack. org

count r yNanme = US

st at eOr Provi nceName = CA

| ocal i t yName = Sunnyval e
or gani zat i onNanme = OpensSt ack
organi zati onal Uni t Nane = Keyst one

Then generate a CRS with OpenSSL CLI. Do not encrypt the generated private key. Must
use the -nodes option.

For example:

$ openssl req -newkey rsa: 1024 -keyout signing_key.pem -keyform PEM \
-out signing_cert_req. pem-outform PEM -config cert_req.conf -nodes

If everything is successful, you should end up with si gni ng_cert _req. pemand

si gni ng_key. pem Send si gni ng_cert _req. pemto your CA to request a token
sighing certificate and make sure to ask the certificate to be in PEM format. Also, make sure
your trusted CA certificate chain is also in PEM format.

Install an external signing certificate

Assuming you have the following already:

* si gni ng_cert. pem- (Keystone token) signing certificate in PEM format

* si gni ng_key. pem- corresponding (non-encrypted) private key in PEM format
» cacert . pem-trust CA certificate chain in PEM format

Copy the above to your certificate directory. For example:

nkdir -p /etc/keystonel/ssl/certs

cp signing_cert.pem/etc/keystone/ssl/certs/
cp signing _key.pem/etc/keystone/ssl/certs/
cp cacert.pem/etc/ keystone/ssl/certs/

chnod -R 700 /etc/keystone/ssl/certs

H K HHH

3 Note
Make sure the certificate directory is only accessible by root.

If your certificate directory path is different from the default/ et ¢/ keyst one/ ssl /
cert s, make sure it is reflected in the [ si gni ng] section of the configuration file.
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Configure the Identity Service with SSL

You can configure the Identity Service to support two-way SSL.
You must obtain the x509 certificates externally and configure them.

The Identity Service provides a set of sample certificates in the exanpl es/ pki / certs and
exanpl es/ pki / pri vat e directories:

Certificate types

cacert.pem Certificate Authority chain to validate against.

ssl_cert.pem Public certificate for Identity Service server.

middleware.pem Public and private certificate for Identity Service middleware/client.
cakey.pem Private key for the CA.

ssl_key.pem Private key for the Identity Service server.

3 Note

You can choose names for these certificates. You can also combine the public/
private keys in the same file, if you wish. These certificates are provided as an
example.

SSL configuration

To enable SSL with client authentication, modify the [ ssl ] section in the et c/

keyst one. conf file. The following SSL configuration example uses the included sample
certificates:

[ssl]

enabl e = True
certfile = <path to keystone. pen>
keyfile = <path to keystonekey. penr
ca_certs = <path to ca.penp
cert_required = True

Options

enabl e. True enables SSL. Default is False.

certfil e.Path to the Identity Service public certificate file.

keyf i | e. Path to the Identity Service private certificate file. If you include the private
key in the certfile, you can omit the keyfile.

ca_certs. Path to the CA trust chain.

cert _requi red. Requires client certificate. Default is False.
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External authentication with the Identity Service

When the Identity Service runs in apache- ht t pd, you can use external authentication
methods that differ from the authentication provided by the identity store back-end.
For example, you can use an SQL identity back-end together with X.509 authentication,
Kerberos, and so on instead of using the user name and password combination.

Use HTTPD authentication

Web servers, like Apache HTTP, support many methods of authentication. The Identity
Service can allow the web server to perform the authentication. The web server then passes
the authenticated user to the Identity Service by using the REMOTE_USER environment
variable. This user must already exist in the Identity Service back-end so as to get a token
from the controller. To use this method, the Identity Service should run on apache-

ht t pd.

Use X.509

The following Apache configuration snippet authenticates the user based on a valid X.509
certificate from a known CA:

<Virtual Host _default_:5000>
SSLENngi ne on
SSLCertificateFile letcl/ssl/certs/ssl.cert
SSLCertificateKeyFile /etc/ssl/privatel/ssl.key

SSLCACertificatePath /etc/ssl/all owed_cas
SSLCARevocati onPath /etc/ssl/allowed cas

SSLUser Name SSL_CLI ENT_S DN CN
SSLVerifyd i ent require
SSLVeri f yDept h 10

(...)
</ Vi r t ual Host >

Integrate Identity with LDAP

Identity Service supports integration with an existing LDAP directory for authentication and
authorization services.

c Important

For OpenStack Identity to access an LDAP back end, you must enable the
aut hl ogi n_nsswi t ch_use_I| dap boolean value for SELinux on the Identity
server. To enable and make the option persistent across reboots:

# setsebool -P authlogin_nssw tch_use_| dap

3 Note

You can integrate ldentity with a single LDAP server.
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To configure Identity, set options in the / et ¢/ keyst one/ keyst one. conf file. Modify
these examples as needed.

Procedure 2.1. To integrate Identity with LDAP

1. Enable the LDAP driver in the keyst one. conf file:

[identity]
#driver = keystone.identity.backends. sql.ldentity
driver = keystone.identity.backends. | dap.|dentity

2. Define the destination LDAP server in the keyst one. conf file:

[ I dap]
url = ldap://I ocal host

user = dc=Manager, dc=exanpl e, dc=org
password = sanpl epassword

suffix = dc=exanpl e, dc=org
use_dunb_menber = Fal se

al | ow subtree delete = Fal se

3. Create the organizational units (OU) in the LDAP directory, and define their
corresponding location in the keyst one. conf file:

[ I dap]
user _tree_dn = ou=Users, dc=exanpl e, dc=org
user _obj ectcl ass = i net Or gPerson

tenant _tree_dn = ou=G oups, dc=exanpl e, dc=or g
t enant _obj ectcl ass = groupOf Nanes

role_tree_dn = ou=Rol es, dc=exanpl e, dc=org
rol e_obj ectcl ass = organi zati onal Rol e

3 Note
These schema attributes are extensible for compatibility with various
schemas. For example, this entry maps to the per son attribute in Active
Directory:

user _obj ectcl ass = person

4. A read-only implementation is recommended for LDAP integration. These permissions
are applied to object types in the keyst one. conf file:

[ I dap]

user _allow create = Fal se
user _al |l ow_update = Fal se
user _all ow del ete = Fal se
tenant _all ow create Fal se

tenant _al | ow_update = Fal se

tenant all ow del ete Fal se
role_all ow create = Fal se
rol e_al |l ow update = Fal se
role_allow del ete = Fal se

5. Restart the Identity service:
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# service keystone restart

O Warning
During service restart, authentication and authorization are unavailable.

Additional LDAP integration settings. Set these options in the keyst one. conf file.

Filters

LDAP Account Status

Use filters to control the scope of data presented through
LDAP.

[ 1 dap]
user _filter = (menberof =cn=openst ack- users, ou=

wor kgr oups, dc=exanpl e, dc=or g)
tenant _filter =
role filter =

Mask account status values for compatibility with various
directory services. Superfluous accounts are filtered with
user filter.

For example, you can mask Active Directory account status
attributes in the keyst one. conf file:

[ I dap]
user _enabl ed_attri bute = user Account Contr ol
user _enabl ed_mask =2

user _enabl ed_def aul t 512

Separate role authorization and user authentication

When you configure the Identity service to use an LDAP back end, you can split
authentication and authorization using the Assignments feature.

The Assignments feature enables administrators to manage project role authorization using
the Identity service's own SQL database, while still providing user authentication through

the LDAP directory.

To configure this:

Procedure 2.2. Separating role authorization and user authentication through

Assignments

1. Configure the Identity service to authenticate users through the LDAP driver. To do
so, first find the [ i denti t y] sectioninthe/ et c/ keyst one/ keyst one. conf
configuration file. Then, set the dri ver configuration key in that section to
keystone.identity. backends. | dap.ldentity:

[identity]

driver = keystone.identity.backends.|dap.|dentity

2. Next, enable the Assignment driver. To do so, find the [ assi gnnent ]
section in the / et ¢/ keyst one/ keyst one. conf configuration
file. Then, set the dri ver configuration key in that section to
keyst one. assi gnment . backends. sql . Assi gnnent :
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[ assi gnnent ]
driver = keystone. assi gnnent. backends. sqgl . Assi gnment

On distributions that include openstack-config, you can configure both drivers by running
the following commands instead:

# openstack-config --set /etc/keystone/keystone. conf \
identity driver keystone.identity.backends.|dap.ldentity

# openst ack-config --set /etc/keystone/keystone. conf \

assi gnnent driver keystone.assi gnnent. backends. sqgl . Assi gnnent

Secure the OpenStack Identity service connection to an
LDAP back end

The Identity service supports the use of TLS to encrypt LDAP traffic. Before configuring this,
you must first verify where your certificate authority file is located. For more information,
see the section called “Certificates for PKI" [26].

Once you verify the location of your certificate authority file:

Procedure 2.3. Configuring TLS encryption on LDAP traffic
1. Openthe/etc/keystone/ keystone. conf configuration file.
2. Findthe [ dap] section.

3. Inthe[ Il dap] section, set the use_t | s configuration key to Tr ue. Doing so will
enable TLS.

4. Configure the Identity service to use your certificate authorities file. To do so, set the
tls_cacertfil e configuration key in the | dap section to the certificate authorities
file's path.

3 Note

You can also setthet | s_cacertdir (alsointhel dap section) to

the directory where all certificate authorities files are kept. If both
tls_cacertfileandtls_cacertdir areset, then the latter will be
ignored.

5. Specify what client certificate checks to perform on incoming TLS sessions from the
LDAP server. To do so, setthet| s_req_cert configuration key in the [ | dap]
section to demand, al | ow, or never:

e demand: a certificate will always be requested from the LDAP server. The session will
be terminated if no certificate is provided, or if the certificate provided cannot be
verified against the existing certificate authorities file.

e al | ow a certificate will always be requested from the LDAP server. The session will
proceed as normal even if a certificate is not provided. If a certificate is provided but
it cannot be verified against the existing certificate authorities file, the certificate will
be ignored and the session will proceed as normal.
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* never : a certificate will never be requested.

On distributions that include openstack-config, you can configure TLS encryption on LDAP
traffic by running the following commands instead:

# openstack --config --set /etc/keystone/keystone. conf \

| dap use_tls True

# openst ack-config --set /etc/keystone/keystone. conf \

Idap tls_cacertfile CA FILE

# openstack-config --set /etc/keystone/keystone. conf \
ldap tls req_cert CERT_BEHAVI OR

Where:

e CA _FI LE s the absolute path to the certificate authorities file that should be used to
encrypt LDAP traffic.

» CERT_BEHAVI OR: specifies what client certificate checks to perform on an incoming TLS
session from the LDAP server (dermand, al | ow, or never).

Configure Identity service for token binding

Token binding embeds information from an external authentication mechanism, such as
a Kerberos server, inside a token. By using token binding, a client can enforce the use of
a specified external authentication mechanism with the token. This additional security
mechanism ensures that if a token is stolen, for example, it is not usable without external
authentication.

You configure the authentication types for a token binding in the keyst one. conf file:

[t oken]
bi nd = ker beros

Currently only ker ber os is supported.

To enforce checking of token binding, set the enf or ce_t oken_bi nd option to one of
these modes:

» di sabl ed
Disables token bind checking.
* perm ssive

Enables bind checking. If a token is bound to an unknown authentication mechanism,
the server ignores it. The default is this mode.

estrict

Enables bind checking. If a token is bound to an unknown authentication mechanism,
the server rejects it.

* required
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Enables bind checking. Requires use of at least authentication mechanism for tokens.
* naned

Enables bind checking. Requires use of the specified authentication mechanism for
tokens:

[t oken]
enf orce_t oken_bi nd = kerberos

S Note

Do notset enf orce_t oken_bi nd = naned. The nanmed authentication
mechanism does not exist.

User CRUD

The Identity Service provides a user CRUD filter that can be added to the public_api
pipeline. This user CRUD filter enables users to use a HTTP PATCH to change their own
password. To enable this extension you should define a user _cr ud_ext ensi on filter,
insert it after the * _body middleware and before the publ i c_ser vi ce application in the
public_api WSGI pipeline in keyst one. conf . For example:

[filter:user_crud_extension]
paste.filter_factory = keystone.contrib. user_crud: CrudExt ensi on. factory

[ pi pel i ne: public_api]
pipeline = stats_nonitoring url _normalize token_auth adm n_token_auth xm _body json_body
debug ec2_ext ension user_crud_extensi on public_service

Each user can then change their own password with a HTTP PATCH:

$ curl -X PATCH http://I ocal host: 5000/ v2. 0/ OS- KSCRUD/ user s/ <useri d> -H
"Content-type: application/json" \
-H "X Aut h_Token: <authtokenid>" -d '{"user": {"password": "ABCD',
"original _password": "DCBA"}}"'

In addition to changing their password, all of the user's current tokens are deleted (if the
back-end is KVS or sql).

3 Note

Only use a KVS backend for tokens when testing.

Logging

You configure logging externally to the rest of the Identity Service. The file specifying the
logging configuration is in the [ DEFAULT] section of the keyst one. conf file under

| og_confi g. To route logging through syslog, set use_sysl og=t r ue option in the

[ DEFAULT] section.

A sample logging file is available with the project in the et ¢/ | oggi ng. conf . sanpl e
directory. Like other OpenStack projects, the Identity Service uses the Python logging
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module, which includes extensive configuration options that let you define the output
levels and formats.

Review the et ¢/ keyst one. conf sample configuration files that are distributed with the
Identity Service. For example, each server application has its own configuration file.

For services that have separate paste-deploy . i ni files, you can configure aut h_t oken
middleware in the [ keyst one_aut ht oken] section in the main configuration file, such
as nova. conf . For example in Compute, you can remove the middleware parameters
from api - paste. i ni, as follows:

[filter:authtoken]
paste.filter_factory =
keyst onecl i ent . m ddl ewar e. aut h_t oken: filter_factory

Set these values in the nova. conf file:
[ DEFAULT]
aut h_st r at egy=keyst one

[ keyst one_aut ht oken]

aut h_host = 127.0.0.1

aut h_port = 35357

aut h_protocol = http

auth_uri = http://127.0.0. 1: 5000/
adm n_user = adnin

adm n_password = Super Sekr et Passwor d
adm n_t enant _nanme = service

3 Note
Middleware parameters in paste config take priority. You must remove them to
use values in the [ keyst one_aut ht oken] section.

Monitoring

The Identity Service provides some basic request/response monitoring statistics out of the
box.

Enable data collection by defining a st at s_noni t or i ng filter and including it at the
beginning of any desired WSGI pipelines:

[filter:stats_nonitoring]
paste.filter_factory = keystone.contrib. stats: StatsM ddl eware. factory

[ pi pel i ne: public_api]
pipeline = stats_nonitoring [...] public_service

Enable the reporting of collected data by defining a st at s_r eporti ng filter and
including it near the end of your adni n_api WSGI pipeline (After * _body middleware
and before * _ext ensi on filters is recommended):

[filter:stats_reporting]
paste.filter_factory = keystone.contrib. stats: StatsExtension.factory

[ pi pel i ne:adm n_api ]
pipeline = [...] json_body stats_reporting ec2_extension [...] adm n_service

Query the admin API for statistics using:
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$ curl -H'X-Auth-Token: ADM N http://I|ocal host: 35357/ v2. 0/ OS- STATS/ st at s

Reset collected data using:

$ curl -H'X Auth-Token: ADM N -X DELETE \
http://1 ocal host: 35357/ v2. 0/ OS- STATS/ st at s

Start the Identity Service

To start the services for the Identity Service, run the following command:

$ keyst one-al |

This command starts two wsgi.Server instances configured by the keyst one. conf file as
described previously. One of these wsgi servers is adm n (the administration API) and the
other is mai n (the primary/public API interface). Both run in a single process.

Example usage

The keyst one client is set up to expect commands in the general form of keyst one
command ar gunent , followed by flag-like keyword arguments to provide additional
(often optional) information. For example, the command user-1i st andt enant -
cr eat e can be invoked as follows:

# Using token auth env variabl es

export OS_SERVI CE_ENDPO NT=http://127.0.0.1: 5000/ v2. 0/

export OS_SERVI CE_TOKEN=secr et e_t oken

keyst one user-1i st
keyst one tenant-create --nane=deno

# Using token auth flags
keyst one --o0s-token=secrete --o0s-endpoint=http://127.0.0.1:5000/v2.0/ user-list
keystone --o0s-token=secrete --o0s-endpoint=http://127.0.0.1:5000/v2.0/ tenant-create --nanme=denop

# Using user + password + tenant_name env vari abl es
export OS_USERNAME=adni n

export OS_PASSWORD=secr et e

export OS_TENANT_NAME=admi n

keyst one user-|ist

keystone tenant-create --name=denp

# Using user + password + tenant_name flags
keyst one --username=adni n --password=secrete --tenant_nanme=adnmi n user-|i st
keyst one --username=adnmi n --password=secrete --tenant_nane=adnmi n tenant-create --name=denp

Authentication middleware with user name and
password

You can also configure the Identity Service authentication middleware using the

adm n_user and adm n_passwor d options. When using the adm n_user and

adm n_passwor d options the adni n_t oken parameter is optional. If adm n_t oken is
specified, it is used only if the specified token is still valid.

For services that have a separate paste-deploy .ini file, you can configure the authentication
middleware in the [ keyst one_aut ht oken] section of the main configuration file, such
as nova. conf . In Compute, for example, you can remove the middleware parameters
from api - past e. i ni, as follows:
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[filter:authtoken]
paste.filter_factory =
keyst onecl i ent. m ddl eware. aut h_token: filter_factory

And set the following values in nova. conf as follows:
[ DEFAULT]
aut h_st r at egy=keyst one

[ keyst one_aut ht oken]

aut h_host = 127.0.0.1

aut h_port = 35357

aut h_protocol = http

auth_uri = http://127.0.0. 1: 5000/
adm n_user = adnin

adm n_password = Super Sekr et Passwor d
adm n_t enant _nane = service

3 Note

The middleware parameters in the paste config take priority. You must remove
them to use the values in the [keystone_authtoken] section.

This sample paste config filter makes use of the adni n_user and adm n_password
options:

[filter:authtoken]

paste.filter_factory = keystoneclient. m ddl eware. auth_token:filter_factory
service_port = 5000

service_host = 127.0.0.1

aut h_port = 35357

auth_host = 127.0.0.1

aut h_t oken = 012345SECRET99TCOKEN012345

adm n_user = adm n

adm n_password = keystonel23

3 Note

Using this option requires an admin tenant/role relationship. The admin user is
granted access to the admin role on the admin tenant.
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Troubleshoot the Identity Service

To troubleshoot the Identity Service, review the logs in the / var /| og/ keyst one. | og
file.

3 Note
Use the / et ¢/ keyst one/ | oggi ng. conf file to configure the location of log
files.

The logs show the components that have come in to the WSGI request, and ideally show
an error that explains why an authorization request failed. If you do not see the request in
the logs, run keystone with - - debug parameter. Pass the - - debug parameter before the
command parameters.

Debug PKI middleware

If you receive anl nval i d OpenStack Identity Credenti al s message when you
talk to an OpenStack service, it might be caused by the changeover from UUID tokens to
PKI tokens in the Grizzly release. Learn how to troubleshoot this error.

The PKl-based token validation scheme relies on certificates from the Identity Service that
are fetched through HTTP and stored in a local directory. The location for this directory is
specified by the si gni ng_di r configuration option. In your services configuration file,
look for a section like this:

[ keyst one_aut ht oken]

signing_dir = /var/cache/ gl ance/ api
auth_uri = http://127.0.0. 1: 5000/
aut h_host = 127.0.0.1

aut h_port = 35357

aut h_protocol = http

adm n_t enant _name = service

adm n_user = gl ance

If your service lacks this stanza, the keystoneclient/middleware/auth_token.py file specifies
the defaults. If no value is specified for this directory, it defaults to a secure temporary
directory. Initialization code for the service checks that the directory exists and is writable. If
it does not exist, the code tries to create it. If this fails, the service fails to start. However, it
often succeeds but problems occur later.

The first thing to check is that the si gni ng_di r does, in fact, exist. If it does, check for
the presence of the certificate files inside there:

$ |Is -la /var/cache/ gl ance/ api /

total 24

drwx- ----- . 2 ayoung root 4096 Jul 22 10:58 .

drwxr-xr-x. 4 root root 4096 Nov 7 2012 ..

STWr----- . 1 ayoung ayoung 1424 Jul 22 10:58 cacert.pem
STWr----- . 1 ayoung ayoung 15 Jul 22 10:58 revoked. pem
SITWr----- . 1 ayoung ayoung 4518 Jul 22 10: 58 signing_cert.pem

This directory contains two certificates and the token revocation list. If these files are not
present, your service cannot fetch them from the Identity Service. To troubleshoot, try to
talk to the Identity Service to make sure it is serving out the files, as follows:
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$ curl http://local host:35357/v2.0/certificates/signing

This command fetches the signing certificate:

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=US, ST=Unset, L=Unset, O=Unset, CN=www.exanple.com
Validity
Not Before: Jul 22 14:57:31 2013 GV
Not After : Jul 20 14:57:31 2023 GVI
Subj ect: C=US, ST=Unset, O=Unset, CN=www. exanpl e.com

Note the expiration dates of the certificate:

Not Before: Jul 22 14:57:31 2013 GVI
Not After : Jul 20 14:57:31 2023 GMVI

The token revocation list is updated once a minute, but the certificates are not. One
possible problem is that the certificates are the wrong files or garbage. You can remove
these files and run another command against your server: They are fetched on demand.

The Identity Service log should show the access of the certificate files. You might have to
turn up your logging levels. Set debug = True and ver bose = True in your Identity
Service configuration file and restart the Identity Service server.

(keyst one. conmon. wsgi ): 2013-07-24 12:18: 11,461 DEBUG wsgi _ call __

arg dict: {}

(access): 2013-07-24 12:18:11,462 INFO core __call__ 127.0.0.1 - - [24/Jdul/
2013:16: 18: 11 +0000]

"CGET http://Iocal host:35357/v2.0/certificates/signing HITP/ 1. 0" 200 4518

If the files do not appear in your directory after this, it is likely one of the following issues:

* Your service is configured incorrectly and cannot talk to the Identity Service. Check the
aut h_port and aut h_host values and make sure that you can talk to that service
through cURL, as shown previously.

* Your signing directory is not writable. Use the chmod command to change its permissions
so that the service (POSIX) user can write to it. Verify the change through su and touch
commands.

* The SELinux policy is denying access to the directory.

SELinux troubles often occur when you use Fedora/RHEL-based packages and you
choose configuration options that do not match the standard policy. Run the setenforce
permissive command. If that makes a difference, you should relabel the directory. If you
are using a sub-directory of the / var/ cache/ directory, run the following command:

# restorecon /var/cache/

If you are not using a / var / cache sub-directory, you should. Modify the si gni ng_di r
configuration option for your service and restart.

Set back to set enf or ce enf or ci ng to confirm that your changes solve the problem.
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If your certificates are fetched on demand, the PKI validation is working properly. Most
likely, the token from the Identity Service is not valid for the operation you are attempting
to perform, and your user needs a different role for the operation.

Debug signing key file errors

If an error occurs when the signing key file opens, it is possible that the person who ran
the keystone-manage pki_setup command to generate certificates and keys did not use
the correct user. When you run the keystone-manage pki_setup command, the Identity
Service generates a set of certificates and keys in/ et ¢/ keyst one/ ssl *, which is owned
by root:root.

This can present a problem when you run the Identity Service daemon under the keystone
user account (nologin) when you try to run PKI. Unless you run the chown command
against the files keystone:keystone or run the keystone-manage pki_setup command
with the - - keyst one- user and - - keyst one- gr oup parameters, you get an error, as
follows:

2012-07-31 11:10: 53 ERROR [ keystone. conmon. cns] Error opening signing key file

[ et c/ keyst one/ ssl / pri vat e/ si gni ng_key. pem

140380567730016: err or: 0200100D: system | i brary: f open: Per mi ssi on

deni ed: bss_file.c:398:fopen('/etc/keystone/ssl/private/signing key.pem,'r")
140380567730016: error: 20074002: Bl O routi nes: FI LE_CTRL: system | i b: bss_fi |l e. c: 400:
unabl e to load signing key file
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3. Dashboard

Table of Contents

Customize the dashboard ..o e 42
Set up session storage for the dashboard .............couvuiiiiiiiiic e, 44

The OpenStack dashboard is a web-based interface that allows you to manage OpenStack
resources and services. The dashboard allows you to interact with the OpenStack Compute
cloud controller using the OpenStack APIs. For more information about installing and
configuring the dashboard, see the OpenStack Installation Guide for your operating system.

For more information about using the dashboard, see:
* the section called “Customize the dashboard” [42], for customizing the dashboard.

* the section called “Set up session storage for the dashboard” [44], for setting up
session storage for the dashboard.

* The Horizon documentation, for deploying the dashboard.

* The OpenStack End User Guide, for launching instances with the dashboard..

Customize the dashboard

Adapted from How To Custom Brand The OpenStack “Horizon” Dashboard.

You install the OpenStack dashboard through the openst ack- dashboar d package. You
can customize the dashboard with your own colors, logo, and site title through a CSS file.

Canonical also provides an openst ack- dashboar d- ubunt u- t heme package that
brands the Python-based Django interface.

1. Create a graphical logo with a transparent background. The text TGen Cl oud in
this example is rendered through . png files of multiple sizes created with a graphics
program.

Use a 200x27 for the logged-in banner graphic, and 365x%50 for the login screen
graphic.

2. Set the HTML title, which appears at the top of the browser window, by adding the
following line to / et ¢/ openst ack- dashboar d/ | ocal _setti ngs. py:

SI TE_BRANDI NG = "Exanple, Inc. Coud"

3. Upload your new graphic files to the following location: / usr / shar e/ openst ack-
dashboar d/ openst ack_dashboar d/ st ati ¢/ dashboar d/ i ng/

4. Create a CSS style sheet in the following directory: / usr/ shar e/ openst ack-
dashboar d/ openst ack_dashboar d/ st ati ¢/ dashboar d/ css/
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5. Edit your CSS file to override the Ubuntu customizations in the ubunt u. css file.

Change the colors and image file names as appropriate, though the relative directory
paths should be the same. The following example file shows you how to customize
your CSS file:

*

New t heme col ors for dashboard that override the defaults:
dark blue: #355796 / rgb(53, 87, 150)
light blue: #BAD3El / rgb(186, 211, 225)

* Ok k¥~

* By Preston Lee <pl ee@gen. org>

*/

hil. brand {

background: #355796 repeat-x top left;
border-bottom 2px solid #BAD3E1;

}
hl.brand a {
background: url (../imy/ny_cloud_|l ogo_small.png) top |eft no-repeat;

}

#splash .l1ogin {

background: #355796 url (../ing/ nmy_cl oud_| ogo_nedi um png) no-repeat center 35px;
}

#spl ash .1 ogin . nodal - header {
border-top: 1px solid #BAD3EL;

}

.btn-primary {

backgr ound-i mage: none !inportant;
backgr ound-col or: #355796 !inportant;
border: none !inportant;

box- shadow. none;

}

. btn-primary: hover,
.btn-primry:active {

border: none;

box- shadow. none;

backgr ound-col or: #BAD3ELl !i nportant;
t ext -decorati on: none;

}

6. Open the following HTML template in an editor: / usr/ shar e/ openst ack-
dashboar d/ openst ack_dashboar d/t enpl at es/ _styl esheets. htn

7. Add aline to include your cust om css file:

<link href="{{ STATIC URL }}bootstrap/css/bootstrap.mn.css' nedi a='screen' rel ="styl esheet' />
<link href='{{ STATIC_URL }}dashboard/css/{% choose_css %' medi a='screen' rel="styl esheet' />
<link href="{{ STATIC_URL }}dashboard/css/custom css' nedi a='screen' rel="stylesheet' />

8. Restart apache:
On Ubuntu:
# service apache2 restart

On Fedora, RHEL, CentOS:

# service httpd restart

On openSUSE:

# service apache2 restart
9. Reload the dashboard in your browser to view your changes.

Modify your CSS file as appropriate.
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Set up session storage for the dashboard

The dashboard uses Django sessions framework to handle user session data. However,
you can use any available session back end. You customize the session back end through
the SESSI ON_ENG NE setting in your | ocal _set ti ngs file (on Fedora/RHEL/CentOS:
/ et c/ openst ack- dashboar d/ | ocal _setti ngs, on Ubuntu and Debian: / et ¢/
openst ack- dashboar d/ | ocal _setti ngs. py and on openSUSE: / sr v/ wwww/
openst ack- dashboar d/ openst ack_dashboar d/ | ocal /| ocal _setti ngs. py).

The following sections describe the pros and cons of each option as it pertains to deploying
the dashboard.

Local memory cache

Local memory storage is the quickest and easiest session back end to set up, as it has no
external dependencies whatsoever. It has the following significant drawbacks:

* No shared storage across processes or workers.
* No persistence after a process terminates.

The local memory back end is enabled as the default for Horizon solely because it has no
dependencies. It is not recommended for production use, or even for serious development
work. Enabled by:

SESSI ON_ENG NE = ' dj ango. contri b. sessi ons. backends. cache'
CACHES = {

' BACKEND : ' dj ango. core. cache. backends. | ocnem LocMentCache'
}

Key-value stores

You can use applications such as Memcached or Redis for external caching. These
applications offer persistence and shared storage and are useful for small-scale
deployments and/or development.

Memcached

Memcached is a high-performance and distributed memory object caching system
providing in-memory key-value store for small chunks of arbitrary data.

Requirements:
* Memcached service running and accessible.
* Python module pyt hon- nentached installed.

Enabled by:

SESSI ON_ENG NE = ' dj ango. contri b. sessi ons. backends. cache'

CACHES = {
' BACKEND : ' dj ango. cor e. cache. backends. nencached. MencachedCache'
' LOCATI ON : ' nmy_nencached_host: 11211",
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Redis

Redis is an open source, BSD licensed, advanced key-value store. It is often referred to as a
data structure server.

Requirements:
* Redis service running and accessible.
* Python modules r edi s and dj ango- r edi s installed.

Enabled by:

SESSI ON_ENG NE = ' dj ango. contri b. sessi ons. backends. cache'
CACHES = {
"defaul t": {
"BACKEND': "redis_cache. cache. Redi sCache",
"LOCATI ON': "127.0.0.1:6379: 1",
"OPTI ONS*: {
"CLI ENT_CLASS": "redis_cache.client.Defaultdient",
}

}

Initialize and configure the database

Database-backed sessions are scalable, persistent, and can be made high-concurrency and
highly-available.

However, database-backed sessions are one of the slower session storages and incur a high
overhead under heavy usage. Proper configuration of your database deployment can also
be a substantial undertaking and is far beyond the scope of this documentation.

1. Start the mysql command-line client:
$ nysgl -u root -p
2. Enter the MySQL root user's password when prompted.

3. To configure the MySQL database, create the dash database:
nysql > CREATE DATABASE dash;

4. Create a MySQL user for the newly-created dash database that has full control of the
database. Replace DASH _DBPASS with a password for the new user:

nysql > GRANT ALL PRI VI LEGES ON dash.* TO 'dash' @% | DENTI Fl ED BY
' DASH_DBPASS' ;

nysql > GRANT ALL PRI VI LEGES ON dash.* TO 'dash' @I ocal host' | DENTIFI ED BY
' DASH_DBPASS' ;

5. Enter quit at the nysql > prompt to exit MySQL.

6. Inthel ocal _setti ngs file (on Fedora/RHEL/CentOS: /et c/ openst ack-
dashboar d/ | ocal _setti ngs, on Ubuntu/Debian:/ et c/ openst ack-
dashboar d/ | ocal _setti ngs. py and on openSUSE: / sr v/ ww/ openst ack-
dashboar d/ openst ack_dashboard/ | ocal /| ocal _setti ngs. py), change
these options:
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SESSI ON_ENG NE = ' dj ango. cor e. cache. backends. db. Dat abaseCache’
DATABASES = {
"defaul t': {
# Dat abase configuration here
"ENG NE' : 'django. db. backends. nysql ',
"NAME' : ' dash',
"USER : 'dash',
' PASSWORD' : ' DASH_DBPASS' ,
"HOST' : ' | ocal host',
"defaul t-character-set': 'utf8'

}

7. After configuring the | ocal _set ti ngs as shown, you can run the manage.py
syncdb command to populate this newly-created database.

$ /usr/shar e/ openst ack- dashboar d/ manage. py syncdb
Note on openSUSE the path is / sr v/ ww/ openst ack- dashboar d/ manage. py.

As a result, the following output is returned:

Installing custom SQL ...

Installing indexes ...

DEBUG: dj ango. db. backends: (0. 008) CREATE | NDEX " dj ango_sessi on_c25c2c28 ON
“dj ango_session® (“expire date');; args=()

No fixtures found.

8. On Ubuntu: If you want to avoid a warning when you restart apache2, create a
blackhole directory in the dashboard directory, as follows:

# nmkdir -p /var/lib/dash/. bl ackhol e

9. Restart Apache to pick up the default site and symbolic link settings:
On Ubuntu:
# /etc/init.d/ apache2 restart

On Fedora/RHEL/CentOS:

# service httpd restart
# service apache2 restart
On openSUSE:

# systenctl restart apache2.service

10. On Ubuntu, restart the nova- api service to ensure that the APl server can connect to
the dashboard without error:

# service nova-api restart

Cached database

To mitigate the performance issues of database queries, you can use the Django cached_db
session back end, which utilizes both your database and caching infrastructure to perform
write-through caching and efficient retrieval.
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Enable this hybrid setting by configuring both your database and cache, as discussed
previously. Then, set the following value:

SESSI ON_ENG NE = "dj ango. contri b. sessi ons. backends. cached_db"

Cookies

If you use Django 1.4 or later, the signed_cookies back end avoids server load and scaling
problems.

This back end stores session data in a cookie, which is stored by the user’s browser. The
back end uses a cryptographic signing technique to ensure session data is not tampered
with during transport. This is not the same as encryption; session data is still readable by an
attacker.

The pros of this engine are that it requires no additional dependencies or infrastructure
overhead, and it scales indefinitely as long as the quantity of session data being stored fits
into a normal cookie.

The biggest downside is that it places session data into storage on the user’s machine and
transports it over the wire. It also limits the quantity of session data that can be stored.

See the Django cookie-based sessions documentation.
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4. Compute
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The OpenStack Compute service allows you to control an Infrastructure-as-a-Service (laaS)
cloud computing platform. It gives you control over instances and networks, and allows you
to manage access to the cloud through users and projects.

Compute does not include virtualization software. Instead, it defines drivers that interact
with underlying virtualization mechanisms that run on your host operating system, and
exposes functionality over a web-based API.

System architecture

OpenStack Compute contains several main components.

* The cloud controller represents the global state and interacts with the other components.
The APl server acts as the web services front end for the cloud controller. The
conput e control | er provides compute server resources and usually also contains the
Compute service.

* The obj ect st or e is an optional component that provides storage services; you can
also instead use OpenStack Object Storage.

* Anaut h manager provides authentication and authorization services when used
with the Compute system; you can also instead use OpenStack Identity as a separate
authentication service.

* Avol unme controll er provides fast and permanent block-level storage for the
compute servers.

* The networ k control | er provides virtual networks to enable compute servers
to interact with each other and with the public network. You can also instead use
OpenStack Networking.
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* The schedul er is used to select the most suitable compute controller to host an
instance.

Compute uses a messaging-based, shar ed not hi ng architecture. All major components
exist on multiple servers, including the compute,volume, and network controllers, and
the object store or image service. The state of the entire system is stored in a database.
The cloud controller communicates with the internal object store using HTTP, but it
communicates with the scheduler, network controller, and volume controller using AMQP
(advanced message queueing protocol). To avoid blocking a component while waiting
for a response, Compute uses asynchronous calls, with a callback that is triggered when a
response is received.

Hypervisors

Compute controls hypervisors through an API server. Selecting the best hypervisor to use
can be difficult, and you must take budget, resource constraints, supported features,
and required technical specifications into account. However, the majority of OpenStack
development is done on systems using KVM and Xen-based hypervisors. For a detailed
list of features and support across different hypervisors, see http://wiki.openstack.org/
HypervisorSupportMatrix.

You can also orchestrate clouds using multiple hypervisors in different availability zones.
Compute supports the following hypervisors:

* Baremetal

» Docker

* Hyper-V

» Kernel-based Virtual Machine (KVM)
* Linux Containers (LXC)

* Quick Emulator (QEMU)

* User Mode Linux (UML)

* VMWare vSphere

* Xen

For more information about hypervisors, see the Hypervisors section in the OpenStack
Configuration Reference.

Tenants, users, and roles

The Compute system is designed to be used by different consumers in the form of tenants
on a shared system, and role-based access assignments. Roles control the actions that a user
is allowed to perform.

Tenants are isolated resource containers that form the principal organizational structure
within the Compute service. They consist of an individual VLAN, and volumes, instances,
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images, keys, and users. A user can specify the tenant by appending : pr oj ect _i d to their
access key. If no tenant is specified in the API request, Compute attempts to use a tenant
with the same ID as the user.

For tenants, you can use quota controls to limit the:

* Number of volumes that may be launched.

* Number of processor cores and the amount of RAM that can be allocated.

* Floating IP addresses assigned to any instance when it launches. This allows instances to
have the same publicly accessible IP addresses.

* Fixed IP addresses assigned to the same instance when it launches. This allows instances
to have the same publicly or privately accessible IP addresses.

Roles control the actions a user is allowed to perform. By default, most actions do not
require a particular role, but you can configure them by editing the pol i cy. j son file for
user roles. For example, a rule can be defined so that a user must have the admi n role in
order to be able to allocate a public IP address.

A tenant limits users' access to particular images. Each user is assigned a username and
password. Keypairs granting access to an instance are enabled for each user, but quotas
are set, so that each tenant can control resource consumption across available hardware

resources.

N

Note

Earlier versions of OpenStack used the term pr oj ect instead of t enant .
Because of this legacy terminology, some command-line tools use - -
proj ect _i d where you would normally expect to enter a tenant ID.

Images and instances

Disk images provide templates for virtual machine file systems. The Image Service manages
storage and management of images.

Instances are the individual virtual machines that run on physical compute nodes. Users
can launch any number of instances from the same image. Each launched instance runs
from a copy of the base image so that any changes made to the instance do not affect the
base image. You can take snapshots of running instances to create an image based on the
current disk state of a particular instance. The Compute services manages instances.

When you launch an instance, you must choose a f | avor, which represents a set of virtual
resources. Flavors define how many virtual CPUs an instance has and the amount of RAM
and size of its ephemeral disks. OpenStack provides a number of predefined flavors that
you can edit or add to. Users must select from the set of available flavors defined on their

cloud.

N

Note

» For more information about creating and troubleshooting images, see the
OpenStack Virtual Machine Image Guide.
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* For more information about image configuration options, see the Image
Services section of the OpenStack Configuration Reference.

* For more information about flavors, see the section called “Flavors” [58]
or the Flavors section in the OpenStack Operations Guide.

You can add and remove additional resources from running instances, such as persistent
volume storage, or public IP addresses. The example used in this chapter is of a typical
virtual system within an OpenStack cloud. It uses the ci nder - vol une service, which
provides persistent block storage, instead of the ephemeral storage provided by the
selected instance flavor.

This diagram shows the system state prior to launching an instance. The image store,
fronted by the Image service (glance) has a number of predefined images. Inside the
cloud, a compute node contains the available vCPU, memory, and local disk resources.
Additionally, the ci nder - vol une service provides a number of predefined volumes.

Figure 4.1. Base image state with no running instances

Image store Volume store

[glance) (cindervolumea)

Compute Node

To launch an instance, select an image, a flavor, and other optional attributes. The selected
flavor provides a root volume, labeled vda in this diagram, and additional ephemeral
storage, labeled vdb. In this example, the ci nder - vol une store is mapped to the third
virtual disk on this instance, vdc.
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Figure 4.2. Instance creation from image and runtime state

wdb Instance

Image store VW
B

[glance) (cindarvalume)

Compute Node

The base image is copied from the image store to the local disk. The local disk is the first
disk that the instance accesses, and is labeled vda. By using smaller images, your instances
start up faster as less data needs to be copied across the network.

A new empty disk, labeled vdb is also created. This is an empty ephemeral disk, which is
destroyed when you delete the instance.

The compute node is attached to the ci nder - vol une using iSCSI, and maps to the third
disk, vdc. The vCPU and memory resources are provisioned and the instance is booted from
vda. The instance runs and changes data on the disks as indicated in red in the diagram.

3 Note

Some of the details in this example scenario might be different in your
environment. For example, you might use a different type of back-end storage
or different network protocols. One common variant is that the ephemeral
storage used for volumes vda and vdb could be backed by network storage
rather than a local disk.

When the instance is deleted, the state is reclaimed with the exception of the persistent
volume. The ephemeral storage is purged; memory and vCPU resources are released. The
image remains unchanged throughout.
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Figure 4.3. End state of image and volume after instance exits
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Compute Node

Image management

The OpenStack Image Service discovers, registers, and retrieves virtual machine images.
The service also includes a RESTful API that allows you to query VM image metadata and
retrieve the actual image with HTTP requests. For more information about the API, see the
OpenStack APl Complete Reference and the Python API.

The OpenStack Image Service can be controlled using a command-line tool. For more
information about the using OpenStack Image command-line tool, see the Manage Images
section in the OpenStack End User Guide.

Virtual images that have been made available through the Image Service can be stored in a
variety of ways. In order to use these services, you must have a working installation of the
Image Service, with a working endpoint, and users that have been created in OpenStack
Identity. Additionally, you must meet the environment variables required by the Compute
and Image Service clients.

The Image Service supports these back-end stores:
File system The OpenStack Image Service stores virtual machine

images in the file system back end by default. This
simple back end writes image files to the local file

system.

Object Storage service The OpenStack highly available service for storing
objects.

S3 The Amazon S3 service.

HTTP OpenStack Image Service can read virtual machine

images that are available on the internet using HTTP.
This store is read only.

Rados block device (RBD) Stores images inside of a Ceph storage cluster using
Ceph's RBD interface.

GridFS Stores images using MongoDB.
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Image property protection

There are currently two types of properties in the Image Service: "core properties," which
are defined by the system, and "additional properties," which are arbitrary key/value pairs
that can be set on an image.

Any such property can be protected through configuration. When you put protections on
a property, it limits the users who can perform CRUD operations on the property based on
their user role. The use case is to enable the cloud provider to maintain extra properties on
images. Typically this would be performed by an administrator who has access to protected
properties, managed in the pol i cy. j son file. The extra property could be licensing
information or billing information, for example.

Properties that don't have protections defined for them will act as they do now: the
administrator can control core properties, with the image owner having control over
additional properties.

Property protection can be setin/ et c/ gl ance/ property-protections. conf, using
roles found in pol i cy. j son.

Instance building blocks

In OpenStack, the base operating system is usually copied from an image stored in the
OpenStack Image Service. This is the most common case and results in an ephemeral
instance that starts from a known template state and loses all accumulated states on
shutdown.

You can also put an operating system on a persistent volume in Compute or the Block
Storage volume system. This gives a more traditional, persistent system that accumulates
states, which are preserved across restarts. To get a list of available images on your system,

run:

$ nova inage-|ist

eSS B Hemmmaaan B S +
| ID | Nanme | Status | Server |
frmcccoccccccoo-ccccccoccccccoos—oooooo= dhmcccoo--ccoooo--ccoooo--cooooo= dhmccooo=o= dmccooo-ccoooo--cccsosooc-cccooo--cco==o=o-= +
| aeeld242-730f - 431f - 88c1- 87630c0f 07ba | Ubuntu 12.04 cl oudi ng and64 | ACTIVE | |
| Ob27baal-Oca6-49a7- b3f 4- 48388e440245 | Ubuntu 12.10 cl oudi ng and64 | ACTIVE | |
| df 8d56f c- 9cea- 4df d- a8d3- 28764de3ch08 | j enki ns | ACTIVE | |
frmcccoccccccoo-ccccccoccccccoos—oooooo= dhmcccoo--ccoooo--ccoooo--cooooo= dhmccooo=o= dmccooo-ccoooo--cccsosooc-cccooo--cco==o=o-= +

The displayed image attributes are:

I D Automatically generated UUID of the image.

Nane Free form, human-readable name for image.

St at us The status of the image. Images marked ACTI VE are available for use.

Server For images that are created as snapshots of running instances, this is the UUID of
the instance the snapshot derives from. For uploaded images, this field is blank.

Virtual hardware templates are called f | avor s. The default installation
provides five flavors. By default, these are configurable by administrative users.
However, you can change this behavior by redefining the access controls for
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comput e_ext ensi on: fl avor manage in/ et ¢/ nova/ pol i cy. j son on the
conput e- api server.

For a list of flavors that are available on your system, run:

$ nova flavor-|li st

e R S S R S S 4ocooaos oo +
| 1D | Name | Menory_MB | Disk | Epheneral | Swap | VCPUs | RXTX Factor |
foooodmoocaccacoo dococoooocoo fooooos ooococcoscoo fooooos oooocao dooccococcooas +
| 1 | ml.tiny | 512 | 1 | NVA | O | 1 | |
| 2 | ml.small | 2048 | 20 | NA | O | 1 | |
| 3 | mi.nmedium| 4096 | 40 | NA | O | 2 | |
| 4 | ml.large | 8192 | 80 | NA | O | 4 | |
| 5 | ml.xlarge | 16384 | 160 | NA | O | 8 | |
e R S S R S S 4ocooaos oo +

Instance management tools

OpenStack provides command-line, web-based, and API-based instance management tools.
Additionally, a number of third-party management tools are available, using either the
native API or the provided EC2-compatible API.

The OpenStack python-novaclient package provides a basic command-line utility, which
uses the nova command. This is available as a native package for most Linux distributions,
or you can install the latest version using the pip python package installer:

# pip install python-novaclient

For more information about python-novaclient and other available command-line tools, see
the OpenStack End User Guide.

$ nova --debug Ii st
connect: (10.0.0.15, 5000)

send: ' POST /v2.0/tokens HTTP/1.1\r\nHost: 10.0.0.15:5000\r\nContent-Length: 116\

r\ncontent-type: application/json\r\naccept-encoding: gzip, deflate\r\naccept:
application/json\r\nuser-agent: python-novaclient\r\n\r\n{"auth": {"tenantNanme":
"denoproj ect", "passwordCredential s": {"usernane": "denouser", "password":
"denmopassword"}}}’

reply: 'HITP/ 1.1 200 OK\r\n'

header: Content-Type: application/json

header: Vary: X-Auth-Token

header: Date: Thu, 13 Sep 2012 20:27:36 GMVI

header: Transfer-Encodi ng: chunked

connect: (128.52.128.15, 8774)

send: u' GET /v2/fa9dccdeadbeef 23ae230969587al14bf/servers/detail HITP/ 1.1\

r\nHost: 10.0.0. 15: 8774\ r\ nx-aut h-proj ect-i d: denpproject\r\nx-auth-token:
deadbeef 9998823af ecc3d552525c34c\ r\ naccept - encodi ng: gzi p, deflate\r\naccept:
appl i cation/json\r\nuser-agent: python-novaclient\r\n\r\n'

reply: "HITP/1.1 200 OK\r\n'

header: X- Conput e- Request-1d: req-bf313e7d-771a-4c0b-ad08-c5da8161b30f

header: Content-Type: application/json

header: Content-Length: 15

header: Date: Thu, 13 Sep 2012 20: 27:36 GMVI

I'lremoved matrix for validation!!

Control where instances run

The OpenStack Configuration Reference provides detailed information on controlling
where your instances run, including ensuring a set of instances run on different compute
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nodes for service resiliency or on the same node for high performance inter-instance
communications.

Admin users can specify an exact compute node to run on using the command -
availability-zone avai | abi | i t y- zone:conput e- host

Compute service node firewall requirements

Console connections for virtual machines, whether direct or through a proxy, are received
on ports 5900 to 5999. You must configure the firewall on each Compute service node to
enable network traffic on these ports.

Procedure 4.1. Configure the service-node firewall
1.  On the server that hosts the Compute service, log in asr oot .
2. Editthe/etc/sysconfig/iptabl es file.

3. Add an INPUT rule that allows TCP traffic on ports that range from 5900 to 5999:

-AINPUT -p tcp -mnultiport --dports 5900: 5999 -j ACCEPT
The new rule must appear before any INPUT rules that REJECT traffic.
4. Save the changestothe/ et c/ sysconfi g/ i ptabl es file.

5. Restart thei pt abl es service to ensure that the change takes effect.

$ service iptables restart

The i pt abl es firewall now enables incoming connections to the Compute services.
Repeat this process for each Compute service node.

Block storage

OpenStack provides two classes of block storage: ephemeral storage and persistent
volumes. Volumes are persistent virtualized block devices independent of any particular
instance.

Ephemeral storage is associated with a single unique instance, and it exists only for the life
of that instance. The amount of ephemeral storage is defined by the flavor of the instance.
Generally, the root file system for an instance will be stored on ephemeral storage. It
persists across reboots of the guest operating system, but when the instance is deleted, the
ephemeral storage is also removed.

In addition to the ephemeral root volume, all flavors except the smallest, nl. t i ny, also
provide an additional ephemeral block device of between 20 and 160 GB. These sizes can
be configured to suit your environment. This is presented as a raw block device with no
partition table or file system. Cloud-aware operating system images can discover, format,
and mount these storage devices. For example, the cl oud- i ni t package included in
Ubuntu's stock cloud images format this space as an ext 3 file system and mount it on/
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mt . This is a feature of the guest operating system you are using, and is not an OpenStack
mechanism. OpenStack only provisions the raw storage.

Persistent volumes are created by users and their size is limited only by the user's quota

and availability limits. Upon initial creation, volumes are raw block devices without a
partition table or a file system. To partition or format volumes, you must attach them to an
instance. Once they are attached to an instance, you can use persistent volumes in much
the same way as you would use external hard disk drive. You can attach volumes to only
one instance at a time, although you can detach and reattach volumes to as many different
instances as you like.

You can configure persistent volumes as bootable and use them to provide a persistent
virtual instance similar to traditional non-cloud-based virtualization systems. Typically, the
resulting instance can also still have ephemeral storage depending on the flavor selected,
but the root file system can be on the persistent volume and its state maintained even if
the instance is shut down. For more information about this type of configuration, see the
OpenStack Configuration Reference.

3 Note
Persistent volumes do not provide concurrent access from multiple instances.
That type of configuration requires a traditional network file system like NFS or
CIFS, or a cluster file system such as GlusterFS. These systems can be built within
an OpenStack cluster or provisioned outside of it, but OpenStack software does
not provide these features.

EC2 compatibility API

In addition to the native compute API, OpenStack provides an EC2-compatible API. This
API allows EC2 legacy workflows built for EC2 to work with OpenStack. The OpenStack
Configuration Reference lists configuration options for customizing this compatibility API
on your OpenStack cloud.

Numerous third-party tools and language-specific SDKs can be used to interact with
OpenStack clouds, using both native and compatibility APIs. Some of the more popular
third-party tools are:

Euca2ools A popular open source command-line tool for interacting with the EC2
API. This is convenient for multi-cloud environments where EC2 is the
common API, or for transitioning from EC2-based clouds to OpenStack.
For more information, see the euca2ools site.

Hybridfox A Firefox browser add-on that provides a graphical interface to many
popular public and private cloud technologies, including OpenStack.
For more information, see the hybridfox site.

boto A Python library for interacting with Amazon Web Services. It can be
used to access OpenStack through the EC2 compatibility API. For more
information, see the boto project page on GitHub.

fog A Ruby cloud services library. It provides methods for interacting
with a large number of cloud and virtualization platforms, including
OpenStack. For more information, see the fog site.
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php-opencloud A PHP SDK designed to work with most OpenStack- based cloud
deployments, as well as Rackspace public cloud. For more information,
see the php-opencloud site.

Building blocks

In OpenStack the base operating system is usually copied from an image stored in the
OpenStack Image Service. This is the most common case and results in an ephemeral
instance that starts from a known template state and loses all accumulated states on
shutdown. It is also possible to put an operating system on a persistent volume in the
Nova-Volume or Cinder volume system. This gives a more traditional persistent system that
accumulates states, which are preserved across restarts. To get a list of available images on
your system run:

$ nova i mage-|i st

fimccccc-ccccoo-ccccccocccccooosscooooo= Gmccooo--ccoooo--ccoooo--cooooo= Gmooooo=o= Gmcsooc-ccoooo--ccsosoooc-cccooo-—-—co==o=o-= +
| ID | Name | Status | Server |
. B [ . +
| aeeld242- 730f - 431f - 88c1- 87630c0f 07ba | Ubuntu 12.04 cl oudi ng and64 | ACTI VE | |
| Ob27baal- Oca6-49a7- b3f 4- 48388e440245 | Ubuntu 12.10 cl oudi ng and64 | ACTIVE | |
| df 8d56f c- 9cea- 4df d- a8d3- 28764de3cb08 | j enki ns | ACTIVE | |
. B [ . +

The displayed image attributes are:

I D Automatically generated UUID of the image

Nane Free form, human-readable name for image

St at us The status of the image. Images marked ACTI VE are available for use.

Server Forimages that are created as snapshots of running instances, this is the UUID of
the instance the snapshot derives from. For uploaded images, this field is blank.

Virtual hardware templates are called f | avor s. The default installation provides five
flavors. By default, these are configurable by admin users, however that behavior can be
changed by redefining the access controls for conput e_ext ensi on: f | avor manage in/
et c/ nova/ pol i cy. j son onthe conput e- api server.

For a list of flavors that are available on your system:

$ nova flavor-|list

s e +oo - oo E +oo - oo $oo - - e +
| 1D | Name | Menory_MB | Disk | Epheneral | Swap | VCPUs | RXTX Factor |
ffecoodfcocczcoo=oo dfeooccoco=o-o Gmoooo= Gfeooccooco=o= Gmsooo= Gmooo===o dfecccscosooocoo +
| 1 | ml.tiny | 512 | 1 | VA | O | 1 | |
| 2 | ml.small | 2048 | 20 | NA | O | 1 | |
| 3 | ml. medium]| 4096 | 40 | NA | O | 2 | |
| 4 | ml.large | 8192 | 80 | NA | O | 4 | |
| 5 | mi.xlarge | 16384 | 160 | NA | O | 8 | |
s e +oo - oo E +oo - oo $oo - - e +

Flavors

Admin users can use the nova flavor- commands to customize and manage flavors. To see
the available flavor-related commands, run:

$ nova help | grep flavor-
fl avor - access- add Add fl avor access for the given tenant.
flavor-access-list Print access information about the given flavor.
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fl avor-access-renove

flavor-create
fl avor-del ete
fl avor - key
flavor-1i st

fl avor - show

Rermove fl avor access for the given tenant.
Create a new fl avor

Del ete a specific flavor

Set or unset extra_spec for a flavor.

Print a list of available 'flavors' (sizes of
Show det ai |l s about the given flavor.

3 Note
» Configuration rights can be delegated to additional users by redefining the

access controls for conput e_ext ensi on: f | avor manage in/ et ¢/ nova/
pol i cy.j son onthe nova- api server.

* To modify an existing flavor in the dashboard, you must delete the flavor and
create a modified one with the same name.

Flavors define these elements:

Table 4.1. Identity Service configuration file sections

Element Description

Nare A descriptive name. XX.SI ZE_NAME is typically not required, though some
third party tools may rely on it.

Menor y_MB|Virtual machine memory in megabytes.

Di sk Virtual root disk size in gigabytes. This is an ephemeral disk that the base
image is copied into. When booting from a persistent volume it is not used.
The "0" size is a special case which uses the native base image size as the
size of the ephemeral root volume.

Ephener al |Specifies the size of a secondary ephemeral data disk. This is an empty,
unformatted disk and exists only for the life of the instance.

Swap Optional swap space allocation for the instance.

VCPUs Number of virtual CPUs presented to the instance.

RXTX_Fact 0®Optional property allows created servers to have a different bandwidth
cap than that defined in the network they are attached to. This factor is
multiplied by the rxtx_base property of the network. Default value is 1.0.
That is, the same as attached network.

I s_Publ i ¢ |Boolean value, whether flavor is available to all users or private to the
tenant it was created in. Defaults to True.

ext r a_speckey and value pairs that define on which compute nodes a flavor can run.
These pairs must match corresponding pairs on the compute nodes. Use
to implement special resources, such as flavors that run on only compute
nodes with GPU hardware.

Flavor customization can be limited by the hypervisor in use. For example the | i bvi rt
driver enables quotas on CPUs available to a VM, disk tuning, bandwidth I/O, watchdog
behavior, random number generator device control, and instance VIF traffic control.

CPU limits

You can configure the CPU limits with control
parameters with the nova client. For example, to
configure the I/O limit, use:

$ nova flavor-key ml.small set
quot a: read_byt es_sec=10240000

$ nova flavor-key mil.small set
quota: wite_bytes sec=10240000
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There are optional CPU control parameters for weight
shares, enforcement intervals for runtime quotas, and a
quota for maximum allowed bandwidth:

e cpu_shar es specifies the proportional weighted
share for the domain. If this element is omitted, the
service defaults to the OS provided defaults. There
is no unit for the value; it is a relative measure based
on the setting of other VMs. For example, a VM
configured with value 2048 gets twice as much CPU
time as a VM configured with value 1024.

e cpu_per i od specifies the enforcement interval (unit:
microseconds) for QEMU and LXC hypervisors. Within
a period, each VCPU of the domain is not allowed
to consume more than the quota worth of runtime.
The value should be in range [ 1000, 1000000] . A
period with value 0 means no value.

e cpu_quot a specifies the maximum allowed
bandwidth (unit: microseconds). A domain with
a negative-value quota indicates that the domain
has infinite bandwidth, which means that it is not
bandwidth controlled. The value should be in range
[ 1000, 18446744073709551] or less than 0.
A quota with value 0 means no value. You can use
this feature to ensure that all vCPUs run at the same
speed. For example:

$ nova flavor-key nil. | ow cpu set
quot a: cpu_qguot a=10000

$ nova flavor-key mil.| ow cpu set
quot a: cpu_peri od=20000

In this example, the instance of M. | ow_cpu can
only consume a maximum of 50% CPU of a physical
CPU computing capability.

Disk tuning Using disk I/O quotas, you can set maximum disk write
to 10 MB per second for a VM user. For example:

$ nova flavor-key nil. nedi um set
disk_wite bytes_sec=10485760

The disk I/O options are:

disk_read_bytes_sec
* disk_read_iops_sec
* disk_write_bytes_sec

* disk_write_iops_sec
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Bandwidth I/O

Watchdog behavior

« disk_total_bytes_sec

* disk_total_iops_sec
The vif I/O options are:

* vif_inbound_ average
¢ vif_inbound_burst

* vif_inbound_peak

* vif_outbound_ average
¢ vif_outbound_burst

* vif_outbound_peak

Incoming and outgoing traffic can be shaped
independently. The bandwidth element can have at
most one inbound and at most one outbound child
element. If you leave any of these children element

out, no quality of service (QoS) is applied on that traffic
direction. So, if you want to shape only the network's
incoming traffic, use inbound only (and vice versa). Each
element has one mandatory attribute average, which
specifies the average bit rate on the interface being
shaped.

There are also two optional attributes (integer): peak,
which specifies maximum rate at which bridge can send
data (kilobytes/second), and bur st , the amount of
bytes that can be burst at peak speed (kilobytes). The
rate is shared equally within domains connected to the
network.

The following example configures a bandwidth limit for
instance network traffic:

$ nova flavor-key nil. small set
quot a: i nbound_aver age=10240

$ nova flavor-key mil.small set
guot a: out bound_aver age=10240

For the | i bvi rt driver, you can enable and set the
behavior of a virtual hardware watchdog device

for each flavor. Watchdog devices keep an eye

on the guest server, and carry out the configured
action if the server hangs. The watchdog uses the
i6300esb device (emulating a PCl Intel 6300ESB). If
hw_wat chdog_act i on is not specified, the watchdog
is disabled.
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Random-number generator

Instance VIF traffic control

To set the behavior, use:

$ nova flavor-key FLAVOR- NAME set
hw_wat chdog_act i on=ACTI ON

Valid ACTI ONvalues are:

¢ di sabl ed—(default) The device is not attached.
e r eset —Forcefully reset the guest.

e power of f —Forcefully power off the guest.

¢ pause—Pause the guest.

¢ none—Only enable the watchdog; do nothing if the
server hangs.

N Note

Watchdog behavior set using a specific
image's properties will override behavior set
using flavors.

If a random-number generator device has been added
to the instance through its image properties, the device
can be enabled and configured using:

$ nova fl avor-key FLAVOR- NAME set
hw_rng: al | oned=Tr ue

$ nova flavor-key FLAVOR- NAME set
hw_rng: rat e_byt es=RATE- BYTES

$ nova flavor-key FLAVOR- NAME set
hw_r ng: r at e_per i od=RATE- PERI CD

Where:

¢ RATE- BYTES—(Integer) Allowed amount of bytes
that the guest can read from the host's entropy per
period.

¢ RATE- PERI OD—(Integer) Duration of the read period
in seconds.

Flavors can also be assigned to particular projects. By
default, a flavor is public and available to all projects.
Private flavors are only accessible to those on the
access list and are invisible to other projects. To create
and assign a private flavor to a project, run these
commands:

$ nova flavor-create --is-public fal se pl. medi um
auto 512 40 4
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$ nova fl avor-access-add 259d06a0-
ba6d- 4e60- b42d- ab3144411d58
86f 94150ed744e08be565c2f f 608eef 9

Admin password injection

You can configure Compute to generate a random administrator (root) password and
inject that password into the instance. If this feature is enabled, a user can ssh to an
instance without an ssh keypair. The random password appears in the output of the nova
boot command. You can also view and set the adni n password from the dashboard.

Dashboard

The dashboard is configured by default to display the adni n password and allow the user
to modify it.

If you do not want to support password injection, we recommend disabling the
password fields by editing your Dashboard | ocal _set ti ngs file (file location will vary
by Linux distribution, on Fedora/RHEL/CentOS: /et ¢/ openst ack- dashboar d/

| ocal _settings, on Ubuntu and Debian: / et ¢/ openst ack- dashboar d/

| ocal _settings. py and on openSUSE and SUSE Linux Enterprise Server: / sr v/ ww\/
openst ack- dashboar d/ openst ack_dashboar d/ 1 ocal /| ocal _setti ngs. py)

OPENSTACK_HYPERVI SOR_FEATURE = {

'can_set _password': Fal se,

}
Libvirt-based hypervisors (KVM, QEMU, LXC)

For hypervisors such as KVM that use the libvirt backend, admi n password injection is

disabled by default. To enabile it, set the following option in/ et ¢/ nova/ nova. conf:

[libvirt]
i nj ect _passwor d=true

When enabled, Compute will modify the password of the root account by editing the /
et ¢/ shadowfile inside of the virtual machine instance.

3 Note
Users can only ssh to the instance by using the admin password if:
* The virtual machine image is a Linux distribution

* The virtual machine has been configured to allow users to ssh as the root
user. This is not the case for Ubuntu cloud images, which disallow ssh to the
root account by default.

XenAPI (XenServer/XCP)

Compute uses the XenAPI agent to inject passwords into guests when using the XenAPI
hypervisor backend. The virtual-machine image must be configured with the agent for
password injection to work.
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Windows images (all hypervisors)

To support the adm n password for Windows virtual machines, you must configure the
Windows image to retrieve the adni n password on boot by installing an agent such as
cloudbase-init.

Volumes

Depending on the setup of your cloud provider, they may give you an endpoint to use to
manage volumes, or there may be an extension under the covers. In either case, you can
use the nova CLI to manage volumes:

vol une- attach Attach a volune to a server.
vol une-create Add a new vol une.

vol une- del ete Rermove a vol une.

vol une- det ach Detach a volune froma server.
vol urme- | i st List all the vol unes.

vol une- show Show detai |l s about a vol une
vol une- snapshot -creat e Add a new snapshot .

vol urme- snapshot - del et e Rermove a snapshot .

vol ume- snapshot - | i st List all the snapshots.

vol une- snapshot - show Show detai | s about a snapshot.
vol une-t ype-creat e Create a new vol une type.

vol ume-type-del ete Del ete a specific flavor

vol ume-type-1i st Print a list of available 'volume types'.
vol urme- updat e Update an attached vol une

For example, to list IDs and names of Compute volumes, run:

$ nova vol ume-1i st

= c—occocccccccooooooc--coocoomoooooooo e oooo= e fmommoe

ffccccccoc=zcos dfeoocccocozoooc +

| ID | Status | Display Name | Size |
Vol ume Type | Attached to |

fmococcocoococcocoooooocoooocononooooaooo ooocococooac foooccococacoao dooooac

Hiccocoo oo oo e omomooac +

| 1af 4cb93- d4c6- 4ee3- 89a0- 4b7885a3337e | avail abl e | Perf Bl ock | 1 |
Per f or mance | |

= c—occocccccccooooooc--coocoomoooooooo e oooo= e fmommoe

ffccccccoc=zcos dfeoocccocozoooc +

Networking with nova-network

Understanding the networking configuration options helps you design the best
configuration for your Compute instances.

You can choose to either install and configure nova- net wor k for networking
between VMs or use the OpenStack Networking service (neutron) for networking. To
configure Compute networking options with OpenStack Networking, see the Chapter 7,
“Networking” [167].

Networking concepts

This section offers a brief overview of networking concepts for Compute.

64


https://github.com/cloudbase/cloudbase-init

Cloud Administrator Guide April 26, 2014 current

Compute assigns a private IP address to each VM instance. (Currently, Compute with
nova- net wor k only supports Linux bridge networking that enables the virtual interfaces
to connect to the outside network through the physical interface.) Compute makes a
distinction between fixed IPs and floating IPs. Fixed IPs are IP addresses that are assigned
to an instance on creation and stay the same until the instance is explicitly terminated. By
contrast, floating IPs are addresses that can be dynamically associated with an instance. A
floating IP address can be disassociated and associated with another instance at any time.
A user can reserve a floating IP for their project.

The network controller with nova- net wor k provides virtual networks to enable compute
servers to interact with each other and with the public network. Compute with nova-

net wor k supports the following network modes, which are implemented as “Network
Manager” types.

Flat Network Manager In Flat mode, a network administrator specifies a
subnet. IP addresses for VM instances are assigned from
the subnet, and then injected into the image on launch.
Each instance receives a fixed IP address from the pool
of available addresses. A system administrator must
create the Linux networking bridge (typically named
br 100, although this is configurable) on the systems
running the nova- net wor k service. All instances of
the system are attached to the same bridge, and this is
configured manually by the network administrator.

S Note

Configuration injection currently only
works on Linux-style systems that keep
networking configurationin/ et ¢/
net wor k/ i nt erf aces.

Flat DHCP Network Manager In FlatDHCP mode, OpenStack starts a DHCP server
(dnsmasq) to allocate IP addresses to VM instances
from the specified subnet, in addition to manually
configuring the networking bridge. IP addresses for VM
instances are assigned from a subnet specified by the
network administrator.

Like Flat Mode, all instances are attached to a single
bridge on the compute node. Additionally, a DHCP
server is running to configure instances (depending

on single-/multi-host mode, alongside each nova-

net wor k). In this mode, Compute does a bit more
configuration in that it attempts to bridge into an
ethernet device (f | at _i nt er f ace, eth0 by default).
For every instance, Compute allocates a fixed IP address
and configures dnsmasq with the MAC/IP pair for the
VM. Dnsmasq does not take part in the IP address
allocation process, it only hands out IPs according to the
mapping done by Compute. Instances receive their fixed
IPs by doing a dhcpdiscover. These IPs are not assigned
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VLAN Network Manager

to any of the host's network interfaces, only to the VM's
guest-side interface.

In any setup with flat networking, the hosts providing
the nova- net wor k service are responsible for
forwarding traffic from the private network. They also
run and configure dnsnmasq as a DHCP server listening
on this bridge, usually on IP address 10.0.0.1 (see DHCP
server: dnsmasq ). Compute can determine the NAT
entries for each network, although sometimes NAT is
not used, such as when configured with all public IPs or
a hardware router is used (one of the HA options). Such
hosts need to have br 100 configured and physically
connected to any other nodes that are hosting VMs.
You must set the f | at _net wor k_br i dge option or
create networks with the bridge parameter in order to
avoid raising an error. Compute nodes have iptables/
ebtables entries created for each project and instance
to protect against IP/MAC address spoofing and ARP
poisoning.

N Note

In single-host Flat DHCP mode you will be
able to ping VMs through their fixed IP from
the nova- net wor k node, but you cannot
ping them from the compute nodes. This is
expected behavior.

VLANManager mode is the default mode for
OpenStack Compute. In this mode, Compute creates
a VLAN and bridge for each tenant. For multiple-
machine installation, the VLAN Network Mode requires
a switch that supports VLAN tagging (IEEE 802.1Q).
The tenant gets a range of private IPs that are only
accessible from inside the VLAN. In order for a user

to access the instances in their tenant, a special VPN
instance (code named cloudpipe) needs to be created.
Compute generates a certificate and key for the user
to access the VPN and starts the VPN automatically. It
provides a private network segment for each tenant's
instances that can be accessed through a dedicated
VPN connection from the Internet. In this mode, each
tenant gets its own VLAN, Linux networking bridge,
and subnet.

The subnets are specified by the network administrator,
and are assigned dynamically to a tenant when
required. A DHCP Server is started for each VLAN to
pass out IP addresses to VM instances from the subnet
assigned to the tenant. All instances belonging to one
tenant are bridged into the same VLAN for that tenant.
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OpenStack Compute creates the Linux networking
bridges and VLANs when required.

These network managers can co-exist in a cloud system. However, because you cannot
select the type of network for a given tenant, you cannot configure multiple network types
in a single Compute installation.

All network managers configure the network using network drivers. For example, the Linux
L3 driver (I 3. py and | i nux_net . py), which makes use of i pt abl es, r out e and other
network management facilities, and libvirt's network filtering facilities. The driver is not
tied to any particular network manager; all network managers use the same driver. The
driver usually initializes (creates bridges and so on) only when the first VM lands on this
host node.

All network managers operate in either single-host or multi-host mode. This choice greatly
influences the network configuration. In single-host mode, a single nova- net wor k service
provides a default gateway for VMs and hosts a single DHCP server (dnsmasq). In multi-
host mode, each compute node runs its own nova- net wor k service. In both cases, all
traffic between VMs and the outer world flows through nova- net wor k. Each mode has
its pros and cons (see the Network Topology section in the OpenStack Operations Guide.

3 Note

All networking options require network connectivity to be already set up
between OpenStack physical nodes. OpenStack does not configure any physical
network interfaces. All network managers automatically create VM virtual
interfaces. Some, but not all, managers create network bridges such as br 100.

All machines must have a public and internal network interface (controlled

by the options: publ i c_i nt er f ace for the public interface, and
flat_interfaceandvl an_i nterface for the internal interface with
flat / VLAN managers). This guide refers to the public network as the external
network and the private network as the internal or tenant network.

The internal network interface is used for communication with VMs; the
interface should not have an IP address attached to it before OpenStack
installation (it serves merely as a fabric where the actual endpoints are VMs and
dnsmasq). Also, you must put the internal network interface in promiscuous
mode, because it must receive packets whose target MAC address is of the
guest VM, not of the host.

Throughout this documentation, the public network is sometimes referred to as
the external network, while the internal network is also sometimes referred to
as the private network or tenant network.

For flat and flat DHCP modes, use the following command to create a network:

$ nova network-create vmmet \
--fixed-range-v4=10. 0. 0.0/ 24 --fixed-cidr=10.20.0.0/16 --bridge=br100

Where:

» --fixed-range-v4- specifies the network subnet.
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DHCP

» --fixed- ci dr specifies a range of fixed IP addresses to allocate, and can be a subset of
the - - fi xed- r ange- v4 argument.

* - - bri dge specifies the bridge device to which this network is connected on every
compute node.

server: dnsmasq

The Compute service uses dnsmasq as the DHCP server when running with either that Flat
DHCP Network Manager or the VLAN Network Manager. The nova- net wor Kk service is
responsible for starting up dnsmasq processes.

The behavior of dnsmasq can be customized by creating a dnsnasq configuration file.
Specify the configuration file using the dnsmasq_confi g_fi | e configuration option. For
example:

dnsmasq_config_fil e=/etc/dnsmasqg- nova. conf

For an example of how to change the behavior of dnsnasq using a dnsnasq
configuration file, see the OpenStack Configuration Reference. The dnsmasq
documentation also has a more comprehensive dnsmasq configuration file example.

dnsmas(q also acts as a caching DNS server for instances. You can explicitly specify the
DNS server that dnsnmasq should use by setting the dns_ser ver configuration option
in/ et ¢/ noval/ nova. conf . The following example would configure dnsmasq to use
Google's public DNS server:

dns_server=8. 8. 8. 8

Logging output for dnsmasq goes to the sysl og (typically / var /1 og/ sysl og or/
var /| og/ messages, depending on Linux distribution). dnsmasq logging output can be
useful for troubleshooting if VM instances boot successfully but are not reachable over the
network.

A network administrator can run nova- nanage fi xed reserve --

addr ess=x. X. X. X to specify the starting point IP address (x.x.x.x) to reserve with the
DHCP server. This reservation only affects which IP address the VMs start at, not the fixed IP
addresses that the nova- net wor k service places on the bridges.

Configure Compute to use IPv6 addresses

If you are using OpenStack Compute with nova- net wor k, you can put Compute into
IPv4/1Pv6 dual-stack mode, so that it uses both IPv4 and IPv6 addresses for communication.
In IPv4/1Pv6 dual-stack mode, instances can acquire their IPv6 global unicast address

by using a stateless address auto configuration mechanism [RFC 4862/2462]. IPv4/IPv6
dual-stack mode works with both VI anManager and Fl at DHCPManager networking
modes. In VI anManager , each project uses a different 64-bit global routing prefix. In

FI at DHCPManager, all instances use one 64-bit global routing prefix.

This configuration was tested with VM images that have an IPv6 stateless address auto
configuration capability. This capability is required for any VM you want to run with an IPv6
address. You must use EUI-64 address for stateless address auto configuration. Each node
that executes a nova- * service must have pyt hon- net addr and r advd installed.
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Procedure 4.2. Switch into IPv4/IPv6 dual-stack mode

1. On all nodes running a nova- * service, install pyt hon- net addr :

# apt-get install python-netaddr

2. Onall nova- net wor k nodes, install r advd and configure IPv6 networking:

# apt-get install radvd
# echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
# echo 0 > /proc/sys/net/ipv6/conf/all/accept_ra

3. Editthe nova. conf file on all nodes to specify use_i pv6 = True.

4. Restart all nova- * services.

N

Note

You can add a fixed range for IPv6 addresses to the nova network-create
command. Specify publ i c or pri vat e after the net wor k- creat e
parameter.

$ nova network-create public --fixed-range-v4 fixed_range_v4 --
vlan vlan_id --vpn vpn_start --fixed-range-v6 fixed_range_v6

You can set IPv6 global routing prefix by using the - - f i xed_r ange_v6
parameter. The default value for the parameter is: f d0O: : / 48.

* When you use Fl at DHCPManager , the command uses the original - -
fi xed_range_v6 value. For example:

$ nova network-create public --fixed-range-v4 10.0.2.0/24 --
fixed-range-v6 fd0O0: 1::/48

* When you use VI anManager , the command increments the subnet ID to
create subnet prefixes. Guest VMs use this prefix to generate their IPv6 global
unicast address. For example:

$ nova network-create public --fixed-range-v4 10.0.1.0/24 --vlan
100 --vpn 1000 --fixed-range-v6 fd0O: 1::/48

Table 4.2. Description of configuration options for ipv6

Configuration option = Default value ‘ Description

[DEFAULT]

fixed_range_v6 = fd00::/48 (StrOpt) Fixed IPv6 address block
gateway_v6 = None (StrOpt) Default IPv6 gateway
ipv6_backend = rfc2462 (StrOpt) Backend to use for IPv6 generation
use_ipv6 = False (BoolOpt) Use IPv6

Metadata service

Introduction

The Compute service uses a special metadata service to enable virtual machine
instances to retrieve instance-specific data. Instances access the metadata service at
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http://169. 254. 169. 254. The metadata service supports two sets of APIs: an
OpenStack metadata APl and an EC2-compatible API. Each of the APIs is versioned by date.

To retrieve a list of supported versions for the OpenStack metadata API, make a GET
requesttohttp://169. 254. 169. 254/ openst ack For example:

$ curl http://169.254. 169. 254/ openst ack
2012-08-10
| at est

To list supported versions for the EC2-compatible metadata API, make a GET request to
http://169. 254. 169. 254.

For example:

$ curl http://169.254.169. 254
1.0
2007-01-19
2007-03-01
2007-08- 29
2007-10-10
2007-12-15
2008- 02-01
2008- 09- 01
2009- 04- 04
| at est

If you write a consumer for one of these APIs, always attempt to access the most recent
API version supported by your consumer first, then fall back to an earlier version if the most
recent one is not available.

OpenStack metadata API

Metadata from the OpenStack APl is distributed in JSON format. To retrieve the metadata,
make a GET requestto htt p: // 169. 254. 169. 254/ openst ack/ 2012- 08- 10/
nmet a_dat a. j son.

For example:

$ curl http://169.254.169. 254/ openst ack/ 2012- 08- 10/ net a_dat a. j son

{
"uui d": " d8e02d56- 2648- 49a3- bf 97- 6be8f 1204f 38",

"availability zone":"nova",
"host nane": "t est. noval ocal ",
"l aunch_i ndex": 0,
"meta": {

"priority":"l ow',

"rol e":"webserver"

}

ubl i c_keys": {
"nykey": "ssh-rsa
AAAAB3Nz aCly c2EAAAADAQABAAAAGQDYVEDT vt YJ XVOBNOXNKVVRNCRX6BI nNb
+USLGai s1sUWPwt Sg7z9K9vhbYAPUZcg8c/ s5S9dg5vTHbsi yPCl DOKyeHbhadMJJq8Ch5b2i 71/
3Bl SpyxTBH uzZDHds| W2a+Sr PDCeuMVbss9NFhBdKt Dkd@zyi Oi bmCP6y MIEX8Q== Cener at ed
by Nova\ n"
},

"nanme":"test"
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}

Instances also retrieve user data (passed as the user _dat a parameter in the API call or
by the - - user _dat a flag in the nova boot command) through the metadata service,
by making a GET request to ht t p: // 169. 254. 169. 254/ openst ack/ 2012- 08- 10/
user _dat a.

For example:

$ curl http://169.254.169. 254/ openst ack/ 2012- 08- 10/ user _dat a
#! / bi n/ bash
echo 'Extra user data here'

EC2 metadata API

The metadata service has an API that is compatible with version 2009-04-04 of the Amazon
EC2 metadata service; virtual machine images that are designed for EC2 work properly with
OpenStack.

The EC2 API exposes a separate URL for each metadata. You can retrieve a listing of these
elements by making a GET querytohtt p: // 169. 254. 169. 254/ 2009- 04- 04/ net a-
dat a/

For example:

$ curl http://169.254.169. 254/ 2009- 04- 04/ net a- dat a/
am -id

am - | aunch-i ndex

am - mani f est - pat h

bl ock- devi ce- mappi ng/
host nanme

i nstance-acti on

i nstance-id

i nst ance-type

kernel -id

| ocal - host nane

| ocal -i pv4d

pl acenment /

publ i c- host name
public-i pv4d
publ i c- keys/

randi sk-id
reservation-id
security-groups

$ curl http://169.254. 169. 254/ 2009- 04- 04/ net a- dat a/ bl ock- devi ce- mappi ng/
am

$ curl http://169. 254. 169. 254/ 2009- 04- 04/ met a- dat a/ pl acenent /

avail ability-zone

$ curl http://169.254. 169. 254/ 2009- 04- 04/ net a- dat a/ publ i c- keys/
O=nykey

Instances can retrieve the public SSH key (identified by keypair name when a user requests
a new instance) by making a GET request to ht t p: / / 169. 254. 169. 254/ 2009- 04- 04/
net a- dat a/ publ i c- keys/ 0/ openssh- key.

For example:
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$ curl http://169.254.169. 254/ 2009- 04- 04/ et a- dat a/ publ i c- keys/ 0/ openssh- key

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAgQDYVEpT vt YIXVOBNOXNKVVRNCRX6BI nNbl

+USLGai s1sUWPW Sg7z9K9vhbYAPUZcg8c/ s5S9dg5vTHbsi yPCl DOKyeHba4MJJq8Ch5b2i 71/

3Bl SpyxTBH uzZDHds| W2a+Sr PDCeuMVbss9NFhBdKt Dkd@zyi Oi bmCP6y MIEX8Q== Cener at ed
by Nova

Instances can retrieve user data by making a GET request to
http://169. 254. 169. 254/ 2009- 04- 04/ user - dat a.

For example:

$ curl http://169.254. 169. 254/ 2009- 04- 04/ user - dat a
#!/ bi n/ bash
echo 'Extra user data here'

Run the metadata service

The metadata service is implemented by either the nova- api service or the nova-

api - met adat a service. (The nova- api - met adat a service is generally only used when
running in multi-host mode, it retrieves instance-specific metadata). If you are running
the nova- api service, you must have net adat a as one of the elements of the list of
the enabl ed_api s configuration option in/ et ¢/ nova/ nova. conf . The default
enabl ed_api s configuration setting includes the metadata service, so you should not
need to modify it.

Hosts access the service at 169. 254. 169. 254: 80, and this is translated to
nmet adat a_host : met adat a_port by an iptables rule established by the nova-
net wor k servce. In multi-host mode, you can set met adat a_host to 127. 0. 0. 1.

To enable instances to reach the metadata service, the nova- net wor k service configures
iptables to NAT port 80 of the 169. 254. 169. 254 address to the IP address specified in
nmet adat a_host (default $rry_i p, which is the IP address of the nova- net wor k service)
and port specified in net adat a_port (default 8775) in/ et ¢/ nova/ nova. conf.

O Warning

The net adat a_host configuration option must be an IP address, not a host
name.

3 Note

The default Compute service settings assume that the nova- net wor k service
and the nova- api service are running on the same host. If this is not the case,
you must make this change in the / et ¢/ nova/ nova. conf file on the host
running the nova- net wor Kk service:

Set the net adat a_host configuration option to the IP address of the host
where the nova- api service runs.

Table 4.3. Description of configuration options for metadata

Configuration option = Default value ‘ Description
[DEFAULT]
metadata_host = $my_ip ‘ (StrOpt) The IP address for the metadata API server
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Configuration option = Default value Description

metadata_listen = 0.0.0.0 (StrOpt) The IP address on which the metadata API will
listen.

metadata_listen_port = 8775 (IntOpt) The port on which the metadata API will listen.

metadata_manager = (StrOpt) OpenStack metadata service manager

nova.api.manager.MetadataManager

metadata_port = 8775 (IntOpt) The port for the metadata API port

metadata_workers = None (IntOpt) Number of workers for metadata service. The

default will be the number of CPUs available.

vendordata_driver = (StrOpt) Driver to use for vendor data
nova.api.metadata.vendordata_json.JsonFileVendorData

vendordata_jsonfile_path = None (StrOpt) File to load json formatted vendor data from

Enable ping and SSH on VMs

Be sure you enable access to your VMs by using the euca-authorize or nova secgroup-add-
rule command. These commands enable you to ping and ssh to your VMs:

3 Note
You must run these commands as root only if the credentials used to interact
with nova- api arein/root/ . bashrc. If the EC2 credentials are the
. bashr c file for another user, you must run these commands as the user.

Run nova commands:

$ nova secgroup-add-rul e default icnp -1 -1 0.0.0.0/0
$ nova secgroup-add-rul e default tcp 22 22 0.0.0.0/0

Using euca2ools:

$ euca-authorize -Picnmp -t -1:-1 -s 0.0.0.0/0 default
$ euca-authorize -P tcp -p 22 -s 0.0.0.0/0 default

If you still cannot ping or SSH your instances after issuing the nova secgroup-add-rule
commands, look at the number of dnsmasq processes that are running. If you have a
running instance, check to see that TWO dnsmasq processes are running. If not, perform
the following commands as root:

# killall dnsnasq
# service nova-network restart

Configure public (floating) IP addresses

If you are using Compute's nova- net wor k instead of OpenStack Networking (neutron)
for networking in OpenStack, use procedures in this section to configure floating IP
addresses. For instructions on how to configure OpenStack Networking (neutron) to
provide access to instances through floating IP addresses, see the section called “L3 routing
and NAT” [238].

Private and public IP addresses

Every virtual instance is automatically assigned a private IP address. You can optionally
assign public IP addresses to instances. The term floating IP refers to an IP address, typically
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public, that you can dynamically add to a running virtual instance. OpenStack Compute
uses Network Address Translation (NAT) to assign floating IPs to virtual instances.

If you plan to use this feature, you must add edit the / et ¢/ nova/ nova. conf file to
specify to which interface the nova- net wor k service binds public IP addresses, as follows:

public_interface=vl an100

If you make changes to the / et ¢/ nova/ nova. conf file while the nova- net wor k
service is running, you must restart the service.

S Traffic between VMs using floating IPs

Because floating IPs are implemented by using a source NAT (SNAT rule in
iptables), security groups can display inconsistent behavior if VMs use their
floating IP to communicate with other VMs, particularly on the same physical
host. Traffic from VM to VM across the fixed network does not have this issue,
and so this is the recommended path. To ensure that traffic does not get
SNATed to the floating range, explicitly set:

dnez_ci dr =x. x. x. x/'y

The X. X. X. X/ y value specifies the range of floating IPs for each pool of
floating IPs that you define. If the VMs in the source group have floating IPs,
this configuration is also required.

Enable IP forwarding

By default, IP forwarding is disabled on most Linux distributions. To use the floating IP
feature, you must enable IP forwarding.

S Note

You must enable IP forwarding only on the nodes that run the nova- net wor k
service. If you use mul t i _host mode, ensure that you enable it on all
compute nodes. Otherwise, enable it on only the node that runs the nova-

net wor Kk service.

To check whether forwarding is enabled, run:

$ cat /proc/sys/net/ipvé/ip_forward
0

Alternatively, you can run:

$ sysctl net.ipv4.ip_forward
net.ipvd.ip_forward = 0

In the previous example, IP forwarding is disabled. To enable it dynamically, run:
# sysctl -w net.ipv4.ip_forward=1

Or:

# echo 1 > /proc/sys/net/ipv4/ip_forward
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To make the changes permanent, edit the/ et ¢/ sysct | . conf file and update the IP
forwarding setting:

net.ipvd.ip_forward = 1

Save the file and run the following command to apply the changes:

# sysctl -p
You can also update the setting by restarting the network service:

* On Ubuntu, run:
#/etc/init.d/ procps.sh restart
e On RHEL/Fedora/CentQS, run:

# service network restart

Create a list of available floating IP addresses

Compute maintains a list of floating IP addresses that you can assign to instances. Use the
nova-manage floating create command to add entries to this list.

For example:

# nova- manage floating create --pool =nova --ip_range=68.99. 26. 170/ 31
You can use the following nova-manage commands to perform floating IP operations:
e # nova-manage floating |ist
Lists the floating IP addresses in the pool.
e # nova- manage floating create --pool =[pool nane] --ip_range=[Cl DR
Creates specific floating IPs for either a single address or a subnet.
e # nova- manage floating del ete [Cl DR]
Removes floating IP addresses using the same parameters as the create command.

For information about how administrators can associate floating IPs with instances, see
Manage IP addresses in the OpenStack Admin User Guide.

Automatically add floating IPs

You can configure the nova- net wor k service to automatically allocate and assign a
floating IP address to virtual instances when they are launched. Add the following line to
the/ et c/ noval/ nova. conf file and restart the nova- net wor k service:

aut o_assign_fl oating_i p=True

S Note

If you enable this option and all floating IP addresses have already been
allocated, the nova boot command fails.
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Remove a network from a project

You cannot remove a network that has already been associated to a project by simply
deleting it.

To determine the project ID, you must have administrative rights. You can disassociate the
project from the network with a scrub command and the project ID as the final parameter:

# nova- manage proj ect scrub --project=<id>

Multiple interfaces for your instances (multinic)

The multinic feature allows you to plug more than one interface to your instances, making
it possible to make several use cases available:

¢ SSL Configurations (VIPs)

* Services failover/ HA

Bandwidth Allocation
* Administrative/ Public access to your instances

Each VIF is representative of a separate network with its own IP block. Every network mode
introduces its own set of changes regarding the multinic usage:

Figure 4.4. multinic flat manager

- No

NS

3

va-compute

/

Instances

=]

FLAT MANAGER

76



Cloud Administrator Guide April 26, 2014 current

Figure 4.5. multinic flatdhcp manager
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Figure 4.6. multinic VLAN manager
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Use the multinic feature

In order to use the multinic feature, first create two networks, and attach them to your
tenant (still named 'project' on the command line):

$ nova network-create first-net --fixed-range-v4=20.20.0.0/24 --project-id=
$your - proj ect

$ nova network-create second-net --fixed-range-v4=20.20.10.0/24 --project-id=
$your - pr oj ect

Now every time you spawn a new instance, it gets two IP addresses from the respective

DHCP servers:

$ nova |ist

b= o= o= dfmcocccoocoooo ffmcooc=oo dfecccco-cocoocc-coccoococooccocoscooosoocoo +
| 1D]| Nane | Status | Net wor ks |
e e mooo=- dfmcccoo=o ffmcoocccocccccc-oos—-ss---coocoocc-cccoooo- +
| 124 | Server 124 | ACTIVE | networ k2=20. 20. 0. 3; private=20.20. 10. 14|
dm oo e mmoo = e mmoo fmcocccoccccccoomsmoosooocoocooscccccoooas +

3 Note

Make sure to power up the second interface on the instance, otherwise that
last won't be reachable through its second IP. Here is an example of how to
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setup the interfaces within the instance (this is the configuration that needs to
be applied inside the image):

/etc/ network/interfaces

# The | oopback network interface
auto |l o
iface lo inet |oopback

auto et ho
iface ethO inet dhcp

auto ethl
iface ethl inet dhcp

3 Note

If the Virtual Network Service Neutron is installed, it is possible to specify the
networks to attach to the respective interfaces by using the - - ni ¢ flag when
invoking the nova command:

$ nova boot --inmmge ed8b2a37-5535-4a5f - a615- 443513036d71 --fl avor
1 --nic net-id= <id of first network> --nic net-id= <id of first
networ k> test-vnl

Troubleshoot Networking

Cannot reach floating IPs
If you cannot reach your instances through the floating IP address, check the following:

* Ensure the default security group allows ICMP (ping) and SSH (port 22), so that you can
reach the instances:

$ nova secgroup-list-rules default

e cccoccconoos fooocoooocas foocoocoooo fooccccoocao docococcacoocas +
| IP Protocol | FromPort | To Port | |P Range | Source G oup |
b= cccccoszooc= feooccooooo= ffecoocoooc ffecooccoocc==o ecocccococooco=o +
| icnp | -1 | -1 | 0.0.0.0/0 | [
| tcp | 22 | 22 | 0.0.0.0/0 | |
e cccccos=o=c= Gfecoccooooo= ffecoocoooe ffecooccoco==o dfecocccosocooco= +

* Ensure the NAT rules have been added to i pt abl es on the node that nova- net wor k
is running on, as root:

# iptables -L -nv -t nat

- A nova- net wor k- PREROUTI NG -d 68.99. 26.170/32 -j DNAT --to-destination 10.0.
0.3

-A nova-network-floating-snat -s 10.0.0.3/32 -j SNAT --to-source 68.99. 26.
170

* Check that the public address, in this example "68.99.26.170", has been added to your
public interface. You should see the address in the listing when you enter "ip addr" at the
command prompt.

$ ip addr
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2: ethO: <BROADCAST, MULTI CAST, UP, LONER_UP> ntu 1500 qdisc ng state UP gl en
1000

i nk/ether xx:xx:xx:17:4b:c2 brd ff:ff:ff:ff.ff:ff

inet 13.22.194.80/24 brd 13.22.194. 255 scope gl obal ethO

i net 68.99.26.170/ 32 scope gl obal ethO

inet6 fe80::82b: 2bf: fel: 4b2/ 64 scope |ink

valid_|Ift forever preferred_|ft forever

Note that you cannot SSH to an instance with a public IP from within the same server as
the routing configuration won't allow it.

* You can use tcpdump to identify if packets are being routed to the inbound interface on
the compute host. If the packets are reaching the compute hosts but the connection is
failing, the issue may be that the packet is being dropped by reverse path filtering. Try
disabling reverse-path filtering on the inbound interface. For example, if the inbound
interface is et h2, as root, run:

# sysctl -w net.ipv4.conf.eth2.rp filter=0

If this solves your issue, add the following line to/ et ¢/ sysct | . conf so that the
reverse-path filter is disabled the next time the compute host reboots:

net.ipv4.conf.rp_filter=0

Disable firewall

To help debug networking issues with reaching VMs, you can disable the firewall by setting
the following option in/ et ¢/ nova/ nova. conf :

firewal | _driver=nova.virt.firewall.NoopFirewallDriver

We strongly recommend you remove this line to re-enable the firewall once your
networking issues have been resolved.

Packet loss from instances to nova-network server (VLANManager

mode)

If you can SSH to your instances but you find that the network interactions to your instance
is slow, or if you find that running certain operations are slower than they should be (for
example, sudo), then there may be packet loss occurring on the connection to the instance.

Packet loss can be caused by Linux networking configuration settings related to bridges.
Certain settings can cause packets to be dropped between the VLAN interface (for
example, vl an100) and the associated bridge interface (for example, br 100) on the host
running the nova- net wor k service.

One way to check whether this is the issue in your setup, is to open up three terminals and
run the following commands:

1. In the first terminal, on the host running nova-network, use tcpdump on the VLAN
interface to monitor DNS-related traffic (UDP, port 53). As root, run:

# tcpdump -K -p -i vlanl00 -v -vv udp port 53

2. In the second terminal, also on the host running nova-network, use tcpdump to monitor
DNS-related traffic on the bridge interface. As root, run:
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# tcpdump -K -p -i br100 -v -vv udp port 53

3. In the third terminal, SSH inside of the instance and generate DNS requests by using the
nslookup command:

$ nsl ookup www. googl e. com

The symptoms may be intermittent, so try running nslookup multiple times. If the
network configuration is correct, the command should return immediately each time. If
it is not functioning properly, the command hangs for several seconds.

4. If the nslookup command sometimes hangs, and there are packets that appear in the
first terminal but not the second, then the problem may be due to filtering done on the
bridges. Try to disable filtering, run the following commands as root:

# sysctl -w net.bridge. bridge-nf-call-arptabl es=0
# sysctl -w net.bridge. bridge-nf-call-iptabl es=0
# sysctl -w net. bridge. bridge-nf-call-ip6tabl es=0

If this solves your issue, add the following line to/ et ¢/ sysct | . conf so that these
changes take effect the next time the host reboots:

net. bri dge. bri dge-nf -cal | - ar pt abl es=0
net . bri dge. bri dge-nf-cal | -i pt abl es=0
net . bri dge. bri dge-nf-cal | -i p6t abl es=0

KVM: Network connectivity works initially, then fails

Some administrators have observed an issue with the KVM hypervisor where instances
running Ubuntu 12.04 sometimes loses network connectivity after functioning properly
for a period of time. Some users have reported success with loading the vhost_net kernel
module as a workaround for this issue (see bug #997978) . This kernel module may also
improve network performance on KVM. To load the kernel module, as root:

# modpr obe vhost _net

3 Note

Loading the module has no effect on running instances.

System administration

By understanding how the different installed nodes interact with each other, you can
administer the Compute installation. Compute offers many ways to install using multiple
servers but the general idea is that you can have multiple compute nodes that control the
virtual servers and a cloud controller node that contains the remaining Compute services.

The Compute cloud works through the interaction of a series of daemon processes named
nova- * that reside persistently on the host machine or machines. These binaries can all
run on the same machine or be spread out on multiple boxes in a large deployment. The
responsibilities of services and drivers are:

e Services:
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* nova- api . Receives xml requests and sends them to the rest of the system. It is a wsgi
app that routes and authenticate requests. It supports the EC2 and OpenStack APIs.
There is a nova- api . conf file created when you install Compute.

e nova- cert. Provides the certificate manager.

* nova- conput e. Responsible for managing virtual machines. It loads a Service object
which exposes the public methods on ComputeManager through Remote Procedure
Call (RPC).

* nova- conduct or . Provides database-access support for Compute nodes (thereby
reducing security risks).

* nova- consol eaut h. Handles console authentication.

* nova- obj ect st or e: The nova- obj ect st or e service is an ultra simple file-based
storage system for images that replicates most of the S3 API. It can be replaced with
OpenStack Image Service and a simple image manager or use OpenStack Object
Storage as the virtual machine image storage facility. It must reside on the same node
as nova- conput e.

* nova- net wor k. Responsible for managing floating and fixed IPs, DHCP, bridging
and VLANSs. It loads a Service object which exposes the public methods on one of the
subclasses of NetworkManager. Different networking strategies are available to the
service by changing the network_manager configuration option to FlatManager,
FlatDHCPManager, or VlanManager (default is VLAN if no other is specified).

e nova- schedul er . Dispatches requests for new virtual machines to the correct node.

e nova- novncpr oxy. Provides a VNC proxy for browsers (enabling VNC consoles to
access virtual machines).

» Some services have drivers that change how the service implements the core of its
functionality. For example, the nova- conput e service supports drivers that let you
choose with which hypervisor type it will talk. nova- net wor k and nova- schedul er
also have drivers.

Compute service architecture

The following basic categories describe the service architecture and what's going on within
the cloud controller.

API server

At the heart of the cloud framework is an API server. This API server makes command and
control of the hypervisor, storage, and networking programmatically available to users.

The API endpoints are basic HTTP web services which handle authentication, authorization,
and basic command and control functions using various APl interfaces under the Amazon,
Rackspace, and related models. This enables API compatibility with multiple existing tool
sets created for interaction with offerings from other vendors. This broad compatibility
prevents vendor lock-in.
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Message queue

A messaging queue brokers the interaction between compute nodes (processing), the
networking controllers (software which controls network infrastructure), APl endpoints,
the scheduler (determines which physical hardware to allocate to a virtual resource), and
similar components. Communication to and from the cloud controller is by HTTP requests
through multiple API endpoints.

A typical message passing event begins with the API server receiving a request from a user.
The API server authenticates the user and ensures that the user is permitted to issue the
subject command. The availability of objects implicated in the request is evaluated and, if
available, the request is routed to the queuing engine for the relevant workers. Workers
continually listen to the queue based on their role, and occasionally their type host name.
When an applicable work request arrives on the queue, the worker takes assignment of
the task and begins its execution. Upon completion, a response is dispatched to the queue
which is received by the API server and relayed to the originating user. Database entries are
queried, added, or removed as necessary throughout the process.

Compute worker

Compute workers manage computing instances on host machines. The API dispatches
commands to compute workers to complete these tasks:

¢ Run instances

Terminate instances

Reboot instances

Attach volumes

Detach volumes

* Get console output
Network Controller

The Network Controller manages the networking resources on host machines. The
API server dispatches commands through the message queue, which are subsequently
processed by Network Controllers. Specific operations include:

¢ Allocate fixed IP addresses

» Configuring VLANSs for projects

» Configuring networks for compute nodes

Manage Compute users

Access to the Euca2ools (ec2) APl is controlled by an access and secret key. The user’s access
key needs to be included in the request, and the request must be signed with the secret
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key. Upon receipt of APl requests, Compute verifies the signature and runs commands on
behalf of the user.

To begin using Compute, you must create a user with the Identity Service.

Manage the cloud

A system administrator can use the nova client and the Euca2ools commands to manage
the cloud.

Both nova client and euca2ools can be used by all users, though specific commands might
be restricted by Role Based Access Control in the Identity Service.

Procedure 4.3. To use the nova client

1.

Installing the python-novaclient package gives you a nova shell command that enables
Compute APl interactions from the command line. Install the client, and then provide
your user name and password (typically set as environment variables for convenience),
and then you have the ability to send commands to your cloud on the command line.

To install python-novaclient, download the tarball from http://pypi.python.org/
pypi/python-novaclient/2.6.3#downloads and then install it in your favorite python
environment.

$ curl -O http://pypi.python.org/packages/ source/ p/ pyt hon- novacl i ent/
pyt hon- novaclient-2.6.3.tar. gz

$ tar -zxvf python-novaclient-2.6.3.tar.gz

$ cd pyt hon-novaclient-2.6.3

As r oot execute:

# python setup.py install

Confirm the installation by running:

$ nova hel p
usage: nova [--version] [--debug] [--o0s-cache] [--tim ngs]
[--timeout <seconds>] [--o0s-usernane <auth-user-nanme>]
[--o0s-password <aut h- passwor d>]
[ --os-tenant - nane <aut h-t enant - nane>]
[--os-tenant-id <auth-tenant-id>] [--o0s-auth-url <auth-url>]
[--o0s-regi on-name <region-nanme>] [--o0s-auth-system <auth-
syst enp]
[--service-type <service-type>] [--service-nanme <service-
name>]|
--vol une- servi ce-nane <vol une-servi ce- nane>]
- - endpoi nt -t ype <endpoi nt -t ype>]
- - 0S-conput e- api - ver si on <conput e- api - ver >]
--0s-cacert <ca-certificate>] [--insecure]
- - bypass-url <bypass-url >]
subcommand> . ..

3 Note

This command returns a list of nova commands and parameters. To obtain
help for a subcommand, run:

[
[
[
[
[
<
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$ nova hel p subcommand

You can also refer to the OpenStack Command-Line Reference for a
complete listing of nova commands and parameters.

Set the required parameters as environment variables to make running commands
easier. For example, you can add - - 0S- user hane as a nova option, or set it as an
environment variable. To set the user name, password, and tenant as environment
variables, use:

$ export OS_USERNAME=] oecool
$ export OS_PASSWORD=cool word
$ export OS TENANT NAME=cool u

Using the Identity Service, you are supplied with an authentication endpoint, which
Compute recognizes as the OS_AUTH_URL.

$ export OS_AUTH URL=htt p://host name: 5000/ v2. 0
$ export NOVA_VERSI ON=1. 1

Use the euca2ools commands

For a command-line interface to EC2 API calls, use the euca2ools command-line tool. See
http://open.eucalyptus.com/wiki/Euca2oolsGuide_v1.3

Show usage statistics for hosts and instances

You can show basic statistics on resource usage for hosts and instances.

3 Note

For more sophisticated monitoring, see the Ceilometer project, which is under
development. You can also use tools, such as Ganglia or Graphite, to gather
more detailed data.

Show host usage statistics

The following examples show the host usage statistics for a host called devst ack.

* List the hosts and the nova-related services that run on them:

$ nova host-1i st

b ccccooocoo df-cccooooooooe fhocoooooooo +
| host_nane | service | zone [
Femeeeoaaaas . S SRR +
| devstack | conductor | internal |
| devstack | conpute | nova |
| devstack | cert | internal |
| devstack | network | internal |
| devstack | schedul er | internal |
| devstack | consoleauth | internal |
s cocoocacoo oocccoccocooas foooccoooas +

* Get a summary of resource usage of all of the instances running on the host:

85


http://docs.openstack.org/cli-reference/content/
http://open.eucalyptus.com/wiki/Euca2oolsGuide_v1.3
https://launchpad.net/ceilometer
http://ganglia.info/
http://graphite.wikidot.com/

Cloud Administrator Guide April 26, 2014 current

$ nova host-descri be devstack

T T e-e-- dommmaaa T
+

| HOST | PROQIECT | cpu | nemory_mb | disk gb |
s ccccooooo feoococcococcooocoocoocoScoooooosoooo G cooe ffococccoocooe ecoccooooc +
| devstack | (total) | 2 | 4003 | 157 |
| devstack | (used_now) | 3 | 5120 | 40 |
| devstack | (used_nax) | 3 | 4608 | 40 |
| devstack | b70d90d65e464582b6b2161cf3603ced | 1 | 512 | O |
| devstack | 66265572dbl74a7aa66eba661f 58eb9e | 2 | 4096 | 40 |
e cccccooo= feooccccoccco-cocooccocoscocooooocoooe T ffecooccoco==o dfcocccoooc +

The cpu column shows the sum of the virtual CPUs for instances running on the host.

The menmory_nb column shows the sum of the memory (in MB) allocated to the
instances that run on the host.

The di sk_gb column shows the sum of the root and ephemeral disk sizes (in GB) of the
instances that run on the host.

The row that has the value used _nowin the PRQJECT column shows the sum of the
resources allocated to the instances that run on the host, plus the resources allocated to
the virtual machine of the host itself.

The row that has the value used_max row in the PRQJECT column shows the sum of the
resources allocated to the instances that run on the host.

3 Note

These values are computed by using information about the flavors of the
instances that run on the hosts. This command does not query the CPU usage,
memory usage, or hard disk usage of the physical host.

Show instance usage statistics
* Get CPU, memory, I/O, and network statistics for an instance.

1. List instances:

$ nova |ist

ffc—occ-coc-ccooccocccoccsoccocooocooooocoos dfescc-ccos-ooccoccocoooo dfmoccocos

fb—cocczcooco= fmcoccocsoooos feccccccscoocooococoo +

| ID | Nane | Status |
Task State | Power State | Networks |

dom e e e e e e eemeeememmeaeaaaaa o m e e eemaaaa L -

ffe—occscoco=o-o feooccoco=ccooo ecccscoocosccoocoo +

| 84c6e57d- abbl- 44b6- 81leb- f cb36af d31b5 | myCi rrosServer | ACTI VE |
None | Runni ng | private=10.0.0.3 |

| 8a99547e- 7385- 4adl- ae50- 4ecf aaad5f 42 | nyl nst anceFr onVol une | ACTI VE |
None | Runni ng | private=10.0.0.4 |

[l occccoccocoocoocooccoooocoooooooooooo dfecoccoccoccooccoocooooo ecoccoooo

hmococccocoosoo coococcoccooo doococcoccococcccocan +

2. Get diagnostic statistics:

$ nova di agnostics nyCi rrosServer
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e O +
| Property | Val ue |
ffc—occoco-ccoc=ooc= feooccococccoo=ooo +
| vnetl rx | 1210744 |
| cpuO_tinme | 19624610000000 |
| vda_read | O |
| vda_wite | O |
| vda_wite_req | O |
| vnetl_tx | 863734 |
| vnetl tx_errors | O |
| vnetl_rx_drop | O |
| vnetl tx_packets | 3855 |
| vnetl_tx_drop | O |
| vnetl_ rx_errors | O |
| menory | 2097152 |
| vnetl rx_packets | 5485 |
| vda_read_req | O |
| vda_errors | -1 |
ffc—occoco-ccoc=ooc= feooccococccoo=ooo +

* Get summary statistics for each tenant:

$ nova usage-|li st
Usage from 2013-06-25 to 2013-07- 24:

= ccccccoccoccocosccoococcoooccsooos ecccsocoo=os eocccccosoooos fecoccooooo=

S +

| Tenant ID | I'nstances | RAM MB-Hours | CPU Hours
Di sk GB-Hours |

T T dommme oo T Fommeee o

s ccccmcooonoso o +

| b70d90d65e€464582b6b2161cf 3603ced | 1 | 344064. 44 | 672.00 |
0. 00 [

| 66265572dbl74a7aa66eba661f 58eb9e | 3 | 671626.76 | 327.94 |
6558. 86 |

L LT T oo domm e Fommm o

e ccccccoczoo=a=o +

Manage logs

Logging module

To specify a configuration file to change the logging behavior, add this line to the / et ¢/
noval/ nova. conf file. To change the logging level, such as DEBUG, | NFO WARNI NG,
ERROR), use:

| og- confi g=/ et c/ nova/ | oggi ng. conf

The logging configuration file is an ini-style configuration file, which must contain a section
called | ogger _nova, which controls the behavior of the logging facility in the nova- *
services. For example:

[1 ogger _nova]

| evel = I NFO
handl ers = stderr
qual nane = nova

This example sets the debugging level to | NFO (which less verbose than the default DEBUG
setting).
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Syslog

* For more details on the logging configuration syntax, including the meaning of
the handl er s and quanarne variables, see the Python documentation on logging
configuration file format f.

» For an example | oggi ng. conf file with various defined handlers, see the OpenStack
Configuration Reference.

You can configure OpenStack Compute services to send logging information to sysl og.
This is useful if you want to use r sysl og, which forwards the logs to a remote machine.
You need to separately configure the Compute service (nova), the Identity service
(keystone), the Image Service (glance), and, if you are using it, the Block Storage service
(cinder) to send log messages to sysl 0g. To do so, add the following lines to:

» /et c/ noval/ nova. conf

» /et c/ keyst one/ keyst one. conf

» /etc/ gl ance/ gl ance-api . conf

» /etc/ gl ance/ gl ance-regi stry. conf
» /etc/cinder/cinder. conf

ver bose = Fal se

debug = Fal se

use_syslog = True
syslog_log_facility = LOG LOCALO

In addition to enabling sysl og, these settings also turn off more verbose output and
debugging output from the log.

3 Note

Although the example above uses the same local facility for each service
(LOG_LOCALDO, which corresponds to sysl og facility LOCALO), we recommend
that you configure a separate local facility for each service, as this provides
better isolation and more flexibility. For example, you may want to capture
logging information at different severity levels for different services. sysl og
allows you to define up to seven local facilities, LOCALO, LOCAL1, ...,
LOCAL7. For more details, see the sysl og documentation.

Rsyslog

r sysl og is a useful tool for setting up a centralized log server across multiple machines.
We briefly describe the configuration to set up an r sysl og server; a full treatment of

r sysl og is beyond the scope of this document. We assume r sysl og has already been
installed on your hosts (default for most Linux distributions).

This example provides a minimal configuration for / et ¢/ r sysl og. conf on the log server
host, which receives the log files:
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# provi des TCP syslog reception
$MbdLoad intcp
$I nput TCPSer ver Run 1024

Add a filter rule to / et ¢/ r sysl og. conf which looks for a host name. The example
below uses conput e- 01 as an example of a compute host name:

:host nanme, isequal, "conpute-01" /mt/rsysl og/| ogs/conpute-01.| og

On each compute host, create a file named / et ¢/ r sysl og. d/ 60- nova. conf, with the
following content:

# prevent debug from dnsnasq with the daenon. none paraneter
*.*;aut h, aut hpri v. none, daenon. none, | ocal 0. none -/var/| og/ sysl og
# Specify a log | evel of ERROR

| ocal 0. error @al72.20.1.43: 1024

Once you have created this file, restart your r sysl og daemon. Error-level log messages on
the compute hosts should now be sent to your log server.

Secure with root wrappers

The root wrapper enables an unprivileged user to run a number of Compute actions as the
root user in the safest manner possible. Historically, Compute used a specific sudoer s file
that listed every command that the Compute user was allowed to run, and used sudo to
run that command as r oot . However this was difficult to maintain (the sudoer s file was
in packaging), and did not enable complex filtering of parameters (advanced filters). The
rootwrap was designed to solve those issues.

How rootwrap works

Instead of calling sudo make me a sandwich, Compute services start with a nova-rootwrap
call; for example, sudo nova-rootwrap /etc/nova/rootwrap.conf make me a sandwich.

A generic sudoers entry lets the Compute user run nova-rootwrap as root. The nova-
rootwrap code looks for filter definition directories in its configuration file, and loads
command filters from them. Then it checks if the command requested by Compute matches
one of those filters, in which case it executes the command (as root). If no filter matches, it
denies the request.

S Note
To use nova-rootwrap, you must be aware of the issues with using
NFS and root-owned files. The NFS share must be configured with the
no_r oot _squash option enabled.

Security model

The escalation path is fully controlled by the root user. A sudoers entry (owned by root)
allows Compute to run (as root) a specific rootwrap executable, and only with a specific
configuration file (which should be owned by root). nova-rootwrap imports the Python
modules it needs from a cleaned (and system-default) PYTHONPATH. The configuration
file (also root-owned) points to root-owned filter definition directories, which contain
root-owned filters definition files. This chain ensures that the Compute user itself is not in
control of the configuration or modules used by the nova-rootwrap executable.
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Details of rootwrap.conf

You configure nova-rootwrap in the r oot wr ap. conf file. Because it's in the trusted
security path, it must be owned and writable by only the root user. The file's location is
specified both in the sudoers entry and in the nova. conf configuration file with the
rootw ap_config=entry.

The r oot wr ap. conf file uses an INI file format with these sections and parameters:

Table 4.4. rootwrap.conf configuration options

Configuration option=Default value (Type) Description

[DEFAULT] (ListOpt) Comma-separated list of directories containing

] filter definition files. Defines where filters for root wrap
filters_path=/etc/nova/rootwrap.d,/usr/share/nova/ are stored. Directories defined on this line should all exist,
rootwrap be owned and writable only by the root user.

Details of .filters files

Filters definition files contain lists of filters that nova-rootwrap will use to allow or deny
a specific command. They are generally suffixed by .filters. Since they are in the trusted
security path, they need to be owned and writable only by the root user. Their location is
specified in the r oot wr ap. conf file.

Filter definition files use an INI file format with a [Filters] section and several lines, each
with a unique parameter name (different for each filter that you define):

Table 4.5. filters configuration options

Configuration option=Default value (Type) Description

[Filters] (ListOpt) Comma-separated list containing first the Filter
class to use, followed by that Filter arguments (which vary

filter_name=kpartx: CommandFilter, /sbin/kpartx, root depending on the Filter class Se|ected).

Configure migrations

3 Note
Only cloud administrators can perform live migrations. If your cloud is
configured to use cells, you can perform live migration within but not between
cells.

Migration enables an administrator to move a virtual-machine instance from one compute
host to another. This feature is useful when a compute host requires maintenance.
Migration can also be useful to redistribute the load when many VM instances are running
on a specific physical machine.

The migration types are:

* Migration (or non-live migration). The instance is shut down (and the instance knows
that it was rebooted) for a period of time to be moved to another hypervisor.

* Live migration (or true live migration). Almost no instance downtime. Useful when the
instances must be kept running during the migration. The types of live migration are:
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* Shared storage-based live migration. Both hypervisors have access to shared storage.

* Block live migration. No shared storage is required. Incompatible with read-only
devices such as CD-ROMs and Configuration Drive (config_drive).

* Volume-backed live migration. When instances are backed by volumes rather than
ephemeral disk, no shared storage is required, and migration is supported (currently
only in libvirt-based hypervisors).

The following sections describe how to configure your hosts and compute nodes for
migrations by using the KVM and XenServer hypervisors.

KVM-Libvirt

Prerequisites
» Hypervisor: KVM with libvirt

* Shared storage: NOVA- | NST- DI R/ i nst ances/ (for example, / var/1i b/ nova/
i nst ances) has to be mounted by shared storage. This guide uses NFS but other
options, including the OpenStack Gluster Connector are available.

* Instances: Instance can be migrated with iSCSI based volumes

3 Note

* Because the Compute service does not use the libvirt live migration
functionality by default, guests are suspended before migration and might
experience several minutes of downtime. For details, see the section called
“Enable true live migration” [94].

* This guide assumes the default value for i nst ances_pat h in your
nova. conf file (NOVA- | NST- DI R/ i nst ances). If you have changed the
st at e_pat h ori nst ances_pat h variables, modify accordingly.

* You must specify vncser ver _| i st en=0. 0. 0. O or live migration does not
work correctly.

Example Compute installation environment
* Prepare at least three servers; for example, Host A, Host B, and Host C:

¢ Host Ais the Cloud Controller, and should run these services: nova- api , nova-
schedul er, nova- net wor k, ci nder - vol une, and nova- obj ect st or e.

¢ Host B and Host Care the compute nodes that run nova- conput e.

Ensure that NOVA- | NST- DI R(set with st at e_pat h in the nova. conf file) is the same
on all hosts.

* In this example, Host Ais the NFSv4 server that exports NOVA- | NST- DI R/ i nst ances,
and Host B and Host C mount it.
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Procedure 4.4. To configure your system

1. Configure your DNS or / et ¢/ host s and ensure it is consistent across all hosts. Make
sure that the three hosts can perform name resolution with each other. As a test, use
the ping command to ping each host from one another.
$ pi ng Host A
$ ping HostB
$ ping HostC

2. Ensure that the UID and GID of your Compute and libvirt users are identical between
each of your servers. This ensures that the permissions on the NFS mount works
correctly.

3. Export NOVA- | NST- DI R/ i nst ances from Host A, and have it readable and writable
by the Compute user on Host B and Host C.

For more information, see: SettingUpNFSHowTo or CentOS / Redhat: Setup NFS v4.0
File Server

4. Configure the NFS server at Host A by adding the following line to the / et ¢/
export s file:

NOVA- | NST- DI R/ i nst ances Host A/ 255. 255. 0. O(rw, sync, f si d=0, no_r oot _squash)

Change the subnet mask (255. 255. 0. 0) to the appropriate value to include the IP
addresses of Host B and Host C. Then restart the NFS server:

# /etc/init.d/ nfs-kernel -server restart
# /etc/init.d/idmapd restart

5. Set the 'execute/search’ bit on your shared directory.

On both compute nodes, make sure to enable the 'execute/search’ bit to allow gemu
to be able to use the images within the directories. On all hosts, run the following
command:

$ chnmod o+x NOVA- I NST-DI R i nst ances

6. Configure NFS at HostB and HostC by adding the following line to the / et ¢/ f st ab
file:

Host A:/ / NOVA-1 NST-DI R/ i nstances nfs4 defaults 0 O

Ensure that you can mount the exported directory can be mounted:

$ mount -a -v

Check that HostA can see the "NOVA- | NST- DI R/ i nst ances/ " directory:
$ Is -1d NOVA-I NST- DI R/i nst ances/

drwxr-xr-x 2 nova nova 4096 2012-05-19 14: 34 nova-install-dir/instances/

Perform the same check at HostB and HostC, paying special attention to the
permissions (Compute should be able to write):

$ Is -1d NOVA-I NST- DI R/ i nst ances/
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drwxr-xr-x 2 nova nova 4096 2012-05-07 14: 34 nova-install-dir/instances/

$ df -k

Fi | esystem 1K- bl ocks Used Avail abl e Use% Mount ed on

/ dev/ sdal 921514972 4180880 870523828 1%/

none 16498340 1228 16497112 1% / dev

none 16502856 0 16502856 0% / dev/ shm

none 16502856 368 16502488 1% /var/run

none 16502856 0 16502856 0% /var/ | ock

none 16502856 0 16502856 0% /lib/linit/rw

Host A: 921515008 101921792 772783104 12% /var/li b/ novali nstances
( <--- this line is inportant.)

7. Update the libvirt configurations so that the calls can be made securely. These methods
enable remote access over TCP and are not documented here, please consult your
network administrator for assistance in deciding how to configure access.

* SSH tunnel to libvirtd's UNIX socket

¢ libvirtd TCP socket, with GSSAPI/Kerberos for auth+data encryption

* libvirtd TCP socket, with TLS for encryption and x509 client certs for authentication
* libvirtd TCP socket, with TLS for encryption and Kerberos for authentication

Restart libvirt. After you run the command, ensure that libvirt is successfully restarted:

# stop libvirt-bin & start libvirt-bin
$ ps -ef | grep libvirt

root 1145 1 0 Nov27 ? 00:00:03 /usr/sbin/libvirtd -d -|I
8. Configure your firewall to allow libvirt to communicate between nodes.

By default, libvirt listens on TCP port 16509, and an ephemeral TCP range from 49152
t0 49261 is used for the KVM communications. Based on the secure remote access TCP
configuration you chose, be careful choosing what ports you open and understand
who has access. For information about ports that are used with libvirt, see the libvirt
documentation.

9. You can now configure options for live migration. In most cases, you do not need to
configure any options. The following chart is for advanced usage only.

Table 4.6. Description of configuration options for livemigration

Configuration option = Default value ‘ Description

[DEFAULT]

live_migration_retry_count = 30 (IntOpt) Number of 1 second retries needed in
live_migration

[libvirt]

live_migration_bandwidth = 0 (IntOpt) Maximum bandwidth to be used during

migration, in Mbps

live_migration_flag = VIR_MIGRATE_UNDEFINE_SOURCE, |(StrOpt) Migration flags to be set for live migration
VIR_MIGRATE_PEER2PEER
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Configuration option = Default value Description

live_migration_uri = gemu-+tcp://%s/system (StrOpt) Migration target URI (any included "%s" is
replaced with the migration target hostname)

Enable true live migration

By default, the Compute service does not use the libvirt live migration functionality. To
enable this functionality, add the following line to the nova. conf file:

live_migration_flag=Vi R M GRATE_UNDEFI NE_SOURCE, VI R_M GRATE_PEER2PEER
VI R_M GRATE_LI VE

The Compute service does not use libvirt's live migration by default because there is a risk
that the migration process never ends. This can happen if the guest operating system dirties
blocks on the disk faster than they can migrated.

XenServer
Shared storage

Prerequisites

» Compatible XenServer hypervisors. For more information, see the Requirements for
Creating Resource Pools section of the XenServer Administrator's Guide.

* Shared storage. An NFS export, visible to all XenServer hosts.

3 Note
For the supported NFS versions, see the NFS VHD section of the XenServer
Administrator's Guide.

To use shared storage live migration with XenServer hypervisors, the hosts must be joined
to a XenServer pool. To create that pool, a host aggregate must be created with special
metadata. This metadata is used by the XAPI plug-ins to establish the pool.

Procedure 4.5. To use shared storage live migration with XenServer
hypervisors

1. Add an NFS VHD storage to your master XenServer, and set it as default SR. For more
information, please refer to the NFS VHD section in the XenServer Administrator's
Guide.

2. Configure all the compute nodes to use the default sr for pool operations. Add this line
to your nova. conf configuration files across your compute nodes:

sr_matching filter=default-sr:true

3. Create a host aggregate:

$ nova aggregate-create <nane-for-pool> <avail ability-zone>
The command displays a table that contains the ID of the newly created aggregate.

Now add special metadata to the aggregate, to mark it as a hypervisor pool:
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$ nova aggregat e- set - net adat a <aggr egat e-i d> hypervi sor _pool =t rue

$ nova aggregat e- set - net adat a <aggr egat e-i d> oper ati onal _st at e=cr eat ed

Make the first compute node part of that aggregate:

$ nova aggregat e- add- host <aggr egat e-i d> <nane- of - mast er - conput e>
At this point, the host is part of a XenServer pool.

4. Add additional hosts to the pool:

$ nova aggr egat e- add- host <aggr egat e-i d> <conput e- host - nane>

3 Note
At this point, the added compute node and the host are shut down, to join
the host to the XenServer pool. The operation fails, if any server other than
the compute node is running/suspended on your host.

Block migration
Prerequisites
» Compatible XenServer hypervisors. The hypervisors must support the Storage

XenMotion feature. See your XenServer manual to make sure your edition has this
feature.

S Note
* To use block migration, you must use the CHANGE THIS == ==bl ock-
ni gr at e parameter with the live migration command.

* Block migration works only with EXT local storage SRs, and the server must
not have any volumes attached.

Migrate instances

Before starting migrations, review the Configure migrations section.

Migration provides a scheme to migrate running instances from one OpenStack Compute
server to another OpenStack Compute server.

Procedure 4.6. To migrate instances

1. Look at the running instances, to get the ID of the instance you wish to migrate.

$ nova |ist

Ao e e e oo ieecooeeoaoaaaa-. R S PR S +
| I D | Name | Status | Networks [
ffccccoccoocoooococooconoonooooocooo0aooao dooooac foococooo doococcoccocooccacoo +
| didf 1b5a- 70c4- 4f ed- 98b7- 423362f 2c47c | vmlL | ACTIVE | private=a.b.c.d

| d693db9e- a7cf - 45ef - a7c9- b3ech5f 22645 | vn2 | ACTIVE | private=e.f.g.h |
o o o oo oo oo oo e oo e oo e oo oooeooooaoooo +- - - oo - mm- - oo - - oo - oo +
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2. Look at information associated with that instance. This example uses 'vm1' from above.

$ nova show di1df 1b5a- 70c4- 4f ed- 98b7- 423362f 2c47c

e
e e e e e e e e e e e e e eemeeeeeeeemeemem-mmeeeeeem-aeaa-- +
| Property Val ue
I
o e e e e e e e e e e e e e e e e e e e e e e e e e e m - - -
ff=—cccccocccoc-oc-scoccoooccooccoco-cococoooS-ooccSooocoocoooc +
| OS-EXT- SRV- ATTR: host | HostB
I
| flavor | mil.tiny
I
| id I
d1df 1b5a- 70c4- 4f ed- 98b7- 423362f 2c47c
| nane | vmil
I
| private network | a.b.c.d
I
| status | ACTI VE
I
b il
Hf——cccccsccococoooococoocooc-SoSSS-SoooooooococooooocSSSoScoSoooos +

In this example, vm1 is running on HostB.

3. Select the server to which instances will be migrated:

# nova service-|ist

ffccccoccocooocoacoo +
S e
| Binary [
e +
e coooboOoOOODOODOODOODOOaOOO

| nova- consol eaut h |

2014- 03-25T10: 33: 25.

| nova- schedul er |

2014- 03-25T10: 33: 25.

| nova- conduct or

2014- 03- 25T10: 33: 27.

| nova- conmput e [

2014-03-25T10: 33: 31.

| nova- conpute |

2014- 03-25T10: 33: 31.

| nova-cert |

2014- 03-25T10: 33: 31.

Host

Host A
000000
Host A
000000
Host A
000000
Host B
000000
Host C
000000
Host A
000000

Zone

i nt erna

i nt er na

i nt er na

nova

nova

i nt er na

| enabl ed |

| enabl ed

| enabl ed

| enabl ed |

| enabl ed |

| enabl ed

State | Updated_at
up I
up I
up I
up |
up I

up I

In this example, HostC can be picked up because nova- conput e is running on it.

4. Ensure that HostC has enough resources for migration.

# nova host -descri be

Host C
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HOST | PRQIECT | cpu | nenmory_nb | disk_gb |
---------- T e &
Host C | (total) | 16 | 32232 | 878 |
Host C | (used_now) | 13 | 21284 | 442 |
Host C | (used_nax) | 13 | 21284 | 442 |
Host C | pl | 13 | 21284 | 442 |
Host C | p2 | 13 | 21284 | 442 |
---------- feomoccococcccocodfcoccodmcsooocoooodmossoossoqp

cpu:the number of cpu

memory_mb:total amount of memory (in MB)

disk_gb:total amount of space for NOVA-INST-DIR/instances (in GB)
1st line shows total amount of resources for the physical server.
2nd line shows currently used resources.

3rd line shows maximum used resources.

4th line and under shows the resource for each project.

5. Use the nova live-migration command to migrate the instances:

$

nova live-migration server host_nane

Where ser ver can be either the server's ID or name. For example:

$

nova |ive-m grati on dldf 1b5a- 70c4- 4f ed- 98b7- 423362f 2c47c HostC

M grati on of didf 1b5a-70c4- 4f ed-98b7-423362f2c47c initi ated.

Ensure instances are migrated successfully with nova list. If instances are still running
on HostB, check log files (src/dest nova- conmput e and nova- schedul er) to
determine why.

3 Note
Although the nova command is called live-migration, under the default
Compute configuration options the instances are suspended before
migration.

For more details, see Configure migrations in OpenStack Configuration
Reference.

Configure remote console access

To provide a remote console or remote desktop access to guest virtual machines, use
VNC or SPICE HTML5 through either the OpenStack dashboard or the command line. Best
practice is to select one or the other to run.

VNC console proxy

The VNC proxy is an OpenStack component that enables compute service users to access
their instances through VNC clients.
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The VNC console connection works as follows:

1. A user connects to the APl and gets an access_url suchas, http://ip:port/?
t oken=xyz.

2. The user pastes the URL in a browser or uses it as a client parameter.
3. The browser or client connects to the proxy.

4. The proxy talks to nova- consol eaut h to authorize the token for the user, and maps
the token to the private host and port of the VNC server for an instance.

The compute host specifies the address that the proxy should use to connect through
the nova. conf file option, vncser ver _proxycli ent _addr ess. In this way, the
VNC proxy works as a bridge between the public network and private host network.

5. The proxy initiates the connection to VNC server and continues to proxy until the session
ends.

The proxy also tunnels the VNC protocol over WebSockets so that the noVNC client can talk
to VNC servers. In general, the VNC proxy:

* Bridges between the public network where the clients live and the private network
where VNC servers live.

¢ Mediates token authentication.

» Transparently deals with hypervisor-specific connection details to provide a uniform client
experience.

Figure 4.7. noVNC process

G| rowses the u returnea
Hetp://novncip:port/token=xyz

About nova-consoleauth

Both client proxies leverage a shared service to manage token authentication called
nova- consol eaut h. This service must be running for either proxy to work. Many
proxies of either type can be run against a single nova- consol eaut h service in a cluster
configuration.

Do not confuse the nova- consol eaut h shared service with nova- consol e, which is a
XenAPI-specific service that most recent VNC proxy architectures do not use.
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Typical deployment

A typical deployment has the following components:

* Anova- consol eaut h process. Typically runs on the controller host.

* One or more nova- NOVNCPr oxy services. Supports browser-based noVNC clients.
For simple deployments, this service typically runs on the same machine as nova- api
because it operates as a proxy between the public network and the private compute host

network.

* One or more nova- XVpPVNCpr oxy services. Supports the special Java client discussed
here. For simple deployments, this service typically runs on the same machine as nova-
api because it acts as a proxy between the public network and the private compute host

network.

* One or more compute hosts. These compute hosts must have correctly configured

options, as follows.

VNC configuration options

To customize the VNC console, use the following configuration options:

Table 4.7. Description of configuration options for vnc

Configuration option = Default value

‘ Description

[DEFAULT]

novncproxy_base_url = http://127.0.0.1:6080/
vnc_auto.html

(StrOpt) Location of VNC console proxy, in the form
"http://127.0.0.1:6080/vnc_auto.html"

vnc_enabled = True

(BoolOpt) Enable VNC related features

vnc_keymap = en-us

(StrOpt) Keymap for VNC

vncserver_listen = 127.0.0.1

(StrOpt) IP address on which instance vncservers should
listen

vncserver_proxyclient_address = 127.0.0.1

(StrOpt) The address to which proxy clients (like nova-
xvpvncproxy) should connect

[vmware]

vnc_port = 5900

(IntOpt) VNC starting port

vnc_port_total = 10000

(IntOpt) Total number of VNC ports

S Note

To support live migration, you cannot specify a specific IP address for

vncserver _| i st en, because that IP address does not exist on the

destination host.

S Note

* Thevncserver _proxyclient address defaultsto 127. 0. 0. 1, which is

the address of the compute host that Compute instructs proxies to use when

connecting to instance servers.

* For all-in-one XenServer domU deployments, set this to 169.254.0.1.
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* For multi-host XenServer domU deployments, set to a dom0 management IP
on the same network as the proxies.

* For multi-host libvirt deployments, set to a host management IP on the same
network as the proxies.

nova-novncproxy (noVNC)

You must install the noVNC package, which contains the nova- novncpr oxy service. As
root, run the following command:

# apt-get install novnc
The service starts automatically on installation.

To restart the service, run:

# service novnc restart

The configuration option parameter should point to your nova. conf file, which includes
the message queue server address and credentials.

By default, nova- novncpr oxy binds on 0. 0. 0. 0: 6080.

To connect the service to your Compute deployment, add the following configuration
options to your nova. conf file:

* vncserver _listen=0.0.0.0

Specifies the address on which the VNC service should bind. Make sure it is assigned one
of the compute node interfaces. This address is the one used by your domain file.

<graphi cs type="vnc" autoport="yes" keymap="en-us" |isten="0.0.0.0"/>

3 Note

To use live migration, use the 0. 0. 0. O address.

e vncserver _proxyclient address=127.0.0.1

The address of the compute host that Compute instructs proxies to use when connecting
to instance vncser vers.

Frequently asked questions about VNC access to virtual machines
* Q: What is the difference between nova- xvpvncpr oxy and nova- novncpr oxy?
A: nova- xvpvncpr oxy, which ships with OpenStack Compute, is a proxy that supports
a simple Java client. nova- novncpr oxy uses noVNC to provide VNC support through a

web browser.

* Q: 1 want VNC support in the OpenStack dashboard. What services do | need?
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A: You need nova- novncpr oxy, nova- consol eaut h, and correctly configured
compute hosts.

* Q: When | use nova get-vnc-console or click on the VNC tab of the OpenStack
dashboard, it hangs. Why?

A: Make sure you are running nova- consol eaut h (in addition to nova-
novncpr oxy). The proxies rely on nova- consol eaut h to validate tokens, and waits
for a reply from them until a timeout is reached.

* Q: My VNC proxy worked fine during my all-in-one test, but now it doesn't work on
multi host. Why?

A: The default options work for an all-in-one install, but changes must be made on your
compute hosts once you start to build a cluster. As an example, suppose you have two
servers:

PROXYSERVER (public_ip=172.24.1.1, managenent i p=192. 168.1.1)
COVPUTESERVER (nmanagenent _i p=192. 168. 1. 2)

Your nova- comput e configuration file must set the following values:

# These flags hel p construct a connection data structure
vncserver _proxyclient_address=192. 168. 1. 2

novncpr oxy_base _url =http://172.24.1.1: 6080/ vnc_aut 0. ht m
xvpvncproxy_base_url =http://172.24.1. 1: 6081/ consol e

# This is the address where the underlying vncserver (not the proxy)
# will listen for connections.
vncserver _|isten=192.168. 1.2

3 Note
novncproxy_base_url and xvpvncproxy_base_url use a public IP;
this is the URL that is ultimately returned to clients, which generally do not
have access to your private network. Your PROXYSERVER must be able to
reach vncserver _proxycl i ent _addr ess, because that is the address
over which the VNC connection is proxied.

* Q: My noVNC does not work with recent versions of web browsers. Why?

A: Make sure you have installed pyt hon- nunpy, which is required to support a newer
version of the WebSocket protocol (HyBi-07+).

* Q: How do | adjust the dimensions of the VNC window image in the OpenStack
dashboard?

A: These values are hard-coded in a Django HTML template. To alter them, edit the
_detail _vnc. ht M template file. The location of this file varies based on Linux
distribution. On Ubuntu 12.04, the file is at / usr/ shar e/ pyshar ed/ hori zon/
dashboar ds/ nova/ i nst ances/tenpl at es/i nstances/ _detail _vnc. htmi .

Modify the wi dt h and hei ght options, as follows:

<ifrane src="{{ vnc_url }}" width="720" hei ght="430"></ifranme>
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SPICE console

OpenStack Compute supports VNC consoles to guests. The VNC protocol is fairly limited,
lacking support for multiple monitors, bi-directional audio, reliable cut-and-paste, video
streaming and more. SPICE is a new protocol that aims to address the limitations in VNC
and provide good remote desktop support.

SPICE support in OpenStack Compute shares a similar architecture to the VNC
implementation. The OpenStack dashboard uses a SPICE-HTML5 widget in its console
tab that communicates to the nova- spi ceht ml 5pr oxy service by using SPICE-over-
websockets. The nova- spi ceht ml 5pr oxy service communicates directly with the
hypervisor process by using SPICE.

VNC must be explicitly disabled to get access to the SPICE console. Set the vhc_enabl ed
option to Fal se in the [ DEFAULT] section to disable the VNC console.

Use the following options to configure SPICE as the console for OpenStack Compute:

Table 4.8. Description of configuration options for spice

Configuration option = Default value ‘ Description

[spice]

agent_enabled = True (BoolOpt) Enable spice guest agent support

enabled = False (BoolOpt) Enable spice related features

htmlI5proxy_base_url = http://127.0.0.1:6082/ (StrOpt) Location of spice HTML5 console proxy, in the

spice_auto.html form "http://127.0.0.1:6082/spice_auto.html"

keymap = en-us (StrOpt) Keymap for spice

server_listen = 127.0.0.1 (StrOpt) IP address on which instance spice server should
listen

server_proxyclient_address = 127.0.0.1 (StrOpt) The address to which proxy clients (like nova-
spicehtml5proxy) should connect

Configure Compute service groups

To effectively manage and utilize compute nodes, the Compute service must know their
statuses. For example, when a user launches a new VM, the Compute scheduler sends
the request to a live node; the Compute service queries the ServiceGroup API to get
information about whether a node is alive.

When a compute worker (running the nova- conput e daemon) starts, it calls the j oi n
API to join the compute group. Any interested service (for example, the scheduler) can
query the group's membership and the status of its nodes. Internally, the Ser vi ceG oup
client driver automatically updates the compute worker status.

The database, ZooKeeper, and Memcache drivers are available.

Database ServiceGroup driver

By default, Compute uses the database driver to track node liveness. In a compute worker,
this driver periodically sends a db update command to the database, saying “I'm OK" with
a timestamp. Compute uses a pre-defined timeout (ser vi ce_down_t i ne) to determine

whether a node is dead.
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The driver has limitations, which can be an issue depending on your setup. The more
compute worker nodes that you have, the more pressure you put on the database. By
default, the timeout is 60 seconds so it might take some time to detect node failures.
You could reduce the timeout value, but you must also make the database update more
frequently, which again increases the database workload.

The database contains data that is both transient (whether the node is alive) and persistent
(for example, entries for VM owners). With the ServiceGroup abstraction, Compute can
treat each type separately.

ZooKeeper ServiceGroup driver

The ZooKeeper ServiceGroup driver works by using ZooKeeper ephemeral nodes.
ZooKeeper, in contrast to databases, is a distributed system. Its load is divided among
several servers. At a compute worker node, after establishing a ZooKeeper session, the
driver creates an ephemeral znode in the group directory. Ephemeral znodes have the
same lifespan as the session. If the worker node or the nova- conput e daemon crashes,
or a network partition is in place between the worker and the ZooKeeper server quorums,
the ephemeral znodes are removed automatically. The driver gets the group membership
by running the Is command in the group directory.

To use the ZooKeeper driver, you must install ZooKeeper servers and client libraries. Setting
up ZooKeeper servers is outside the scope of this guide (for more information, see Apache
Zookeeper).

To use ZooKeeper, you must install client-side Python libraries on every nova node:
pyt hon- zookeeper - the official Zookeeper Python binding and evzookeeper - the
library to make the binding work with the eventlet threading model.

The following example assumes the ZooKeeper server addresses and ports are
192.168. 2. 1: 2181, 192. 168. 2. 2: 2181, and 192. 168. 2. 3: 2181.

The following values in the / et ¢/ nova/ nova. conf file (on every node) are required for
the ZooKeeper driver:

# Driver for the ServiceGoup serice
servi cegroup_dri ver="zk"

[ zookeeper]
address="192. 168. 2. 1: 2181, 192. 168. 2. 2: 2181, 192. 168. 2. 3: 2181"

To customize the Compute Service groups, use the following configuration option settings:

Table 4.9. Description of configuration options for zookeeper

Configuration option = Default value ‘ Description

[zookeeper]

address = None (StrOpt) The ZooKeeper addresses for servicegroup service
in the format of host1:port,host2:port,host3:port

recv_timeout = 4000 (IntOpt) The recv_timeout parameter for the zk session

sg_prefix = /servicegroups (StrOpt) The prefix used in ZooKeeper to store ephemeral
nodes

sg_retry_interval = 5 (IntOpt) Number of seconds to wait until retrying to join
the session
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Memcache ServiceGroup driver

The mentache ServiceGroup driver uses memcached, which is a distributed memory
object caching system that is often used to increase site performance. For more details, see
memcached.org.

To use the nentache driver, you must install mencached. However, because nenctached
is often used for both OpenStack Object Storage and OpenStack dashboard, it might
already be installed. If nentached is not installed, refer to the OpenStack Installation
Guide for more information.

The following values in the / et ¢/ nova/ nova. conf file (on every node) are required for
the mencache driver:

# Driver for the ServiceGoup serice
servi cegroup_driver="nc"

# Mentached servers. Use either a list of nentached servers to use for caching
(l'ist value),

# or "<None>" for in-process caching (default).

mentached_server s=<None>

# Tineout; maxi mumtime since |ast check-in for up service (integer value).

# Hel ps to define whether a node is dead
servi ce_down_ti ne=60

Security hardening

OpenStack Compute can be integrated with various third-party technologies to increase
security. For more information, see the OpenStack Security Guide.

Trusted compute pools

Trusted compute pools enable administrators to designate a group of compute hosts

as trusted. These hosts use hardware-based security features, such as the Intel Trusted
Execution Technology (TXT), to provide an additional level of security. Combined with an
external stand-alone, web-based remote attestation server, cloud providers can ensure that
the compute node runs only software with verified measurements and can ensure a secure
cloud stack.

Using the trusted compute pools, cloud subscribers can request services to run on verified
compute nodes.

The remote attestation server performs node verification as follows:
1. Compute nodes boot with Intel TXT technology enabled.
2. The compute node BIOS, hypervisor, and OS are measured.

3. Measured data is sent to the attestation server when challenged by the attestation
server.

4. The attestation server verifies those measurements against a good and known database
to determine node trustworthiness.
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A description of how to set up an attestation service is beyond the scope of this document.
For an open source project that you can use to implement an attestation service, see the
Open Attestation project.

OpenStack with Trusted Computing Pools

Run_instance('Trust_lvi=Trusted’)
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Configure Compute to use trusted compute pools

1. Enable scheduling support for trusted compute pools by adding the following lines in
the DEFAULT section in the / et ¢/ nova/ nova. conf file:

[ DEFAULT]

conput e_schedul er _dri ver=nova. schedul er.filter_schedul er. FilterSchedul er
schedul er _avail abl e_filters=nova.scheduler.filters.all _filters

schedul er _default filters=Avail abilityZoneFilter, RanFilter, ConputeFilter,
TrustedFil ter

2. Specify the connection information for your attestation service by adding the following
lines to the t rust ed_conput i ng section in the / et ¢/ nova/ nova. conf file:

[trusted_computing]

server=10. 1. 71. 206

port =8443

server _ca_file=/etc/noval/ssl.10.1.71.206.crt
# If using OAT v1.5, use this api _url:

api _url =/AttestationService/resources

# |f using OAT pre-v1.5, use this api_url:
#api _ur| =/ OpenAt t est at i onWebSer vi ces/ V1. 0
aut h_bl ob=i - am openst ack

Where:

105


https://github.com/OpenAttestation/OpenAttestation

Cloud Administrator Guide

April 26, 2014

current

server
service.

port
server_ca_file
api_url

auth_blob
service.

Host name or IP address of the host that runs the attestation

HTTPS port for the attestation service.
Certificate file used to verify the attestation server's identity.
The attestation service's URL path.

An authentication blob, which is required by the attestation

3. Restart the nova- conput e and nova- schedul er services.

Configuration reference

To customize the trusted compute pools, use the following configuration option settings:

Table 4.10. Description of configuration options for trustedcomputing

Configuration option = Default value

‘ Description

[trusted_computing]

attestation_api_url = /OpenAttestationWebServices/V1.0

(StrOpt) Attestation web API URL

attestation_auth_blob = None

(StrOpt) Attestation authorization blob - must change

attestation_auth_timeout = 60

(IntOpt) Attestation status cache valid period length

attestation_port = 8443

(StrOpt) Attestation server port

attestation_server = None

(StrOpt) Attestation server HTTP

attestation_server_ca_file = None

(StrOpt) Attestation server Cert file for Identity verification

Specify trusted flavors

To designate hosts as trusted:

1. Configure one or more flavors as trusted by using the nova flavor-key set command.
For example, to set the L. t i ny flavor as trusted:

$ nova flavor-key mi.tiny set trust:trusted_host trusted

2. Request that your instance be run on a trusted host, by specifying a trusted flavor

when booting the instance. For example:

$ nova boot
new nst anceName

--flavor ml.tiny --key_nane nyKeypairNanme --inmage nyl magel D
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Figure 4.8. Trusted compute pool
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Encrypt Compute metadata traffic

OpenStack Juno supports encrypting Compute metadata traffic with HTTPS. Enable SSL
encryption in the met adat a_agent . i ni file:

1. Enable the HTTPS protocol:

nova_net adat a_protocol = https

2. Determine whether insecure SSL connections are accepted for Compute metadata server
requests. The default value is Fal se:

nova netadata_ i nsecure = Fal se

3. Specify the path to the client certificate:

nova client_cert = PATH TO CERT

4. Specify the path to the private key:

nova_client_priv_key = PATH TO KEY
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Recover from a failed compute node

If you deployed Compute with a shared file system, you can quickly recover from a failed
compute node. Of the two methods covered in these sections, evacuating is the preferred
method even in the absence of shared storage. Evacuating provides many benefits over
manual recovery, such as re-attachment of volumes and floating IPs.

Evacuate instances

If a cloud compute node fails due to a hardware malfunction or another reason, you can
evacuate instances to make them available again. You can choose evacuation parameters
for your use case.

To preserve user data on server disk, you must configure shared storage on the target host.
Also, you must validate that the current VM host is down; otherwise, the evacuation fails
with an error.

1. Tolist hosts and find a different host for the evacuated instance, run:

$ nova host-1i st

2. Evacuate the instance. You can pass the instance password to the command by using
the - - passwor d <pwd> option. If you do not specify a password, one is generated
and printed after the command finishes successfully. The following command
evacuates a server without shared storage from a host that is down to the specified
host _b:

$ nova evacuate evacuated_server _nanme host_b

The instance is booted from a new disk, but preserves its configuration including its ID,
name, uid, IP address, and so on. The command returns a password:

3. To preserve the user disk data on the evacuated server, deploy OpenStack Compute
with a shared file system. To configure your system, see Configure migrations in
OpenStack Configuration Reference. In the following example, the password remains
unchanged:

$ nova evacuate evacuated_server _nane host_b --on-shared-storage
Manual recovery

To recover a KVM/libvirt compute node, see the previous section. Use the following
procedure for all other hypervisors.

Procedure 4.7. Review host information

1. Identify the VMs on the affected hosts, using tools such as a combination of nova
i st and nova showor euca-descri be-i nst ances. For example, the following
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output displays information about instance i - 000015b9 that is running on node np-
rccbh4:

$ euca-descri be-instances
i -000015b9 at 3-ui 02 runni ng nectarkey (376, np-rcc54) 0 mil. xxl arge
2012- 06- 19T00: 48: 11. 000Z 115. 146. 93. 60

Review the status of the host by querying the Compute database. Some of the
important information is highlighted below. The following example converts an
EC2 APl instance ID into an OpenStack ID; if you used the nova commands, you can
substitute the ID directly. You can find the credentials for your database in / et c/
nova. conf.

mysqgl > SELECT * FROM i nstances WHERE id = CONV(' 15b9', 16, 10) \G
R S Sk S O R o O 1 rOW EE I S o S O R O

created at: 2012-06-19 00:48:11
updat ed_at: 2012-07-03 00: 35: 11
del eted_at: NULL

id: 5561

power state: 5
vm st ate: shutof f

host nane: at 3-ui 02
host: np-rcch4

uui d;: 3f57699a- e773- 4650- a443- b4b37eed5a06

task_state: NULL

Procedure 4.8. Recover the VM

1.

After you have determined the status of the VM on the failed host, decide to which
compute host the affected VM should be moved. For example, run the following
database command to move the VM to np-r cc46:

mysqgl > UPDATE i nstances SET host = 'np-rcc46' WHERE uuid = ' 3f57699a-
e773- 4650- a443- b4b37eed5a06' ;

If using a hypervisor that relies on libvirt (such as KVM), it is a good idea to update the
libvirt.xm file (foundin/var/1i b/ noval/instances/[instance |D]).The
important changes to make are:

¢ Change the DHCPSERVER value to the host IP address of the compute host that is
now the VM's new home.

¢ Update the VNCIP, if it isn't already updated, to: 0. 0. 0. 0.

Reboot the VM:

$ nova reboot --hard 3f57699a-e773-4650- a443- b4b37eed5a06

In theory, the above database update and nova reboot command are all that is required
to recover a VM from a failed host. However, if further problems occur, consider looking at
recreating the network filter configuration using vi r sh, restarting the Compute services or
updating the vim st at e and power _st at e in the Compute database.
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Recover from a UID/GID mismatch

When running OpenStack Compute, using a shared file system or an automated
configuration tool, you could encounter a situation where some files on your compute
node are using the wrong UID or GID. This causes a number of errors, such as being unable
to do live migration or start virtual machines.

The following procedure runs on nova- conput e hosts, based on the KVM hypervisor, and
could help to restore the situation:

Procedure 4.9. To recover from a UID/GID mismatch

1.

2.

8.

9.

Ensure you do not use numbers that are already used for some other user/group.
Set the nova uid in / et ¢/ passwd to the same number in all hosts (for example, 112).

Set the libvirt-gemu uid in / et ¢/ passwd to the same number in all hosts (for
example, 119).

Set the nova group in/ et ¢/ gr oup file to the same number in all hosts (for example,
120).

Set the libvirtd group in / et ¢/ gr oup file to the same number in all hosts (for
example, 119).

Stop the services on the compute node.

Change all the files owned by user nova or by group nova. For example:

# find / -uid 108 -exec chown nova {} \; # note the 108 here is the old
nova ui d before the change

# find / -gid 120 -exec chgrp nova {} \;

Repeat the steps for the libvirt-gemu owned files if those needed to change.

Restart the services.

10. Now you can run the find command to verify that all files using the correct identifiers.

Recover cloud after disaster

Use the following procedures to manage your cloud after a disaster, and to easily back up
its persistent storage volumes. Backups are mandatory, even outside of disaster scenarios.

For a DRP definition, see http://en.wikipedia.org/wiki/Disaster_Recovery_Plan.

Disaster recovery example

A disaster could happen to several components of your architecture (for example, a disk
crash, a network loss, or a power cut). In this example, the following components are
configured:

1. A cloud controller (nova- api , nova- obj ect st or e, nova- net wor k)

110


http://en.wikipedia.org/wiki/Disaster_Recovery_Plan

Cloud Administrator Guide April 26, 2014 current

2. A compute node (nova- conmput e)
3. A Storage Area Network (SAN) used by OpenStack Block Storage (ci nder - vol unes)

The worst disaster for a cloud is a power loss, which applies to all three components. Before
a power loss:

* From the SAN to the cloud controller, we have an active iSCSI session (used for the
"cinder-volumes" LVM's VG).

* From the cloud controller to the compute node, we also have active iSCSI sessions
(managed by ci nder - vol une).

* For every volume, an iSCSI session is made (so 14 ebs volumes equals 14 sessions).

* From the cloud controller to the compute node, we also have iptables/ ebtables rules
which allow access from the cloud controller to the running instance.

* And at least, from the cloud controller to the compute node; saved into database, the
current state of the instances (in that case "running" ), and their volumes attachment
(mount point, volume ID, volume status, and so on.)

After the power loss occurs and all hardware components restart:

* From the SAN to the cloud, the iSCSI session no longer exists.

* From the cloud controller to the compute node, the iSCSI sessions no longer exist.

* From the cloud controller to the compute node, the iptables and ebtables are recreated,
since at boot, nova- net wor k reapplies configurations.

* From the cloud controller, instances are in a shutdown state (because they are no longer
running).

* In the database, data was not updated at all, since Compute could not have anticipated
the crash.

Before going further, and to prevent the administrator from making fatal mistakes,
instances won't be lost, because no "destroy" or "terminate" command was invoked, so

the files for the instances remain on the compute node.

Perform these tasks in the following order.

O Warning

Do not add any extra steps at this stage.

1. Get the current relation from a volume to its instance, so that you can recreate the
attachment.

2. Update the database to clean the stalled state. (After that, you cannot perform the first
step).
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3. Restart the instances. In other words, go from a shutdown to running state.

4. After the restart, reattach the volumes to their respective instances (optional).

5. SSH into the instances to reboot them.

Recover after a disaster

Procedure 4.10. To perform disaster recovery

1.

Get the instance-to-volume relationship

You must determine the current relationship from a volume to its instance, because
you will re-create the attachment.

You can find this relationship by running nova volume-list. Note that the nova client
includes the ability to get volume information from OpenStack Block Storage.

Update the database

Update the database to clean the stalled state. You must restore for every volume,
using these queries to clean up the database:

nysql > use ci nder;

nysql > updat e vol umes set nount poi nt =NULL;

nysql > updat e vol umes set status="avail abl e" where status
<>"error_del eting";

mysqgl > update vol unes set attach_status="detached";

nysql > update vol umes set instance_i d=0;

You can then run nova volume-list commands to list all volumes.
Restart instances
Restart the instances using the nova reboot $i nst ance command.

At this stage, depending on your image, some instances completely reboot and
become reachable, while others stop on the "plymouth" stage.

DO NOT reboot a second time

Do not reboot instances that are stopped at this point. Instance state depends on
whether you added an / et ¢/ f st ab entry for that volume. Images built with the
cloud-init package remain in a pending state, while others skip the missing volume and
start. The idea of that stage is only to ask Compute to reboot every instance, so the
stored state is preserved. For more information about cloud-init, see help.ubuntu.com/
community/Cloudinit.

Reattach volumes
After the restart, and Compute has restored the right status, you can reattach the

volumes to their respective instances using the nova volume-attach command. The
following snippet uses a file of listed volumes to reattach them:
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#! / bi n/ bash

while read |ine; do
vol ume="echo $line | $CUT -f 1 -d " "
i nstance="echo $line | $CUT -f 2 -d " "
nmount _poi nt="echo $line | $CUT -f 3 -d " "
echo "ATTACH NG VOLUVE FOR | NSTANCE - $i nst ance"
nova vol une-attach $instance $vol une $nount _poi nt
sl eep 2
done < $vol unes_tnp_file

At this stage, instances that were pending on the boot sequence (plymouth)
automatically continue their boot, and restart normally, while the ones that booted
see the volume.

6. SSH into instances

If some services depend on the volume, or if a volume has an entry into f st ab,
you should now simply restart the instance. This restart needs to be made from the
instance itself, not through nova.

SSH into the instance and perform a reboot:

# shutdown -r now

By completing this procedure, you can successfully recover your cloud.

N Note

Follow these guidelines:

* Usethe errors=renmpunt parameterinthe f st ab file, which prevents
data corruption.

The system locks any write to the disk if it detects an I/O error. This
configuration option should be added into the ci nder - vol une server
(the one which performs the iSCSI connection to the SAN), but also into the
instances' f st ab file.

* Do not add the entry for the SAN's disks to the ci nder - vol une's f st ab
file.

Some systems hang on that step, which means you could lose access to your
cloud-controller. To re-run the session manually, run the following command
before performing the mount:

# iscsiadm -mdiscovery -t st -p $SAN_IP $ iscsiadm-m node --
target-name $IQN -p $SAN IP -1

 For your instances, if you have the whole / hone/ directory on the disk, leave
a user's directory with the user's bash files and the aut hori zed_keys file
(instead of emptying the / home directory and mapping the disk on it).

This enables you to connect to the instance, even without the volume
attached, if you allow only connections through public keys.
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Script the DRP
You can download from here a bash script which performs the following steps:
1. An array is created for instances and their attached volumes.
2. The MySQL database is updated.
3. Using euca2ool s, all instances are restarted.
4. The volume attachment is made.
5. An SSH connection is performed into every instance using Compute credentials.
The "test mode" allows you to perform that whole sequence for only one instance.
To reproduce the power loss, connect to the compute node which runs that same instance
and close the iSCSI session. Do not detach the volume using the nova volume-detach

command; instead, manually close the iSCSI session. For the following example command
uses an iSCSI session with the number 15:

# iscsiadm-msession -u -r 15

Do not forget the - r flag. Otherwise, you close ALL sessions.

Troubleshoot Compute

Common problems for Compute typically involve misconfigured networking or

credentials that are not sourced properly in the environment. Also, most flat networking
configurations do not enable ping or ssh from a compute node to the instances that run
on that node. Another common problem is trying to run 32-bit images on a 64-bit compute
node. This section shows you how to troubleshoot Compute.

Compute service logging

Compute stores a log file for each service in/ var /| og/ nova. For example, nova-
conput e. | og is the log for the nova- conput e service. You can set the following options
to format log strings for the nova.log module in the nova. conf file:

* | oggi ng_context format_string

* | oggi ng default format_string

If the log level is set to debug, you can also specify | oggi ng_debug_f or mat _suf fi x

to append extra formatting. For information about what variables are available for the
formatter see: http://docs.python.org/library/logging.html#formatter.

You have two options for logging for OpenStack Compute based on configuration settings.

In nova. conf, include the | ogfi | e option to enable logging. Alternatively you can set
use_sysl 0g=1 so that the nova daemon logs to syslog.
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Guru Meditation reports

A Guru Meditation report is sent by the Compute Service upon receipt of the SI GUSR1
signal. This report is a general-purpose error report, including a complete report of the
service's current state, and is sent to st derr.

For example, if you redirect error output to nova- api - err. | og using nova-api 2>/var/
log/nova/nova-api-err.log, resulting in the process ID 8675, you can then run:

# kill -USRL 8675

This command triggers the Guru Meditation report to be printed to/ var/ | og/ nova/
nova- api -err. | og.

The report has the following sections:

» Package — Displays information about the package to which the process belongs,
including version information.

» Threads — Displays stack traces and thread IDs for each of the threads within the process.

* Green Threads — Displays stack traces for each of the green threads within the process
(green threads do not have thread IDs).

» Configuration — Lists all configuration options currently accessible through the CONF
object for the current process.

For more information, see Guru Meditation Reports.

Common errors and fixes for Compute

The ask.openstack.org site offers a place to ask and answer questions, and you can also
mark questions as frequently asked questions. This section describes some errors people
have posted previously. Bugs are constantly being fixed, so online resources are a great way
to get the most up-to-date errors and fixes.

Credential errors, 401, and 403 forbidden errors

Missing credentials cause a 403 forbidden error. To resolve this issue, use one of these
methods:

1. Manual method. Get get the novar c file from the project ZIP file, save existing
credentials in case of override. and manually source the novar c file.

2. Script method. Generates novar ¢ from the project ZIP file and sources it for you.

When you run nova- api the first time, it generates the certificate authority information,
including openssl . cnf . If you start the CA services before this, you might not be able to
create your ZIP file. Restart the services. When your CA information is available, create your
ZIP file.

Also, check your HTTP proxy settings to see whether they cause problems with novar c
creation.
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Instance errors

Sometimes a particular instance shows pendi ng or you cannot SSH to it. Sometimes the
image itself is the problem. For example, when you use flat manager networking, you do
not have a DHCP server and certain images do not support interface injection; you cannot
connect to them. The fix for this problem is to use an image that does support this method,
such as Ubuntu, which obtains an IP address correctly with FlatManager network settings.

To troubleshoot other possible problems with an instance, such as an instance that stays in
a spawning state, check the directory for the particular instance under/ var /| i b/ nova/
i nst ances on the nova- conput e host and make sure that these files are present:

e libvirt.xm

e di sk

e di sk-raw

* ker nel

» ramdi sk

» After the instance starts, consol e. | og

If any files are missing, empty, or very small, the nova- conmput e service did not successfully
download the images from the Image Service.

Also check nova- conmput e. | og for exceptions. Sometimes they do not appear in the
console output.

Next, check the log file for the instance inthe / var /| og/ | i bvi rt/ genu directory to see
if it exists and has any useful error messages in it.

Finally, from the / var/ 1 i b/ nova/ i nst ances directory for the instance, see if this
command returns an error:

# virsh create libvirt.xm

Empty log output for Linux instances

You can view the log output of running instances from either the Log tab of the dashboard
or the output of nova console-log. In some cases, the log output of a running Linux
instance will be empty or only display a single character (for example, the ? character).

This occurs when the Compute service attempts to retrieve the log output of the instance
via a serial console while the instance itself is not configured to send output to the console.
To rectify this, append the following parameters to kernel arguments specified in the
instance's boot loader:

consol e=tty0 consol e=ttyS0, 115200n8

Upon rebooting, the instance will be configured to send output to the Compute service.
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Reset the state of an instance

If an instance remains in an intermediate state, such as del et i ng, you can use the nova
reset-state command to manually reset the state of an instance to an error state. You can

then delete the instance. For example:

$ nova reset-state c6bbbf 26-b40a-47e7-8d5c-ebl7bf 65c485
$ nova del et e c6bbbf 26- b40a- 47e7- 8d5c- eb17bf 65¢c485

You can also use the - - act i ve parameter to force the instance back to an active state
instead of an error state. For example:

$ nova reset-state --active c6bbbf26-b40a-47e7-8d5c- eb17bf 65¢c485

Injection problems

If instances do not boot or boot slowly, investigate file injection as a cause.

To disable injection in libvirt, set | i bvirt _i nject _partitionto-2.

S Note
If you have not enabled the configuration drive and you want to make user-
specified files available from the metadata server for to improve performance
and avoid boot failure if injection fails, you must disable injection.
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5. Object Storage
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Introduction to Object Storage

OpenStack Object Storage (code-named Swift) is open source software for creating
redundant, scalable data storage using clusters of standardized servers to store petabytes
of accessible data. It is a long-term storage system for large amounts of static data that can
be retrieved, leveraged, and updated. Object Storage uses a distributed architecture with
no central point of control, providing greater scalability, redundancy, and permanence.
Objects are written to multiple hardware devices, with the OpenStack software responsible
for ensuring data replication and integrity across the cluster. Storage clusters scale
horizontally by adding new nodes. Should a node fail, OpenStack works to replicate its
content from other active nodes. Because OpenStack uses software logic to ensure data
replication and distribution across different devices, inexpensive commodity hard drives and
servers can be used in lieu of more expensive equipment.

Object Storage is ideal for cost effective, scale-out storage. It provides a fully distributed,
APIl-accessible storage platform that can be integrated directly into applications or used for
backup, archiving, and data retention.

Features and benefits

Features Benefits

Leverages commodity hardware No lock-in, lower price/GB

HDD/node failure agnostic Self-healing, reliable, data redundancy protects from
failures

Unlimited storage Large and flat namespace, highly scalable read/write

access, able to serve content directly from storage system

Multi-dimensional scalability Scale-out architecture: Scale vertically and horizontally-
distributed storage Backs up and archives large amounts
of data with linear performance

Account/container/object structure No nesting, not a traditional file system: Optimized for
scale, it scales to multiple petabytes and billions of objects

Built-in replication 3# + data redundancy (compared with | A configurable number of accounts, containers and object
2# on RAID) copies for high availability
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Easily add capacity (unlike RAID resize)

Elastic data scaling with ease

No central database

Higher performance, no bottlenecks

RAID not required

Handle many small, random reads and writes efficiently

Built-in management utilities

Account management: Create, add, verify, and delete
users; Container management: Upload, download, and
verify; Monitoring: Capacity, host, network, log trawling,
and cluster health

Drive auditing

Detect drive failures preempting data corruption

Expiring objects

Users can set an expiration time or a TTL on an object to
control access

Direct object access

Enable direct browser access to content, such as for a
control panel

Realtime visibility into client requests

Know what users are requesting

Supports S3 API

Utilize tools that were designed for the popular S3 API

Restrict containers per account

Limit access to control usage by user

Support for NetApp, Nexenta, SolidFire

Unified support for block volumes using a variety of
storage systems

Snapshot and backup API for block volumes

Data protection and recovery for VM data

Standalone volume API available

Separate endpoint and API for integration with other
compute systems

Integration with Compute

Fully integrated with Compute for attaching block
volumes and reporting on usage

Object Storage characteristics

The key characteristics of Object Storage are that:

* All objects stored in Object Storage have a URL.

* All objects stored are replicated 3# in as-unique-as-possible zones, which can be defined
as a group of drives, a node, a rack, and so on.

* All objects have their own metadata.

» Developers interact with the object storage system through a RESTful HTTP API.

* Object data can be located anywhere in the cluster.

* The cluster scales by adding additional nodes without sacrificing performance, which
allows a more cost-effective linear storage expansion than fork-lift upgrades.

» Data doesn't have to be migrate to an entirely new storage system.

* New nodes can be added to the cluster without downtime.

* Failed nodes and disks can be swapped out without downtime.

* It runs on industry-standard hardware, such as Dell, HP, and Supermicro.
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Figure 5.1. Object Storage (Swift)

REST API

<+

Get / Put / Delete

Data Storage

Developers can either write directly to the Swift APl or use one of the many client libraries
that exist for all of the popular programming languages, such as Java, Python, Ruby,

and C#. Amazon S3 and RackSpace Cloud Files users should be very familiar with Object
Storage. Users new to object storage systems will have to adjust to a different approach
and mindset than those required for a traditional filesystem.

Components

The components that enable Object Storage to deliver high availability, high durability, and
high concurrency are:

* Proxy servers. Handle all of the incoming API requests.
* Rings. Map logical names of data to locations on particular disks.

» Zones. Isolate data from other zones. A failure in one zone doesn’t impact the rest of the
cluster because data is replicated across zones.

¢ Accounts and containers. Each account and container are individual databases that are
distributed across the cluster. An account database contains the list of containers in that
account. A container database contains the list of objects in that container.

¢ Objects. The data itself.

¢ Partitions. A partition stores objects, account databases, and container databases and
helps manage locations where data lives in the cluster.
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Figure 5.2. Object Storage building blocks
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Proxy servers

Proxy servers are the public face of Object Storage and handle all of the incoming API
requests. Once a proxy server receives a request, it determines the storage node based on
the object's URL, for example, https://swift.example.com/v1/account/container/object.
Proxy servers also coordinate responses, handle failures, and coordinate timestamps.

Proxy servers use a shared-nothing architecture and can be scaled as needed based on
projected workloads. A minimum of two proxy servers should be deployed for redundancy.
If one proxy server fails, the others take over.
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Rings

A ring represents a mapping between the names of entities stored on disk and their
physical locations. There are separate rings for accounts, containers, and objects. When
other components need to perform any operation on an object, container, or account, they
need to interact with the appropriate ring to determine their location in the cluster.

The ring maintains this mapping using zones, devices, partitions, and replicas. Each
partition in the ring is replicated, by default, three times across the cluster, and partition
locations are stored in the mapping maintained by the ring. The ring is also responsible for
determining which devices are used for handoff in failure scenarios.

Data can be isolated into zones in the ring. Each partition replica is guaranteed to reside

in a different zone. A zone could represent a drive, a server, a cabinet, a switch, or even a
data center.

The partitions of the ring are equally divided among all of the devices in the Object Storage
installation. When partitions need to be moved around (for example, if a device is added
to the cluster), the ring ensures that a minimum number of partitions are moved at a time,
and only one replica of a partition is moved at a time.

Weights can be used to balance the distribution of partitions on drives across the cluster.
This can be useful, for example, when differently sized drives are used in a cluster.

The ring is used by the proxy server and several background processes (like replication).

Figure 5.3. The ring
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These rings are externally managed, in that the server processes themselves do not modify
the rings, they are instead given new rings modified by other tools.

The ring uses a configurable number of bits from a path’s MD5 hash as a partition index
that designates a device. The number of bits kept from the hash is known as the partition
power, and 2 to the partition power indicates the partition count. Partitioning the full MD5
hash ring allows other parts of the cluster to work in batches of items at once which ends
up either more efficient or at least less complex than working with each item separately or
the entire cluster all at once.

Another configurable value is the replica count, which indicates how many of the partition-
device assignments make up a single ring. For a given partition number, each replica’s
device will not be in the same zone as any other replica's device. Zones can be used to
group devices based on physical locations, power separations, network separations, or any
other attribute that would improve the availability of multiple replicas at the same time.
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Zones

Object Storage allows configuring zones in order to isolate failure boundaries. Each data
replica resides in a separate zone, if possible. At the smallest level, a zone could be a single
drive or a grouping of a few drives. If there were five object storage servers, then each
server would represent its own zone. Larger deployments would have an entire rack (or
multiple racks) of object servers, each representing a zone. The goal of zones is to allow the
cluster to tolerate significant outages of storage servers without losing all replicas of the
data.

As mentioned earlier, everything in Object Storage is stored, by default, three times. Swift
will place each replica "as-uniquely-as-possible" to ensure both high availability and high
durability. This means that when chosing a replica location, Object Storage chooses a server
in an unused zone before an unused server in a zone that already has a replica of the data.

Figure 5.4. Zones
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When a disk fails, replica data is automatically distributed to the other zones to ensure
there are three copies of the data.

Accounts and containers

Each account and container is an individual SQLite database that is distributed across the
cluster. An account database contains the list of containers in that account. A container
database contains the list of objects in that container.

Figure 5.5. Accounts and containers
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To keep track of object data locations, each account in the system has a database that
references all of its containers, and each container database references each object.
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Partitions

A partition is a collection of stored data, including account databases, container databases,
and objects. Partitions are core to the replication system.

Think of a partition as a bin moving throughout a fulfillment center warehouse. Individual
orders get thrown into the bin. The system treats that bin as a cohesive entity as it moves
throughout the system. A bin is easier to deal with than many little things. It makes for
fewer moving parts throughout the system.

System replicators and object uploads/downloads operate on partitions. As the system
scales up, its behavior continues to be predictable because the number of partitions is a
fixed number.

Implementing a partition is conceptually simple, a partition is just a directory sitting on a
disk with a corresponding hash table of what it contains.

Figure 5.6. Partitions
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Replicators

In order to ensure that there are three copies of the data everywhere, replicators
continuously examine each partition. For each local partition, the replicator compares it
against the replicated copies in the other zones to see if there are any differences.

The replicator knows if replication needs to take place by examining hashes. A hash file is
created for each partition, which contains hashes of each directory in the partition. Each
of the three hash files is compared. For a given partition, the hash files for each of the
partition's copies are compared. If the hashes are different, then it is time to replicate, and
the directory that needs to be replicated is copied over.

This is where partitions come in handy. With fewer things in the system, larger chunks of
data are transferred around (rather than lots of little TCP connections, which is inefficient)

and there is a consistent number of hashes to compare.

The cluster eventually has a consistent behavior where the newest data has a priority.
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Figure 5.7. Replication
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If a zone goes down, one of the nodes containing a replica notices and proactively copies
data to a handoff location.

Use cases

The following sections show use cases for object uploads and downloads and introduce the
components.

Upload

A client uses the REST APl to make a HTTP request to PUT an object into an existing
container. The cluster receives the request. First, the system must figure out where the data
is going to go. To do this, the account name, container name, and object name are all used
to determine the partition where this object should live.

Then a lookup in the ring figures out which storage nodes contain the partitions in
question.

The data is then sent to each storage node where it is placed in the appropriate partition.
At least two of the three writes must be successful before the client is notified that the
upload was successful.

Next, the container database is updated asynchronously to reflect that there is a new
object in it.
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Figure 5.8. Object Storage in use
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Download

A request comes in for an account/container/object. Using the same consistent hashing,
the partition name is generated. A lookup in the ring reveals which storage nodes contain
that partition. A request is made to one of the storage nodes to fetch the object and, if
that fails, requests are made to the other nodes.

Ring-builder

Use the swift-ring-builder utility to build and manage rings. This utility assigns partitions to
devices and writes an optimized Python structure to a gzipped, serialized file on disk for
transmission to the servers. The server processes occasionally check the modification time
of the file and reload in-memory copies of the ring structure as needed. If you use a slightly
older version of the ring, one of the three replicas for a partition subset will be incorrect
because of the way the ring-builder manages changes to the ring. You can work around
this issue.

The ring-builder also keeps its own builder file with the ring information and additional
data required to build future rings. It is very important to keep multiple backup copies of
these builder files. One option is to copy the builder files out to every server while copying
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the ring files themselves. Another is to upload the builder files into the cluster itself. If you
lose the builder file, you have to create a new ring from scratch. Nearly all partitions would
be assigned to different devices and, therefore, nearly all of the stored data would have
to be replicated to new locations. So, recovery from a builder file loss is possible, but data
would be unreachable for an extended time.

Ring data structure

The ring data structure consists of three top level fields: a list of devices in the cluster, a list
of lists of device ids indicating partition to device assignments, and an integer indicating the
number of bits to shift an MD5 hash to calculate the partition for the hash.

Partition assignment list

Thisis a listof array(‘ H ) of devices ids. The outermost list contains anarray(‘ H ) for
each replica. Each array(‘ H ) has a length equal to the partition count for the ring. Each
integer inthe array(' H ) is an index into the above list of devices. The partition list is
known internally to the Ring class as _r epl i ca2part 2dev_i d.

So, to create a list of device dictionaries assigned to a partition, the Python code would
look like:

devices = [sel f.devs[part2dev_id[partition]] for
part2dev_id in self. _replica2part2dev_i d]

That code is a little simplistic because it does not account for the removal of duplicate
devices. If a ring has more replicas than devices, a partition will have more than one replica
on a device.

array(‘ H ) is used for memory conservation as there may be millions of partitions.

Replica counts

To support the gradual change in replica counts, a ring can have a real number of replicas
and is not restricted to an integer number of replicas.

A fractional replica count is for the whole ring and not for individual partitions. It indicates
the average number of replicas for each partition. For example, a replica count of 3.2
means that 20 percent of partitions have four replicas and 80 percent have three replicas.

The replica count is adjustable.

Example:

$ swift-ring-builder account.builder set_replicas 4
$ swift-ring-builder account. buil der rebal ance

You must rebalance the replica ring in globally distributed clusters. Operators of these
clusters generally want an equal number of replicas and regions. Therefore, when an
operator adds or removes a region, the operator adds or removes a replica. Removing
unneeded replicas saves on the cost of disks.
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You can gradually increase the replica count at a rate that does not adversely affect cluster
performance.

For example:

$ swift-ring-builder object.builder set_replicas 3.01
$ swift-ring-builder object.builder rebal ance
<distribute rings and wait>...

$ swift-ring-builder object.builder set_replicas 3.02
$ swift-ring-builder object.builder rebal ance
<creatdistribute rings and wait>...

Changes take effect after the ring is rebalanced. Therefore, if you intend to change from 3
replicas to 3.01 but you accidentally type 2. 01, no data is lost.

Additionally, swift-ring-builder X. bui | der create can now take a decimal argument for
the number of replicas.

Partition shift value

The partition shift value is known internally to the Ring class as _part _shi ft . This value
is used to shift an MD5 hash to calculate the partition where the data for that hash should
reside. Only the top four bytes of the hash is used in this process. For example, to compute
the partition for the / account / cont ai ner/ obj ect path, the Python code might look
like the following code:

partition = unpack from('>l",
nmd5(' / account/ cont ai ner/ obj ect').digest())[0] >>
self. _part_shift

For a ring generated with part_power P, the partition shift valueis 32 - P.

Build the ring

The ring builder process includes these high-level steps:

1. The utility calculates the number of partitions to assign to each device based on the
weight of the device. For example, for a partition at the power of 20, the ring has
1,048,576 partitions. One thousand devices of equal weight will each want 1,048.576
partitions. The devices are sorted by the number of partitions they desire and kept in
order throughout the initialization process.

3 Note
Each device is also assigned a random tiebreaker value that is used when
two devices desire the same number of partitions. This tiebreaker is not
stored on disk anywhere, and so two different rings created with the
same parameters will have different partition assignments. For repeatable
partition assignments, Ri ngBui | der . r ebal ance() takes an optional
seed value that seeds the Python pseudo-random number generator.

2. The ring builder assigns each partition replica to the device that requires most partitions
at that point while keeping it as far away as possible from other replicas. The ring
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builder prefers to assign a replica to a device in a region that does not already have a
replica. If no such region is available, the ring builder searches for a device in a different
zone, or on a different server. If it does not find one, it looks for a device with no
replicas. Finally, if all options are exhausted, the ring builder assigns the replica to the
device that has the fewest replicas already assigned.

3 Note

The ring builder assigns multiple replicas to one device only if the ring has
fewer devices than it has replicas.

3. When building a new ring from an old ring, the ring builder recalculates the desired
number of partitions that each device wants.

4. The ring builder unassigns partitions and gathers these partitions for reassignment, as
follows:

* The ring builder unassigns any assigned partitions from any removed devices and adds
these partitions to the gathered list.

* The ring builder unassigns any partition replicas that can be spread out for better
durability and adds these partitions to the gathered list.

* The ring builder unassigns random partitions from any devices that have more
partitions than they need and adds these partitions to the gathered list.

5. The ring builder reassigns the gathered partitions to devices by using a similar method to
the one described previously.

6. When the ring builder reassigns a replica to a partition, the ring builder records the
time of the reassignment. The ring builder uses this value when it gathers partitions for
reassignment so that no partition is moved twice in a configurable amount of time. The
RingBuilder class knows this configurable amount of time asmi n_part _hours. The
ring builder ignores this restriction for replicas of partitions on removed devices because
removal of a device happens on device failure only, and reassignment is the only choice.

Theses steps do not always perfectly rebalance a ring due to the random nature of
gathering partitions for reassignment. To help reach a more balanced ring, the rebalance
process is repeated until near perfect (less than 1 percent off) or when the balance does
not improve by at least 1 percent (indicating we probably cannot get perfect balance due
to wildly imbalanced zones or too many partitions recently moved).

Cluster architecture

Access tier

Large-scale deployments segment off an access tier, which is considered the Object Storage
system's central hub. The access tier fields the incoming APl requests from clients and
moves data in and out of the system. This tier consists of front-end load balancers, ssl-
terminators, and authentication services. It runs the (distributed) brain of the Object
Storage system: the proxy server processes.
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Figure 5.9. Object Storage architecture
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Because access servers are collocated in their own tier, you can scale out read/write access
regardless of the storage capacity. For example, if a cluster is on the public Internet,
requires SSL termination, and has a high demand for data access, you can provision many
access servers. However, if the cluster is on a private network and used primarily for
archival purposes, you need fewer access servers.

Since this is an HTTP addressable storage service, you may incorporate a load balancer into
the access tier.

Typically, the tier consists of a collection of 1U servers. These machines use a moderate
amount of RAM and are network 1/O intensive. Since these systems field each incoming
API request, you should provision them with two high-throughput (10GbE) interfaces - one
for the incoming "front-end" requests and the other for the "back-end" access to the object
storage nodes to put and fetch data.

Factors to consider

For most publicly facing deployments as well as private deployments available across

a wide-reaching corporate network, you use SSL to encrypt traffic to the client. SSL
adds significant processing load to establish sessions between clients, which is why you
have to provision more capacity in the access layer. SSL may not be required for private
deployments on trusted networks.
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Storage nodes

In most configurations, each of the five zones should have an equal amount of storage
capacity. Storage nodes use a reasonable amount of memory and CPU. Metadata needs to
be readily available to return objects quickly. The object stores run services not only to field
incoming requests from the access tier, but to also run replicators, auditors, and reapers.
You can provision object stores provisioned with single gigabit or 10 gigabit network
interface depending on the expected workload and desired performance.

Figure 5.10. Object Storage (Swift)
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Currently, a 2 TB or 3 TB SATA disk delivers good performance for the price. You can use
desktop-grade drives if you have responsive remote hands in the datacenter and enterprise-
grade drives if you don't.

Factors to consider

You should keep in mind the desired I/O performance for single-threaded requests .
This system does not use RAID, so a single disk handles each request for an object. Disk
performance impacts single-threaded response rates.

To achieve apparent higher throughput, the object storage system is designed to handle
concurrent uploads/downloads. The network 1/O capacity (1GbE, bonded 1GbE pair, or
10GbE) should match your desired concurrent throughput needs for reads and writes.
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Replication

Because each replica in Object Storage functions independently and clients generally
require only a simple majority of nodes to respond to consider an operation successful,
transient failures like network partitions can quickly cause replicas to diverge. These
differences are eventually reconciled by asynchronous, peer-to-peer replicator processes.
The replicator processes traverse their local file systems and concurrently perform
operations in a manner that balances load across physical disks.

Replication uses a push model, with records and files generally only being copied from local
to remote replicas. This is important because data on the node might not belong there

(as in the case of hand offs and ring changes), and a replicator cannot know which data it
should pull in from elsewhere in the cluster. Any node that contains data must ensure that
data gets to where it belongs. The ring handles replica placement.

To replicate deletions in addition to creations, every deleted record or file in the system is
marked by a tombstone. The replication process cleans up tombstones after a time period
known as the consistency window. This window defines the duration of the replication and
how long transient failure can remove a node from the cluster. Tombstone cleanup must
be tied to replication to reach replica convergence.

If a replicator detects that a remote drive has failed, the replicator uses the

get _nor e_nodes interface for the ring to choose an alternate node with which to
synchronize. The replicator can maintain desired levels of replication during disk failures,
though some replicas might not be in an immediately usable location.

3 Note

The replicator does not maintain desired levels of replication when failures such
as entire node failures occur; most failures are transient.

The main replication types are:
» Database replication. Replicates containers and objects.

* Object replication. Replicates object data.

Database replication

Database replication completes a low-cost hash comparison to determine whether two
replicas already match. Normally, this check can quickly verify that most databases in
the system are already synchronized. If the hashes differ, the replicator synchronizes the
databases by sharing records added since the last synchronization point.

This synchronization point is a high water mark that notes the last record at which two
databases were known to be synchronized, and is stored in each database as a tuple of
the remote database ID and record ID. Database IDs are unique across all replicas of the
database, and record IDs are monotonically increasing integers. After all new records are
pushed to the remote database, the entire synchronization table of the local database is
pushed, so the remote database can guarantee that it is synchronized with everything with
which the local database was previously synchronized.
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If a replica is missing, the whole local database file is transmitted to the peer by using
rsync(1) and is assigned a new unique ID.

In practice, database replication can process hundreds of databases per concurrency setting
per second (up to the number of available CPUs or disks) and is bound by the number of
database transactions that must be performed.

Object replication

The initial implementation of object replication performed an rsync to push data from a
local partition to all remote servers where it was expected to reside. While this worked at
small scale, replication times skyrocketed once directory structures could no longer be held
in RAM. This scheme was modified to save a hash of the contents for each suffix directory
to a per-partition hashes file. The hash for a suffix directory is no longer valid when the
contents of that suffix directory is modified.

The object replication process reads in hash files and calculates any invalidated hashes.
Then, it transmits the hashes to each remote server that should hold the partition, and only
suffix directories with differing hashes on the remote server are rsynced. After pushing files
to the remote server, the replication process notifies it to recalculate hashes for the rsynced
suffix directories.

The number of uncached directories that object replication must traverse, usually as a
result of invalidated suffix directory hashes, impedes performance. To provide acceptable
replication speeds, object replication is designed to invalidate around 2 percent of the hash
space on a normal node each day.

Object Storage monitoring

Excerpted from a blog post by Darrell Bishop

An OpenStack Object Storage cluster is a collection of many daemons that work together
across many nodes. With so many different components, you must be able to tell what is
going on inside the cluster. Tracking server-level metrics like CPU utilization, load, memory
consumption, disk usage and utilization, and so on is necessary, but not sufficient.

What are different daemons are doing on each server? What is the volume of object
replication on node8? How long is it taking? Are there errors? If so, when did they
happen?

In such a complex ecosystem, you can use multiple approaches to get the answers to these
questions. This section describes several approaches.

Swift Recon

The Swift Recon middleware (see http://swift.openstack.org/admin_guide.html#cluster-
telemetry-and-monitoring) provides general machine statistics, such as load average, socket
statistics, / pr oc/ mem nf o contents, and so on, as well as Swift-specific metrics:

* The MD5 sum of each ring file.

* The most recent object replication time.
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» Count of each type of quarantined file: Account, container, or object.
» Count of "async_pendings” (deferred container updates) on disk.

Swift Recon is middleware that is installed in the object servers pipeline and takes one
required option: A local cache directory. To track async_pendi ngs, you must set up an
additional cron job for each object server. You access data by either sending HTTP requests
directly to the object server or using the swift-recon command-line client.

There are some good Object Storage cluster statistics but the general server metrics overlap
with existing server monitoring systems. To get the Swift-specific metrics into a monitoring
system, they must be polled. Swift Recon essentially acts as a middleware metrics collector.
The process that feeds metrics to your statistics system, such as col | ect d and gnond,
probably already runs on the storage node. So, you can choose to either talk to Swift Recon
or collect the metrics directly.

Swift-Informant

Florian Hines developed the Swift-Informant middleware (see http://
pandemicsyn.posterous.com/swift-informant-statsd-getting-realtime-telem) to get real-time
visibility into Object Storage client requests. It sits in the pipeline for the proxy server, and
after each request to the proxy server, sends three metrics to a StatsD server (see http://
codeascraft.etsy.com/2011/02/15/measure-anything-measure-everything/):

* A counter increment for a metric like obj . GET. 200 or cont . PUT. 404.

* Timing data for a metric like acct . GET. 200 or obj . GET. 200. [The README says
the metrics look like dur at i on. acct . GET. 200, but | do not see the dur ati onin
the code. | am not sure what the Etsy server does but our StatsD server turns timing
metrics into five derivative metrics with new segments appended, so it probably works
as coded. The first metric turns into acct . GET. 200. | ower, acct . GET. 200. upper,
acct . GET. 200. nean, acct . GET. 200. upper _90, and acct . GET. 200. count ].

* A counter increase by the bytes transferred for a metric like t f er. obj . PUT. 201.

This is good for getting a feel for the quality of service clients are experiencing with the
timing metrics, as well as getting a feel for the volume of the various permutations of
request server type, command, and response code. Swift-Informant also requires no change
to core Object Storage code because it is implemented as middleware. However, it gives
you no insight into the workings of the cluster past the proxy server. If the responsiveness
of one storage node degrades, you can only see that some of your requests are bad, either
as high latency or error status codes. You do not know exactly why or where that request
tried to go. Maybe the container server in question was on a good node but the object
server was on a different, poorly-performing node.

Statsdlog

Florian’s Statsdlog project increments StatsD counters based on logged events. Like Swift-
Informant, it is also non-intrusive, but statsdlog can track events from all Object Storage
daemons, not just proxy-server. The daemon listens to a UDP stream of syslog messages
and StatsD counters are incremented when a log line matches a regular expression. Metric
names are mapped to regex match patterns in a JSON file, allowing flexible configuration
of what metrics are extracted from the log stream.
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Currently, only the first matching regex triggers a StatsD counter increment, and the
counter is always incremented by one. There is no way to increment a counter by more
than one or send timing data to StatsD based on the log line content. The tool could be
extended to handle more metrics for each line and data extraction, including timing data.
But a coupling would still exist between the log textual format and the log parsing regexes,
which would themselves be more complex to support multiple matches for each line and
data extraction. Also, log processing introduces a delay between the triggering event and
sending the data to StatsD. It would be preferable to increment error counters where they
occur and send timing data as soon as it is known to avoid coupling between a log string
and a parsing regex and prevent a time delay between events and sending data to StatsD.

The next section describes another method for gathering Object Storage operational
metrics.

Swift StatsD logging

StatsD (see http://codeascraft.etsy.com/2011/02/15/measure-anything-measure-
everything/) was designed for application code to be deeply instrumented; metrics are
sent in real-time by the code that just noticed or did something. The overhead of sending a
metric is extremely low: a sendt o of one UDP packet. If that overhead is still too high, the
StatsD client library can send only a random portion of samples and StatsD approximates
the actual number when flushing metrics upstream.

To avoid the problems inherent with middleware-based monitoring and after-the-fact
log processing, the sending of StatsD metrics is integrated into Object Storage itself. The
submitted change set (see https://review.openstack.org/#change,6058) currently reports
124 metrics across 15 Object Storage daemons and the tempauth middleware. Details of
the metrics tracked are in the Administrator's Guide.

The sending of metrics is integrated with the logging framework. To enable, configure

| og_st at sd_host in the relevant config file. You can also specify the port and a default
sample rate. The specified default sample rate is used unless a specific call to a statsd
logging method (see the list below) overrides it. Currently, no logging calls override the
sample rate, but it is conceivable that some metrics may require accuracy (sample_rate ==
1) while others may not.

[ DEFAULT]

|l og_statsd _host = 127.0.0.1
| og_statsd_port = 8125
|l og_statsd_default_sanple_rate = 1

Then the LogAdapter object returned by get _| ogger (), usually stored in sel f. | ogger,
has these new methods:

e set _statsd prefix(self, prefix) Setsthe client library stat prefix value which
gets prefixed to every metric. The default prefix is the “name” of the logger (such as, .

"o

"object-server”, “container-auditor”, etc.). This is currently used to turn “proxy-server”
n "

into one of “proxy-server.Account”, “proxy-server.Container”, or “proxy-server.Object” as
soon as the Controller object is determined and instantiated for the request.

e update_stats(self, nmetric, anmount, sanpl e_rate=1) Incrementsthe
supplied metric by the given amount. This is used when you need to add or subtract
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more that one from a counter, like incrementing “suffix.hashes” by the number of
computed hashes in the object replicator.

e increnment(self, metric, sanple_rate=1) Increments the given counter metric
by one.

» decrement (sel f, netric, sanple_rate=1) Lowersthe given counter metric by
one.

etimng(self, netric, timng_ns, sanple_rate=1) Record that the given
metric took the supplied number of milliseconds.

timng_since(self, netric, orig_time, sanple_rate=1) Convenience
method to record a timing metric whose value is “now"” minus an existing timestamp.

Note that these logging methods may safely be called anywhere you have a logger object.
If StatsD logging has not been configured, the methods are no-ops. This avoids messy
conditional logic each place a metric is recorded. These example usages show the new
logging methods:

# swift/obj/replicator.py
def update(self, job):

# ...
begin = tine.tinme()
try:
hashed, |ocal _hash = tpool . execute(tpool ed_get hashes, job['path'],
do_listdir=(self.replication_count % 10) == O,
recl ai m age=sel f. recl ai m_ age)
# See tpool ed_get hashes "Hack".
i f isinstance(hashed, BaseException):
rai se hashed
sel f.suffix_hash += hashed
sel f. | ogger. update_stats('suffix.hashes', hashed)
# ...
finally:

self.partition_tines.append(tine.tinme() - begin)
sel f.l ogger.tim ng_since('partition.update.tining', begin)

# swi ft/container/updater. py
def process_container(self, dbfile):
# ...
start _time = tinme.time()
# ...
for event in events
if 200 <= event.wait() < 300:
successes += 1
el se:
failures += 1
if successes > failures:
sel f. | ogger.increnment (' successes')
# ...
el se:
sel f.l ogger.increnent ('failures')
# ...
# Only track timng data for attenpted updates:
self.logger.timng_since('timng', start_tine)
el se:
sel f. 1 ogger.increnent (' no_changes')
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sel f.no_changes += 1

The development team of StatsD wanted to use the pystatsd client library (not to be
confused with a similar-looking project also hosted on GitHub), but the released version

on PyPi was missing two desired features the latest version in GitHub had: the ability to
configure a metrics prefix in the client object and a convenience method for sending timing
data between “now” and a “start” timestamp you already have. So they just implemented
a simple StatsD client library from scratch with the same interface. This has the nice fringe
benefit of not introducing another external library dependency into Object Storage.

Troubleshoot Object Storage

For Object Storage, everything is logged in/ var/ | og/ sysl og (or messages on some
distros). Several settings enable further customization of logging, such as| og_nane,
log facility,andl og_I evel, within the object server configuration files.

Drive failure

In the event that a drive has failed, the first step is to make sure the drive is unmounted.
This will make it easier for Object Storage to work around the failure until it has been
resolved. If the drive is going to be replaced immediately, then it is just best to replace the
drive, format it, remount it, and let replication fill it up.

If the drive can’t be replaced immediately, then it is best to leave it unmounted, and
remove the drive from the ring. This will allow all the replicas that were on that drive to
be replicated elsewhere until the drive is replaced. Once the drive is replaced, it can be re-
added to the ring.

You can look at error messages in/ var /| og/ ker n. | og for hints of drive failure.

Server failure

If a server is having hardware issues, it is a good idea to make sure the Object Storage
services are not running. This will allow Object Storage to work around the failure while
you troubleshoot.

If the server just needs a reboot, or a small amount of work that should only last a couple
of hours, then it is probably best to let Object Storage work around the failure and get the
machine fixed and back online. When the machine comes back online, replication will make
sure that anything that is missing during the downtime will get updated.

If the server has more serious issues, then it is probably best to remove all of the server’s
devices from the ring. Once the server has been repaired and is back online, the server’s
devices can be added back into the ring. It is important that the devices are reformatted
before putting them back into the ring as it is likely to be responsible for a different set of
partitions than before.

Detect failed drives

It has been our experience that when a drive is about to fail, error messages will spew
into /var/log/kern.log. There is a script called swift-drive-audit that can be run via cron to
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watch for bad drives. If errors are detected, it will unmount the bad drive, so that Object
Storage can work around it. The script takes a configuration file with the following settings:

Table 5.1. Description of configuration options for [ dri ve-audi t] in
drive-audit.conf-sanple

Configuration option = Default value Description

device_dir = /srv/node Directory devices are mounted under

log_facility = LOG_LOCALO Syslog log facility

log_level = INFO Logging level

log_address = /dev/log Location where syslog sends the logs to

minutes = 60 Number of minutes to look back in */var/log/kern.log"

error_limit =1 Number of errors to find before a device is unmounted

log_file_pattern = /var/log/kern* Location of the log file with globbing pattern to check
against device errors locate device blocks with errors in the
log file

regex_pattern_1 = \berror\b.*\b(dm-[0-9]{1,2}\d?)\b No help text available for this option.

This script has only been tested on Ubuntu 10.04, so if you are using a different distro or
0S, some care should be taken before using in production.

Emergency recovery of ring builder files

You should always keep a backup of Swift ring builder files. However, if an emergency
occurs, this procedure may assist in returning your cluster to an operational state.

Using existing Swift tools, there is no way to recover a builder file from ari ng. gz file.
However, if you have a knowledge of Python, it is possible to construct a builder file that is
pretty close to the one you have lost. The following is what you will need to do.

O Warning

This procedure is a last-resort for emergency circumstances. It requires
knowledge of the swift python code and may not succeed.

First, load the ring and a new ringbuilder object in a Python REPL:

>>> fromsw ft.comon.ring inmport RingData, RingBuil der
>>> ring = RingData.load('/path/to/account.ring.gz')

Now, start copying the data we have in the ring into the builder.

>>> jnport nath
>>> partitions = len(ring._replica2part2dev_id[0])
>>> replicas = len(ring._replica2part2dev_id)

>>> pui |l der = RingBuilder(int(Math.log(partitions, 2)), replicas, 1)

>>> bui | der. devs = ring. devs

>>> pui |l der. _replica2part2dev = ring.replica2part2dev_id

>>> pui |l der. _| ast_part_noves_epoch = 0

>>> huilder. |l ast_part_noves = array('B', (0 for _ in xrange(self.parts)))
>>> pui | der. _set _parts_want ed()

>>> for d in builder._iter_devs():
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d['parts'] =0
>>> for p2d in builder. _replica2part2dev:
for dev_id in p2d:
bui | der. devs[dev_id]['parts'] += 1

This is the extent of the recoverable fields. For mi n_part _hour s you'll either have to
remember what the value you used was, or just make up a new one.

>>> pui | der. change_mi n_part_hours(24) # or whatever you want it to be

Try some validation: if this doesn't raise an exception, you may feel some hope. Not too
much, though.

>>> bui | der. val i dat e()

Save the builder.

>>> jnport pickle
>>> pi ckl e. dunp(builder.to_dict(), open('account.builder', "wb'), protocol =2)

You should now have a file called 'account.builder' in the current working directory. Next,
runswi ft-ring-buil der account. buil der wite_ringandcomparethe new
account.ring.gz to the account.ring.gz that you started from. They probably won't be byte-
for-byte identical, but if you load them up in a REPL and their _repl i ca2part 2dev_i d
and devs attributes are the same (or nearly so), then you're in good shape.

Next, repeat the procedure for cont ai ner. ri ng. gz and obj ect . ri ng. gz, and you
might get usable builder files.
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6. Block Storage

Table of Contents

INtroduction tO BIOCK StOrage ......coooiiii s 140
Y T o Te TRV o] [0 41T TR 141
Troubleshoot your installation ... 158

The OpenStack Block Storage service works through the interaction of a series of daemon
processes named ci nder - * that reside persistently on the host machine or machines. The
binaries can all be run from a single node, or spread across multiple nodes. They can also be
run on the same node as other OpenStack services.

Introduction to Block Storage

To administer the OpenStack Block Storage service, it is helpful to understand a number of
concepts. You must make certain choices when you configure the Block Storage service in
OpenStack. The bulk of the options come down to two choices, single node or multi-node
install. You can read a longer discussion about storage decisions in Storage Decisions in the
OpenStack Operations Guide.

OpenStack Block Storage enables you to add extra block-level storage to your OpenStack
Compute instances. This service is similar to the Amazon EC2 Elastic Block Storage (EBS)
offering.
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Manage volumes

The default OpenStack Block Storage service implementation is an iSCSI solution that uses
Logical Volume Manager (LVM) for Linux.

3 Note

The OpenStack Block Storage service is not a shared storage solution like a
Storage Area Network (SAN) of NFS volumes, where you can attach a volume
to multiple servers. With the OpenStack Block Storage service, you can attach a
volume to only one instance at a time.

The OpenStack Block Storage service also provides drivers that enable you to
use several vendors' back-end storage devices, in addition to or instead of the
base LVM implementation.

This high-level procedure shows you how to create and attach a volume to a server
instance.

1. You must configure both OpenStack Compute and the OpenStack Block Storage
service through the ci nder . conf file.

2. Create a volume through the cinder create command. This command creates an LV
into the volume group (VG) ci nder - vol unes.

3. Attach the volume to an instance through the nova volume-attach command. This
command creates a unique iSCSI IQN that is exposed to the compute node.

a. The compute node, which runs the instance, now has an active ISCSI session and
new local storage (usually a / dev/ sdX disk).

b. libvirt uses that local storage as storage for the instance. The instance gets a new
disk (usually a / dev/ vdX disk).

For this particular walk through, one cloud controller runs nova- api , nova- schedul er,
nova- obj ect st or e, nova- net wor k and ci nder - * services. Two additional compute
nodes run nova- conput e. The walk through uses a custom partitioning scheme that
carves out 60 GB of space and labels it as LVM. The network uses the Fl at Manager and
Net wor kManager settings for OpenStack Compute (Nova).

The network mode does not interfere with the way cinder works, but you must set up
networking for cinder to work. For details, see Chapter 7, “Networking” [167].

To set up Compute to use volumes, ensure that Block Storage is installed along with lvm2.
This guide describes how to troubleshoot your installation and back up your Compute
volumes.

Boot from volume

In some cases, instances can be stored and run from inside volumes. For information, see
the Launch an instance from a volume section in the OpenStack End User Guide.
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Configure an NFS storage back end

This section explains how to configure OpenStack Block Storage to use NFS storage. You
must be able to access the NFS shares from the server that hosts the ci nder volume
service.

3 Note

The ci nder volume service is named openst ack- ci nder - vol une on the
following distributions:

* CentOS

* Fedora

* openSUSE

* Red Hat Enterprise Linux
* SUSE Linux Enterprise

In Ubuntu and Debian distributions, the ci nder volume service is named
ci nder - vol une.

Procedure 6.1. Configure Block Storage to use an NFS storage back end

1.

2.

Log in asr oot to the system hosting the ci nder volume service.
Create a text file named nf sshares in/ et ¢/ ci nder/ .

Add an entry to / et ¢/ ci nder/ nf sshar es for each NFS share that the ci nder
volume service should use for back end storage. Each entry should be a separate line,
and should use the following format:

HOST: SHARE

Where:

* HOST is the IP address or host name of the NFS server.

¢ SHARE is the absolute path to an existing and accessible NFS share.

Set/ et c/ ci nder/ nf sshar es to be owned by the r oot user and the ci nder
group:

# chown root:cinder /etc/cinder/nfsshares
Set/ et c/ ci nder/ nf sshar es to be readable by members of the ci nder group:

# chnod 0640 /etc/cinder/nfsshares

Configure the ci nder volume service to use the / et ¢/ ci nder/ nf sshar es file
created earlier. To do so, open the / et ¢/ ci nder/ ci nder . conf configuration file
and set the nf s_shar es_conf i g configuration key to/ et ¢/ ci nder/ nf sshar es.
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On distributions that include openstack-config, you can configure this by running the
following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT nfs_shares_config /etc/cinder/nfsshares

The following distributions include openstack-config:
* CentOS

* Fedora

* openSUSE

* Red Hat Enterprise Linux

¢ SUSE Linux Enterprise

7. Optionally, provide any additional NFS mount options required in your environment
in the nf s_nount _opt i ons configuration key of / et ¢/ ci nder/ ci nder . conf.
If your NFS shares do not require any additional mount options (or if you are unsure),
skip this step.

On distributions that include openstack-config, you can configure this by running the
following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT nfs_nount _options OPTI ONS

Replace OPTI ONS with the mount options to be used when accessing NFS shares. See
the manual page for NFS for more information on available mount options (man nfs).

8. Configure the ci nder volume service to use the correct volume driver, namely
ci nder.volume.drivers.nfs. NfsDri ver.To do so, openthe/ et c/ci nder/
ci nder . conf configuration file and set the vol une_dri ver configuration key to
ci nder.vol une. drivers.nfs. NfsDri ver.

On distributions that include openstack-config, you can configure this by running the
following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT vol une_driver cinder.volune.drivers.nfs. NfsDriver

9. You can now restart the service to apply the configuration.

To restart the ci nder volume service on CentQOS, Fedora, openSUSE, Red Hat
Enterprise Linux, or SUSE Linux Enterprise, run:

# service openstack-cinder-vol une restart

To restart the ci nder volume service on Ubuntu or Debian, run:

# service cinder-volune restart
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N

Note

The nfs_spar sed_vol unes configuration key determines whether volumes
are created as sparse files and grown as needed or fully allocated up front. The
default and recommended value is t r ue, which ensures volumes are initially
created as sparse files.

Setting nf s_spar sed_vol unes to f al se will result in volumes being fully
allocated at the time of creation. This leads to increased delays in volume
creation.

However, should you choose to set nf s_spar sed_vol unes tof al se, you
can do so directly in/ et ¢/ ci nder/ ci nder. conf.

On distributions that include openstack-config, you can configure this by
running the following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT nfs_sparsed_vol unes fal se

Important

If a client host has SELinux enabled, the vi rt _use_nf s Boolean should also
be enabled if the host requires access to NFS volumes on an instance. To enable
this Boolean, run the following command as the r oot user:

# setsebool -P virt_use nfs on

This command also makes the Boolean persistent across reboots. Run this
command on all client hosts that require access to NFS volumes on an instance.
This includes all Compute nodes.

Configure a GlusterFS back end

This section explains how to configure OpenStack Block Storage to use GlusterFS as a
back end. You must be able to access the GlusterFS shares from the server that hosts the
ci nder volume service.

N

Note

The ci nder volume service is named openst ack- ci nder - vol une on the
following distributions:

* CentOS

* Fedora

* openSUSE

* Red Hat Enterprise Linux

* SUSE Linux Enterprise
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In Ubuntu and Debian distributions, the ci nder volume service is named
ci nder - vol une.

Mounting GlusterFS volumes requires utilities and libraries from the glusterfs-fuse package.
This package must be installed on all systems that will access volumes backed by GlusterFs.

3 Note

The utilities and libraries required for mounting GlusterFS volumes on Ubuntu
and Debian distributions are available from the glusterfs-client package instead.

For information on how to install and configure GlusterFS, refer to the
GlusterDocumentation page.

Procedure 6.2. Configure GlusterFS for OpenStack Block Storage

The GlusterFS server must also be configured accordingly in order to allow OpenStack Block
Storage to use GlusterFS shares:

1. Loginasroot tothe GlusterFS server.

2. Set each Gluster volume to use the same UID and GID as the ci nder user:

# gluster volunme set VOL_NAME storage. owner-uid cinder-uid
# gluster volune set VOL_NAME storage. owner-gid cinder-gid

Where:
¢ VOL_NAME is the Gluster volume name.
e ci nder - ui d is the UID of the ci nder user.

e ci nder - gi d is the GID of the ci nder user.

3 Note
The default UID and GID of the ci nder useris 165 on most distributions.

3. Configure each Gluster volume to accept | i bgf api connections. To do this, set each
Gluster volume to allow insecure ports:

# gluster volune set VO._NAME server.al |l owinsecure on

4. Enable client connections from unprivileged ports. To do this, add the following line to
letc/glusterfs/glusterd. vol:

option rpc-auth-allowinsecure on

5. Restart the gl ust er d service:

# service glusterd restart

Procedure 6.3. Configure Block Storage to use a GlusterFS back end

After you configure the GlusterFS service, complete these steps:
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1. Loginasroot tothe system hosting the cinder volume service.
2. Create atext file named gl usterfsin/etc/cinder/.

3. Addanentryto/etc/cinder/glusterfs for each GlusterFS share that OpenStack
Block Storage should use for back end storage. Each entry should be a separate line,
and should use the following format:

HOST: / VOL_ NAMVE

Where:

* HOST is the IP address or host name of the Red Hat Storage server.

¢ VOL_NAME is the name an existing and accessible volume on the GlusterFsS server.

Optionally, if your environment requires additional mount options for a share, you can
add them to the share's entry:

HOST: / VOL_NAME -0 OPTI ONS

Replace OPTI ONS with a comma-separated list of mount options.

4. Set/etc/cinder/glusterfs tobeownedbytheroot userand the ci nder
group.

# chown root:cinder /etc/cinder/glusterfs

5. Set/etc/cinder/glusterfstobereadable by members of the ci nder group:

# chnod 0640 FILE

6. Configure OpenStack Block Storage to use the / et ¢/ ci nder/ gl ust erf s file
created earlier. To do so, open the / et ¢/ ci nder/ ci nder . conf configuration file
and set the gl ust erf s_shar es_confi g configuration key to/ et ¢/ ci nder/
glusterfs.

On distributions that include openstack-config, you can configure this by running the
following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT gl usterfs_shares_config /etc/cinder/glusterfs

The following distributions include openstack-config:
* CentOS

* Fedora

* openSUSE

¢ Red Hat Enterprise Linux

¢ SUSE Linux Enterprise

7. Configure OpenStack Block Storage to use the correct volume driver, namely
ci nder.vol unme. drivers. gl usterfs.Todoso, openthe/etc/cinder/
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ci nder . conf configuration file and set the vol une_dri ver configuration key to
ci nder.vol unme. drivers. glusterfs.

On distributions that include openstack-config, you can configure this by running the
following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT vol une_driver cinder.vol ume.drivers.glusterfs. @ usterfsDriver

8. You can now restart the service to apply the configuration.

To restart the ci nder volume service on CentQOS, Fedora, openSUSE, RedHat
Enterprise Linux, or SUSE Linux Enterprise, run:

# servi ce openstack-ci nder-vol une restart

To restart the ci nder volume service on Ubuntu or Debian, run:

# service cinder-volune restart

OpenStack Block Storage is now configured to use a GlusterFS back end.

3 Note

In/ etc/cinder/cinder.conf,thegl usterfs_sparsed_vol unes
configuration key determines whether volumes are created as sparse files and
grown as needed or fully allocated up front. The default and recommended
value of this key is t r ue, which ensures volumes are initially created as sparse
files.

Setting gl ust erfs_spar sed_vol unes to f al se will result in volumes being
fully allocated at the time of creation. This leads to increased delays in volume
creation.

However, should you choose to set gl ust erfs_spar sed_vol unes to
fal se, you can do so directlyin/ et ¢/ ci nder/ ci nder. conf.

On distributions that include openstack-config, you can configure this by
running the following command instead:

# openstack-config --set /etc/cinder/cinder.conf \
DEFAULT gl usterfs_sparsed_vol unes fal se

2 Important

If a client host has SELinux enabled, thevi rt _use_fusef s Boolean should
also be enabled if the host requires access to GlusterFS volumes on an instance.
To enable this Boolean, run the following command as the r oot user:

# setsebool -P virt _use fusefs on

This command also makes the Boolean persistent across reboots. Run this
command on all client hosts that require access to GlusterFS volumes on an
instance. This includes all compute nodes.
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Configure a multiple-storage back-end

With multiple storage back-ends configured, you can create several back-end storage
solutions serving the same OpenStack Compute configuration. Basically, multi back-end
launches one ci nder - vol une for each back-end.

In a multi back-end configuration, each back-end has a name (vol unme_backend_nane).
Several back-ends can have the same name. In that case, the scheduler properly decides
which back-end the volume has to be created in.

The name of the back-end is declared as an extra-specification of a volume type (such as,
vol une_backend_nane=LVM_ i SCSI ). When a volume is created, the scheduler chooses
an appropriate back-end to handle the request, according to the volume type specified by
the user.

Enable multi back-end

To enable a multi back-end configuration, you must set the enabl ed_backends
flag in the ci nder . conf file. This flag defines the names (separated by a comma) of
the configuration groups for the different back-ends: one name is associated to one
configuration group for a back-end (such as, [ | vndri ver-1]).

3 Note

The configuration group name is not related to the vol une_backend_nare.

The options for a configuration group must be defined in the group (or default options

are used). All the standard Block Storage configuration options (vol ure_gr oup,

vol urme_dri ver, and so on) might be used in a configuration group. Configuration values
in the [ DEFAULT] configuration group are not used.

These examples show three back-ends:

# a list of back-ends that are served by this conpute node
enabl ed_backends=l vndri ver-1, | vndriver-2,|vndriver-3
[Ivmdriver-1]

vol une_gr oup=ci nder - vol unes- 1

vol unme_dri ver =ci nder. vol unme. dri vers.|vm LVM SCSI Dri ver
vol une_backend_nane=LVM i SCSI

[l vrdri ver- 2]

vol urme_gr oup=ci nder - vol unes- 2

vol une_dri ver =ci nder. vol une. dri vers.|vm LVM SCSI Dri ver
vol ume_backend_nanme=LVM i SCSI

[I'vmdriver- 3]

vol une_gr oup=ci nder - vol unes- 3

vol une_dri ver =ci nder. vol une. dri vers.|vm LVM SCSI Dri ver
vol une_backend_nane=LVM_ i SCSI _b

In this configuration, | vimdri ver - 1 and | vidri ver - 2 have the same

vol une_backend_nane. If a volume creation requests the LVM i SCSI back-end name,
the scheduler uses the capacity filter scheduler to choose the most suitable driver, which
is either | vimdri ver-1 orl virdri ver - 2. The capacity filter scheduler is enabled by
default. The next section provides more information. In addition, this example presents a
| vidri ver - 3 back-end.
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Configure Block Storage scheduler multi back-end

You must enable the fi | t er _schedul er option to use multi back-end. Filter scheduler
acts in two steps:

1. The filter scheduler filters the available back-ends. By default,
Avai |l abilityZoneFilter, CapacityFilter and CapabilitiesFilter are
enabled.

2. The filter scheduler weighs the previously filtered back-ends. By default,
Capaci t yWei gher is enabled. The Capaci t yWei gher attributes higher scores to
back-ends with the most available.

The scheduler uses the filtering and weighing process to pick the best back-end to handle
the request, and explicitly creates volumes on specific back-ends through the use of volume

types.
Volume type

Before using it, a volume type has to be declared to Block Storage. This can be done by the
following command:

$ cinder --os-usernanme adm n --o0s-tenant-name adnin type-create |vm

Then, an extra-specification has to be created to link the volume type to a back-end name.
Run this command:

$ cinder --os-username adnmin --o0s-tenant-nanme admn type-key |vm set
vol ume_backend_nanme=LVM i SCS|

This example creates a | vmvolume type with vol unme_backend_nane=LVM i SCSI as
extra-specifications.

Create another volume type:
$ cinder --os-usernanme admn --o0s-tenant-name admin type-create |vmgold

$ cinder --os-usernanme adm n --o0s-tenant-name admin type-key |vmgold set
vol une_backend_nane=LVM. i SCSI _b

This second volume type is named | vm_gol d and has LVM_i SCSI _b as back-end name.

S Note

To list the extra-specifications, use this command:

$ cinder --os-username admin --o0s-tenant-nanme adm n extra-specs-|ist

3 Note

If a volume type points to a vol une_backend_narme that does not exist in the
Block Storage configuration, thefi | t er _schedul er returns an error that it
cannot find a valid host with the suitable back-end.
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Usage

When you create a volume, you must specify the volume type. The extra-specifications of
the volume type are used to determine which back-end has to be used.

$ cinder create --volune_type |lvm--display_nane test_nulti_backend 1

Considering the ci nder . conf described previously, the scheduler creates this volume on
| vidriver-1lorlvndriver-2.

$ cinder create --volunme_type Ivmgold --display_nane test_nulti_backend 1

This second volume is created on | vndri ver - 3.

Back up Block Storage service disks

While you can use the LVM snapshot to create snapshots, you can also use it to back up
your volumes. By using LVM snapshot, you reduce the size of the backup; only existing data
is backed up instead of the entire volume.

To back up a volume, you must create a snapshot of it. An LVM snapshot is the exact copy
of a logical volume, which contains data in a frozen state. This prevents data corruption,
because data cannot be manipulated during the volume creation process. Remember that
the volumes created through a nova volume-create command exist in an LVM logical
volume.

You must also make sure that the operating system is not using the volume, and that all
data has been flushed on the guest filesystems. This usually means that those filesystems
have to be unmounted during the snapshot creation. They can be mounted again as soon
as the logical volume snapshot has been created.

Before you create the snapshot, you must have enough space to save it. As a precaution,
you should have at least twice as much space as the potential snapshot size. If insufficient
space is available, the snapshot might become corrupted.

For this example, assume that a 100 GB volume named vol unme- 00000001 was created
for an instance while only 4 GB are used. This example uses these commands to back up
only those 4 GB:

* lvm2 command. Directly manipulates the volumes.

* kpartx command. Discovers the partition table created inside the instance.

* tar command. Creates a minimum-sized backup.

* shalsum command. Calculates the backup checksum to check its consistency.

You can apply this process to volumes of any size.
Procedure 6.4. To back up Block Storage service disks

1. Create a snapshot of a used volume

a. Use this command to list all volumes:

# | vdi spl ay
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b. Create the snapshot; you can do this while the volume is attached to an instance:

# lvcreate --size 10G --snapshot --name vol une- 00000001- snapshot /dev/
ci nder - vol unmes/ vol urmre- 00000001

Use the - - snapshot configuration option to tell LVM that you want a
snapshot of an already existing volume. The command includes the size of the
space reserved for the snapshot volume, the name of the snapshot, and the
path of an already existing volume. Generally, this path is / dev/ ci nder -

vol unes/ $vol une_nane.

The size does not have to be the same as the volume of the snapshot. The si ze
parameter defines the space that LVM reserves for the snapshot volume. As a
precaution, the size should be the same as that of the original volume, even if the
whole space is not currently used by the snapshot.

Run the Ivdisplay command again to verify the snapshot:

--- Logical volune ---

LV Nanme

VG Nanme

LV UU D

LV Wite Access
LV snapshot status

[active]

LV St atus
# open

LV Size
Current LE
Segnent s
Al | ocation

Read ahead sectors
- currently set to
Bl ock device

--- Logical volune
LV Nane

VG Nanme

LV UU D

LV Wite Access

LV snapshot status
vol une- 00000026
LV Status

# open

LV Size

Current LE
COWNtabl e size
COWMtable LE

Al |l ocated to snapshot
Snapshot chunk size

Segnent s

Al | ocation

Read ahead sectors
- currently set to
Bl ock device

/ dev/ ci nder - vol unes/ vol une- 00000001

ci nder - vol unes

gl 8ht a- p21U- | V2q- hRN1- nTzN- UC2G- dKbdKr
read/ wite

sour ce of

/ dev/ ci nder - vol umes/ vol une- 00000026- snap

avai |l abl e
1

15,00 G B
3840

1

i nherit
aut o

256

251: 13

/ dev/ ci nder - vol unes/ vol unme- 00000001- snap

ci nder - vol unes

H WBEp- g51 8- KEGQb- | Rvi - | RYU- | | Ke- wE9z Yr
read/ wite

active destination for /dev/cinder-vol unes/

avai |l abl e
0

15,00 G B
3840
10,00 G B
2560

0, 00%
4,00 Ki B
1

i nherit
aut o

256

251: 14
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2. Partition table discovery

a.

To exploit the snapshot with the tar command, mount your partition on the Block
Storage service server.

The kpartx utility discovers and maps table partitions. You can use it to view
partitions that are created inside the instance. Without using the partitions
created inside instances, you cannot see its content and create efficient backups.

# kpartx -av /dev/cinder-vol unes/ vol une- 00000001- snapshot

3 Note

On a Debian-based distribution, you can use the apt-get install kpartx
command to install kpartx.

If the tools successfully find and map the partition table, no errors are returned.

To check the partition table map, run this command:

$ I's /dev/ mapper/ nova*

You can see the ci nder - - vol unes- vol une- - 00000001- - snapshot 1
partition.

If you created more than one partition on that volume, you see several partitions;
for example: ci nder - - vol unmes- vol une- - 00000001- - snapshot 2,
ci nder - - vol unes- vol unme- - 00000001- - snapshot 3, and so on.

Mount your partition:

# mount /dev/ mapper/ ci nder - - vol unes- vol une- - vol une- - 00000001- -
snapshot 1 / mt

If the partition mounts successfully, no errors are returned.

You can directly access the data inside the instance. If a message prompts you

for a partition or you cannot mount it, determine whether enough space was
allocated for the snapshot or the kpartx command failed to discover the partition

table.

Allocate more space to the snapshot and try the process again.

3. Use the tar command to create archives

Create a backup of the volume:

$ tar --exclude="Iost+f ound" --exclude="sone/data/to/exclude" -czf

vol urme- 00000001.tar.gz -C /mt/ /backup/ desti nation

This command creates a t ar . gz file that contains the data, and data only. This
ensures that you do not waste space by backing up empty sectors.
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4. Checksum calculation |

You should always have the checksum for your backup files. When you transfer the
same file over the network, you can run a checksum calculation to ensure that your
file was not corrupted during its transfer. The checksum is a unique ID for a file. If the
checksums are different, the file is corrupted.

Run this command to run a checksum for your file and save the result to a file:

$ shalsum vol une- 00000001. tar. gz > vol ume- 00000001. checksum

3 Note

Use the shalsum command carefully because the time it takes to complete
the calculation is directly proportional to the size of the file.

For files larger than around 4 to 6 GB, and depending on your CPU, the
process might take a long time.

5. After work cleaning

Now that you have an efficient and consistent backup, use this command to clean up
the file system:

a. Unmount the volume:
unmount / mt
b. Delete the partition table:
kpartx -dv /dev/cinder-vol umes/ vol ume- 00000001- snapshot
¢.  Remove the snapshot:
I vrenove -f /dev/cinder-vol unes/ vol ume- 00000001- snapshot
Repeat these steps for all your volumes.
6. Automate your backups
Because more and more volumes might be allocated to your Block Storage service, you
might want to automate your backups. The SCR_5005_V01_NUAC-OPENSTACK-EBS-
volumes-backup.sh script assists you with this task. The script performs the operations

from the previous example, but also provides a mail report and runs the backup based
on the backups_r et enti on_days setting.

Launch this script from the server that runs the Block Storage service.

This example shows a mail report:
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Backup Start Time - 07/10 at 01:00: 01
Current retention - 7 days

The backup volunme is nmounted. Proceed...
Renovi ng ol d backups... : /BACKUPS/ EBS- VOL/ vol ume- 00000019/
vol une- 00000019_28_09_2011.tar. gz
/ BACKUPS/ EBS- VOL/ vol ume- 00000019 - 0 h 1 mand 21 seconds. Size - 3,
5G

The backup vol unme is nounted. Proceed...
Renmovi ng ol d backups... : /BACKUPS/ EBS-VOL/ vol ume- 0000001a/
vol umre- 0000001a_28 09 2011.tar.gz
/ BACKUPS/ EBS- VOL/ vol ume- 0000001a - O h 4 mand 15 seconds. Size - 6,

Total backups size - 267G - Used space : 35%
Total execution tine - 1 h 75 mand 35 seconds

The script also enables you to SSH to your instances and run a mysqldump
command into them. To make this work, enable the connection to the Compute
project keys. If you do not want to run the mysgldump command, you can add
enabl e_nysql _dunp=0 to the script to turn off this functionality.

Migrate volumes

OpenStack has the ability to migrate volumes between back-ends. Migrating a volume
transparently moves its data from the current back-end for the volume to a new one. This is
an administrator function, and can be used for functions including storage evacuation (for
maintenance or decommissioning), or manual optimizations (for example, performance,
reliability, or cost).

These workflows are possible for a migration:

1.

If the storage can migrate the volume on its own, it is given the opportunity to do so.
This allows the Block Storage driver to enable optimizations that the storage might be
able to perform. If the back-end is not able to perform the migration, the Block Storage
uses one of two generic flows, as follows.

. If the volume is not attached, the Block Storage service creates a volume and copies the

data from the original to the new volume.

3 Note

While most back-ends support this function, not all do. See the driver
documentation in the OpenStack Configuration Reference for more details.

. If the volume is attached to a VM instance, the Block Storage creates a volume, and

calls Compute to copy the data from the original to the new volume. Currently this is
supported only by the Compute libvirt driver.

As an example, this scenario shows two LVM back-ends and migrates an attached volume
from one to the other. This scenario uses the third migration flow.

First, list the available back-ends:
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# ci nder - manage host |i st
server 1@ vnst or age- 1 zonel
server 2@ vnst or age- 2 zonel

Next, as the admin user, you can see the current status of the volume (replace the example
ID with your own):

$ cinder show 6088f 80a-f116-4331- ad48- 9af bOdf b196¢

ffococcooccoococoooocooccoooocooooo feoocococoSmoooooocooCcoooocoooooooSoooo +
| Property | Val ue |
e Fom e iieeeeceeeaeaaaaaaa. +
| attachnents | [...] |
| avai |l ability_zone [ zonel |
| boot abl e [ Fal se |
| created_at [ 2013- 09- 01T14: 53: 22. 000000 |
| di spl ay_descri ption [ t est |
| di spl ay_nane [ t est |
| id | 6088f80a-f116-4331- ad48-9af b0df b196¢c

| net adat a [ {} |
| os-vol -host-attr: host | server 1@ vnst or age- 1 |
| os-vol-mig-status-attr:mgstat | None |
| os-vol-mg-status-attr:nane_id | None |
| os-vol-tenant-attr:tenant_id | 6bdd8f 41203e4149b5d559769307365e

| si ze [ 2 |
| snapshot _i d [ None |
| source_volid | None |
| st at us [ i n-use |
| vol une_t ype | None |
P o o e oo e o oo e oo e eoo e oo oooooooaaooo-- +

Note these attributes:
e 0s-vol -host-attr: host -the volume's current back-end.

* 0s-vol -mi g-status-attr:m gstat -the status of this volume's migration (None
means that a migration is not currently in progress).

e 0s-vol -mi g-status-attr:nane_id-the volume ID that this volume's name on
the back-end is based on. Before a volume is ever migrated, its name on the back-
end storage may be based on the volume's ID (see the vol ume_nane_t enpl at e
configuration parameter). For example, if vol unme_nane_t enpl at e is kept as the
default value (vol une- %), your first LVM back-end has a logical volume named
vol une- 6088f 80a-f 116- 4331- ad48- 9af b0df b196c¢. During the course of a
migration, if you create a volume and copy over the data, the volume get the new name
but keeps its original ID. This is exposed by the nane_i d attribute.

3 Note

If you plan to decommission a block storage node, you must stop the ci nder
volume service on the node after performing the migration.

On nodes that run CentQS, Fedora, openSUSE, RedHat Enterprise Linux, or
SUSE Linux Enterprise, run:

# servi ce openstack-ci nder-vol une stop
# chkconfi g openst ack-ci nder-vol ume of f
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On nodes that run Ubuntu or Debian, run:

# service cinder-vol ume stop
# chkconfig cinder-vol une off

Stopping the ci nder volume service will prevent volumes from being allocated
to the node.

Migrate this volume to the second LVM back-end:

$ cinder mgrate 6088f80a-f116-4331-ad48-9af b0df b196c server2@ vnst or age- 2

You can use the cinder show command to see the status of the migration. While migrating,
the m gst at attribute shows states such as i grati ng or conpl et i ng. On error,

nm gst at is set to None and the host attribute shows the original host. On success, in this
example, the output looks like:

ffe—cccccocc-ccocoocccoccsooocoocoo b occoco-cococ-occoooccoooocoocoooo=oooe +
| Property [ Val ue |
ffococcooccoococoooocooccoooocooooo feoocococoSmoooooocooCcoooocoooooooSoooo +
attachnents [...]
avai l ability_zone zonel
boot abl e Fal se
creat ed_at 2013- 09- 01T14: 53: 22. 000000
di spl ay_description t est
di spl ay_nane t est
id 6088f 80a- f 116- 4331- ad48- 9af bOdf b196¢
met adat a {}
os-vol -m g-status-attr: mgstat None

133d1f 56- 9f f c- 4f 57- 8798- d5217d851862
6bdd8f 41203e4149b5d559769307365e

os-vol -m g-status-attr: name_id

I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | I
| os-vol -host-attr: host | server 2@ vnst or age- 2 |
I I I
I _id | I
| os-vol-tenant-attr:tenant_id | |
I I I
I I I
I I I
| | I
I I I

si ze 2
snapshot _id None
source_volid None
st at us i n-use
vol une_t ype None
= ccoccoccc--ccooooooscoccooooooo dfmcoccoccccoocoooooocoocoocoomooooooooo +

Note that ni gst at is None, host is the new host, and nanme_i d holds the ID of the
volume created by the migration. If you look at the second LVM back end, you find the
logical volume vol une- 133d1f 56- 9f f c- 4f 57- 8798- d5217d851862.

3 Note

The migration is not visible to non-admin users (for example, through the
volume st at us). However, some operations are not allowed while a migration
is taking place, such as attaching/detaching a volume and deleting a volume. If
a user performs such an action during a migration, an error is returned.

S Note

Migrating volumes that have snapshots are currently not allowed.
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Gracefully remove a GlusterFS volume from usage

Configuring the ci nder volume service to use GlusterFS involves creating a shares file (for
example, / et ¢/ ci nder/ gl ust er f s). This shares file lists each GlusterFS volume (with
its corresponding storage server) that the ci nder volume service can use for back end
storage.

To remove a GlusterFS volume from usage as a back end, delete the volume's
corresponding entry from the shares file. After doing so, restart the Block Storage services.

To restart the Block Storage services on CentQS, Fedora, openSUSE, Red Hat Enterprise
Linux, or SUSE Linux Enterprise, run:

# for i in api schedul er volume; do service openstack-cinder-$i restart; done

To restart the Block Storage services on Ubuntu or Debian, run:

# for i in api schedul er volune; do service cinder-${i} restart; done

Restarting the Block Storage services will prevent the ci nder volume service from
exporting the deleted GlusterFS volume. This will prevent any instances from mounting the
volume from that point onwards.

However, the removed GlusterFS volume might still be mounted on an instance at this
point. Typically, this is the case when the volume was already mounted while its entry was
deleted from the shares file. Whenever this occurs, you will have to unmount the volume as
normal after the Block Storage services are restarted.

Back up and restore volumes

The cinder command-line interface provides the tools for creating a volume backup.
You can restore a volume from a backup as long as the backup's associated database
information (or backup metadata) is intact in the Block Storage database.

Run this command to create a backup of a volume:

$ ci nder backup-create VOLUVE
Where VOLUNVE is the name or ID of the volume.

The previous command will also return a backup ID. Use this backup ID when restoring the
volume, as in:

$ cinder backup-restore backup_I D

As mentioned earlier, volume backups are dependent on the Block Storage database.
Because of this, we recommend that you also back up your Block Storage database
regularly in order to ensure data recovery.

: I Note

Alternatively, you can export and save the metadata of selected volume
backups. Doing so will preclude the need to back up the entire Block Storage
database. This is particularly useful if you only need a small subset of volumes to
survive a catastrophic database failure.
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For more information on how to export and import volume backup metadata,
see the section called “Export and import backup metadata” [158].

Export and import backup metadata

A volume backup can only be restored on the same Block Storage service. This is because
restoring a volume from a backup requires metadata available on the database used by the
Block Storage service.

S Note
For information on how to back up and restore a volume, see the section called
“Back up and restore volumes” [157].

You can, however, export the metadata of a volume backup. To do so, run this command
as an OpenStack admi n user (presumably, after creating a volume backup):

$ cinder backup-export backup_| D

Where backup_|I Dis the volume backup's ID. This command should return the backup's
corresponding database information as encoded string metadata.

Exporting and storing this encoded string metadata allows you to completely restore the
backup, even in the event of a catastrophic database failure. This will preclude the need to
back up the entire Block Storage database, particularly if you only need to keep complete
backups of a small subset of volumes.

In addition, having a volume backup and its backup metadata also provides volume
portability. Specifically, backing up a volume and exporting its metadata will allow you
to restore the volume on a completely different Block Storage database, or even on a
different cloud service. To do so, first import the backup metadata to the Block Storage
database and then restore the backup.

To import backup metadata, run the following command as an OpenStack admi n:

$ cinder backup-inport netadata
Where nmet adat a is the backup metadata exported earlier.

Once you have imported the backup metadata into a Block Storage database, restore the
volume (the section called “Back up and restore volumes” [157]).

Troubleshoot your installation

This section provides useful tips to help troubleshoot your Block Storage installation.

Troubleshoot the Block Storage configuration

Most Block Storage errors are caused by incorrect volume configurations that result in
volume creation failues. To resolve these failures, review these logs:

e ci nder-api log (/var/| og/cinder/api.| og)

* ci nder-vol une log (/ var/ | og/ ci nder/vol une. | og)
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The ci nder - api log is useful for determining if you have endpoint or connectivity
issues. If you send a request to create a volume and it fails, review the ci nder - api log
to determine whether the request made it to the Block Storage service. If the request is
logged and you see no errors or trace-backs, check the ci nder - vol une log for errors or
trace-backs.

3 Note
Create commands are listed in the ci nder - api log.

These entries in the ci nder . openst ack. common. | og file can be used to assist in
troubleshooting your block storage configuration.

# Print debugging output (set |ogging |evel to DEBUG i nstead
# of default WARNING | evel ). (bool ean val ue)
#debug=f al se

# Print nore verbose output (set |ogging |level to I NFO instead
# of default WARNING | evel ). (bool ean val ue)
#ver bose=f al se

# Log output to standard error (bool ean val ue)
#use_stderr=true

# Default file nmobde used when creating log files (string
# val ue)
#l ogfi | e_npde=0644

# format string to use for | og nessages with context (string

# val ue)

#1 oggi ng_context _format_string=%ascti ne)s. % nsecs) 03d %I evel nane)s % nane) s
[ request _id)s %user)s Y tenant)s] % i nstance) sy nessage)s

# format string to use for |og nes #l ogging_default_format_string=%asctine)s.
9% nmeecs) 03d % process)d % | evel nane)s % nane)s [-] 9% i nstance)s% nessage)s

# data to append to |l og format when |l evel is DEBUG (string
# val ue)
#1 oggi ng_debug_format _suffi x=%funcNane)s % pat hnane)s: %I i neno)d

# prefix each line of exception output with this format

# (string val ue)

#| oggi ng_excepti on_prefix=%asctinme)s. ¥ nmsecs) 03d % process)d TRACE % nane) s
% i nstance) s

# list of |ogger=LEVEL pairs (list val ue)

#defaul t _| og_| evel s=angpl i b=WARN, sql al chemy=WARN, bot 0=WARN, suds=I NFO, keyst one=
I NFO, event | et . wsgi . server =WARNsages wi t hout cont ext

# (string val ue)

# If an instance is passed with the | og nessage, format it
# like this (string val ue)
#i nstance_format ="[i nstance: % uuid)s]"

# If an instance UUID is passed with the | og nessage, format

# it like this (string val ue)

# A | oggi ng. Formatter |og nessage format string which may use
# any of the avail abl e | oggi ng. LogRecord attri butes. Default:
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# 9% default)s (string val ue)
#l og_format =% ascti ne)s %/ evel nane) 8s [ % nane)s] % nessage)s

# Format string for %fasctime)s in log records. Default:
# % default)s (string val ue)
#| og_dat e_f or nat =%Y- %n %d % 9%Vt %S

# (Optional) Name of log file to output to. If not set,
# logging will go to stdout. (string val ue)
#l og_fil e=<None>

# (Optional) The directory to keep log files in (will be
# prepended to --log-file) (string val ue)

#l og_di r =<None>

#i nstance_uui d_format ="[i nstance: % uuid)s]"

# If this option is specified, the | ogging configuration file
# specified is used and overrides any ot her |oggi ng options

# specified. Please see the Python | oggi ng nodul e

# documentation for details on | ogging configuration files.

# (string value) # Use syslog for |ogging. (boolean val ue)
#use_sysl og=f al se

# syslog facility to receive log lines (string val ue)
#sysl og_l og_facility=LOG USER
#1 og_confi g=<None>

These common issues might occur during configuration. To correct, use these suggested
solutions.

* Issues with st at e_pat h and vol unes_di r settings.

The OpenStack Block Storage uses tgtd as the default iscsi helper and implements
persistent targets. This means that in the case of a tgt restart or even a node reboot your
existing volumes on that node will be restored automatically with their original IQN.

In order to make this possible the iSCSI target information needs to be stored in a file
on creation that can be queried in case of restart of the tgt daemon. By default, Block
Storage uses a st at e_pat h variable, which if installing with Yum or APT should be set
to/var/li b/ cinder/.The next partisthe vol unes_di r variable, by default this
just simply appends a "vol unes" directory to the st at e_pat h. The result is a file-tree /
var/li b/ cinder/vol unmes/.

While this should all be handled by the installer, it can go wrong. If you have trouble
creating volumes and this directory does not exist you should see an error message in the
ci nder - vol une log indicating that the vol unres_di r does not exist, and it should
provide information about which path it was looking for.

* The persistent tgt include file.
Along with the vol urmes_di r option, the iSCSI target driver also needs to be configured
to look in the correct place for the persist files. This is a simple entry inthe/ et c/ t gt/
conf . d file that you should have set when you installed OpenStack. If issues occur, verify

that you havea/etc/tgt/conf. d/ ci nder. conf file.

If the file is not present, create it with this command:
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# echo 'include /var/lib/cinder/volunes/ *' >> [etc/tgt/conf.d/cinder.conf
* No sign of attach call in the ci nder - api log.

This is most likely going to be a minor adjustment to your nova. conf file. Make sure
that your nova. conf has this entry:

vol ume_api _cl ass=nova. vol une. ci nder . AP

* Failed to create iscsi target error in the ci nder - vol une. | og file.

2013-03-12 01: 35: 43 1248 TRACE ci nder. openst ack. common. r pc. angp
| SCSI Target CreateFai |l ed: Failed to create iscsi target for vol une
vol une- 137641b2- af 72- 4a2f - b243- 65f dccd38780.

You might see this error in ci nder - vol une. | og after trying to create a volume that is
1 GB. To fix this issue:

Change content of the/ et c/tgt/targets. conf frominclude /etc/tgt/
conf.d/*.conf toinclude /etc/tgt/conf.d/cinder_tgt.conf, asfollows:

include /etc/tgt/conf.d/cinder_tgt.conf
i nclude /etc/tgt/conf.d/cinder.conf
defaul t-driver iscsi

Restartt gt and ci nder - * services so they pick up the new configuration.

Multipath Call Failed Exit

Problem

Multipath call failed exit. This warning occurs in the Compute log if you do not have the
optional mul ti pat h-t ool s package installed on the compute node. This is an optional
package and the volume attachment does work without the multipath tools installed. If the
mul ti pat h-t ool s package is installed on the compute node, it is used to perform the
volume attachment. The IDs in your message are unique to your system.

WARNI NG nova. st orage. | i nuxscsi [req-cac861e3-8hb29-4143-8f 1b- 705d0084e571 admi n
adm n| req- cac861e3- 8b29- 4143- 8f 1b- 705d0084e571 admi n admi n]

Mil tipath call failed exit
(96)

Solution

Run the following command on the compute node to install the nul ti pat h-t ool s
packages.

# apt-get install nultipath-tools
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Failed to Attach Volume, Missing sg_scan

Problem

Failed to attach volume to an instance, sg_scan file not found. This warning and error
occur when the sg3-utils package is not installed on the compute node. The IDs in your
message are unique to your system:

ERRCOR nova. conput e. manager [req-cf2679fd-dd9e-4909-807f - 48f e9bda3642 adni n
admi n| req- cf 2679f d- dd9e- 4909- 807f - 48f e9bda3642 adnmi n admi n]
[instance: 7d7c92e0- 49f a- 4a8e- 87c7- 73f 22a9585d5| i nst ance:
7d7c92e0- 49f a- 4a8e- 87c7- 73f 22a9585d5]
Failed to attach vol une 4ccl04c4-ac92-4bd6-9b95-c6686746414a at /dev/ vdcTRACE
nova. comput e. manager
[i nstance: 7d7c92e0- 49f a- 4a8e-87c7- 73f 22a9585d5| i nst ance:
7d7c92e0- 49f a- 4a8e- 87c7- 73f 22a9585d5]
Stdout: '/usr/local/bin/nova-rootwap: Executable not found: /usr/bin/sg_scan

Solution

Run this command on the compute node to install the sg3-utils package:

# apt-get install sg3-utils
Failed to attach volume after detaching

Problem

These errors appear in the ci nder - vol une. | og file.

2013- 05-03 15:16: 33 I NFO [ci nder. vol une. manager] Updati ng vol une st at us

2013- 05- 03 15: 16: 33 DEBUG [ hp3parclient. http]

REQ curl -i https://10.10.22.241: 8080/ api/vl/ cpgs -X GET -H " X-Hp3Par - Wsapi - Sessi onkey:
48dc- b69ed2e5

f 259c58e26df 9a4c85df 110c- 8d1e8451" -H "Accept: application/json" -H "User-Agent:
pyt hon- 3parclient"

2013- 05- 03 15: 16: 33 DEBUG [ hp3parclient.http] RESP:{'content-length': 311, 'content-
type': '"text/plain',
"status': '400'}

2013- 05- 03 15: 16: 33 DEBUG [ hp3parclient. http] RESP BODY: Second si nul taneous read on
fileno 13 detected.

Unl ess you really know what you're doing, make sure that only one greenthread can read
any particul ar socket.

Consi der using a pools.Pool. If you do know what you're doing and want to disable this
error,

call eventlet.debug. hub_multiple_reader_prevention(Fal se)

2013- 05- 03 15: 16: 33 ERROR [ci nder. manager] Error during Vol uneManager.
_report_driver_status: Bad request (HTTP 400)

Traceback (nost recent call last):

File "/usr/lib/python2.7/dist-packages/ci nder/ manager.py", line 167, in periodic_tasks
task(sel f, context)

File "/usr/lib/python2.7/dist-packages/ci nder/vol une/ manager. py", line 690, in

_report_driver_status volume_stats =

sel f.driver.get_vol une_st at s(refresh=True)

File "/usr/lib/python2.7/dist-packages/ci nder/vol une/ drivers/san/ hp/ hp_3par_fc. py", line
77, in get_volune_stats stats =
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sel f. common. get _vol une_stats(refresh, self.client)

File "/usr/lib/python2.7/dist-packages/ci nder/vol une/dri vers/san/ hp/ hp_3par _conmon. py"
line 421, in get_volune_stats cpg =

client.get CPE sel f.config. hp3par_cpg)

File "/usr/lib/python2.7/dist-packages/ hp3parclient/client.py", line 231, in get CPG cpgs
= sel f. get CPGs()

File "/usr/lib/python2.7/dist-packages/ hp3parclient/client.py", line 217, in get CPGs
response, body = self.http.get('/cpgs')

File "/usr/lib/python2.7/dist-packages/ hp3parclient/http.py", line 255, in get return
sel f._cs_request (url, 'CET', **kwargs)

File "/usr/lib/python2.7/dist-packages/ hp3parclient/http.py", line 224, in _cs_request
**kwar gs)

File "/usr/lib/python2.7/di st-packages/ hp3parclient/http.py", line 198, in _tinme_request
resp, body = self.request(url, nethod, **kwargs)

File "/usr/libl/python2.7/dist-packages/ hp3parclient/http.py", line 192, in request raise

exceptions. fromresponse(resp, body)
HTTPBadRequest : Bad request (HTTP 400)

Solution

You need to update your copy of the hp_3par _f c. py driver which contains the
synchronization code.

Duplicate 3PAR host

Problem

This error may be caused by a volume being exported outside of OpenStack using a
host name different from the system name that OpenStack expects. This error could be
displayed with the IQN if the host was exported using iSCSI.

Dupl i cat e3PARHost : 3PAR Host al ready exists: Host wwn 50014380242B9750

al ready used by host cl d4b5ubuntuWid = 68. The hostnane nust be cal |l ed
' ¢l d4b5ubunt u‘ .

Solution
Change the 3PAR host name to match the one that OpenStack expects. The 3PAR host
constructed by the driver uses just the local hostname, not the fully qualified domain name
(FQDN) of the compute host. For example, if the FQDN was myhost.example.com, just

myhost would be used as the 3PAR hostname. IP addresses are not allowed as host names
on the 3PAR storage server.

Failed to attach volume after detaching

Problem
Failed to attach a volume after detaching the same volume.
Solution

You must change the device name on the nova-attach command. The VM might not
clean up after a nova-detach command runs. This example shows how the nova-attach
command fails when you use the vdb, vdc, or vdd device names:
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# |s -al /dev/disk/by-path/

total O

drwxr-xr-x 2 root root 200 2012-08-29 17: 33

drwxr-xr-x 5 root root 100 2012-08-29 17:33 ..

I rwxrwxrwx 1 root root 9 2012-08-29 17:33 pci-0000:00: 04.0-virtio-pci-virtioO
-> ../../lvda

I rwxrwxrwx 1 root root 10 2012-08-29 17: 33 pci-0000: 00: 04. 0-vi rti o- pci -

virtioO-partl -> ../../vdal

I rwxrwxrwx 1 root root 10 2012-08-29 17: 33 pci-0000: 00: 04. 0-virti o-pci -

virtioO-part2 -> ../../vda2

I rwxrwxrwx 1 root root 10 2012-08-29 17:33 pci-0000: 00: 04. 0-vi rti o-pci -

virtioO-part5 -> ../../vdab

I rwxrwxrwx 1 root root 9 2012-08-29 17:33 pci-0000: 00: 06.0-virtio-pci-virtio2
-> ../../vdb

I rwxrwxrwx 1 root root 9 2012-08-29 17: 33 pci-0000: 00: 08.0-virtio-pci-virtio3
-> ../../vdc

I rwxrwxrwx 1 root root 9 2012-08-29 17: 33 pci-0000: 00: 09.0-virtio-pci-virtio4d
-> ../../vdd

I rwxrwxrwx 1 root root 10 2012-08-29 17:33 pci-0000: 00: 09. 0-vi rti o-pci -

virtio4-partl -> ../../vddl

You might also have this problem after attaching and detaching the same volume from the
same VM with the same mount point multiple times. In this case, restart the KVM host.

Failed to attach volume, systool is not installed

Problem

This warning and error occurs if you do not have the required sysf suti | s package
installed on the compute node.

WARNI NG nova. virt.libvirt.utils [reqg-1200f887-c82b-4e7c-a891-fac2e3735dbb
adm n adm n| req- 1200f 887- c82b- 4e7c- a891- f ac2e3735dbb adnmi n admi n] systool is
not installed

ERROR nova. conput e. nanager [req-1200f 887-c82b-4e7c-a891-fac2e3735dbb adnin
admi n| req- 1200f 887- c82b- 4e7c- a891- f ac2e3735dbb admi n admi n]

[i nstance: df 834b5a-8c3f-477a-be9b-47c97626555c| i nstance: df 834b5a-8c3f-477a-

be9b- 47¢c97626555c¢]

Failed to attach vol une 13d5c633- 903a- 4764- a5a0- 3336945b1dbl at /dev/vdk.

Solution

Run the following command on the compute node to install the sysf suti | s packages.

# apt-get install sysfsutils

Failed to connect volume in FC SAN

Problem

Compute node failed to connect to a volume in a Fibre Channel (FC) SAN configuration.
The WWN may not be zoned correctly in your FC SAN that links the compute host to the
storage array.
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ERROR nova. conput e. manager [req-2ddd5297-e405-44ab- aed3- 152cd2cf b8c2 adnin
deno| r eq- 2ddd5297- e405- 44ab- aed3- 152cd2cf b8c2 adm n deno] [i nstance:
60ebd6c7- cle3- 4bf 0- 8ef 0- f 07aa4c3d5f 3| i nst ance: 60ebd6c7- cle3- 4bf 0- 8ef O-

f 07aa4c3d5f 3]

Fail ed to connect to vol une 6f 6a6a9c- df cf - 4c8d-bla8- 4445ff 883200 whi l e
attachi ng at /dev/vdj TRACE nova. conput e. manager [instance: 60ebd6c7-

cle3- 4bf 0- 8ef 0- f 07aa4c3d5f 3| i nst ance: 60ebd6c7- cle3- 4bf 0- 8ef 0- f 07aa4c3d5f 3]

Traceback (nbst recent call last):.f07aa4c3d5f3\] dient Excepti on: The server
has either erred or is incapable of perform ng the requested operation. (HTTP
500) (Request -1 D: req-71e5132b- 21aa- 46ee- b3cc- 19b5b4ab2f 00)

Solution

The network administrator must configure the FC SAN fabric by correctly zoning the WWN
(port names) from your compute node HBAs.

Cannot find suitable emulator for x86_64

Problem

When you attempt to create a VM, the error shows the VM is in the BUI LD then ERROR
state.

Solution
On the KVM host run, cat / proc/ cpui nf o. Make sure the vire and svmflags are set.

Follow the instructions in the enabling KVM section of the Configuration Reference to
enable hardware virtualization support in your BIOS.

Non-existent host

Problem

This error could be caused by a volume being exported outside of OpenStack using a
host name different from the system name that OpenStack expects. This error could be
displayed with the IQN if the host was exported using iSCSI.

2013- 04- 19 04: 02: 02. 336 2814 ERROR ci nder. openst ack. cormon. r pc. comon | -]
Ret urni ng exception Not found (HTTP 404)
NON_EXI STENT_HOST - HOST ' 10' was not found to caller.

Solution

Host names constructed by the driver use just the local hostname, not the fully

qualified domain name (FQDN) of the Compute host. For example, if the FQDN was
myhost.example.com, just myhost would be used as the 3PAR hostname. IP addresses are
not allowed as host names on the 3PAR storage server.
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Non-existent VLUN

Problem
This error occurs if the 3PAR host exists with the correct host name that the OpenStack
Block Storage drivers expect but the volume was created in a different Domain.

HTTPNot Found: Not found (HTTP 404) NON_EXI STENT_VLUN - VLUN ' osv-
DgT7CE3nr W 4gZJmHAP- Q  was not found.

Solution

The hp3par _domai n configuration items either need to be updated to use the domain
the 3PAR host currently resides in, or the 3PAR host needs to be moved to the domain that
the volume was created in.
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7. Networking
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Learn OpenStack Networking concepts, architecture, and basic and advanced neutron and
nova command-line interface (CLI) commands.

Introduction to Networking

The Networking service, code-named Neutron, provides an APl that lets you define
network connectivity and addressing in the cloud. The Networking service enables
operators to leverage different networking technologies to power their cloud networking.
The Networking service also provides an API to configure and manage a variety of network
services ranging from L3 forwarding and NAT to load balancing, edge firewalls, and IPSEC
VPN.

For a detailed description of the Networking API abstractions and their attributes, see the
OpenStack Networking API v2.0 Reference.

Networking API

Networking is a virtual network service that provides a powerful API to define the network
connectivity and IP addressing that devices from other services, such as Compute, use.

The Compute API has a virtual server abstraction to describe computing resources.
Similarly, the Networking API has virtual network, subnet, and port abstractions to describe
networking resources.

Table 7.1. Networking resources

Resource |Description

Network |An isolated L2 segment, analogous to VLAN in the physical networking world.

Subnet A block of v4 or v6 IP addresses and associated configuration state.

Port A connection point for attaching a single device, such as the NIC of a virtual server, to a virtual network.
Also describes the associated network configuration, such as the MAC and IP addresses to be used on that
port.
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You can configure rich network topologies by creating and configuring networks and
subnets, and then instructing other OpenStack services like Compute to attach virtual
devices to ports on these networks.

In particular, Networking supports each tenant having multiple private networks, and
allows tenants to choose their own IP addressing scheme (even if those IP addresses
overlap with those that other tenants use). The Networking service:

» Enables advanced cloud networking use cases, such as building multi-tiered web
applications and enabling migration of applications to the cloud without changing IP

addresses.

» Offers flexibility for the cloud administrator to customize network offerings.

* Enables developers to extend the Networking API. Over time, the extended functionality
becomes part of the core Networking API.

Configure SSL support for networking API

OpenStack Networking supports SSL for the Networking API server. By default, SSL is
disabled but you can enable it in the neut r on. conf file.

Set these options to configure SSL:
use_ssl = True

ssl _cert file = /path/
to/certfile

ssl _key file = /path/to/
keyfile

ssl _ca file = /path/to/
cafile

tcp_keepidle = 600

retry_until_w ndow = 30

backl og = 4096

Enables SSL on the networking API server.

Certificate file that is used when you securely start the
Networking API server.

Private key file that is used when you securely start the
Networking API server.

Optional. CA certificate file that is used when you
securely start the Networking API server. This file
verifies connecting clients. Set this option when API
clients must authenticate to the API server by using SSL
certificates that are signed by a trusted CA.

The value of TCP_KEEPIDLE, in seconds, for each server
socket when starting the API server. Not supported on
OS X.

Number of seconds to keep retrying to listen.

Number of backlog requests with with to configure the
socket.

Load Balancing-as-a-Service (LBaa$S) overview

Load Balancing-as-a-Service (LBaaS) enables Networking to distribute incoming requests
evenly between designated instances. This ensures the workload is shared predictably
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among instances, and allows more effective use of system resources. Incoming requests are
distributed using one of these load balancing methods:

Round robin Rotates requests evenly between multiple instances.

Source IP Requests from a unique source IP address are consistently
directed to the same instance.

Least connections Allocates requests to the instance with the least number of active
connections.

Table 7.2. LBaaS features

Feature Description

Monitors LBaasS provides availability monitoring with the ping, TCP, HTTP and
HTTPS GET methods. Monitors are implemented to determine whether
pool members are available to handle requests.

Management LBaaS$ is managed using a variety of tool sets. The REST APl is
available for programmatic administration and scripting. Users
perform administrative management of load balancers through either
the CLI (neutron) or the OpenStack dashboard.

Connection limits Ingress traffic can be shaped with connection limits. This feature
allows workload control, and can also assist with mitigating DoS
(Denial of Service) attacks.

Session persistence LBaa$ supports session persistence by ensuring incoming requests are
routed to the same instance within a pool of multiple instances. LBaaS
supports routing decisions based on cookies and source IP address.

Firewall-as-a-Service (FWaaS) overview

The Firewall-as-a-Service (FWaa$) plug-in adds perimeter firewall management to
Networking. FWaas$ uses iptables to apply firewall policy to all Networking routers within a
project. FWaas supports one firewall policy and logical firewall instance per project.

Whereas security groups operate at the instance-level, FWaa$S operates at the perimeter by
filtering traffic at the neutron router.

3 Note

FWaas is currently in technical preview; untested operation is not
recommended.

The example diagram below illustrates the flow of ingress and egress traffic for the VM2
instance:
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Figure 7.1. FWaa$ architecture
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Enable FWaaS$. Enable the FWaaS plugin in the neut r on. conf file:

service_plugins = neutron.services.firewall.fwaas_pl ugin. Firewal | Pl ugin

[ servi ce_provi ders]

servi ce_provi der =LOADBALANCER: Hapr oxy: neut r on. servi ces. | oadbal ancer. dri vers.
hapr oxy. pl ugi n_dri ver. Hapr oxyOnHost Pl ugi nDri ver : def aul t

[ fwaas]

driver = neutron.services.firewall.drivers.!|inux.iptables_fwaas.

| pt abl esFwaasDri ver

enabl ed = True

FWaa$S management options are available in OpenStack dashboard. Enable the option in
the file typically located on the controller node: / usr/ shar e/ openst ack- dashboar d/
openst ack_dashboard/ | ocal /1 ocal _settings. py

‘enable_firewall' = True

Procedure 7.1. Configure Firewall-as-a-Service

First create the firewall rules and create a policy that contains them, then create a firewall
that applies the policy:

1. Create a firewall rule:

$ neutron firewall-rul e-create --protocol <tcp|udp|icnp|any> --
desti nation-port <port-range> --action <allow deny>
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The CLI requires a protocol value; if the rule is protocol agnostic, the 'any' value can be
used.

2. Create a firewall policy:

$ neutron firewall-policy-create --firewall-rules "<firewall-rule IDs or
nanmes separated by space>" nyfirewall policy

The order of the rules specified above is important.You can create a firewall policy
without and rules and add rules later either with the update operation (when adding
multiple rules) or with the insert-rule operations (when adding a single rule). Please
check the CLI Reference for more details on these operations.

3 Note
FWaas always adds a default deny al | rule at the lowest precedence of
each policy. Consequently, a firewall policy with no rules blocks all traffic by
default.

3. Create a firewall:

$ neutron firewall-create <firewall-policy-uuid>

3 Note
The firewall remains in PENDING_CREATE state until a Networking router
is created, and an interface is attached.

Allowed-address-pairs.

Al | owed- addr ess- pai r s allow you to specify mac_address/ip_address(cidr) pairs that
pass through a port regardless of subnet. This enables the use of protocols such as VRRP,
which floats an IP address between two instances to enable fast data plane failover.

3 Note
The allowed-address-pairs extension is currently only supported by these plug-
ins: ML2, Open vSwitch, and VMware NSX.

Basic allowed-address-pairs operations.

» Create a port with a specific allowed-address-pairs:

$ neutron port-create netl --all owed-address-pairs type=dict |ist=true
mac_addr ess=<mac_addr ess>, i p_addr ess=<i p_ci dr >

» Update a port adding allowed-address-pairs:

$ neutron port-update <port-uuid> --allowed-address-pairs type=dict list=
true mac_addr ess=<nmac_address>, i p_address=<i p_ci dr>

3 Note

OpenStack Networking prevents setting an allowed-address-pair that matches
the mac_address and ip_address of a port. This is because that would have no
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effect since traffic matching the mac_address and ip_address is already allowed
to pass through the port.

Plug-in architecture

The original Compute network implementation assumed a basic model of isolation through
Linux VLANs and IP tables. Networking introduces support for vendor plug-ins, which offer

a custom back-end implementation of the Networking API. A plug-in can use a variety of
technologies to implement the logical API requests. Some Networking plug-ins might use
basic Linux VLANs and IP tables, while others might use more advanced technologies, such
as L2-in-L3 tunneling or OpenFlow, to provide similar benefits.

Table 7.3. Available networking plug-ins

Plug-in

Documentation

Big Switch Plug-in (Floodlight REST Proxy)

This guide and http://www.openflowhub.org/display/
floodlightcontroller/Neutron+REST+Proxy+Plugin

Brocade Plug-in

This guide and https://wiki.openstack.org/wiki/Brocade-neutron-
plugin

Cisco

http://wiki.openstack.org/cisco-neutron

Cloudbase Hyper-V Plug-in

http://www.cloudbase.it/quantum-hyper-v-plugin/

Linux Bridge Plug-in

http://wiki.openstack.org/Neutron-Linux-Bridge-Plugin

Mellanox Plug-in

https://wiki.openstack.org/wiki/Mellanox-Neutron/

Midonet Plug-in

http://www.midokura.com/

ML2 (Modular Layer 2) Plug-in

https://wiki.openstack.org/wiki/Neutron/ML2

NEC OpenFlow Plug-in

https://wiki.openstack.org/wiki/Neutron/NEC_OpenFlow_Plugin

Open vSwitch Plug-in

This guide.

PLUMgrid This guide and https://https://wiki.openstack.org/wiki/PLUMgrid-
Neutron
Ryu Plug-in This guide and https://github.com/osrg/ryu/wiki/OpenStack

VMware NSX Plug-in

This guide and NSX Product Overview, NSX Product Support

Plug-ins can have different properties for hardware requirements, features, performance,
scale, or operator tools. Because Networking supports a large number of plug-ins, the cloud
administrator can weigh options to decide on the right networking technology for the

deployment.

In the Havana release, OpenStack Networking introduces the Modular Layer 2 (ML2) plug-
in that enables the use of multiple concurrent mechanism drivers. This capability aligns
with the complex requirements typically found in large heterogeneous environments. It
currently works with the existing Open vSwitch, Linux Bridge, and Hyper-v L2 agents. The
ML2 framework simplifies the addition of support for new L2 technologies and reduces the
effort that is required to add and maintain them compared to earlier large plug-ins.

3 Plug-in deprecation notice

The Open vSwitch and Linux Bridge plug-ins are deprecated in the Havana

release and will be removed in the Icehouse release. The features in these plug-
ins are now part of the ML2 plug-in in the form of mechanism drivers.

Not all Networking plug-ins are compatible with all possible Compute drivers:
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Table 7.4. Plug-in compatibility with Compute drivers

Plug-in Libvirt (KVV/ XenServer VMware Hyper-V Bare-metal
QEMU)

Big Switch / Yes

Floodlight

Brocade Yes

Cisco Yes

Cloudbase Hyper- Yes

Vv

Linux Bridge Yes

Mellanox Yes

Midonet Yes

ML2 Yes Yes

NEC OpenFlow Yes

Open vSwitch Yes

Plumgrid Yes Yes

Ryu Yes

VMware NSX Yes Yes Yes

Plug-in configurations

For configurations options, see Networking configuration options in Configuration
Reference. These sections explain how to configure specific plug-ins.

Configure Big Switch, Floodlight REST Proxy plug-in

Procedure 7.2. To use the REST Proxy plug-in with OpenStack Networking
1. Editthe/ et c/ neutron/ neutron. conf file and add this line:
core_plugin = neutron. pl ugi ns. bi gswi t ch. pl ugi n. Neut r onRest Pr oxyV2

2. Edit the plug-in configuration file, / et ¢/ neut r on/ pl ugi ns/ bi gswi t ch/
rest proxy. i ni, and specify a comma-separated list of control | er _i p: port
pairs:

server = <controller-ip>:<port>

For database configuration, see Install Networking Services in the Installation Guide in
the OpenStack Documentation index. (The link defaults to the Ubuntu version.)

3. Restart neut ron- server to apply the new settings:

# service neutron-server restart

Configure Brocade plug-in

Procedure 7.3. To use the Brocade plug-in with OpenStack Networking

1. Install the Brocade-modified Python netconf client (ncclient) library, which is available
at https://github.com/brocade/ncclient:

$ git clone https://ww. github. cont brocade/ nccl i ent
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As r oot execute:
# cd ncclient; python setup.py install
Edit the / et ¢/ neut r on/ neut r on. conf file and set the following option:

core_plugin = neutron. pl ugi ns. br ocade. Neut r onPl| ugi n. Br ocadePl ugi nV2

Edit the / et ¢/ neut r on/ pl ugi ns/ br ocade/ br ocade. i ni configuration file for
the Brocade plug-in and specify the admin user name, password, and IP address of the
Brocade switch:

[ SW TCH]

user name = admin

password = password

address = switch ngnt ip address
ost ype = NCS

For database configuration, see Install Networking Services in any of the Installation
Guides in the OpenStack Documentation index. (The link defaults to the Ubuntu
version.)

Restart the neut r on- ser ver service to apply the new settings:

# service neutron-server restart

Configure OVS plug-in

If you use the Open vSwitch (OVS) plug-in in a deployment with multiple hosts, you must
use either tunneling or vlans to isolate traffic from multiple networks. Tunneling is easier to
deploy because it does not require configuring VLANs on network switches.

This procedure uses tunneling:

Procedure 7.4. To configure OpenStack Networking to use the OVS plug-in

1.

Edit/ et c/ neutron/ pl ugi ns/ openvswi t ch/ ovs_neutron_plugin.ini to
specify these values (for database configuration, see Install Networking Services in
Installation Guide):

enabl e_t unnel i ng=Tr ue

t enant _networ k_t ype=gre

tunnel _id_ranges=1: 1000

# only required for nodes runni ng agents
| ocal _i p=<dat a- net - | P- addr ess- of - node>

If you use the neutron DHCP agent, add these lines to the / et ¢/ neut r on/
dhcp_agent . i ni file:

dnsmasq_config_fil e=/etc/neutron/dnsmasqg/ dnsnmasqg- neut r on. conf

Create / et ¢/ neut ron/ dnsmasq/ dnsnmasq- neut r on. conf, and add these values
to lower the MTU size on instances and prevent packet fragmentation over the GRE
tunnel:

dhcp- opti on-f orce=26, 1400

Restart to apply the new settings:
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# service neutron-server restart

Configure NSX plug-in

Procedure 7.5. To configure OpenStack Networking to use the NSX plug-in

While the instructions in this section refer to the VMware NSX platform, this is formerly
known as Nicira NVP.

1.

Install the NSX plug-in, as follows:

# apt-get install neutron-plugi n-vmare
Edit/ et c/ neut r on/ neut ron. conf and set:
core_plugin = viare

Example neut r on. conf file for NSX:
core_plugin = vnware

rabbi t _host 192. 168. 203. 10
al | ow_overl appi ng_i ps = True

To configure the NSX controller cluster for the OpenStack Networking Service, locate
the [ def aul t] sectioninthe/ et c/ neutron/ pl ugi ns/ vimwar e/ nsx. i ni file,
and add the following entries (for database configuration, see Install Networking
Services in Installation Guide):

* To establish and configure the connection with the controller cluster you must set
some parameters, including NSX APl endpoints, access credentials, and settings for
HTTP redirects and retries in case of connection failures:

nsx_user = <adm n user nane>

nsx_password = <password for nsx_user>

regq_timeout = <tineout in seconds for NSX requests> # default 30 seconds
http_timeout = <tienout in seconds for single HITP request> # default 10
seconds

retries = <nunmber of HTTP request retries> # default 2

redirects = <maxi mum al | owed redirects for a HTTP request> # default 3
nsx_controll ers = <comma separated |ist of APl endpoints>

To ensure correct operations, the nsx_user user must have administrator
credentials on the NSX platform.

A controller APl endpoint consists of the IP address and port for the controller; if
you omit the port, port 443 is used. If multiple APl endpoints are specified, it is up
to the user to ensure that all these endpoints belong to the same controller cluster.
The OpenStack Networking VMware NSX plug-in does not perform this check, and
results might be unpredictable.

When you specify multiple API endpoints, the plug-in load-balances requests on the
various APl endpoints.

¢ The UUID of the NSX Transport Zone that should be used by default when a tenant
creates a network. You can get this value from the NSX Manager's Transport Zones

page:
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defaul t _tz_uuid = <uui d_of _the_transport_zone>

e default |3 _gw service_uuid = <uuid_of _the_gateway_service>

O Warning

Ubuntu packaging currently does not update the Neutron init script to
point to the NSX configuration file. Instead, you must manually update /
et c/ def aul t/ neutron-server to add this line:

NEUTRON_PLUGQ N_CONFI G = /et ¢/ neutron/ pl ugi ns/ vimwar e/ nsx. i ni

4. Restart neutron-server to apply new settings:

# service neutron-server restart

Example nsx. i ni file:

[ DEFAULT]

default_tz uuid = d3af bl164- b263- 4aaa- a3e4- 48e0e09bb33c

defaul t _| 3_gw servi ce_uui d=5c8622cc- 240a- 40al- 9693- e6a5f cade3cf
nsx_user=adm n

nsx_passwor d=changemne

nsx_control | ers=10.127. 0. 100, 10. 127. 0. 200: 8888

3 Note

To debug nsx. i ni configuration issues, run this command from the host that
runs neut r on- server:

# neutron-check-nsx-confi g <path/to/nsx.ini>

This command tests whether neut r on- ser ver can log into all of the NSX
Controllers and the SQL server, and whether all UUID values are correct.

Load Balancer-as-a-Service and Firewall-as-a-Service

The NSX LBaa$S and FWaas services use the standard OpenStack API with the exception of
requiring routed-insertion extension support.

The main differences between the NSX implementation and the community reference
implementation of these services are:

1. The NSX LBaa$S and FWaaS$ plug-ins require the routed-insertion extension, which adds
the r out er _i d attribute to the VIP (Virtual IP address) and firewall resources and binds
these services to a logical router.

2. The community reference implementation of LBaa$S only supports a one-arm model,
which restricts the VIP to be on the same subnet as the back-end servers. The NSX LBaaS
plug-in only supports a two-arm model between north-south traffic, which means that
you can create the VIP on only the external (physical) network.

3. The community reference implementation of FWaa$ applies firewall rules to all logical
routers in a tenant, while the NSX FWaaS$ plug-in applies firewall rules only to one logical
router according to the r out er _i d of the firewall entity.
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Procedure 7.6. To configure Load Balancer-as-a-Service and Firewall-as-a-
Service with NSX:

1.

Edit/ et ¢/ neut r on/ neut r on. conf file:

core_plugin = neutron. pl ugi ns. vimwar e. pl ugi n. NsxSer vi cePl ugi n

# Note: comment out service_plug-ins. LBaaS & FWaaS i s supported by
core_plugi n NsxServicePl ugi n

# service_plugins =

Edit/ et ¢/ neut ron/ pl ugi ns/ vmnar e/ nsx. i ni file:

In addition to the original NSX configuration, the def aul t _| 3_gw_servi ce_uui d
is required for the NSX Advanced plug-in and you must add a vcns section:

[ DEFAULT]
nsx_password = adnin
nsx_user = admn
nsx_controllers = 10.37.1.137: 443
default _| 3_gw service_uuid = aae63e9b-2e4de- 4ef e- 81al- 92cf 32e308bf
default _tz_uuid = 2702f 27a- 869a- 49d1- 8781- 09331a0f 6b9e

[vens]

# VSM managenment URL
manager _uri = https://10.24.106. 219

# VSM admi n user nane
user = adm n

# VSM admi n password
password = defaul t

# UU D of a logical switch on NSX whi ch has physical network
connectivity (currently using bridge transport type)
external _network = f2c023cf-76e2- 4625- 869b- dOdabcf cc638

# | D of depl oynent _contai ner on VSM Optional, if not specified, a
default gl obal depl oynent container is used

# depl oyment _container_id =

# task_status_check_interval configures status check interval for VCNS
asynchronous APl. Default is 2000 nsec.

# task_status_check_interval =

Configure PLUMgrid plug-in

Procedure 7.7. To use the PLUMgrid plug-in with OpenStack Networking

1.

Edit/ et ¢/ neut r on/ neut r on. conf and set:

core_plugin = neutron. pl ugi ns. pl ungrid. pl ungri d_pl ugi n. pl ungri d_pl ugi n.
Neut r onPl ugi nPLUMgr i dV2

Edit/ et ¢/ neut ron/ pl ugi ns/ pl ungri d/ pl ungri d. i ni under the
[ PLUMgri dDi rect or] section, and specify the IP address, port, admin user name,
and password of the PLUMgrid Director:
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[ PLUMgri dDi rect or ]

director_server = "PLUMyri d-director-ip-address"
director_server_port = "PLUMgri d-director-port"
username = "PLUMWri d-di rect or - adm n-user nanme"
password = "PLUMyri d-di rect or-adm n- passwor d”

For database configuration, see Install Networking Services in the Installation Guide.

Restart neut r on- server to apply the new settings:

# service neutron-server restart

Configure Ryu plug-in

Procedure 7.8. To use the Ryu plug-in with OpenStack Networking

1.

Install the Ryu plug-in, as follows:
# apt-get install neutron-plugin-ryu
Edit/ et c/ neut ron/ neutr on. conf and set:

core_plugin = neutron. plugins. ryu. ryu_neutron_pl ugi n. RyuNeut r onPl ugi nv2

Edit the / et ¢/ neut ron/ pl ugi ns/ ryu/ ryu. i ni file and update these options in
the [ ovs] section for the r yu- neut r on- agent :

e openfl ow_r est _api . Defines where Ryu is listening for REST API. Substitute i p-
addr ess and port - no based on your Ryu setup.

e ovsdb_i nt er f ace. Enables Ryu to access the ovsdb- ser ver . Substitute et hO
based on your setup. The IP address is derived from the interface name. If you want
to change this value irrespective of the interface name, you can specify ovsdb_i p.
If you use a non-default port for ovsdb- ser ver, you can specify ovsdb_port.

e tunnel _i nt er f ace. Defines which IP address is used for tunneling. If you do
not use tunneling, this value is ignored. The IP address is derived from the network
interface name.

For database configuration, see Install Networking Services in Installation Guide.

You can use the same configuration file for many compute nodes by using a network
interface name with a different IP address:

openfl ow_r est _api
tunnel _interface

<i p- addr ess>: <port-no> ovsdb_i nterface = <ethO0>
<et h0>

Restart neut r on- server to apply the new settings:

# service neutron-server restart

Configure neutron agents

Plug-ins typically have requirements for particular software that must be run on each node
that handles data packets. This includes any node that runs nova- conput e and nodes

178


http://docs.openstack.org/icehouse/install-guide/install/apt/content/neutron-install-network-node.html
http://docs.openstack.org/icehouse/install-guide/install/apt/content/neutron-install-network-node.html

Cloud Administrator Guide April 26, 2014 current

that run dedicated OpenStack Networking service agents such as neut r on- dhcp- agent,
neut ron-1| 3- agent, neut r on- net eri ng- agent or neutron-| baas-agent.

A data-forwarding node typically has a network interface with an IP address on the
“management network” and another interface on the “data network”.

This section shows you how to install and configure a subset of the available plug-ins, which
might include the installation of switching software (for example, Open vSwitch) and as
agents used to communicate with the neut r on- ser ver process running elsewhere in the
data center.

Configure data-forwarding nodes

Node set up: OVS plug-in

S Note
This section also applies to the ML2 plug-in when Open vSwitch is used as a
mechanism driver.

If you use the Open vSwitch plug-in, you must install Open vSwitch and the neut r on-
pl ugi n- openvswi t ch- agent agent on each data-forwarding node:

O Warning
Do not install the openvswitch-brcompat package because it prevents the
security group functionality from operating correctly.

Procedure 7.9. To set up each node for the OVS plug-in

1. Install the OVS agent package. This action also installs the Open vSwitch software as a
dependency:

# apt-get install neutron-plugi n-openvsw t ch-agent

2. On each node that runs the neut r on- pl ugi n- openvswi t ch- agent, complete
these steps:

* Replicate the ovs_neut ron_pl ugi n. i ni file that you created on the node.

* If you use tunneling, update the ovs_neut ron_pl ugi n. i ni file for the node
with the IP address that is configured on the data network for the node by using the
| ocal _i p value.

3. Restart Open vSwitch to properly load the kernel module:
# service openvsw tch-switch restart

4. Restart the agent:

# servi ce neutron-pl ugi n-openvsw t ch-agent restart

5. All nodes that run neut r on- pl ugi n- openvswi t ch- agent must have an OVS br -
i nt bridge. To create the bridge, run:

# ovs-vsctl add-br br-int
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Node set up: NSX plug-in

If you use the NSX plug-in, you must also install Open vSwitch on each data-forwarding
node. However, you do not need to install an additional agent on each node.

O Warning
It is critical that you are running an Open vSwitch version that is compatible

with the current version of the NSX Controller software. Do not use the Open
vSwitch version that is installed by default on Ubuntu. Instead, use the Open
vSwitch version that is provided on the VMware support portal for your NSX
Controller version.

Procedure 7.10. To set up each node for the NSX plug-in

1.

Ensure that each data-forwarding node has an IP address on the management
network, and an IP address on the "data network" that is used for tunneling data
traffic. For full details on configuring your forwarding node, see the NSX Administrator
Guide.

Use the NSX Administrator Guide to add the node as a Hypervisor by using the NSX
Manager GUI. Even if your forwarding node has no VMs and is only used for services
agents like neut r on- dhcp- agent or neut r on- | baas- agent, it should still be
added to NSX as a Hypervisor.

After following the NSX Administrator Guide, use the page for this Hypervisor in

the NSX Manager GUI to confirm that the node is properly connected to the NSX
Controller Cluster and that the NSX Controller Cluster can see the br - i nt integration
bridge.

Node set up: Ryu plug-in

If you use the Ryu plug-in, you must install both Open vSwitch and Ryu, in addition to the
Ryu agent package:

Procedure 7.11. To set up each node for the Ryu plug-in

1.

Install Ryu (there isn't currently an Ryu package for Ubuntu):
# pip install ryu
Install the Ryu agent and Open vSwitch packages:

# apt-get install neutron-plugin-ryu-agent openvswi tch-sw tch python-
openvswi t ch openvswi t ch- dat apat h- dkns

Replicate the ovs_ryu_pl ugi n. i ni and neut ron. conf files created in the above
step on all nodes running neut r on- pl ugi n-ryu- agent.

Restart Open vSwitch to properly load the kernel module:

# service openvswitch-switch restart

Restart the agent:
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# service neutron-plugi n-ryu-agent restart

6. All nodes running neut r on- pl ugi n-r yu- agent also require that an OVS bridge
named "br-int" exists on each node. To create the bridge, run:

# ovs-vsctl add-br br-int
Configure DHCP agent

The DHCP service agent is compatible with all existing plug-ins and is required for all
deployments where VMs should automatically receive IP addresses through DHCP.

Procedure 7.12. To install and configure the DHCP agent

1. You must configure the host running the neut r on- dhcp- agent as a "data
forwarding node" according to the requirements for your plug-in (see the section
called “Configure neutron agents” [178]).

2. Install the DHCP agent:

# apt-get install neutron-dhcp-agent

3. Finally, update any options in the / et ¢/ neut r on/ dhcp_agent . i ni file that
depend on the plug-in in use (see the sub-sections).

c Important

If you reboot a node that runs the DHCP agent, you must run the neutron-ovs-
cleanup command before the neut r on- dhcp- agent service starts.

On Red Hat, SUSE, and Ubuntu based systems, the neut r on- ovs- cl eanup
service runs the neutron-ovs-cleanup command automatically. However, on
Debian-based systems (including Ubuntu prior to Icehouse), you must manually
run this command or write your own system script that runs on boot before the
neut r on- dhcp- agent service starts.

DHCP agent setup: OVS plug-in

These DHCP agent options are required in the / et ¢/ neut ron/ dhcp_agent . i ni file for
the OVS plug-in:

[ DEFAULT]

enabl e_i sol ated_net adata = True

use_nanmespaces = True

interface_driver = neutron.agent.linux.interface. O/SInterfaceDriver

DHCP agent setup: NSX plug-in

These DHCP agent options are required in the / et ¢/ neut ron/ dhcp_agent . i ni file for
the NSX plug-in:

[ DEFAULT]

enabl e_net adat a_network = True

enabl e_i sol ated_netadata = True

use_nanespaces = True

interface_driver = neutron.agent.linux.interface. O/SInterfaceDriver
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DHCP agent setup: Ryu plug-in

These DHCP agent options are required in the / et ¢/ neut r on/ dhcp_agent . i ni file for
the Ryu plug-in:

[ DEFAULT]

use_nanmespace = True
interface_driver = neutron.agent.linux.interface. OVSInterfaceDriver

Configure L3 agent

The OpenStack Networking Service has a widely used API extension to allow administrators
and tenants to create routers to interconnect L2 networks, and floating IPs to make ports
on private networks publicly accessible.

Many plug-ins rely on the L3 service agent to implement the L3 functionality. However, the
following plug-ins already have built-in L3 capabilities:

* NSX plug-in

* Big Switch/Floodlight plug-in, which supports both the open source Floodlight controller
and the proprietary Big Switch controller.

3 Note

Only the proprietary BigSwitch controller implements L3 functionality. When
using Floodlight as your OpenFlow controller, L3 functionality is not available.

* PLUMgrid plug-in

O Warning

Do not configure or use neut r on- | 3- agent if you use one of these plug-ins.

Procedure 7.13. To install the L3 agent for all other plug-ins

1. Install the neut r on- | 3- agent binary on the network node:

# apt-get install neutron-I| 3-agent

2. To uplink the node that runs neut r on- 1 3- agent to the external network, create a
bridge named "br-ex" and attach the NIC for the external network to this bridge.

For example, with Open vSwitch and NIC eth1 connected to the external network, run:

# ovs-vsctl add-br br-ex
# ovs-vsctl add-port br-ex ethl

Do not manually configure an IP address on the NIC connected to the external
network for the node running neut r on- | 3- agent . Rather, you must have a range
of IP addresses from the external network that can be used by OpenStack Networking
for routers that uplink to the external network. This range must be large enough to
have an IP address for each router in the deployment, as well as each floating IP.
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The neut ron- | 3- agent uses the Linux IP stack and iptables to perform L3
forwarding and NAT. In order to support multiple routers with potentially overlapping
IP addresses, neut r on-1 3- agent defaults to using Linux network namespaces to
provide isolated forwarding contexts. As a result, the IP addresses of routers are not
visible simply by running the ip addr list or ifconfig command on the node. Similarly,
you cannot directly ping fixed IPs.

To do either of these things, you must run the command within a particular
network namespace for the router. The namespace has the name "qrouter-<UUID
of the router>. These example commands run in the router namespace with UUID
47af3868-0fa8-4447-85f6-1304de32153b:

# ip netns exec qrouter-47af 3868- 0f a8-4447- 85f 6- 1304de32153b i p addr |i st

# i p netns exec grouter-47af 3868-0f a8-4447-85f 6- 1304de32153b pi ng <fi xed-
i p>

2 Important

If you reboot a node that runs the L3 agent, you must run the neutron-ovs-
cleanup command before the neut r on- | 3- agent service starts.

On Red Hat, SUSE and Ubuntu based systems, the neut r on- ovs- cl eanup
service runs the neutron-ovs-cleanup command automatically. However, on
Debian-based systems (including Ubuntu prior to Icehouse), you must manually
run this command or write your own system script that runs on boot before the
neut ron-1 3- agent service starts.

Configure metering agent

Starting with the Havana release, the Neutron Metering resides beside neut r on- | 3-
agent .

Procedure 7.14. To install the metering agent and configure the node

1.

Install the agent by running:

# apt-get install neutron-netering-agent

3 Package name prior to Icehouse

In releases of Neutron prior to Icehouse, this package was named neutron-
plugin-metering-agent.

If you use one of the following plugins, you need to configure the metering agent with
these lines as well:

¢ An OVS-based plug-in such as OVS, NSX, Ryu, NEC, BigSwitch/Floodlight:
interface_driver = neutron.agent.!linux.interface.O/SInterfaceDriver

* A plug-in that uses LinuxBridge:

interface_driver = neutron.agent.linux.interface.BridgelnterfaceDriver
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3. To use the reference implementation, you must set:

driver = neutron.services.nmetering.drivers.iptables.iptables _driver.
| pt abl esMet eri ngDri ver

4. Set this parameter in the neut r on. conf file on the host that runs neut r on-
server:

servi ce_pl ugi ns = neutron. services. metering.netering_plugin. MeteringPl ugin

Configure Load-Balancing-as-a-Service (LBaa$S)

Configure Load-Balancing-as-a-Service (LBaas) with the Open vSwitch or Linux Bridge plug-
in. The Open vSwitch LBaaS$ driver is required when enabling LBaa$ for OVS-based plug-ins,
including BigSwitch, Floodlight, NEC, NSX, and Ryu.

1. Install the agent:

# apt-get install neutron-|baas-agent

2. Enable the HAProxy plug-in using the ser vi ce_provi der parameterinthe/ et c/
neut ron/ neut r on. conf file:

servi ce_provi der = LOADBALANCER: Hapr oxy: neut ron. servi ces. | oadbal ancer.
drivers. haproxy. pl ugi n_dri ver. Hapr oxyOnHost Pl ugi nDri ver : def aul t

3. Enable the load balancer plugin using ser vi ce_pl ugi ninthe/ et ¢/ neut r on/
neut r on. conf file:

servi ce_pl ugi ns = neutron. services. | oadbal ancer. pl ugi n. LoadBal ancer Pl ugi n

4. Enable the HAProxy load balancerin the / et ¢/ neutron/ | baas_agent . i ni file:

devi ce_driver = neutron. services.|oadbal ancer.drivers. haproxy.
namespace_dri ver. Hapr oxyNSDri ver

5. Select the required driver in the / et ¢/ neutron/ | baas_agent . i ni file:

Enable the Open vSwitch LBaaS driver:

interface_driver = neutron.agent.!linux.interface. O/SInterfaceDriver

Or enable the Linux Bridge LBaaS$ driver:

interface_driver = neutron.agent.|inux.interface.BridgelnterfaceDriver

Apply the new settings by restarting the neut r on- ser ver and neut r on- | baas-
agent services.

3 Upgrade from Havana to Icehouse

There were changes in LBaa$ server-agent communications in Icehouse so
during Havana to Icehouse transition make sure to upgrade both server
and agent sides before actual use of the load balancing service.

6. Enable Load Balancing in the Project section of the Dashboard user interface:
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Change the enabl e_| b option to Tr ue in the / et ¢/ openst ack- dashboar d/
| ocal _setti ngs file:

OPENSTACK_NEUTRON_NETWORK = {'enable_|b': True,

Apply the new settings by restarting the ht t pd service. You can now view the Load
Balancer management options in dashboard's Project view.

Networking architecture

Before you deploy Networking, it's useful to understand the Networking services and how
they interact with the OpenStack components.

Overview

Networking is a standalone component in the OpenStack modular architecture. It's
positioned alongside OpenStack components such as Compute, Image Service, Identity,
or the Dashboard. Like those components, a deployment of Networking often involves
deploying several services to a variety of hosts.

The Networking server uses the neut r on- ser ver daemon to expose the Networking
API and enable administration of the configured Networking plug-in. Typically, the plug-
in requires access to a database for persistent storage (also similar to other OpenStack
services).

If your deployment uses a controller host to run centralized Compute components, you
can deploy the Networking server to that same host. However, Networking is entirely
standalone and can be deployed to a dedicated host. Depending on your configuration,
Networking can also include the following agents:

Table 7.5. Networking agents

Agent Description

plug-in agent (neut r on- * - Runs on each hypervisor to perform local vSwitch configuration. The agent that

agent) runs, depends on the plug-in that you use. Certain plug-ins do not require an
agent.

dhcp agent (neut r on- dhcp- Provides DHCP services to tenant networks. Required by certain plug-ins.

agent)

13 agent (neut ron-1 3-agent) |Provides L3/NAT forwarding to provide external network access for VMs on
tenant networks. Required by certain plug-ins.

metering agent (neut r on- Provides L3 traffic metering for tenant networks.
net eri ng- agent)

These agents interact with the main neutron process through RPC (for example, RabbitMQ
or Qpid) or through the standard Networking API. In addition, Networking integrates with
OpenStack components in a number of ways:

* Networking relies on the Identity service (Keystone) for the authentication and
authorization of all API requests.

» Compute (Nova) interacts with Networking through calls to its standard API. As part of
creating a VM, the nova- conput e service communicates with the Networking API to
plug each virtual NIC on the VM into a particular network.
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* The Dashboard (Horizon) integrates with the Networking API, enabling administrators
and tenant users to create and manage network services through a web-based GUI.

Place services on physical hosts

Like other OpenStack services, Networking enables you to run services across multiple
physical devices. It is also possible to run all service daemons on a single physical host for
evaluation purposes. Alternatively, you can run each service on a dedicated physical host
and replicate certain services across multiple hosts for redundancy purposes. For more
information, see the OpenStack Configuration Reference.

A standard architectural design includes a cloud controller host, a network gateway host,
and a number of hypervisors for hosting virtual machines. The cloud controller and network
gateway can be on the same host. However, if you expect VMs to send significant traffic

to or from the Internet, a dedicated network gateway host helps avoid CPU contention
between the neut r on- | 3- agent and other OpenStack services that forward packets.

Network connectivity for physical hosts

Management Network

—

| mysql server

] rabbitmg-server

neutron-*-plugin-agent

neutron-I3-agent nova-api

nova-compute
nevitron-metering-agent *pl - nova-scheduler
neutron-*-plugin-agent
neutron-dhcp-agent plugin-ag nova-conductor
Network Node keystone-all
Compute Node
neutron-server
Data Network glance-api

glance-registry

Cloud Controller

External n— APl L Node
Network ,:"—’/ Network
- N
Internet

A standard Networking deployment includes one or more of the following physical
networks:

Table 7.6. General distinct physical data center networks

Network Description

Management Provides internal communication between OpenStack components. IP addresses on this
network network should be reachable only within the data center.

Data network Provides VM data communication within the cloud deployment. The IP addressing

requirements of this network depend on the Networking plug-in that is used.

External network Provides VMs with Internet access in some deployment scenarios. Anyone on the Internet can
reach IP addresses on this network.

APl network Exposes all OpenStack APIs, including the Networking API, to tenants. IP addresses on this
network should be reachable by anyone on the Internet. The API network might be the same
as the external network, because it is possible to create an external-network subnet that has
allocated IP ranges that use less than the full range of IP addresses in an IP block.
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Tenant and provider networks

The following diagram presents an overview of the tenant and provider network types,
and illustrates how they interact within the overall Networking topology:

Figure 7.2. Tenant and provider networks

Compute Node

Meutron Router

Physical
Network

External
Networks

Tenant Network 1 Tenant Network 2

Tenant networks. Tenant networks are created by users for connectivity within projects;
they are fully isolated by default and are not shared with other projects. Networking
supports a range of tenant network types:

Flat All instances reside on the same network, which can also be shared
with the hosts. No VLAN tagging or other network segregation takes
place.

Local Instances reside on the local compute host and are effectively isolated

from any external networks.

VLAN Networking allows users to create multiple provider or tenant
networks using VLAN IDs (802.1Q tagged) that correspond to VLANs
present in the physical network. This allows instances to communicate
with each other across the environment. They can also communicate
with dedicated servers, firewalls, load balancers and other networking
infrastructure on the same layer 2 VLAN.

VXLAN and GRE ~ VXLAN and GRE use network overlays to support private
communication between instances. A Networking router is required to
enable traffic to traverse outside of the GRE or VXLAN tenant network.
A router is also required to connect directly-connected tenant networks
with external networks, including the Internet; the router provides the
ability to connect to instances directly from an external network using
floating IP addresses.

Provider networks. Provider networks are created by the OpenStack administrator and
map directly to an existing physical network in the data center. Useful network types in this
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category are flat (untagged) and VLAN (802.1Q tagged). It is possible to allow provider
networks to be shared among tenants as part of the network creation process.

Configure Identity Service for Networking

Procedure 7.15. To configure the Identity Service for use with Networking
1. Createtheget _i d() function

The get _i d() function stores the ID of created objects, and removes the need to
copy and paste object IDs in later steps:

a. Add the following function to your . bashr c file:

function get_id () {
echo ""$@ | awk '/ id / { print $4 }'°
}

b. Source the. bashr c file:

$ source . bashrc
2. Create the Networking service entry

Networking must be available in the Compute service catalog. Create the service:

$ NEUTRON_SERVI CE | D=$(get _id keystone service-create --nane neutron --
type network --description 'OpenStack Networking Service')

3. Create the Networking service endpoint entry

The way that you create a Networking endpoint entry depends on whether you are
using the SQL or the template catalog driver:

* If you use the SQL driver, run the following command with the specified
region ($REG ON), IP address of the Networking server ($| P), and service ID
($NEUTRON_SERVI CE_|I D, obtained in the previous step).

$ keystone endpoint-create --region $REG ON --service-id
$NEUTRON_SERVI CE_| D \
--publicurl "http://$IP:9696/' --adm nurl "http://$IP:9696/" --
internalurl 'http://$IP:9696/'

For example:

$ keystone endpoint-create --regi on myregion --service-id
$NEUTRON_SERVI CE_| D \
--publicurl "http://10.211.55.17:9696/" --adm nurl "http://210.211.55.
17:9696/" --internalurl "http://210.211.55.17: 9696/"

* If you are using the template driver, specify the following parameters in your
Compute catalog template file (def aul t _cat al og. t enpl at es), along with the
region ($REG ON) and IP address of the Networking server ($1 P).
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cat al og. $REG ON.
cat al og. $REG ON.
cat al og. $REG ON.
cat al og. $REG ON.

For example:

cat al og. $Regi on.
cat al og. $Regi on.
cat al og. $Regi on.
cat al og. $Regi on.

net wor k.
net wor k.
net wor k.
net wor k.

net wor k.
net wor k.
net wor k.
net wor k.

publicURL = http://$IP: 9696
admi nURL = http://$IP: 9696
internal URL = http://$IP: 9696
name = Network Service

publi cURL = http://10.211.55.17: 9696
adm nURL = http://10.211.55.17: 9696
internal URL = http://10.211.55.17: 9696
name = Network Service

4. Create the Networking service user

You must provide admin user credentials that Compute and some internal Networking
components can use to access the Networking API. Create a special ser vi ce tenant
and a neut r on user within this tenant, and assign an admni n role to this role.

a. Create the adm

n role:

$ ADM N_ROLE=%$(get i d keystone rol e-create --nanme=adm n)

b. Create the neut r on user:

$ NEUTRON USER=$(get id keystone user-create --nane=neutron --pass=
" $NEUTRON_PASSWORD' - - enmi | =denmb@xanpl e. com --tenant-id service)

c. Createthe servi ce tenant:

$ SERVI CE_TENANT=$(get _i d keystone tenant-create --nane service --
description "Services Tenant")

d. Establish the relationship among the tenant, user, and role:

$ keystone user-rol e-add --user_id $NEUTRON _USER --rol e_id $ADM N ROLE
--tenant _i d $SERVI CE_TENANT

For information about how to create service entries and users, see the OpenStack
Installation Guide for your distribution (docs.openstack.org).

Compute

If you use Networking, do not run the Compute nova- net wor k service (like you do in
traditional Compute deployments). Instead, Compute delegates most network-related
decisions to Networking. Compute proxies tenant-facing API calls to manage security
groups and floating IPs to Networking APIs. However, operator-facing tools such as nova-
manage, are not proxied and should not be used.

O Warning

When you configure networking, you must use this guide. Do not rely on
Compute networking documentation or past experience with Compute.

If a nova command or configuration option related to networking is not
mentioned in this guide, the command is probably not supported for use with
Networking. In particular, you cannot use CLI tools like nova-manage and nova
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to manage networks or IP addressing, including both fixed and floating IPs,
with Networking.

Note

N

Uninstall nova- net wor k and reboot any physical nodes that have been
running nova- net wor k before using them to run Networking. Inadvertently
running the nova- net wor k process while using Networking can cause
problems, as can stale iptables rules pushed down by previously running nova-
net wor k.

To ensure that Compute works properly with Networking (rather than the legacy nova-
net wor k mechanism), you must adjust settings in the nova. conf configuration file.

Networking API and credential configuration

Each time you provision or de-provision a VM in Compute, nova- * services communicate
with Networking using the standard API. For this to happen, you must configure the
following items in the nova. conf file (used by each nova- conput e and nova- api
instance).

Table 7.7. nova.conf APl and credential settings

Item Configuration

net wor k_api _cl ass|Modify from the default to nova. net wor k. neut ronv2. api . APl , to indicate that

Networking should be used rather than the traditional nova- net wor k networking model.

neutron_url Update to the hostname/IP and port of the neut r on- ser ver instance for this deployment.

neutron_aut h_stra

tkemp the default keyst one value for all production deployments.

neut ron_adm n_t en

dupdatare the name of the service tenant created in the above section on Identity
configuration.

neut ron_adm n_use

rUyadieete to the name of the user created in the above section on Identity configuration.

neut ron_admi n_pas

duydate to the password of the user created in the above section on Identity configuration.

neut ron_adm n_aut

HJpddte to the Identity server IP and port. This is the Identity (keystone) admin API server IP
and port value, and not the Identity service API IP and port.

Configure securit

y groups

The Networking Service provides security group functionality using a mechanism that
is more flexible and powerful than the security group capabilities built into Compute.

Therefore, if you u
proxy all security g
conflict by being si

se Networking, you should always disable built-in security groups and
roup calls to the Networking API . If you do not, security policies will
multaneously applied by both services.

To proxy security groups to Networking, use the following configuration values in

nova. conf:

Table 7.8. nova.

conf security group settings

Item

Configuration

firewal | _driver

Updatetonova.virt.firewal |l . NoopFirewal |l Driver, sothat nova- conput e does
not perform iptables-based filtering itself.

security_group_ap

iUpdate to neut r on, so that all security group requests are proxied to the Network Service.
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Configure metadata

The Compute service allows VMs to query metadata associated with a VM by making a web
request to a special 169.254.169.254 address. Networking supports proxying those requests
to nova- api, even when the requests are made from isolated networks, or from multiple
networks that use overlapping IP addresses.

To enable proxying the requests, you must update the following fields in nova. conf .

Table 7.9. nova.conf metadata settings

Item Configuration

servi ce_neut r on_ngdaditeaopraey otherwise nova- api will not properly respond to requests from the
neut r on- met adat a- agent .

neut ron_net adat a_ypdatesbar stdng &easstvord” value. You must also configure the same value in the
net adat a_agent . i ni file, to authenticate requests made for metadata.

The default value of an empty string in both files will allow metadata to function, but will not
be secure if any non-trusted entities have access to the metadata APIs exposed by nova- api .

S Note

As a precaution, even when using

neut ron_net adat a_proxy_shar ed_secr et it is recommended that you
do not expose metadata using the same nova- api instances that are used for
tenants. Instead, you should run a dedicated set of nova- api instances for
metadata that are available only on your management network. Whether a
given nova- api instance exposes metadata APIs is determined by the value of
enabl ed_api s inits nova. conf.

Example nova.conf (for nova- conput e and nova- api )

Example values for the above settings, assuming a cloud controller node running Compute
and Networking with an IP address of 192.168.1.2:

net wor k_api _cl ass=nova. net wor k. neut ronv2. api . API
neutron_url =http://192. 168. 1. 2: 9696

neut ron_aut h_strat egy=keyst one

neut ron_admi n_t enant _nanme=ser Vi ce

neut ron_adni n_user nane=neut r on

neut ron_adm n_passwor d=passwor d

neut ron_admi n_aut h_url =http://192. 168. 1. 2: 35357/v2.0

security_group_api =neutron
firewal | _driver=nova.virt.firewall.NoopFirewallDriver

servi ce_neut ron_net adat a_pr oxy=t r ue
neut r on_net adat a_pr oxy_shar ed_secr et =f 0o

Networking scenarios

This chapter describes two networking scenarios and how the Open vSwitch plug-in and
the Linux Bridge plug-in implement these scenarios.
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Open vSwitch

This section describes how the Open vSwitch plug-in implements the Networking
abstractions.

Configuration

This example uses VLAN segmentation on the switches to isolate tenant networks. This
configuration labels the physical network associated with the public network as physnet 1,
and the physical network associated with the data network as physnet 2, which leads to
the following configuration options in ovs_neut ron_pl ugi n.ini:

[ ovs]

tenant _network_type = vl an

net wor k_vl an_r anges physnet 2: 100: 110
integration_bridge = br-int

bri dge_mappi ngs = physnet 2: br-et hl

Scenario 1: one tenant, two networks, one router

The first scenario has two private networks (net 01, and net 02), each with one subnet
(net 01_subnet 01: 192.168.101.0/24, net 02_subnet 01, 192.168.102.0/24). Both
private networks are attached to a router that connects them to the public network
(10.64.201.0/24).

. publicot_subnetor Fouterol
- Ty 10.64.201.0/24

(" Public network

netldl

netd1_subnetd1 Eﬁ
L

192.168.101.0/24

/1N /\

net02

-@ net02_subnetd1

192.168.102.0/24

Under the ser vi ce tenant, create the shared router, define the public network, and set it
as the default gateway of the router

$ tenant =$(keystone tenant-list | awk '/service/ {print $2}')
$ neutron router-create router01
$ neutron net-create --tenant-id $tenant publicOl \
--provi der: network_type flat \
- - provi der: physi cal _network physnet1 \
--router: external =True
$ neutron subnet-create --tenant-id $tenant --nane public0l_subnet01 \
--gateway 10.64.201. 254 public01l 10. 64. 201. 0/ 24 --di sabl e-dhcp
$ neutron router-gateway-set routerO0l publicOl
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Under the deno user tenant, create the private network net 01 and corresponding subnet,
and connect it to the r out er 01 router. Configure it to use VLAN ID 101 on the physical
switch.

$ tenant =$(keystone tenant-list|awk '/denmo/ {print $2}'
$ neutron net-create --tenant-id $tenant net01 \
--provider:network_type vlan \
- - provi der: physi cal _network physnet2 \
--provi der:segnmentation_id 101
$ neutron subnet-create --tenant-id $tenant --name net0l_subnet 01 net01 192.
168. 101. 0/ 24
$ neutron router-interface-add router0l net01_subnet 01

Similarly, for net 02, using VLAN ID 102 on the physical switch:

$ neutron net-create --tenant-id $tenant net02 \
--provider:network_type vlan \
- - provi der: physi cal _network physnet2 \
--provi der: segnentation_id 102
$ neutron subnet-create --tenant-id $tenant --name net 02_subnet 0l net02 192.
168. 102. 0/ 24
$ neutron router-interface-add router0l net02_subnet 01

Scenario 1: Compute host config

The following figure shows how to configure various Linux networking devices on the
compute host:

___________________________________________________ [ Configured by Nova Compute ]
vm Q) 1 vm(Q 2 vmQ 3 :

l I N B
: ethQ ethQ eth 1 ethQ :
|S2oull) SE-u S| Sern i)
Li B .] - vnctﬂ vnet l 1'11.:(2 vm:t3 E
5 gbrXXX abrYYY QbrZZz GbrWWW i
Open  vSwitch : :
[ qvhX X qvbYYY qvbZZZ !qvbww I '
B ek | e T Taszzz | faew] '

1 _l Port VLAN tag:1 I | Paort VLAN tag:2 I
Tenant flows are separated : br-int
by internally assigned VLAN ID 0 :
I : :
VLAN ID is converted with flow tablej

[ Configured by L2 Agent ] dl_vian=101 = mod_vlan_vid:1
[ : dl_vlan=102 => mod_vlan_vid:2

— — :
[Tenam flows are separated -
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Types of network devices

3 Note

There are four distinct type of virtual networking devices: TAP devices, veth
pairs, Linux bridges, and Open vSwitch bridges. For an ethernet frame to travel
from et hO of virtual machine vimD1 to the physical network, it must pass
through nine devices inside of the host: TAP vnet 0O, Linux bridge qbr nnn, veth
pair (qvbnnn, qgvonnn), Open vSwitch bridge br - i nt, veth pair (i nt -
br-ethl, phy-br-ethl), and, finally, the physical network interface card
et hl.

A TAP device, such as vnet 0 is how hypervisors such as KVM and Xen implement a virtual
network interface card (typically called a VIF or vNIC). An ethernet frame sent to a TAP
device is received by the guest operating system.

A veth pair is a pair of directly connected virtual network interfaces. An ethernet frame sent
to one end of a veth pair is received by the other end of a veth pair. Networking uses veth
pairs as virtual patch cables to make connections between virtual bridges.

A Linux bridge behaves like a hub: you can connect multiple (physical or virtual) network
interfaces devices to a Linux bridge. Any ethernet frames that come in from one interface
attached to the bridge is transmitted to all of the other devices.

An Open vSwitch bridge behaves like a virtual switch: network interface devices connect to
Open vSwitch bridge's ports, and the ports can be configured much like a physical switch's
ports, including VLAN configurations.

Integration bridge

The br - i nt Open vSwitch bridge is the integration bridge: all guests running on the
compute host connect to this bridge. Networking implements isolation across these guests
by configuring the br - i nt ports.

Physical connectivity bridge

The br - et h1 bridge provides connectivity to the physical network interface card, et h1. It
connects to the integration bridge by a veth pair: (i nt - br-ethl, phy-br-ethl).

VLAN translation

In this example, net01 and net02 have VLAN ids of 1 and 2, respectively. However, the
physical network in our example only supports VLAN IDs in the range 101 through 110.
The Open vSwitch agent is responsible for configuring flow rules on br -i nt and br- et hl
to do VLAN translation. When br - et h1 receives a frame marked with VLAN ID 1 on the
port associated with phy- br - et h1l, it modifies the VLAN ID in the frame to 101. Similarly,
when br - i nt receives a frame marked with VLAN ID 101 on the port associated with

i nt - br - et hl, it modifies the VLAN ID in the frame to 1.

Security groups: iptables and Linux bridges

Ideally, the TAP device vhet 0 would be connected directly to the integration bridge,
br - i nt. Unfortunately, this isn't possible because of how OpenStack security groups are
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currently implemented. OpenStack uses iptables rules on the TAP devices such as vnet 0 to
implement security groups, and Open vSwitch is not compatible with iptables rules that are
applied directly on TAP devices that are connected to an Open vSwitch port.

Networking uses an extra Linux bridge and a veth pair as a workaround for this issue.
Instead of connecting vnet 0 to an Open vSwitch bridge, it is connected to a Linux
bridge, gbr XXX. This bridge is connected to the integration bridge, br - i nt, through the
(gvbXXX, qvoXXX) veth pair.

Scenario 1: Network host config

The network host runs the neutron-openvswitch-plugin-agent, the neutron-dhcp-agent,
neutron-13-agent, and neutron-metadata-agent services.

On the network host, assume that eth0 is connected to the external network, and eth1
is connected to the data network, which leads to the following configuration in the
ovs_neutron_plugin.ini file:

[ ovs]

tenant _network_type = vl an

net wor k_vl an_r anges physnet 2: 101: 110
integration_bridge = br-int

bri dge_nappi ngs = physnet 1: br - ex, physnet 2: br-et hl

The following figure shows the network devices on the network host:

To Public Network

Open  vSwitch

[ Cunfigun:::d by LEAgent ]

“int-br-ex

int-br-eth 1

1 L 0
- VLAN ID is converted with flow table l
[ Configured by L2 Agent ] Tﬂl_wl&nzlﬂl = mod_vlan_vid:1
- di_vlan=102 = mod_vlan_wvid:2
| phy-br-eth 1 | | : T
br-eth 1 * VLAN 1D is converted with flow table
[~ T dl_vlan=1 = mod_vlan_vid:101
[em1] di_vian=2 = mod_vian_vid:102

To Private Network

As on the compute host, there is an Open vSwitch integration bridge (br-i nt) and

an Open vSwitch bridge connected to the data network (br - et h1), and the two are
connected by a veth pair, and the neutron-openvswitch-plugin-agent configures the ports
on both switches to do VLAN translation.

195



Cloud Administrator Guide April 26, 2014 current

An additional Open vSwitch bridge, br - ex, connects to the physical interface that is
connected to the external network. In this example, that physical interface is et hO.

S Note

While the integration bridge and the external bridge are connected by a veth
pair (i nt-br-ex, phy-br-ex), thisexample uses layer 3 connectivity to
route packets from the internal networks to the public network: no packets
traverse that veth pair in this example.

Open vSwitch internal ports

The network host uses Open vSwitch internal ports. Internal ports enable you to assign one
or more |IP addresses to an Open vSwitch bridge. In previous example, the br - i nt bridge
has four internal ports: t apXXX, qr - YYY, qr - ZZZ, and t apWAW Each internal port has a
separate IP address associated with it. An internal port, qg- VVV, is on the br - ex bridge.

DHCP agent

By default, The Networking DHCP agent uses a process called dnsmasq to provide

DHCP services to guests. Networking must create an internal port for each network

that requires DHCP services and attach a dnsmasq process to that port. In the previous
example, the t apXXXinterface is on net 01_subnet 01, and the t apVWW\interface is on
net 02_subnet 01.

L3 agent (routing)

The Networking L3 agent uses Open vSwitch internal ports to implement routing and
relies on the network host to route the packets across the interfaces. In this example, the
gr - YYY interface ison net 01_subnet 01 and has the IP address 192.168.101.1/24. The
gr - ZZZ, interface is on net 02_subnet 01 and has the IP address 192. 168. 102. 1/ 24.
The qg- VWV interface has the IP address 10. 64. 201. 254/ 24. Because each of these
interfaces is visible to the network host operating system, the network host routes the
packets across the interfaces, as long as an administrator has enabled IP forwarding.

The L3 agent uses iptables to implement floating IPs to do the network address translation
(NAT).

Overlapping subnets and network namespaces

One problem with using the host to implement routing is that one of the Networking
subnets might overlap with one of the physical networks that the host uses. For example,

if the management network is implemented on et h2 and also happens to be on the

192. 168. 101. 0/ 24 subnet, routing problems will occur because the host can't determine
whether to send a packet on this subnet to qr - YYY or et h2. If end users are permitted

to create their own logical networks and subnets, you must design the system so that such
collisions do not occur.

Networking uses Linux network namespaces to prevent collisions between the physical
networks on the network host, and the logical networks used by the virtual machines. It
also prevents collisions across different logical networks that are not routed to each other,
as the following scenario shows.
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A network namespace is an isolated environment with its own networking stack. A
network namespace has its own network interfaces, routes, and iptables rules. Consider it
a chroot jail, except for networking instead of for a file system. LXC (Linux containers) use
network namespaces to implement networking virtualization.

Networking creates network namespaces on the network host to avoid subnet collisions.

To Public Network
Network | eth0 |

Namespace
br-ex rphr-br-e: I—
| qgrouter-bbbb |

[ gdhcp-aaaa ]
&,

Port VLAN tag:1

{ IF d

XXX I gr-YYY

In this example, there are three network namespaces, as shown in the figure above:

» gdhcp- aaa: contains the t apXXX interface and the dnsmasq process that listens on that
interface to provide DHCP services for net 01_subnet 01. This allows overlapping IPs
between net 01_subnet 01 and any other subnets on the network host.

» grout er - bbbb: contains the gr - YYY, qr - ZZZ, and qg- VWV interfaces, and the
corresponding routes. This namespace implements r out er 01 in our example.

» gqdhcp- ccc: contains the t apW\\interface and the dnsmasq process that listens on that

interface, to provide DHCP services for net 02_subnet 01. This allows overlapping IPs
between net 02_subnet 01 and any other subnets on the network host.

Scenario 2: two tenants, two networks, two routers

In this scenario, tenant A and tenant B each have a network with one subnet and one
router that connects the tenants to the public Internet.

197



Cloud Administrator Guide April 26, 2014 current

’___HL,.'-""'_ __.-.-.__""
- -If .\-‘]
public01_subnet01 Public network )

10.64.201.0/24

_,-ll\‘_\__h_- __H_F‘,_

Router for f%’
Tenant A —

Router for
Tenant B

net01_subnet01
192 168.101.0/24

vmao ymioz2 ymo3 vmOd

netl2_subnet01
192.168.102.0/24

_’

7N

<N

Under the ser vi ce tenant, define the public network:

$ tenant =$(keystone tenant-list | awk '/service/ {print $2}')

$ neutron net-create --tenant-id $tenant publicOl \
--provider:network_type flat \
- - provi der: physi cal _network physnet1 \
--router: external =Tr ue

$ neutron subnet-create --tenant-id $tenant --nane publicO0l_subnet01 \
--gateway 10.64.201. 254 public01l 10. 64. 201. 0/ 24 --di sabl e-dhcp

Under the t enant A user tenant, create the tenant router and set its gateway for the
public network.

$ tenant =$(keystone tenant-list|awk '/tenantA {print $2}')
$ neutron router-create --tenant-id $tenant routerO1l
$ neutron router-gateway-set router0l public0l

Then, define private network net 01 using VLAN ID 101 on the physical switch, along with
its subnet, and connect it to the router.

$ neutron net-create --tenant-id $tenant net01 \
--provider:network_type vlan \
- - provi der: physi cal _network physnet2 \
--provi der:segnmentation_id 101
$ neutron subnet-create --tenant-id $tenant --nane net01_subnet 01l net 01 192.
168. 101. 0/ 24
$ neutron router-interface-add router0l net01_subnet 01

Similarly, for t enant B, create a router and another network, using VLAN ID 102 on the
physical switch:

$ tenant =$(keystone tenant-list|awk '/tenantB/ {print $2}')
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$ neutron router-create --tenant-id $tenant
$ neutron router-gateway-set router02 public0l

rout er 02

$ neutron net-create --tenant-id $tenant net02 \
--provider: network_type vlan \
- -provi der: physi cal _network physnet2 \
--provider:segnmentation_id 102

$ neutron subnet-create --tenant-id $tenant

168. 102. 0/ 24

$ neutron router-interface-add router02 net02_subnet 01

Scenario 2: Compute host config

--nane net 02 _subnet 01 net 01 192.

The following figure shows how to configure Linux networking devices on the compute

host:

vm 0 4 | ¢

- I
|Szal]Szon

Tenant flows are separated :
by internally assigned VLAN ID '

L

[ Configured by L2 Agent ]

I

Tenant flows are separated

by user defined VLAN ID »

L Brid wvnet ) vnet 2
qbrXXX abrYYY abrZZz. :
Open  vSwitch - :
5 |qvaxx | | qubYYY | qvbZZZ QbW '
B ek | [ T ez g ] '

| Port VLAN tag:2 I

br-int

dl_vlan=101 = mod_vlan_vid:1

VLAN ID is converted with flow tablﬂ
d_vian=102 = mod_vlan_vid:2

Physical L2 Switch
for Private Network

VLAN1O1

VLAN102

VLAN ID is converted with flow table
| dl_vlan=1 = mod_vlan_vid:101

dl_vlan=2 = mod_vlan_vid:102

Note

N

The compute host configuration resembles the configuration in scenario 1.
However, in scenario 1, a guest connects to two subnets while in this scenario,

the subnets belong to different tenants.

Scenario 2: Network host config

The following figure shows the network devices on the network host for the second

scenario.
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To Public Network

dnsmasq is assigned
to each subnet

- VLAN ID is converted with flow table
[ Configured by L2 Agent di_vian=101 = mod_vlan_vid:1
: dI_vian=102 = mod_vlan_vid:2

i 1
VLANIDismnwﬂedwiﬁﬂowtahlj

dl_vlan=1 = mod_vlan_vid:101
dl_vlan=2 = mod_vlan_vid:102

To Private Network

In this configuration, the network namespaces are organized to isolate the two subnets
from each other as shown in the following figure.

To Public Network

Network ethQ
Namespace
phy-br-ex
ag-ZLE ag-CCC
grouter-bbbb grouter-cccc
Suffix “bbbb* corresponds PR L
to router LUUID. ' '

Suffix "aaaa” corresponds
to network UUID.

phy-br-cth 1

eth 1

To Private Network
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In this scenario, there are four network namespaces (ghdcp- aaa, qr out er - bbbb,
grout er - cccc, and ghdcp- dddd), instead of three. Since there is no connectivity
between the two networks, and so each router is implemented by a separate namespace.

Configure Open vSwitch tunneling

Tunneling encapsulates network traffic between physical Networking hosts and allows
VLANSs to span multiple physical hosts. Instances communicate as if they share the same

layer 2 network. Open vSwitch supports tunneling with the VXLAN and GRE encapsulation
protocols.

Figure 7.3. Example VXLAN tunnel

Instance

\‘*‘!ﬂ Instance

Virtual bridge i ! Virtual bridge
QOVS-BRO OVS-BRO

Open vSwitch Open vSwitch
VXLAN tunnel
HOST1 @ HOST2
192.168.1.10 192.168.1.11
Physical
switch

This diagram shows two instances running on separate hosts connected by a VXLAN
tunnel. The required physical and virtual components are also illustrated. The following
procedure creates a VXLAN or GRE tunnel between two Open vSwitches running on
separate Networking hosts:

Procedure 7.16. Example tunnel configuration

1. Create a virtual bridge named OVS-BRO on each participating host:

ovs-vsct!| add-br OVS- BRO

2. Create a tunnel to link the OVS-BRO virtual bridges. Run the ovs-vsctl command on
HOST1 to create the tunnel and link it to the bridge on HOST2:

GRE tunnel command:

ovs-vsct|l add-port OVS-BRO grel -- set Interface grel type=gre
options:renote_i p=192. 168. 1. 11
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VXLAN tunnel command:

ovs-vsctl add-port OVS-BRO vxlanl -- set Interface vxlanl type=vxlan
options: renote_i p=192. 168. 1. 11

3.  Run the ovs-vsctl command on HOST1 to create the tunnel and link it to the bridge on
HOST2.

GRE tunnel command:

ovs-vsct|l add-port OVS-BRO grel -- set Interface grel type=gre
options: renote_i p=192. 168. 1. 10

VXLAN tunnel command:

ovs-vsctl add-port OVS-BRO vxlanl -- set Interface vxlanl type=vxlan
options: renote_i p=192. 168. 1. 10

Successful completion of these steps results in the two instances sharing a layer 2 network.
Linux Bridge

This section describes how the Linux Bridge plug-in implements the Networking
abstractions. For information about DHCP and L3 agents, see the section called “Scenario 1:
one tenant, two networks, one router” [192].

Configuration

This example uses VLAN isolation on the switches to isolate tenant networks. This
configuration labels the physical network associated with the public network as physnet 1,
and the physical network associated with the data network as physnet 2, which leads to
the following configuration options in | i nuxbri dge_conf. i ni:

[ vl ans]
tenant _network_type
net wor k_vl an_r anges

vl an
physnet 2: 100: 110

[I'i nux_bri dge]
physi cal _i nterface_mappi ngs = physnet 2: et hl

Scenario 1: one tenant, two networks, one router

The first scenario has two private networks (net 01, and net 02), each with one subnet
(net 01_subnet 01: 192.168.101.0/24, net 02_subnet 01, 192.168.102.0/24). Both
private networks are attached to a router that contains them to the public network
(10.64.201.0/24).
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Under the ser vi ce tenant, create the shared router, define the public network, and set it
as the default gateway of the router

$ tenant =$(keystone tenant-list | awk '/servicel/ {print $2}")
$ neutron router-create router01
$ neutron net-create --tenant-id $tenant public0l \
--provi der: network_type flat \
- - provi der: physi cal _network physnet1 \
--router: external =True
$ neutron subnet-create --tenant-id $tenant --nane publicO0l_subnet01 \
--gateway 10.64.201. 254 public01l 10. 64.201. 0/ 24 --di sabl e-dhcp
$ neutron router-gateway-set router0l1 public01

Under the deno user tenant, create the private network net 01 and corresponding subnet,
and connect it to the r out er 01 router. Configure it to use VLAN ID 101 on the physical
switch.

$ tenant =$(keystone tenant-list|awk '/deno/ {print $2}
$ neutron net-create --tenant-id $tenant net01l \
- - provider: network_type vlan \
- - provi der: physi cal _networ k physnet2 \
--provider:segnmentation_id 101
$ neutron subnet-create --tenant-id $tenant --name net0l_subnet 01 net 01l 192.
168. 101. 0/ 24
$ neutron router-interface-add router0l net01_subnet 01

Similarly, for net 02, using VLAN ID 102 on the physical switch:

$ neutron net-create --tenant-id $tenant net02 \
--provider: network_type vlan \
- - provi der: physi cal _networ k physnet2 \
--provider:segnentation_id 102
$ neutron subnet-create --tenant-id $tenant --nanme net 02_subnet 01 net02 192.
168. 102. 0/ 24
$ neutron router-interface-add router0l1 net 02_subnet 01

Scenario 1: Compute host config

The following figure shows how to configure the various Linux networking devices on the
compute host.
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Types of network devices

3 Note

There are three distinct type of virtual networking devices: TAP devices, VLAN
devices, and Linux bridges. For an ethernet frame to travel from et h0O of virtual
machine vimD1, to the physical network, it must pass through four devices inside
of the host: TAP vnet 0, Linux bridge br gXXX, VLAN et h1. 101), and, finally,
the physical network interface card et h1.

A TAP device, such as vnet 0 is how hypervisors such as KVM and Xen implement a virtual
network interface card (typically called a VIF or vNIC). An ethernet frame sent to a TAP
device is received by the guest operating system.

A VLAN device is associated with a VLAN tag attaches to an existing interface device

and adds or removes VLAN tags. In the preceding example, VLAN device et hl. 101 is
associated with VLAN ID 101 and is attached to interface et h1. Packets received from the
outside by et h1 with VLAN tag 101 will be passed to device et h1l. 101, which will then
strip the tag. In the other direction, any ethernet frame sent directly to eth1.101 will have
VLAN tag 101 added and will be forward to et hl for sending out to the network.

A Linux bridge behaves like a hub: you can connect multiple (physical or virtual) network
interfaces devices to a Linux bridge. Any ethernet frames that come in from one interface
attached to the bridge is transmitted to all of the other devices.

Scenario 1: Network host config

The following figure shows the network devices on the network host.
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To Public Network
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S -1 . Configured by L2 Agent
prers Pl :

To Private Network

The following figure shows how the Linux Bridge plug-in uses network namespaces to
provide isolation.

Note

veth pairs form connections between the Linux bridges and the network
namespaces.
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To Public Network
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To Private Network

Scenario 2: two tenants, two networks, two routers

The second scenario has two tenants (A, B). Each tenant has a network with one subnet,
and each one has a router that connects them to the public Internet.

public01_subnet01
10.64.201.0/24

Router for
Tenant A

Router for
Tenant B

netd1_subnet01
192 168.101.0/24

netd2_subnet0l
192.168.102.0/24
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Under the ser vi ce tenant, define the public network:

$ tenant =$(keystone tenant-list | awk '/servicel/ {print $2}')

$ neutron net-create --tenant-id $tenant publicOl \
--provider:network_type flat \
- - provi der: physi cal _network physnet1 \
--rout er: external =True

$ neutron subnet-create --tenant-id $tenant --name public01l_subnet 01 \
--gateway 10.64.201. 254 public01l 10. 64.201. 0/ 24 --di sabl e-dhcp

Under the t enant A user tenant, create the tenant router and set its gateway for the
public network.

$ tenant =$(keystone tenant-list|awk '/tenantA/ {print $2}')
$ neutron router-create --tenant-id $tenant router01
$ neutron router-gateway-set router0l public0l

Then, define private network net 01 using VLAN ID 102 on the physical switch, along with
its subnet, and connect it to the router.

$ neutron net-create --tenant-id $tenant net01 \
--provider:network_type vlan \
- - provi der: physi cal _network physnet2 \
--provider:segnentation_id 101
$ neutron subnet-create --tenant-id $tenant --name net0l_subnet 0l net01 192
168. 101. 0/ 24
$ neutron router-interface-add router0l1 net01_subnet Ol

Similarly, for t enant B, create a router and another network, using VLAN ID 102 on the
physical switch:

$ tenant =$(keystone tenant-list|awk '/tenantB/ {print $2}')
$ neutron router-create --tenant-id $tenant router02
$ neutron router-gateway-set router02 public01l
$ neutron net-create --tenant-id $tenant net02 \
--provi der: network_type vlan \
- -provi der: physi cal _network physnet2 \
--provider:segnmentation_id 102
$ neutron subnet-create --tenant-id $tenant --nane net02_subnet 01 net 01 192
168. 101. 0/ 24
$ neutron router-interface-add router02 net02_subnet 01

Scenario 2: Compute host config

The following figure shows how the various Linux networking devices would be configured
on the compute host under this scenario.
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3 Note
The configuration on the compute host is very similar to the configuration in
scenario 1. The only real difference is that scenario 1 had a guest connected to
two subnets, and in this scenario the subnets belong to different tenants.

Scenario 2: Network host config

The following figure shows the network devices on the network host for the second
scenario.
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To Public Network
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To Private Network

The main difference between the configuration in this scenario and the previous one is
the organization of the network namespaces, in order to provide isolation across the two
subnets, as shown in the following figure.
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To Private Network

In this scenario, there are four network namespaces (ghdcp- aaa, qr out er - bbbb,
grout er - cccc, and ghdcp- dddd), instead of three. Each router is implemented by a
separate namespace, since there is no connectivity between the two networks.

The Modular Layer 2 plug-in allows OpenStack Networking to simultaneously utilize the
variety of layer 2 networking technologies found in complex real-world data centers. It
currently includes drivers for the local, flat, VLAN, GRE and VXLAN network types and
works with the existing Open vSwitch, Linux Bridge , and HyperV L2 agents. The ML2 plug-
in can be extended through mechanism drivers, allowing multiple mechanisms to be used
simultaneously. This section describes different ML2 plug-in and agent configurations with
different type drivers and mechanism drivers.

Previously, Networking deployments were only able to use the plug-in that had been
selected at implementation time. For example, a deployment running the Open vSwitch
plug-in was only able to use Open vSwitch exclusively; it wasn't possible to simultaneously
run another plug-in such as Linux Bridge. This was found to be a limitation in environments
with heterogeneous requirements.

o Warning

Disabling a ML2 type driver and re-enabling it later may lead to database
inconsistencies if ML2 is reconfigured without support for that type.

210



Cloud Administrator Guide April 26, 2014 current

ML2 with L2 population mechanism driver

The L2 Population driver enables broadcast, multicast, and unicast traffic to scale out on

large overlay networks. This traffic is sent to the relevant agent via encapsulation as a
targeted unicast.

Current Open vSwitch and Linux Bridge tunneling implementations broadcast to every
agent, even if they don’t host the corresponding network as illustrated below.

VM A broadcast is
unicasted to all agents A B

But agent 2 wasn't
needing it

Same for
agent 5

G F E D

As broadcast emulation on overlay is costly, it may be better to avoid its use for MAC
learning and ARP resolution. This supposes the use of proxy ARP on the agent to answer
VM requests, and to populate forwarding table. Currently only the Linux Bridge Agent
implements an ARP proxy. The prepopulation limits L2 broadcasts in overlay, however it
may anyway be necessary to provide broadcast emulation. This is achieved by broadcasting
packets via unicast only to the relevant agents as illustrated below.
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5 -+ 2 |~—C

Broadcasis are only sent fo the
relevant agents over unicast
encapsulated packets

G F E D

The partial-mesh is available with the Open vSwitch and Linux Bridge agents. The following
scenarios will use the L2 population mechanism driver with an Open vSwitch agent and a
Linux Bridge agent. Enable the 12 population driver by adding it to the list of mechanism
drivers. In addition, a tunneling driver must be selected. Supported options are GRE,
VXLAN, or a combination of both. Configuration settings are enabled in m 2_conf . i ni :

[m 2]
type_drivers = local,flat,vlan,gre, vxl an
mechani sm drivers = openvswi tch, |inuxbridge, | 2popul ati on

Scenario 1: L2 population with Open vSwitch agent

Enable the 12 population extension in the Open vSwitch agent, and configure the
| ocal _i pandtunnel _types parametersinthem 2_conf. i ni file:

[ ovs]
local _ip = 192.168. 1. 10

[ agent]
tunnel _types = gre, vxl an
| 2_popul ation = True

Scenario 2: L2 population with Linux Bridge agent

Enable the 12 population extension on the Linux Bridge agent. Enable VXLAN and configure
the local_ip parameterinm 2_conf. i ni.

[ vxl an]

enabl e_vxl an = True
local _ip = 192.168. 1. 10
| 2_popul ation = True
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Enable security group API

Since the ML2 plug-in can concurrently support different L2 agents (or other mechanisms)
with different configuration files, the actual fi rewal | _dri ver valuein the

m 2_conf.ini file does not matter in the server, butfirewal | driver must be set
to a non-default value in the ml2 configuration to enable the securitygroup extension. To
enable securitygroup API, editthe ml 2_conf . i ni file:

[ securitygroup]
firewal | _driver = dumy

Each L2 agent configuration file (such as ovs_neut ron_pl ugi n. i ni or
I i nuxbridge_conf.ini)should contain the appropriatefi rewal | _dri ver value for
that agent. To disable securitygroup API, edit therml 2_conf . i ni file:

[ securitygroup]
firewal | _driver = neutron.agent.firewall.NoopFirewallDriver

Also, each L2 agent configuration file (such as ovs_neut ron_pl ugi n. i ni or
I i nuxbridge_conf. i ni)should contain this valueinfi rewal | _dri ver parameter
for that agent.

Advanced configuration options

This section describes advanced configuration options for various system components.
For example, configuration options where the default works but that the user wants
to customize options. After installing from packages, SNEUTRON_CONF_DIR is / et c/
neut r on.

OpenStack Networking server with plug-in

This is the web server that runs the OpenStack Networking APl Web Server. It is responsible
for loading a plug-in and passing the API calls to the plug-in for processing. The neutron-
server should receive one of more configuration files as it its input, for example:

neutron-server --config-file <neutron config> --config-file <plugin config>

The neutron config contains the common neutron configuration parameters. The plug-
in config contains the plug-in specific flags. The plug-in that is run on the service is loaded
through the cor e_pl ugi n configuration parameter. In some cases a plug-in might have
an agent that performs the actual networking.

Most plug-ins require a SQL database. After you install and start the database server, set a
password for the root account and delete the anonymous accounts:

$> nysql -u root

mysql > updat e nysqgl . user set password = password('ianroot') where user =
"root';

nmysql > del ete from nmysql . user where user = "'";

Create a database and user account specifically for plug-in:

nmysql > create database <dat abase- nanme>;

nmysqgl > create user '<user-name>' @I ocal host' identified by '<user-nane>';
nysql > create user '<user-name> @% identified by '<user-nanme>';

nmysql > grant all on <database-nane>.* to '<user-nanme> @ % ;
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Once the above is done you can update the settings in the relevant plug-in configuration
files. The plug-in specific configuration files can be found at SNEUTRON_CONF_DIR/plugins.

Some plug-ins have a L2 agent that performs the actual networking. That is, the agent
will attach the virtual machine NIC to the OpenStack Networking network. Each node
should have an L2 agent running on it. Note that the agent receives the following input
parameters:

neut r on- pl ugi n-agent --config-file <neutron config> --config-file <plugin
confi g>

Two things need to be done prior to working with the plug-in:
1. Ensure that the core plug-in is updated.
2. Ensure that the database connection is correctly set.

The following table contains examples for these settings. Some Linux packages might
provide installation utilities that configure these.

Table 7.10. Settings

Parameter Value

Open vSwitch

core_plugin ($NEUTRON_CONF_DIR/ neutron.plugins.openvswitch.ovs_neutron_plugin.OVSNeutronPluginV2
neutron.conf)

connection (in the plugin configuration | mysql://<username>:<password>@localhost/ovs_neutron?charset=utf8
file, section [ dat abase])

Plug-in Configuration File $NEUTRON_CONF_DIR/plugins/openvswitch/ovs_neutron_plugin.ini
Agent neutron-openvswitch-agent
Linux Bridge

core_plugin ($NEUTRON_CONF_DIR/ neutron.plugins.linuxbridge.lb_neutron_plugin.LinuxBridgePluginV2
neutron.conf)

connection (in the plug-in configuration | mysql://<username>:<password>@localhost/neutron_linux_bridge?

file, section [ dat abase] ) charset=utf8
Plug-in Configuration File $NEUTRON_CONF_DIR/plugins/linuxbridge/linuxbridge_conf.ini
Agent neutron-linuxbridge-agent

All plug-in configuration files options can be found in the Appendix - Configuration File
Options.

DHCP agent

There is an option to run a DHCP server that will allocate IP addresses to virtual machines
running on the network. When a subnet is created, by default, the subnet has DHCP
enabled.

The node that runs the DHCP agent should run:

neut r on- dhcp- agent --config-file <neutron config>
--config-file <dhcp config>

Currently the DHCP agent uses dnsmasq to perform that static address assignment.

A driver needs to be configured that matches the plug-in running on the service.
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Table 7.11. Basic settings

Parameter Value

Open vSwitch

interface_driver (SNEUTRON_CONF_DIR/dhcp_agent.ini) |neutron.agent.linux.interface.OVSInterfaceDriver

Linux Bridge

interface_driver (SNEUTRON_CONF_DIR/dhcp_agent.ini) |neutron.agent.linux.interface.BridgelnterfaceDriver

Namespace

By default the DHCP agent makes use of Linux network namespaces in order to support
overlapping IP addresses. Requirements for network namespaces support are described in
the Limitations section.

If the Linux installation does not support network namespace, you must disable using
network namespace in the DHCP agent config file (The default value of use_namespaces is
True).

use_nanmespaces = Fal se

L3 Agent

There is an option to run a L3 agent that will give enable layer 3 forwarding and floating IP
support. The node that runs the L3 agent should run:

neutron-| 3-agent --config-file <neutron config>
--config-file <13 config>

A driver needs to be configured that matches the plug-in running on the service. The driver
is used to create the routing interface.

Table 7.12. Basic settings

Parameter Value

Open vSwitch

interface_driver (SNEUTRON_CONF_DIR/I3_agent.ini) neutron.agent.linux.interface.OVSInterfaceDriver
external_network_bridge (SNEUTRON_CONF_DIR/ br-ex

I3_agent.ini)

Linux Bridge

interface_driver (SNEUTRON_CONF_DIR/I3_agent.ini) neutron.agent.linux.interface.BridgelnterfaceDriver
external_network_bridge (SNEUTRON_CONF_DIR/ This field must be empty (or the bridge name for the
I3_agent.ini) external network).

The L3 agent communicates with the OpenStack Networking server via the OpenStack
Networking API, so the following configuration is required:

1. OpenStack Identity authentication:

aut h_ur | =" $KEYSTONE_SERVI CE_PROTOCOL: / / $KEYSTONE_AUTH_HOST:
$KEYSTONE_AUTH_PORT/ v2. 0"

For example,

http://10.56.51. 210: 5000/ v2. 0
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2. Admin user details:

adm n_t enant _nane $SERVI CE_TENANT _NANME
adm n_user $Q ADM N_USERNAME
adm n_password $SERVI CE_PASSWORD

Namespace

By default the L3 agent makes use of Linux network namespaces in order to support
overlapping IP addresses. Requirements for network namespaces support are described in
the Limitation section.

If the Linux installation does not support network namespace, you must disable using
network namespace in the L3 agent config file (The default value of use_namespaces is
True).

use_nhanespaces = Fal se

When use_namespaces is set to False, only one router ID can be supported per node. This
must be configured via the configuration variable router_id.

# |f use_nanespaces is set to False then the agent can only configure one
router.

# This is done by setting the specific router_id.

router _id = 1064adl16- 36b7- 4c2f - 86f 0- daa2bcbd6b2a

To configure it, you need to run the OpenStack Networking service and create a router,
and then set an ID of the router created to router_id in the L3 agent configuration file.

$ neutron router-create nyrouterl
Created a new router:

ffccccccoccoccocooocoacoo feoccooococmoocoocooooScooocoocooooooooo +
| Field | Val ue |
e Fom oo +
| adm n_state_up | True |
| external _gateway_info | |
| id | 338d42d7- b22e-42c5- 9df 6-f 3674768f e75 |
| nane | myrouterl |
| status | ACTI VE |
| tenant_id | 0c236f 65baa04e6f 9b4236b996555d56 |
ffmccccooococcococcccocas dococcooccoocoooooocoooonooo0ooO0CooO00aD OO +

Multiple floating IP pools

The L3 APl in OpenStack Networking supports multiple floating IP pools. In OpenStack
Networking, a floating IP pool is represented as an external network and a floating IP

is allocated from a subnet associated with the external network. Since each L3 agent
can be associated with at most one external network, we need to invoke multiple L3
agent to define multiple floating IP pools. 'gateway_external_network_id' in L3 agent
configuration file indicates the external network that the L3 agent handles. You can run
multiple L3 agent instances on one host.

In addition, when you run multiple L3 agents, make sure that
handle_internal_only_routers is set to True only for one L3 agent in an OpenStack
Networking deployment and set to False for all other L3 agents. Since the default value of
this parameter is True, you need to configure it carefully.
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Before starting L3 agents, you need to create routers and external networks, then update
the configuration files with UUID of external networks and start L3 agents.

For the first agent, invoke it with the following I3_agent.ini where
handle_internal_only_routers is True.

handl e_i nternal _only_routers = True
gat eway_external _network_id = 2118bllc- 0l11le- 4f a5- a6f 1- 2ca34d372c35
external _network_bri dge = br-ex

pyt hon /opt/stack/ neutron/bin/neutron-I 3-agent

--config-file /etc/neutron/neutron. conf
--config-file=/etc/neutron/l3_agent.ini

For the second (or later) agent, invoke it with the following I13_agent.ini where
handle_internal_only_routers is False.

handl e_internal _only routers = Fal se

gat eway_external _network_id = e828e54c-850a- 4e74- 80a8- 8b79c6a285d8
ext ernal _network_bridge = br-ex-2

L3 Metering Agent

There is an option to run a L3 metering agent that will enable layer 3 traffic metering. In
general case the metering agent should be launched on all nodes that run the L3 agent:

neutron-netering-agent --config-file <neutron config>
--config-file <I3 nmetering config>

A driver needs to be configured that matches the plug-in running on the service. The driver
is used to add metering to the routing interface.

Table 7.13. Basic settings

Parameter Value

Open vSwitch

interface_driver (SNEUTRON_CONF_DIR/ neutron.agent.linux.interface.OVSinterfaceDriver
metering_agent.ini)

Linux Bridge

interface_driver (SNEUTRON_CONF_DIR/ neutron.agent.linux.interface.BridgeInterfaceDriver
metering_agent.ini)

Namespace

The metering agent and the L3 agent have to have the same configuration regarding to
the network namespaces setting.

S Note

If the Linux installation does not support network namespace, you must disable
using network namespace in the L3 metering config file (The default value of
use_nanespaces is Tr ue).

use_nanespaces = Fal se
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L3 metering driver

A driver which implements the metering abstraction needs to be configured. Currently
there is only one implementation which is based on iptables.

driver = neutron.services.netering.drivers.iptables.iptables_driver.
| pt abl esMet eri ngDri ver

L3 metering service driver

To enable L3 metering you have to be sure to set the following parameter in
neut r on. conf on the host that runs neut r on- ser ver:

servi ce_plugins = neutron.services. nmetering. metering_plugin. MeteringPl ugin

Limitations

* No equivalent for nova-network —multi_host flag: Nova-network has a model where
the L3, NAT, and DHCP processing happen on the compute node itself, rather than a
dedicated networking node. OpenStack Networking now support running multiple 13-
agent and dhcp-agents with load being split across those agents, but the tight coupling
of that scheduling with the location of the VM is not supported in Icehouse. The Juno
release is expected to include an exact replacement for the —multi_host flag in nova-
network.

* Linux network namespace required on nodes running neut r on- | 3- agent or
neut r on- dhcp- agent if overlapping IPs are in use: . In order to support overlapping
IP addresses, the OpenStack Networking DHCP and L3 agents use Linux network
namespaces by default. The hosts running these processes must support network
namespaces. To support network namespaces, the following are required:

¢ Linux kernel 2.6.24 or newer (with CONFIG_NET_NS=y in kernel configuration) and
* iproute2 utilities (ip' command) version 3.1.0 (aka 20111117) or newer

To check whether your host supports namespaces try running the following as root:

# ip netns add test-ns
# ip netns exec test-ns ifconfig

If the preceding commands do not produce errors, your platform is likely sufficient to
use the dhcp-agent or I13-agent with namespace. In our experience, Ubuntu 12.04 or later
support namespaces as does Fedora 17 and new, but some older RHEL platforms do not
by default. It may be possible to upgrade the iproute2 package on a platform that does
not support namespaces by default.

If you need to disable namespaces, make sure the neut r on. conf used by neutron-
server has the following setting:

al | ow_over | appi ng_i ps=Fal se

and that the dhcp_agent.ini and 13_agent.ini have the following setting:

use_nanmespaces=Fal se
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3 Note

If the host does not support namespaces then the neut r on- | 3- agent
and neut r on- dhcp- agent should be run on different hosts. This is due to
the fact that there is no isolation between the IP addresses created by the
L3 agent and by the DHCP agent. By manipulating the routing the user can
ensure that these networks have access to one another.

If you run both L3 and DHCP services on the same node, you should enable namespaces
to avoid conflicts with routes:

use_nanespaces=Tr ue

* No IPv6 support for L3 agent: The neut r on- | 3- agent, used by many plug-ins to
implement L3 forwarding, supports only IPv4 forwarding. Currently, there are no errors
provided if you configure IPv6 addresses via the API.

» ZeroMQ support is experimental: Some agents, including neut r on- dhcp- agent,
neut r on- openvswi t ch- agent, and neut ron- | i nuxbri dge- agent use RPC to
communicate. ZeroMQ is an available option in the configuration file, but has not been
tested and should be considered experimental. In particular, issues might occur with
ZeroMQ and the dhcp agent.

* MetaPlugin is experimental: This release includes a MetaPlugin that is intended to
support multiple plug-ins at the same time for different APl requests, based on the
content of those API requests. The core team has not thoroughly reviewed or tested this
functionality. Consider this functionality to be experimental until further validation is
performed.

Scalable and highly available DHCP agents

This section describes how to use the agent management (alias agent) and scheduler (alias
agent_scheduler) extensions for DHCP agents scalability and HA.

3 Note

Use the neutron ext-list client command to check if these extensions are
enabled:

$ neutron ext-list -c nane -c alias

R Fom e eeeieeeoo-s +
| alias | nane |
ffoccccoccooccconooo ococcoccocoocococcococonans +
| agent_schedul er | Agent Schedul ers |
| bi ndi ng | Port Binding |
| quotas | Quota managenent support |
| agent | agent |
| provider | Provider Network |
| router | Neutron L3 Router |
| | baas | LoadBal anci ng service |
| extraroute | Neutron Extra Route |
e dom e +
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Quantum Server L2 Agent
Nova Services Nova Compute
Keystone Data
DHCP Agent Network
Controller Node Management HostA
| Network |
HostB
Nova Compute
DHCP Agent
L2 Agent

There will be three hosts in the

Table 7.14. Hosts for demo

setup.

Host

Description

OpenStack Controller host - controlnode

Runs the Neutron, Keystone, and Nova services that are
required to deploy VMs. The node must have at least one
network interface that is connected to the Management
Network.

Note that nova- net wor k should not be running because
it is replaced by Neutron.

HostA Runs Nova compute, the Neutron L2 agent and DHCP
agent
HostB Same as HostA
Configuration

Procedure 7.17. controlnode: Neutron Server

1. Neutron configuration file / et ¢/ neut r on/ neut r on. conf:
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[ DEFAULT]

core_plugin = neutron. plugi ns. | i nuxbridge.|b_neutron_pl ugin.
Li nuxBri dgePl ugi nVv2

rabbit _host = control node

al | ow_overl appi ng_i ps = True

host = control node

agent _down_time = 5

Update the plug-in configuration file / et ¢/ neut r on/ pl ugi ns/ | i nuxbri dge/
I'i nuxbridge_conf.ini:

[ vl ans]
tenant _net work_t ype
net wor k_vl an_r anges
[ dat abase]
connection = nysql://root:root @27.0.0.1: 3306/ neutron_| i nux_bri dge
retry interval = 2

[1'i nux_bridge]

physi cal _i nterface_mappi ngs = physnet 1: et hO

vl an
physnet 1: 1000: 2999

Procedure 7.18. HostA and HostB: L2 Agent

1

Neutron configuration file / et ¢/ neut r on/ neut r on. conf:

[ DEFAULT]

rabbit _host = control node
rabbi t _password = openst ack
# host = HostB on hostb
host = Host A

Update the plug-in configuration file / et ¢/ neut r on/ pl ugi ns/ | i nuxbri dge/
I'i nuxbridge_conf.ini:

[ vl ans]

tenant _network_type
net wor k_vl an_r anges
[ dat abase]
connection = nysql://root:root @27.0.0.1: 3306/ neutron_l i nux_bri dge
retry_interval = 2

[1'i nux_bri dge]

physi cal _i nterface_nappi ngs = physnet 1: et hO

vl an
physnet 1: 1000: 2999

Update the nova configuration file / et ¢/ nova/ nova. conf :

[ DEFAULT]
net wor k_api _cl ass=nova. net wor k. neut ronv2. api . APl

neut ron_admni n_user nane=neut r on

neut ron_admi n_passwor d=ser vi cepasswor d

neutron_adm n_aut h_url =http://control node: 35357/ v2. 0/
neut ron_aut h_strat egy=keyst one
neutron_adnm n_t enant _nane=ser vi cet enant
neutron_url=http://100.1. 1. 10: 9696/

firewal | _driver=nova.virt.firewall.NoopFirewallDriver

Procedure 7.19. HostA and HostB: DHCP Agent

Update the DHCP configuration file / et ¢/ neut r on/ dhcp_agent . ini:
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[ DEFAULT]
interface _driver = neutron.agent.linux.interface.BridgelnterfaceDriver

Commands in agent management and scheduler extensions

The following commands require the tenant running the command to have an admin role.

N

Note

Ensure that the following environment variables are set. These are used by the
various clients to access Keystone.

export OS_USERNAME=admi n

export OS_PASSWORD=admi npasswor d

export OS_TENANT_NAME=admi n

export OS _AUTH URL=htt p://control node: 5000/ v2. 0/

Procedure 7.20. Settings

To experiment, you need VMs and a neutron network:

$ nova list

| Nane | Status | Networks

| ¢394f cd0- Obaa- 43ae- a793-201815c3e8ce | nyserverl | ACTIVE | net1=10. 0. 1.

3 |

| 2d604e05- 9a6c- 4ddb- 9082- 8alf bdcc797d | nyserver2 | ACTIVE | net1=10. 0. 1.

4|

| c7c0481c- 3db8-4d7a- a948- 60ce8211d585 | mnyserver3 | ACTIVE | net1=10. 0. 1.

_________________________________ o e e e e e e e e oo o
---------- +

$ neutron net-1list
_________________________________ e e - - -
_________________________________ +

| nane | subnets

| 89dcalc6- c7d4- 4f 7a- b730- 549af Of b6e34 | netl | f6c832e3-9968- 46f d- 8e45-
d5cf 646db9d1l |

Procedure 7.21. Manage agents in neutron deployment

Every agent which supports these extensions will register itself with the neutron server
when it starts up.

1.

List all agents:

$ neutron agent-|li st
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S $o oo - oo
R T +
| id agent _type | host |

alive | admin_state_up

b= cccocccocoooccooocoooocoooCoOCcSSCoSCooodmocooCoSSooCoooooooos Ghmoooooo

hmococoo foocccocoococoanoo +

| 1b69828d- 6a9b- 4826- 87cd- 1757f 0e27f 31 | Linux bridge agent | HostA | :-)
| True |

| aOclc2lc- d4f 4-4577-9ec7-908f 2d48622d | DHCP agent | HostA | :-)
| True |

| ed96b856- aelf - 4d75- bb28- 40a47ff d7695 | Li nux bridge agent | HostB | :-)
| True [

| f28aal26-6edb- 4ea5- a8le- 8850876bc0a8 | DHCP agent | HostB | :-)
| True [

e deceanan

b= —co=o-o ffecocccoccscoo=oo +

The output shows information for four agents. The al i ve field shows : -) if the
agent reported its state within the period defined by the agent _down_t i ne option
in the neut r on. conf file. Otherwise the al i ve is xxX.

List the DHCP agents that host a specified network

In some deployments, one DHCP agent is not enough to hold all network data. In
addition, you must have a backup for it even when the deployment is small. The same
network can be assigned to more than one DHCP agent and one DHCP agent can host

more than one network.

List DHCP agents that host a specified network:

$ neutron dhcp-agent-list-hosting-net netl

------- e
host | admin_state up | alive |
------- e T S
Host A | True | :-) |
------- fecoc-scocccococoodissocossodn

List the networks hosted by a given DHCP agent.

This command is to show which networks a given dhcp agent is managing.

$ neutron net-list-on-dhcp-agent aOclc2lc-d4f 4-4577-9ec7-908f 2d48622d

| 89dcalc6-c7d4- 4f 7a- b730- 549af Of b6e34

d5cf 646db9dl 10.0. 1.0/ 24 |

Show agent details.

name | subnets

netl | f6c832e3-9968-46f d- 8e45-

The agent-list command shows details for a specified agent:
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$ neutron agent-show aOclc2lc-d4f4-4577-9ec7-908f2d48622d

o coococooocoooobocoocooooo
fl=—cccccocccoc-oc-scoccooocooccoco-cococoooc-oocoooocoocoooc +
| Field | Val ue
I
e
- o cccmccccoooomoooc-ocooocoomoooooooooooSooocoooooooooooos +
| admi n_state_up | True
I
| agent _type | DHCP agent
I
| alive | Fal se
I
| binary | neutron-dhcp-agent
I
| configurations | {
I
| [ "subnets": 1,
I
| [ "use_nanespaces": true
I
| [ "dhcp_driver": "neutron.agent.|inux.dhcp
Dnsmasq”, |
| | “networks": 1,
I
| [ "dhcp_| ease_tine": 120,
I
| [ "ports": 3
I
I |}
I
| created_at | 2013-03-16T01: 16: 18. 000000

| description [

I
| heartbeat tinmestanp | 2013-03-17T01: 37: 22. 000000

| host | HostA
I
| id | 58f4ce07-6789-4bb3-aa42- ed3779db2b03
I
| started_at | 2013-03-16T06: 48: 39. 000000
I
| topic | dhcp_agent
I
e
Fm e e e e e e oo eeeeeeeeeeeeeieeiieeeeeeocaoaaaa-- +

In this output, hear t beat _t i nest anp is the time on the neutron server. You do
not need to synchronize all agents to this time for this extension to run correctly.
confi gur ati ons describes the static configuration for the agent or run time data.
This agent is a DHCP agent and it hosts one network, one subnet, and three ports.

Different types of agents show different details. The following output shows
information for a Linux bridge agent:

$ neutron agent-show ed96b856- ae0f - 4d75- bb28- 40a47f f d7695
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S o o o m oo oo oo e oo e oo e ooooooooooaaoooo- +
| Field | Val ue |
[l —cccccoccococooc=ocoo dfesocccoco-cococ-occ-sooccoooocoocoooooooos +
admi n_state_up Tr ue
bi nary neut ron- | i nuxbri dge- agent

confi gurations

{
"physnet 1": "et h0",

I I I
I | I
I I I
I I I
| [ "devi ces": "4" |
I |} I
| created_at | 2013-03-16TO01: 49: 52. 000000

| description | |
| disabled | Fal se |
| group | agent |
| heartbeat tinestanp | 2013-03-16T01: 59: 45. 000000 |
| host | HostB

| id | ed96b856- aelf - 4d75- bb28- 40a47f f d7695 |
| topic | NA |
| started_at | 2013-03-16T06: 48: 39. 000000

| type | Linux bridge agent |
fb—ccccccscc-scoocooocos f-cocccscooco-cooococooccocoocoocsscoossoooos +

The output shows br i dge- mappi ng and the number of virtual network devices on
this L2 agent.

Procedure 7.22. Manage assignment of networks to DHCP agent

Now that you have run the net-list-on-dhcp-agent and dhcp-agent-list-hosting-net
commands, you can add a network to a DHCP agent and remove one from it.

1. Default scheduling.

When you create a network with one port, you can schedule it to an active DHCP
agent. If many active DHCP agents are running, select one randomly. You can design
more sophisticated scheduling algorithms in the same way as nova- schedul e later

$ neutron net-create net2

$ neutron subnet-create net2 9.0.1.0/24 --nanme subnet?2
$ neutron port-create net2

$ neutron dhcp-agent-1list-hosting-net net2

ffc—cccccocccocc-oc-scocco-occoocoocoooooe dmoco=oo feooccococccooooo dfmoco=o= +
| id | host | admin_state up | alive |
b= ccccccocmoococoocoococcooocoocooooooooo o oocoooo ffecococococosoooocoo dsccooeoo +
| aOclc2ilc- d4f 4-4577-9ec7-908f 2d48622d | HostA | True | :-) |
Fom e e ieieecceeeeaaaaaaa. demeean- e S +

It is allocated to DHCP agent on HostA. If you want to validate the behavior through
the dnsmasq command, you must create a subnet for the network because the DHCP
agent starts the dnsmasq service only if there is a DHCP.

2. Assign a network to a given DHCP agent.

To add another DHCP agent to host the network, run this command:

$ neutron dhcp-agent - net wor k- add f 28aal26- 6edb- 4ea5- a8le- 8850876bc0a8 net 2
Added network net2 to dhcp agent
$ neutron dhcp-agent-1list-hosting-net net2
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| id | host | adnmin_state_ up | alive |
e e e e e e eemeeeeeemeaaaaaa Fommea o o memeaeeaaaa Fommaa o +
| aOclc2lc- d4f 4-4577-9ec7-908f 2d48622d | HostA | True | :-) |
| f28aal26-6edb-4ea5- a8le- 8850876bc0a8 | HostB | True | :-) |
b= —cccccocmoocoocoococcooocoocooooooooo o ococoooo ffecococoococoooocoo dmccooeoo +

Both DHCP agents host the net 2 network.
3. Remove a network from a specified DHCP agent.

This command is the sibling command for the previous one. Remove net 2 from the
DHCP agent for HostA:

$ neutron dhcp-agent - net wor k-renmove aOclc2lc- d4f 4- 4577- 9ec7- 908f 2d48622d
net 2

Renoved network net2 to dhcp agent

$ neutron dhcp-agent-1list-hosting-net net2

Fom e iieecceeeeaaaaaaan demeean- e R +
| id | host | adm n_state up | alive |
o o o o oo e oo oo o oo m oo mooooooaoooo—oooo Ho - --- - O R, +
| f28aal26-6edb-4ea5- a8le- 8850876bc0a8 | HostB | True | :-) |
flc—cccccocccocc-oc-scocco-occoocoocoooooc dmcoco=oo feooccococccoo=ooo dmoco=o= +

You can see that only the DHCP agent for HostB is hosting the net 2 network.

Procedure 7.23. HA of DHCP agents

Boot a VM on net2. Let both DHCP agents host net 2. Fail the agents in turn to see if the
VM can still get the desired IP.

1. Boot a VM on net2.

$ neutron net-1li st

T emmm-

[flc—cc-ccocc-occc-cocccccocoocc-ooccocoocoocoooooSooosoo +

| id | nane | subnets
I

fccccocccoocoooococcoconoonooooocooo0aooao dooooac

e +

| 89dcalc6- c7d4- 4f 7a- b730- 549af Of b6e34 | netl | f6c832e3-9968- 46f d- 8e45-
d5cf 646db9d1l 10. 0. 1. 0/ 24|

| 9b96b14f-71b8- 4918- 90aa- c5d705606bla | net2 | 6979b71la- Oae8- 448c-
aa87- 65f 68eedcaaa 9.0.1.0/24 |

Hf—ccccccsccocooococococoocooocssooos=oooos Fmooooe
b= cccoecococoooccooccoooocoooCoooSooooCooCooooSoooosoo +
$ nova boot --image tty --flavor 1 nyserver4 \

--nic net-id=9b96b14f - 71b8-4918- 90aa- c5d705606bla
$ nova |ist

o o o o oo e oo oo o oo m oo mooooooaoooo—oooo S 4o - - oo

o eemea o +

| 1D | Nane | Status | Networks
I

b= —cccccocmoocoocoococcooocoocooooooooo decoccoooocoo decoccoooo

fmcccocccncoocao +

c394f cd0- Obaa- 43ae- a793- 201815c3e8ce | nyserverl | ACTIVE | net1=10.0. 1.

d604e05- 9a6¢- 4ddb- 9082- 8alf bdcc797d | myserver2 | ACTIVE | net1=10.0. 1.

Ar— w—
— N —
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| c7c0481c-3db8-4d7a- a948-60ce8211d585 | nyserver3 | ACTIVE | net1=10.0. 1.

S|

| f62f4731-5591-46b1-9d74-f0c901de567f | nyserver4 | ACTIVE | net2=9.0.1.2
I

e e e ooocococooooo foooooooo

R +

Make sure both DHCP agents hosting 'net2'.

Use the previous commands to assign the network to agents.

$ neutron dhcp-agent-1list-hosting-net net2

ffc—cccccocccocc-oc-scocco-occoocoocoooooe dmoco=oo feooccococccooooo dfmoco=o= +
| id | host | admin_state up | alive |
b= ccccccocmoococoocoococcooocoocooooooooo o oocoooo ffecococococosoooocoo dsccooeoo +
| aOclc2lc- d4f 4-4577-9ec7-908f 2d48622d | HostA | True | :-) |
| f28aal26-6edb-4ea5- a8le- 8850876bc0a8 | HostB | True | :-) |
ffc—cccccocccococc-occscoccococcoocoocoooooc Focco=oo feooccococcccoo=oo omococ=c-o +

Procedure 7.24. Test the HA

6.

Log in to the nyserver 4 VM, and run udhcpc, dhcl i ent or other DHCP client.

Stop the DHCP agent on HostA. Besides stopping the neut r on- dhcp- agent binary,
you must stop the dnsmasq processes.

Run a DHCP client in VM to see if it can get the wanted IP.
Stop the DHCP agent on HostB too.
Run udhcpc in the VM; it cannot get the wanted IP.

Start DHCP agent on HostB. The VM gets the wanted IP again.

Procedure 7.25. Disable and remove an agent

An administrator might want to disable an agent if a system hardware or software upgrade
is planned. Some agents that support scheduling also support disabling and enabling
agents, such as L3 and DHCP agents. After the agent is disabled, the scheduler does not
schedule new resources to the agent. After the agent is disabled, you can safely remove the
agent. Remove the resources on the agent before you delete the agent.

To run the following commands, you must stop the DHCP agent on HostA.

$ neutron agent-update --adm n-state-up Fal se aOclc2lc-
d4f 4- 4577- 9ec7- 908f 2d48622d
$ neutron agent-|ist

b= cccococococoooooocooooScooocoocooooooooo ooococoooooooooooooooo docooooo

= mco=c= ffecocccoccscoo=oo +

| id | agent _type | host |

alive | admin_state_up |

ffccccoccoocoooococooconoonooooocooo0aooao dococcoccocoonococoanoo oooooao

R e +

| 1b69828d- 6a9b- 4826-87cd- 1757f 0e27f31 | Linux bridge agent | HostA | :-)
| True |

| aOclc2lc- d4f 4-4577-9ec7-908f 2d48622d | DHCP agent | HostA | :-)
| Fal se |
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| ed96b856- aeOf - 4d75- bb28- 40a47ff d7695 | Linux bridge agent | HostB | :-)
| True [

| f28aal26- 6edb- 4ea5- a8le-8850876bc0a8 | DHCP agent | HostB | :-)
| True |

b= —cccccocmoocoocoococcooocoocooooooooo occcocmococooooooooooo Ghmoooooo

hmococoo foocccocoococoanoo +

$ neutron agent-del ete aOclc2lc-d4f4-4577-9ec7-908f 2d48622d
Del et ed agent: aOclc2lc- d4f4-4577-9ec7-908f 2d48622d
$ neutron agent-1list

e S e g ey gy e e e g fococoas

= mco=c= ffecocccoccscoo=os +

| id | agent _type | host |

alive | admi n_state_up

fccccocccoocoooococcoconoonooooocooo0aooao dococcoccocoonococoanoo oooooao

o e m - Ioooocoooooooonoa +

| 1b69828d- 6a9b- 4826-87cd-1757f 0e27f31 | Linux bridge agent | HostA | :-)
| True |

| ed96b856- aelf - 4d75- bb28- 40a47f f d7695 | Linux bridge agent | HostB | :-)
| True |

| f28aal26-6edb-4ea5- a8le- 8850876bc0a8 | DHCP agent | HostB | :-)
| True |

fccccocccoocoooococcoconoonooooocooo0aooao dococcoccocoonococoanoo oooooao

o e m - Ioooocoooooooonoa +

After deletion, if you restart the DHCP agent, it appears on the agent list again.

Use Networking

You can manage OpenStack Networking services using the ser vi ce command. For
example:

# service neutron-server st op

# service neutron-server status

# service neutron-server start
# service neutron-server restart

Log files are in the / var /| og/ neut r on directory.
Configuration files are in the / et ¢/ neut r on directory.
You can use Networking in the following ways:

* Expose the Networking API to cloud tenants, enabling them to build rich network
topologies.

* Have the cloud administrator, or an automated administrative tool, create network
connectivity on behalf of tenants.

A tenant or cloud administrator can both perform the following procedures.

Core Networking API features

After you install and run Networking, tenants and administrators can perform create-read-
update-delete (CRUD) API networking operations by using the Networking API directly

or the neutron command-line interface (CLI). The neutron CLI is a wrapper around the
Networking API. Every Networking API call has a corresponding neutron command.
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The CLI includes a number of options. For details, refer to the OpenStack End User Guide.

API abstractions

The Networking v2.0 API provides control over both L2 network topologies and their
allocated IP addresses (IP Address Management or IPAM). There is also an extension to
cover basic L3 forwarding and NAT, which provides capabilities similar to nova-network.

Table 7.15. API abstractions

AbstractionDescription

Network |An isolated L2 network segment (similar to a VLAN) that forms the basis for describing the L2 network
topology available in an Networking deployment.

Subnet Associates a block of IP addresses and other network configuration, such as default gateways or dns-

servers, with an Networking network. Each subnet represents an IPv4 or IPv6 address block, and each
Networking network can have multiple subnets.

Port Represents an attachment port to a L2 Networking network. When a port is created on the network,
by default it is allocated an available fixed IP address out of one of the designated subnets for each IP
version (if one exists). When the port is destroyed, its allocated addresses return to the pool of available IPs

on the subnet. Users of the Networking API can either choose a specific IP address from the block, or let
Networking choose the first available IP address.
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This table summarizes the attributes available for each networking abstraction. For
information about API abstraction and operations, see the Networking API v2.0 Reference.

Table 7.16. Network attributes

Attribute Type Default value Description

admi n_state_up bool True Administrative state of the network. If specified as
False (down), this network does not forward packets.

id uuid-str Generated UUID for this network.

nanme string None Human-readable name for this network; is not
required to be unique.

shar ed bool False Specifies whether this network resource can be
accessed by any tenant. The default policy setting
restricts usage of this attribute to administrative users
only.

st at us string N/A Indicates whether this network is currently
operational.

subnet s list(uuid-str) Empty list List of subnets associated with this network.

tenant _id uuid-str N/A Tenant owner of the network. Only administrative
users can set the tenant identifier; this cannot be
changed using authorization policies.

Table 7.17. Subnet attributes

Attribute Type Default Value Description
al | ocati on_pool s |list(dict) Every address in List of cidr sub-ranges that are available for dynamic
ci dr, excluding allocation to ports. Syntax:
e
cidr string N/A IP range for this subnet, based on the IP version.
dns_naneservers |list(string) Empty list List of DNS name servers used by hosts in this subnet.
enabl e_dhcp bool True Specifies whether DHCP is enabled for this subnet.
gateway_ip string First address in Default gateway used by devices in this subnet.
cidr
host _rout es list(dict) Empty list Routes that should be used by devices with IPs from
this subnet (not including local subnet route).
id uuid-string Generated UUID representing this subnet.
i p_version int 4 IP version.
name string None Human-readable name for this subnet (might not be
unique).
network_i d uuid-string N/A Network with which this subnet is associated.
tenant _id uuid-string N/A Owner of network. Only administrative users can set

the tenant identifier; this cannot be changed using
authorization policies.
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Table 7.18. Port attributes

Attribute Type Default Value Description
adm n_state_up bool true Administrative state of this port. If specified as False
(down), this port does not forward packets.
device_id string None Identifies the device using this port (for example, a
virtual server's ID).
devi ce_owner string None Identifies the entity using this port (for example, a
dhcp agent).
fixed_ips list(dict) Automatically Specifies IP addresses for this port; associates the port
allocated from with the subnets containing the listed IP addresses.
pool
id uuid-string Generated UUID for this port.
mac_addr ess string Generated Mac address to use on this port.
name string None Human-readable name for this port (might not be
unique).
network_id uuid-string N/A Network with which this port is associated.
status string N/A Indicates whether the network is currently operational.
tenant _id uuid-string N/A Owner of the network. Only administrative users can
set the tenant identifier; this cannot be changed using
authorization policies.

Basic Networking operations

To learn about advanced capabilities available through the neutron command-line interface
(CLI), read the networking section in the OpenStack End User Guide.

This table shows example neutron commands that enable you to complete basic network

operations:

Table 7.19. Basic Networking operations

Operation

Command

Creates a network. $ neutron net-create netl

Creates a subnet that is associated with net1. |$ neutron subnet-create netl 10.0.0.0/24

Lists ports for a specified tenant. $ neutron port-list

Lists ports for a specified tenant and displays |$ neutron port-list -c id -c fixed_ips -c device_owner
thei d, fi xed_i ps, and devi ce_owner

columns.

$ neutron port-show port-id

Shows information for a specified port.

N

Note

The devi ce_owner field describes who owns the port. A port whose
devi ce_owner begins with:

* net wor K is created by Networking.

» conput e is created by Compute.

Administrative operations

The cloud administrator can run any neutron command on behalf of tenants by specifying
an Identity t enant _i d in the command, as follows:
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$ neutron net-create --tenant-id=tenant-id network-nane

For example:
$ neutron net-create --tenant-i d=5e4bbe24b67a4410bc4d9of ae29ec394e net 1

3 Note
To view all tenant IDs in Identity, run the following command as an Identity
Service admin user:

$ keystone tenant-|i st
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Advanced Networking operations

This table shows example Networking commands that enable you to complete advanced
network operations:

Table 7.20. Advanced Networking operations

Operation Command

Creates a network that all tenants can use. $ neutron net-create --shared public-net

Creates a subnet with a specified gateway IP  |$ neutron subnet-create --gateway 10.0.0.254 net1 10.0.0.0/

address. 24

Creates a subnet that has no gateway IP $ neutron subnet-create --no-gateway netl 10.0.0.0/24

address.

Creates a subnet with DHCP disabled. $ neutron subnet-create netl 10.0.0.0/24 --enabl e_dhcp Fal se

Creates a subnet with a specified set of host $ neutron subnet-create test-netl 40.0.0.0/24 --host_routes

routes. type=dict list=true destination=40.0.1.0/24, next hop=40.0.0.
2

Creates a subnet with a specified set of dns $ neutron subnet-create test-netl 40.0.0.0/24 --
name servers. dns_nameservers list=true 8.8.8.7 8.8.8.8

Displays all ports and IPs allocated on a $ neutron port-list --network_id net-id
network.
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Use Compute with Networking

Basic Compute and Networking operations

This table shows example neutron and nova commands that enable you to complete basic
VM networking operations:

Table 7.21. Basic Compute and Networking operations

Action Command

Checks available networks. $ neutron net-|list

Boots a VM with a single NIC on a selected $ nova boot --image ing --flavor flavor --nic net-id=net-
Networking network. id vm name

Searches for ports with a devi ce_i d that $ neutron port-list --device_id=vmid

matches the Compute instance UUID. See
Create and delete VMs [234].

Searches for ports, but shows only the $ neutron port-list --field mac_address --device_id=vmid
mac_addr ess of the port.

Temporarily disables a port from sending $ neutron port-update port-id --adnm n_state_up=Fal se
traffic.

S Note

The devi ce_i d can also be a logical router ID.

3 Create and delete VMs
* When you boot a Compute VM, a port on the network that corresponds to
the VM NIC is automatically created and associated with the default security
group. You can configure security group rules to enable users to access the
VM.

* When you delete a Compute VM, the underlying Networking port is
automatically deleted.

Advanced VM creation operations

This table shows example nova and neutron commands that enable you to complete
advanced VM creation operations:

Table 7.22. Advanced VM creation operations

Operation Command

Boots a VM with multiple NICs. $ nova boot --image ing --flavor flavor --nic net-id=netl-id
--nic net-id=net2-id vm nanme

Boots a VM with a specific IP address. First, $ neutron port-create --fixed-ip subnet_id=subnet-id,

create an Networking port with a specific [P |i p_address=IP net-id ; )

address. Then, boot a VM specifying a por t - $ nova boot --image ing --flavor flavor --nic port-id=port-

. ) ! X id vm name

i d rather thananet-i d.

Boots a VM that connects to all networks that |$ nova boot --image inmg --flavor flavor vm nane

are accessible to the tenant who submits the
request (without the - - ni ¢ option).
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S Note
Networking does not currently support the v4- f i xed- i p parameter of the - -
ni ¢ option for the nova command.

Enable ping and SSH on VMs (security groups)

You must configure security group rules depending on the type of plug-in you are using. If
you are using a plug-in that:

* Implements Networking security groups, you can configure security group rules directly
by using neutron security-group-rule-create. This example enables ping and ssh access to
your VMs.

$ neutron security-group-rule-create --protocol icnp \
--direction ingress default

$ neutron security-group-rule-create --protocol tcp --port-range-mn 22 \
--port-range-max 22 --direction ingress default

* Does not implement Networking security groups, you can configure security group
rules by using the nova secgroup-add-rule or euca-authorize command. These nova
commands enable ping and ssh access to your VMs.

$ nova secgroup-add-rul e default icnmp -1 -1 0.0.0.0/0
$ nova secgroup-add-rul e default tcp 22 22 0.0.0.0/0

3 Note
If your plug-in implements Networking security groups, you can also leverage
Compute security groups by setting security_group_api = neutron
in the nova. conf file. After you set this option, all Compute security group
commands are proxied to Networking.

Advanced features through API extensions

Several plug-ins implement APl extensions that provide capabilities similar to what was
available in nova-network: These plug-ins are likely to be of interest to the OpenStack
community.

Provider networks

Networks can be categorized as either "tenant networks" or "provider networks". Tenant
networks are created by normal users, and details about how they are physically realized
are hidden from those users. Provider networks are created with administrative credentials,
specifying the details of how the network is physically realized, usually to match some
existing network in the data center.

Provider networks enable cloud administrators to create Networking networks that map
directly to the physical networks in the data center. This is commonly used to give tenants
direct access to a public network that can be used to reach the Internet. It might also be
used to integrate with VLANs in the network that already have a defined meaning (for
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example, enable a VM from the "marketing" department to be placed on the same VLAN as
bare-metal marketing hosts in the same data center).

The provider extension allows administrators to explicitly manage the relationship between
Networking virtual networks and underlying physical mechanisms such as VLANs and
tunnels. When this extension is supported, Networking client users with administrative
privileges see additional provider attributes on all virtual networks, and are able to specify
these attributes in order to create provider networks.

The provider extension is supported by the Open vSwitch and Linux Bridge plug-ins.
Configuration of these plug-ins requires familiarity with this extension.

Terminology

A number of terms are used in the provider extension and in the configuration of plug-ins
supporting the provider extension:

Table 7.23. Provider extension terminology

Term

Description

virtual network

An Networking L2 network (identified by a UUID and optional name) whose ports can

be attached as vNICs to Compute instances and to various Networking agents. The Open
vSwitch and Linux Bridge plug-ins each support several different mechanisms to realize virtual
networks.

physical network

A network connecting virtualization hosts (such as compute nodes) with each other and with
other network resources. Each physical network might support multiple virtual networks.
The provider extension and the plug-in configurations identify physical networks using simple
string names.

tenant network

A virtual network that a tenant or an administrator creates. The physical details of the
network are not exposed to the tenant.

provider network

A virtual network administratively created to map to a specific network in the data center,
typically to enable direct access to non-OpenStack resources on that network. Tenants can be
given access to provider networks.

VLAN network

A virtual network implemented as packets on a specific physical network containing IEEE
802.1Q headers with a specific VID field value. VLAN networks sharing the same physical
network are isolated from each other at L2, and can even have overlapping IP address spaces.
Each distinct physical network supporting VLAN networks is treated as a separate VLAN trunk,
with a distinct space of VID values. Valid VID values are 1 through 4094.

flat network

A virtual network implemented as packets on a specific physical network containing no IEEE
802.1Q header. Each physical network can realize at most one flat network.

local network

A virtual network that allows communication within each host, but not across a network. Local
networks are intended mainly for single-node test scenarios, but can have other uses.

GRE network

A virtual network implemented as network packets encapsulated using GRE. GRE networks are
also referred to as tunnels. GRE tunnel packets are routed by the IP routing table for the host,
so GRE networks are not associated by Networking with specific physical networks.

Virtual Extensible
LAN (VXLAN)
network

VXLAN is a proposed encapsulation protocol for running an overlay network on existing
Layer 3 infrastructure. An overlay network is a virtual network that is built on top of existing
network Layer 2 and Layer 3 technologies to support elastic compute architectures.

The ML2, Open vSwitch, and Linux Bridge plug-ins support VLAN networks, flat networks,
and local networks. Only the ML2 and Open vSwitch plug-ins currently support GRE and
VXLAN networks, provided that the required features exist in the hosts Linux kernel, Open
vSwitch, and iproute2 packages.

Provider attributes

The provider extension extends the Networking network resource with these attributes:
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Table 7.24. Provider network attributes

Attribute name Type Default Value Description

provider:network_type String N/A The physical mechanism by which the virtual
network is implemented. Possible values are
flat,vlan,local, and gre, corresponding
to flat networks, VLAN networks, local
networks, and GRE networks as defined
above. All types of provider networks can

be created by administrators, while tenant
networks can be implemented as vl an, gr e,
or | ocal network types depending on plug-in
configuration.

provider:physical_network |String If a physical network The name of the physical network over which
named "default" has the virtual network is implemented for flat
been configured, and if and VLAN networks. Not applicable to the
provider:network_type | ocal orgre network types.

isflat orvl an, then
"default" is used.

provider:segmentation_id Integer N/A For VLAN networks, the VLAN VID on the
physical network that realizes the virtual
network. Valid VLAN VIDs are 1 through
4094. For GRE networks, the tunnel ID. Valid
tunnel IDs are any 32 bit unsigned integer.
Not applicable to the f | at or| ocal network
types.

To view or set provider extended attributes, a client must be authorized for the

ext ensi on: provi der _networ k: vi ewand ext ensi on: provi der _net wor k: set
actions in the Networking policy configuration. The default Networking configuration
authorizes both actions for users with the admin role. An authorized client or an
administrative user can view and set the provider extended attributes through Networking
API calls. See the section called “Authentication and authorization” [255] for details on
policy configuration.

Provider extension API operations

To use the provider extension with the default policy settings, you must have the
administrative role.

This list shows example neutron commands that enable you to complete basic provider
extension APl operations:

* Shows all attributes of a network, including provider attributes:

$ neutron net-show <nane or net-id>

* Creates a local provider network:

$ neutron net-create <name> --tenant_id <tenant-id> --provider:network_type
| oca

* When you create flat networks, <phys-net-name> must be known to the plug-in. See the
OpenStack Configuration Reference for details. Creates a flat provider network:

$ neutron net-create <nane> --tenant_id <tenant-id> --provider:network_type
flat --provider:physical _network <phys-net-nanme>

* When you create VLAN networks, <phys-net-name> must be known to the plug-in. See
the OpenStack Configuration Reference for details on configuring network_vlan_ranges
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to identify all physical networks. When you create VLAN networks, <VID> can fall either
within or outside any configured ranges of VLAN IDs from which tenant networks are
allocated. Creates a VLAN provider network:

$ neutron net-create <nane> --tenant_id <tenant-id> --provider:network_type
vl an --provider: physi cal _network <phys-net-nane> --provider: segnentation_id
<VI D>

* When you create GRE networks, <tunnel-id> can be either inside or outside any tunnel ID
ranges from which tenant networks are allocated.

After you create provider networks, you can allocate subnets, which you can use in
the same way as other virtual networks, subject to authorization policy based on the
specified <tenant_id>. Creates a GRE provider network:

$ neutron net-create <nane> --tenant_id <tenant-id> --provider:network_type
gre --provider:segnentation_id <tunnel-id>

L3 routing and NAT

The Networking API provides abstract L2 network segments that are decoupled from the
technology used to implement the L2 network. Networking includes an API extension that
provides abstract L3 routers that API users can dynamically provision and configure. These
Networking routers can connect multiple L2 Networking networks, and can also provide

a gateway that connects one or more private L2 networks to a shared external network.
For example, a public network for access to the Internet. See the OpenStack Configuration
Reference for details on common models of deploying Networking L3 routers.

The L3 router provides basic NAT capabilities on gateway ports that uplink the router to
external networks. This router SNATSs all traffic by default, and supports floating IPs, which
creates a static one-to-one mapping from a public IP on the external network to a private
IP on one of the other subnets attached to the router. This allows a tenant to selectively
expose VMs on private networks to other hosts on the external network (and often to all
hosts on the Internet). You can allocate and map floating IPs from one port to another, as
needed.
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L3 API abstractions

Table 7.25. Router

Attribute name Type Default Value Description
id uuid-str generated UUID for the router.
name String None Human-readable name for the router. Might
not be unique.
admin_state_up Bool True The administrative state of router. If false
(down), the router does not forward packets.
status String N/A Indicates whether router is currently
operational.
tenant_id uuid-str N/A Owner of the router. Only admin users can
specify a tenant_id other than its own.
external_gateway_info| dict contain Null External network that this router connects to
'network_id' key-value for gateway services (for example, NAT)
pair
Table 7.26. Floating IP
Attribute name Type Default Value Description
id uuid-str generated UUID for the floating IP.
floating_ip_address string (IP address) allocated by The external network IP address available to
Networking be mapped to an internal IP address.
floating_network_id  |uuid-str N/A The network indicating the set of subnets
from which the floating IP should be allocated
router_id uuid-str N/A Read-only value indicating the router that
connects the external network to the
associated internal port, if a port is associated.
port_id uuid-str Null Indicates the internal Networking port
associated with the external floating IP.
fixed_ip_address string (IP address) Null Indicates the IP address on the internal port
that is mapped to by the floating IP (since an
Networking port might have more than one IP
address).
tenant_id uuid-str N/A Owner of the Floating IP. Only admin users

can specify a tenant_id other than its own.
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Basic L3 operations

External networks are visible to all users. However, the default policy settings enable only
administrative users to create, update, and delete external networks.

This table shows example neutron commands that enable you to complete basic L3

operations:

Table 7.27. Basic L3 operations

Operation

Command

Creates external networks.

neutron net-create public --router:external =True
neutron subnet-create public 172.16.1.0/24

Lists external networks.

neutron net-list -- --router:external =True

Creates an internal-only router that connects
to multiple L2 networks privately.

neutron net-create netl
neutron subnet-create net1l 10.0.0.0/24

neutron subnet-create net2 10.0.1.0/24
router-create routerl

router-interface-add routerl <subnet 1-uui d>
router-interface-add routerl <subnet2-uui d>

neutron
neutron
neutron

Connects a router to an external network,
which enables that router to act as a NAT
gateway for external connectivity.

#
$
$
$
$
$ neutron net-create net2
$
$
$
$
$

neutron router-gateway-set routerl <ext-net-id>

The router obtains an interface with the gateway_ip address of the
subnet, and this interface is attached to a port on the L2 Networking
network associated with the subnet. The router also gets a gateway
interface to the specified external network. This provides SNAT
connectivity to the external network as well as support for floating IPs
allocated on that external networks. Commonly an external network
maps to a network in the provider

Lists routers.

$ neutron router-list

Shows information for a specified router.

$ neutron router-show <router_id>

Shows all internal interfaces for a router.

Identifies the por t - i d that represents the
VM NIC to which the floating IP should map.

$ neutron port-list -c id -c fixed_ips -- --device_id=
<i nst ance_i d>

This port must be on an Networking subnet that is attached to a
router uplinked to the external network used to create the floating
IP. Conceptually, this is because the router must be able to perform
the Destination NAT (DNAT) rewriting of packets from the Floating
IP address (chosen from a subnet on the external network) to the
internal Fixed IP (chosen from a private subnet that is behind the
router).

Creates a floating IP address and associates it
with a port.

$ neutron floatingip-create <ext-net-id>
$ neutron floatingi p-associ ate <floatingip-id> <internal VM
port-id>

Creates a floating IP address and associates it
with a port, in a single step.

$ neutron floatingip-create --port_id <internal
<ext-net-id>

VM port-id>

Lists floating IPs.

neutron floatingip-1ist

Finds floating IP for a specified VM port.

neutron floatingip-list -- --port_id=2ZZ

Disassociates a floating IP address.

neutron floatingip-di sassociate <floatingip-id>

Deletes the floating IP address.

neutron floatingi p-del ete <fl oati ngi p-id>

Clears the gateway.

neutron router-gateway-clear routerl

Removes the interfaces from the router.

neutron router-interface-del ete routerl <subnet-id>

Deletes the router.

K| B B B B B B

neutron router-delete routerl
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Security groups

Security groups and security group rules allows administrators and tenants the ability to
specify the type of traffic and direction (ingress/egress) that is allowed to pass through a
port. A security group is a container for security group rules.

When a port is created in Networking it is associated with a security group. If a security
group is not specified the port is associated with a 'default' security group. By default, this
group drops all ingress traffic and allows all egress. Rules can be added to this group in
order to change the behaviour.

To use the Compute security group APIs or use Compute to orchestrate the creation

of ports for instances on specific security groups, you must complete additional
configuration. You must configure the / et ¢/ nova/ nova. conf file and set the
security_group_api =neut r on option on every node that runs nova- conput e and
nova- api . After you make this change, restart nova- api and nova- conput e to pick up
this change. Then, you can use both the Compute and OpenStack Network security group
APIs at the same time.

S Note

* To use the Compute security group API with Networking, the Networking
plug-in must implement the security group API. The following plug-ins
currently implement this: ML2, Open vSwitch, Linux Bridge, NEC, Ryu, and
VMware NSX.

* You must configure the correct firewall driver in the securi t ygr oup
section of the plug-in/agent configuration file. Some plug-ins and agents,
such as Linux Bridge Agent and Open vSwitch Agent, use the no-operation
driver as the default, which results in non-working security groups.

* When using the security group APl through Compute, security groups are
applied to all ports on an instance. The reason for this is that Compute
security group APIs are instances based and not port based as Networking.

Security group API abstractions

Table 7.28. Security group attributes

Attribute name Type Default Value Description
id uuid-str generated UUID for the security group.
name String None Human-readable name for the security group.

Might not be unique. Cannot be named
default as that is automatically created for a

tenant.

description String None Human-readable description of a security
group.

tenant_id uuid-str N/A Owner of the security group. Only admin users

can specify a tenant_id other than their own.

Table 7.29. Security group rules

Attribute name Type Default Value Description

id uuid-str generated UUID for the security group rule.
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Attribute name Type Default Value Description
security_group_id uuid-str or Integer allocated by The security group to associate rule with.
Networking
direction String N/A The direction the traffic is allow (ingress/
egress) from a VM.
protocol String None IP Protocol (icmp, tcp, udp, and so on).
port_range_min Integer None Port at start of range
port_range_max Integer None Port at end of range
ethertype String None ethertype in L2 packet (IPv4, IPv6, and so on)
remote_ip_prefix string (IP cidr) None CIDR for address range
remote_group_id uuid-str or Integer allocated by Source security group to apply to rule.
Networking or
Compute
tenant_id uuid-str N/A Owner of the security group rule. Only admin
users can specify a tenant_id other than its
own.

Basic security group operations

This table shows example neutron commands that enable you to complete basic security

group operations:

Table 7.30. Basic security group operations

Operation

Command

Creates a security group for our web servers.

$ neutron security-group-create webservers --description
"security group for webservers"

Lists security groups.

$ neutron security-group-list

Creates a security group rule to allow port 80
ingress.

$ neutron security-group-rule-create --direction ingress
--protocol tcp --port_range_mn 80 --port_range_nmax 80
<security_group_uui d>

Lists security group rules.

$ neutron security-group-rule-list

Deletes a security group rule.

$ neutron security-group-rul e-delete
<security_group_rul e_uui d>

Deletes a security group.

$ neutron security-group-del ete <security_group_uui d>

Creates a port and associates two security
groups.

$ neutron port-create --security-group <security_group_idl>
--security-group <security_group_id2> <network_i d>

Removes security groups from a port.

$ neutron port-update --no-security-groups <port_id>
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Basic Load-Balancer-as-a-Service operations

3 Note
The Load-Balancer-as-a-Service (LBaaS) API provisions and configures load
balancers. The Havana release offers a reference implementation that is based
on the HAProxy software load balancer.

This list shows example neutron commands that enable you to complete basic LBaaS
operations:

*» Creates a load balancer pool by using specific provider.

- - provi der is an optional argument. If not used, the pool is created with default
provider for LBaaS$ service. You should configure the default provider in the

[ servi ce_provi ders] section of neut ron. conf file. If no default provider is
specified for LBaas$, the - - pr ovi der option is required for pool creation.

$ neutron | b-pool -create --I|b-nmethod ROUND _ROBI N --nane mypool --protocol
HTTP --subnet-id <subnet-uuid> --provi der <provi der_name>

* Associates two web servers with pool.

$ neutron | b-nenber-create --address <webserver one | P> --protocol -port 80

nmypool
$ neutron | b-nenber-create --address <webserver two | P> --protocol-port 80

mypool

* Creates a health monitor which checks to make sure our instances are still running on the
specified protocol-port.

$ neutron | b-heal thnonitor-create --delay 3 --type HTTP --nex-retries 3 --
tineout 3

» Associates a health monitor with pool.

$ neutron | b-heal t hnoni t or-associate <heal t hnoni tor-uui d> nypool

* Creates a virtual IP (VIP) address that, when accessed through the load balancer, directs
the requests to one of the pool members.

$ neutron | b-vip-create --name nyvip --protocol -port 80 --protocol HITP --
subnet-id <subnet-uui d> nmypool
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Firewall-as-a-Service

The Firewall-as-a-Service (FWaaS) APl is an experimental APl that enables early adopters
and vendors to test their networking implementations.

Firewall-as-a-Service API abstractions

Table 7.31. Firewall rules

Attribute name Type Default Value Description
id uuid-str generated UUID for the firewall rule.
tenant_id uuid-str N/A Owner of the firewall rule. Only admin users
can specify a tenant_id other than its own.
name String None Human readable name for the firewall rule
(255 characters limit).
description String None Human readable description for the firewall
rule (1024 characters limit).
firewall_policy_id uuid-str or None allocated by This is a read-only attribute that gets
Networking populated with the uuid of the firewall
policy when this firewall rule is associated
with a firewall policy. A firewall rule can
be associated with only one firewall policy
at a time. However, the association can be
changed to a different firewall policy.
shared Boolean False When set to True makes this firewall rule
visible to tenants other than its owner, and it
can be used in firewall policies not owned by
its tenant.
protocol String None IP Protocol (icmp, tcp, udp, None).
ip_version Integer or String 4 IP Version (4, 6).
source_ip_address String (IP address or None Source IP address or CIDR.
CIDR)
destination_ip_address| String (IP address or | None Destination IP address or CIDR.
CIDR)
source_port Integer or String None Source port number or a range.
(either as a single
port number or in
the formatofa "'
separated range)
destination_port Integer or String None Destination port number or a range.
(either as a single
port number or in
the formatofa "'
separated range)
position Integer None This is a read-only attribute that gets assigned
to this rule when the rule is associated with a
firewall policy. It indicates the position of this
rule in that firewall policy.
action String deny Action to be performed on the traffic
matching the rule (allow, deny).
enabled Boolean True When set to False, disables this rule in the
firewall policy. Facilitates selectively turning
off rules without having to disassociate the
rule from the firewall policy.
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Table 7.32. Firewall policies

Attribute name Type Default Value Description

id uuid-str generated UUID for the firewall policy.

tenant_id uuid-str N/A Owner of the firewall policy. Only admin users
can specify a tenant_id other their own.

name String None Human readable name for the firewall policy
(255 characters limit).

description String None Human readable description for the firewall
policy (1024 characters limit).

shared Boolean False When set to True makes this firewall policy
visible to tenants other than its owner, and
can be used to associate with firewalls not
owned by its tenant.

firewall_rules List of uuid-str or None This is an ordered list of firewall rule uuids. The

None firewall applies the rules in the order in which

they appear in this list.

audited Boolean False When set to True by the policy owner

indicates that the firewall policy has been
audited. This attribute is meant to aid in the
firewall policy audit workflows. Each time
the firewall policy or the associated firewall
rules are changed, this attribute is set to False
and must be explicitly set to True through an
update operation.

Table 7.33. Firewalls

Attribute name Type Default Value Description

id uuid-str generated UUID for the firewall.

tenant_id uuid-str N/A Owner of the firewall. Only admin users can
specify a tenant_id other than its own.

name String None Human readable name for the firewall (255
characters limit).

description String None Human readable description for the firewall
(1024 characters limit).

admin_state_up Boolean True The administrative state of the firewall. If False
(down), the firewall does not forward any
packets.

status String N/A Indicates whether the firewall is currently
operational. Possible values include:
* ACTIVE
* DOWN
* PENDING_CREATE
* PENDING_UPDATE
* PENDING_DELETE
* ERROR

firewall_policy_id uuid-str or None None The firewall policy uuid that this firewall is

associated with. This firewall implements
the rules contained in the firewall policy
represented by this uuid.
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Plug-in specific extensions

Each vendor can choose to implement additional API extensions to the core API. This
section describes the extensions for each plug-in.

VMware NSX extensions
These sections explain NSX plug-in extensions.
VMware NSX QoS extension

The VMware NSX QoS extension rate-limits network ports to guarantee a specific amount
of bandwidth for each port. This extension, by default, is only accessible by a tenant with
an admin role but is configurable through the pol i cy. j son file. To use this extension,
create a queue and specify the min/max bandwidth rates (kbps) and optionally set the
QoS Marking and DSCP value (if your network fabric uses these values to make forwarding
decisions). Once created, you can associate a queue with a network. Then, when ports are
created on that network they are automatically created and associated with the specific
queue size that was associated with the network. Because one size queue for a every port
on a network might not be optimal, a scaling factor from the Nova flavor 'rxtx_factor' is
passed in from Compute when creating the port to scale the queue.

Lastly, if you want to set a specific baseline QoS policy for the amount of bandwidth a
single port can use (unless a network queue is specified with the network a port is created
on) a default queue can be created in Networking which then causes ports created to be
associated with a queue of that size times the rxtx scaling factor. Note that after a network
or default queue is specified, queues are added to ports that are subsequently created but
are not added to existing ports.

VMware NSX QoS API abstractions

Table 7.34. VMware NSX QoS attributes

Attribute name Type Default Value Description
id uuid-str generated UUID for the QoS queue.
default Boolean False by default If True, ports are created with this queue

size unless the network port is created or
associated with a queue at port creation time.

name String None Name for QoS queue.

min Integer 0 Minimum Bandwidth Rate (kbps).

max Integer N/A Maximum Bandwidth Rate (kbps).

gos_marking String untrusted by default | Whether QoS marking should be trusted or
untrusted.

dscp Integer 0 DSCP Marking value.

tenant_id uuid-str N/A The owner of the QoS queue.

Basic VMware NSX QoS operations

This table shows example neutron commands that enable you to complete basic queue
operations:
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Table 7.35. Basic VMware NSX QoS operations

Operation Command

Creates QoS Queue (admin-only). $ neutron queue-create--min 10 --max 1000 nyqueue

Associates a queue with a network. $ neutron net-create network --queue_i d=<queue_i d>

Creates a default system queue. $ neutron queue-create --default True --nin 10 --max 2000
def aul t

Lists QoS queues. $ neutron queue-|i st

Deletes a QoS queue. $ neutron queue-del ete <queue_id or name>'

VMware NSX provider networks extension
Provider networks can be implemented in different ways by the underlying NSX platform.

The FLAT and VLAN network types use bridged transport connectors. These network
types enable the attachment of large number of ports. To handle the increased scale, the
NSX plug-in can back a single OpenStack Network with a chain of NSX logical switches.
You can specify the maximum number of ports on each logical switch in this chain on the
max_| p_per _bri dged_| s parameter, which has a default value of 5,000.

The recommended value for this parameter varies with the NSX version running in the
back-end, as shown in the following table.

Table 7.36. Recommended values for max_lp_per_bridged_Is

NSX version Recommended Value
2.x 64

3.0.x 5,000

3.1.x 5,000

3.2.x 10,000

In addition to these network types, the NSX plug-in also supports a special /3_ext network
type, which maps external networks to specific NSX gateway services as discussed in the
next section.

VMware NSX L3 extension

NSX exposes its L3 capabilities through gateway services which are usually configured

out of band from OpenStack. To use NSX with L3 capabilities, first create a L3 gateway
service in the NSX Manager. Next, in / et c/ neutron/ pl ugi ns/ vimwar e/ nsx. i ni set
defaul t _| 3_gw servi ce_uui d to this value. By default, routers are mapped to this
gateway service.

VMware NSX L3 extension operations

Create external network and map it to a specific NSX gateway service:
$ neutron net-create public --router:external =True --provider: network_type

| 3_ext \
- - provi der: physi cal _net wor k <L3- Gat eway- Ser vi ce- UUl D>

Terminate traffic on a specific VLAN from a NSX gateway service:
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$ neutron net-create public --router:external =True --provider:network_type

| 3_ext \

- -provi der: physi cal _network <L3- Gat eway- Servi ce-UU D> - -
provi der:segnentation_id <VLAN | D>

Operational status synchronization in the VMware NSX plug-in

Starting with the Havana release, the VMware NSX plug-in provides an asynchronous
mechanism for retrieving the operational status for neutron resources from the NSX back-
end; this applies to network, port, and router resources.

The back-end is polled periodically, and the status for every resource is retrieved; then the
status in the Networking database is updated only for the resources for which a status

change occurred. As operational status is now retrieved asynchronously, performance for
CET operations is consistently improved.

Data to retrieve from the back-end are divided in chunks in order to avoid expensive API
requests; this is achieved leveraging NSX APIs response paging capabilities. The minimum
chunk size can be specified using a configuration option; the actual chunk size is then
determined dynamically according to: total number of resources to retrieve, interval
between two synchronization task runs, minimum delay between two subsequent requests
to the NSX back-end.

The operational status synchronization can be tuned or disabled using the configuration
options reported in this table; it is however worth noting that the default values work fine
in most cases.

Table 7.37. Configuration options for tuning operational status
synchronization in the NSX plug-in

Option Group |Default Type and constraints | Notes
name value
st at e_sync|nsx_enywed20 Integer; no constraint. |Interval in seconds between two run of the
seconds synchronization task. If the synchronization task takes

more than st at e_sync_i nt er val seconds to execute,
a new instance of the task is started as soon as the other
is completed. Setting the value for this option to 0 will
disable the synchronization task.

max_r andomrsspncs \di

e seconds

Integer. Must
not exceed
m n_sync_r eq_del a|

When different from zero, a random delay between 0
and max_r andom sync_del ay will be added before
Morocessing the next chunk.

m n_sync_r

g ded a0

seconds

Integer. Must
not exceed
state_sync_intery

The value of this option can be tuned according to the
observed load on the NSX controllers. Lower values will
akesult in faster synchronization, but might increase the
load on the controller cluster.

m n_chunk_|

gize sy

600
resources

Integer; no constraint.

Minimum number of resources to retrieve from the back-
end for each synchronization chunk. The expected number
of synchronization chunks is given by the ratio between
state_sync_interval andm n_sync_req_del ay.
This size of a chunk might increase if the total number

of resources is such that more than mi n_chunk_si ze
resources must be fetched in one chunk with the current
number of chunks.

al ways_r ea

chsst_atyu

tEalse

Boolean; no
constraint.

When this option is enabled, the operational status will
always be retrieved from the NSX back-end ad every
GET request. In this case it is advisable to disable the
synchronization task.
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When running multiple OpenStack Networking server instances, the status synchronization
task should not run on every node; doing so sends unnecessary traffic to the NSX

back-end and performs unnecessary DB operations. Set the st at e_sync_i nt er val
configuration option to a non-zero value exclusively on a node designated for back-end
status synchronization.

The fi el ds=st at us parameter in Networking APl requests always triggers an explicit

query to the NSX back end, even when you enable asynchronous state synchronization. For
example, GET /v2. 0/ net wor ks/ <net -i d>?fi el ds=st at us&fi el ds=nane.

Big Switch plug-in extensions
This section explains the Big Switch Neutron plug-in-specific extension.

Big Switch router rules
Big Switch allows router rules to be added to each tenant router. These rules can be used
to enforce routing policies such as denying traffic between subnets or traffic to external
networks. By enforcing these at the router level, network segmentation policies can be
enforced across many VMs that have differing security groups.

Router rule attributes
Each tenant router has a set of router rules associated with it. Each router rule has the

attributes in this table. Router rules and their attributes can be set using the neutron
router-update command, through the Horizon interface or the Neutron API.

Table 7.38. Big Switch Router rule attributes

Attribute name Required Input Type Description

source Yes A valid CIDR or one of the | The network that a packet's source IP must
keywords 'any' or 'external’ | match for the rule to be applied

destination Yes A valid CIDR or one of the | The network that a packet's destination IP
keywords 'any' or 'external’ | must match for the rule to be applied

action Yes 'permit’ or 'deny’ Determines whether or not the matched

packets will allowed to cross the router

nexthop No A plus-separated (+) Overrides the default virtual router used to

list of next-hop IP handle traffic for packets that match the rule

addresses. For example,
1.1.1.1+1.1.1.2.

Order of rule processing

The order of router rules has no effect. Overlapping rules are evaluated using longest prefix
matching on the source and destination fields. The source field is matched first so it always
takes higher precedence over the destination field. In other words, longest prefix matching
is used on the destination field only if there are multiple matching rules with the same
source.

Big Switch router rules operations

Router rules are configured with a router update operation in OpenStack Networking. The
update overrides any previous rules so all rules must be provided at the same time.
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Update a router with rules to permit traffic by default but block traffic from external
networks to the 10.10.10.0/24 subnet:

$ neutron router-update Router-UU D --router_rules type=dict |ist=true\
sour ce=any, desti nati on=any, acti on=permit \
sour ce=ext er nal , desti nati on=10. 10. 10. 0/ 24, act i on=deny

Specify alternate next-hop addresses for a specific subnet:

$ neutron router-update Router-UU D --router_rules type=dict |ist=true\

sour ce=any, desti nati on=any, acti on=permt \

sour ce=10. 10. 10. 0/ 24, dest i nat i on=any, acti on=perni t, next hops=10. 10. 10. 254+10.
10. 10. 253

Block traffic between two subnets while allowing everything else:
$ neutron router-update Router-UU D --router_rules type=dict |ist=true\

sour ce=any, desti nati on=any, acti on=permit \
sour ce=10. 10. 10. 0/ 24, dest i nat i on=10. 20. 20. 20/ 24, act i on=deny

L3 metering

The L3 metering API extension enables administrators to configure IP ranges and assign a
specified label to them to be able to measure traffic that goes through a virtual router.

The L3 metering extension is decoupled from the technology that implements the
measurement. Two abstractions have been added: One is the metering label that can

contain metering rules. Because a metering label is associated with a tenant, all virtual
routers in this tenant are associated with this label.

L3 metering API abstractions

Table 7.39. Label

Attribute name Type Default Value Description

id uuid-str generated UUID for the metering label.

name String None Human-readable name for the metering label.
Might not be unique.

description String None The optional description for the metering
label.

tenant_id uuid-str N/A Owner of the metering label.

Table 7.40. Rules

Attribute name Type Default Value Description

id uuid-str generated UUID for the metering rule.

direction String (Either ingress | ingress The direction in which metering rule is applied,
or egress) either ingress or egress.

metering_label_id uuid-str N/A The metering label ID to associate with this

metering rule.

excluded Boolean False Specify whether the remote_ip_prefix will be
excluded or not from traffic counters of the
metering label (for example, to not count the
traffic of a specific IP address of a range).
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Attribute name

Type

Default Value

Description

remote_ip_prefix

String (CIDR)

N/A

Indicates remote IP prefix to be associated
with this metering rule.
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Basic L3 metering operations
Only administrators can manage the L3 metering labels and rules.

This table shows example neutron commands that enable you to complete basic L3
metering operations:

Table 7.41. Basic L3 operations

Operation Command
Creates a metering label. $ neutron neter-|abel-create labell --
description "description of |abel1"
Lists metering labels. $ neutron neter-| abel -1i st
Shows information for a specified label. $ neutron neter-|abel -show | abel - uui d
$ neutron neter-1|abel -show | abel 1
Deletes a metering label. $ neutron neter-|abel -del ete |abel -uuid
$ neutron neter-|abel-delete |abel 1

Creates a metering rule. $ neutron neter-label -rule-create |abel-uuid cidr --
direction direction --excluded

$ neutron neter-label-rule-create |abel1 10.0.0.0/24 --
direction ingress

$ neutron neter-label-rule-create |abel1 20.0.0.0/24 --

excl uded
Lists metering all label rules. $ neutron neter-label-rule-list
Shows information for a specified label rule.  |$ neutron neter-1Iabel -rul e-show rul e-uuid
Deletes a metering label rule. $ neutron neter-|abel -rul e-del ete rul e-uuid

Advanced operational features

Logging settings

Networking components use Python logging module to do logging. Logging configuration
can be provided in neut r on. conf or as command-line options. Command options
override ones in neut r on. conf.

To configure logging for Networking components, use one of these methods:
* Provide logging settings in a logging configuration file.
See Python logging how-to to learn more about logging.

* Provide logging setting in neut r on. conf

[ DEFAULT]

# Default log level is WARNI NG

# Show debuggi ng output in |ogs (sets DEBUG | og | evel output)
# debug = Fal se

# Show nore verbose | og output (sets INFO log |level output) if debug is
Fal se
# verbose = Fal se

# log _format = % asctine)s %Il evel nane) 8s [ % nane)s] % nmessage)s
# | og_date_format = %/- %m %d % YM %S
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use_sysl og = Fal se
syslog log facility = LOG USER

H*

# if use_syslog is False, we can set log_file and log_dir.
# if use_syslog is False and we do not set log file,
# the log will be printed to stdout.
# log_ file =
# log dir =
Notifications

Notifications can be sent when Networking resources such as network, subnet and port are
created, updated or deleted.

Notification options

To support DHCP agent, rpc_notifier driver must be set. To set up the notification, edit
notification options in neut r on. conf :

# ============ Notification System Options

# Notifications can be sent when network/subnet/port are create, updated or
del et ed.

# There are three nethods of sending notifications: |ogging (via the

# log file directive), rpc (via a nessage queue) and

# noop (no notifications sent, the default)

# Notification_driver can be defined nmultiple tines

# Do not hing driver

# notification_driver = neutron.openstack.comon. notifier.no_op_notifier
# Loggi ng driver

# notification_driver = neutron. openstack.common.notifier.log_notifier

# RPC driver

notification_driver = neutron.openstack.conmon. notifier.rpc_notifier

# default_notification_level is used to formactual topic nanmes or to set
| oggi ng | evel
# default_notification_|level = |INFO

# default_publisher_id is a part of the notification payl oad
# host = nyhost.com
# default_publisher_id = $host

# Defined in rpc_notifier for rpc way, can be comma- separated val ues.
# The actual topic nanmes will be %.%default_notification_I|evel)s
notification_topics = notifications

Setting cases

Logging and RPC

These options configure the Networking server to send notifications through logging
and RPC. The logging options are described in OpenStack Configuration Reference .
RPC notifications go to 'notifications.info' queue bound to a topic exchange defined by
‘control_exchange'in neut r on. conf .

# ============ Notification System Opti ons
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# Notifications can be sent when networ k/subnet/port are create, updated or
del et ed.

There are three nmethods of sending notifications: |ogging (via the

log file directive), rpc (via a nessage queue) and

noop (no notifications sent, the default)

H H

# Notification_driver can be defined nultiple tines

# Do not hing driver

# notification_driver = neutron. openstack. common. notifier.no_op _notifier
Loggi ng dri ver

notification_driver = neutron.openstack.comon. notifier.log_notifier

# RPC dri ver

notification_driver = neutron.openstack.common. notifier.rpc_notifier

H*

# default_notification_level is used to formactual topic nanes or to set
| oggi ng | evel
default _notification_level = | NFO

# default_publisher_id is a part of the notification payl oad
# host = myhost.com
# default _publisher_id = $host

# Defined in rpc_notifier for rpc way, can be comma separated val ues.
# The actual topic names will be %.%default_notification_|level)s
notification_topics = notifications

Multiple RPC topics

These options configure the Networking server to send notifications to multiple RPC topics.
RPC notifications go to 'notifications_one.info' and 'notifications_two.info' queues bound
to a topic exchange defined by 'control_exchange' in neut r on. conf .

# ============ Notification System Options

# Notifications can be sent when network/subnet/port are create, updated or
del et ed.

# There are three nethods of sending notifications: |ogging (via the

# log file directive), rpc (via a nessage queue) and

# noop (no notifications sent, the default)

# Notification_driver can be defined nultiple tines

# Do nothing driver

# notification_driver = neutron.openstack.comon. notifier.no_op_notifier
# Loggi ng driver

# notification_driver = neutron.openstack.comon. notifier.log_notifier

# RPC dri ver

notification_driver = neutron.openstack.comon. notifier.rabbit_notifier

# default_notification_level is used to formactual topic nanmes or to set
| oggi ng | evel
default_notification_|level = INFO

# default_publisher_id is a part of the notification payl oad
# host = nyhost.com
# default _publisher id = $host

# Defined in rpc_notifier for rpc way, can be coma separated val ues.
# The actual topic names will be %.%default_notification_|evel)s
notification_topics = notifications_one,notifications_two
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Authentication and authorization

Networking uses the Identity Service as the default authentication service. When the
Identity Service is enabled, users who submit requests to the Networking service must
provide an authentication token in X- Aut h- Token request header. Users obtain this
token by authenticating with the Identity Service endpoint. For more information about
authentication with the Identity Service, see OpenStack Identity Service APl v2.0 Reference.
When the Identity Service is enabled, it is not mandatory to specify the tenant ID for
resources in create requests because the tenant ID is derived from the authentication
token.

S Note
The default authorization settings only allow administrative users to create
resources on behalf of a different tenant. Networking uses information
received from ldentity to authorize user requests. Networking handles two kind
of authorization policies:

» Operation-based policies specify access criteria for specific operations, possibly with fine-
grained control over specific attributes;

» Resource-based policies specify whether access to specific resource is granted or not
according to the permissions configured for the resource (currently available only for the
network resource). The actual authorization policies enforced in Networking might vary
from deployment to deployment.

The policy engine reads entries from the pol i cy. j son file. The actual location of this
file might vary from distribution to distribution. Entries can be updated while the system
is running, and no service restart is required. Every time the policy file is updated, the
policies are automatically reloaded. Currently the only way of updating such policies is

to edit the policy file. In this section, the terms policy and rule refer to objects that are
specified in the same way in the policy file. There are no syntax differences between a
rule and a policy. A policy is something that is matched directly from the Networking
policy engine. A rule is an element in a policy, which is evaluated. For instance in
create_subnet: [["adm n_or_network_owner"]], create_subnetis a policy, and
admin_or_network_owner is a rule.

Policies are triggered by the Networking policy engine whenever one of them matches
an Networking APl operation or a specific attribute being used in a given operation. For
instance the cr eat e_subnet policy is triggered every time a POST /v2. 0/ subnet s
request is sent to the Networking server; on the other hand cr eat e_net wor k: shar ed
is triggered every time the shared attribute is explicitly specified (and set to a value
different from its default) in a POST /v2. 0/ net wor ks request. It is also worth
mentioning that policies can be also related to specific API extensions; for instance

ext ensi on: provi der _net wor k: set is be triggered if the attributes defined by the
Provider Network extensions are specified in an APl request.

An authorization policy can be composed by one or more rules. If more rules are
specified, evaluation policy succeeds if any of the rules evaluates successfully; if an API
operation matches multiple policies, then all the policies must evaluate successfully. Also,
authorization rules are recursive. Once a rule is matched, the rule(s) can be resolved to
another rule, until a terminal rule is reached.
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The Networking policy engine currently defines the following kinds of terminal rules:

* Role-based rules evaluate successfully if the user who submits the request has the
specified role. For instance " r ol e: admi n" is successful if the user who submits the
request is an administrator.

* Field-based rules evaluate successfully if a field of the resource specified in the current
request matches a specific value. For instance " f i el d: net wor ks: shar ed=Tr ue" is
successful if the shar ed attribute of the net wor k resource is set to true.

* Generic rules compare an attribute in the resource with an attribute extracted from the
user's security credentials and evaluates successfully if the comparison is successful. For
instance "t enant _i d: ¥%{t enant _i d) s" is successful if the tenant identifier in the
resource is equal to the tenant identifier of the user submitting the request.

This extract is from the default pol i cy. j son file:
{

"admin_or_owner":[ ©

[

1.
[

]

"rol e: adm n"

"tenant _id: %tenant _id)s"

]

dm n_or _network_owner": [

[

1.
[

]

"rol e: adm n"

"tenant _i d: % network_t enant _i d) s"

]

dm n_only": [

[
]

"rol e: adm n"

1.

"regul ar _user":[

Il
"shared": [

[
]

"fiel d: net wor ks: shar ed=Tr ue"

I,
"default":[ @
[

]

"rul e: adm n_or_owner"

]

reate_subnet": [

[
]

"rul e: adm n_or_net wor k_owner "

]

et _subnet": [

[
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"rul e: adm n_or _owner"

I
[
"rul e: shar ed"
]
Il
"updat e_subnet ": [
[
"rul e: adm n_or _net wor k_owner"
]
Il
"del ete_subnet": [
[
"rul e: adm n_or _net wor k_owner"
]
Il
"create_network": [
Il
"get_network":[ ©
[
"rul e: adm n_or_owner"
],
[
"rul e: shar ed"
]
Il
"create_network:shared":[ O
[
"rul e: adm n_onl y"
]
e
"updat e_networ k": [
[
"rul e: adm n_or_owner"
]
Il
"del ete_network": [
[
"rul e: adm n_or_owner"
]
Il
"create_port":|
Il

"create_port:mac_address":[ ©

[

"rul e: adm n_or _net wor k_owner "

]
1.
"create_port:fixed_ ips":[
[
"rul e: adm n_or_net wor k_owner "
]
1.
"get_port":[
[
"rul e: adm n_or _owner"
]
1.
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"update_port": [
[

]
Il
"delete_port":|

[
]

"rul e: adm n_or_owner"

"rul e: adm n_or_owner"

©® A rule that evaluates successfully if the current user is an administrator or the owner of
the resource specified in the request (tenant identifier is equal).

® The default policy that is always evaluated if an APl operation does not match any of
the policies in pol i cy. j son.

® This policy evaluates successfully if either admin_or_owner, or shared evaluates
successfully.

O This policy restricts the ability to manipulate the shared attribute for a network to
administrators only.

© This policy restricts the ability to manipulate the mac_address attribute for a port only
to administrators and the owner of the network where the port is attached.

In some cases, some operations are restricted to administrators only. This example shows
you how to modify a policy file to permit tenants to define networks and see their
resources and permit administrative users to perform all other operations:

{
"admi n_or_owner": [["role:adnmin"], ["tenant _id:%tenant _id)s"]],
"admi n_only": [["role:adm n"]], "regular_user": [],
"default": [["rule:adm n_only"]],
"create_subnet": [["rule:adm n_only"]],
"get _subnet": [["rul e:adm n_or_owner"]],
"updat e_subnet”: [["rul e:adm n_only"]],
"del ete_subnet": [["rule:adm n_only"]],
"create_network": [],
"get _network": [["rul e:admi n_or_owner"]],
"create_network:shared": [["rul e:adm n_only"]],
"updat e_network": [["rul e:adm n_or_owner"]],
"del ete_network": [["rul e:admi n_or_owner"]],
"create_port": [["rule:adm n_only"]],
"get_port": [["rul e:adm n_or_owner"]],
"update_port": [["rule:adnmi n_only"]],
"del ete_port": [["rule:adm n_only"]]

}
High availability

The use of high availability in a Networking deployment helps mitigate the impact of
individual node failures. In general, you can run neut r on- ser ver and neut r on- dhcp-
agent in an active/active fashion. You can run the neut r on- | 3- agent service as active/
passive, which avoids IP conflicts with respect to gateway IP addresses.
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Networking high availability with Pacemaker

You can run some Networking services in a cluster configuration (active/passive or active/
active for Networking server only) with Pacemaker.

Download the latest resources agents:

* neutron-server: https://github.com/madkiss/openstack-resource-agents

* neutron-dhcp-agent: https://github.com/madkiss/openstack-resource-agents

* neutron-3-agent: https://github.com/madkiss/openstack-resource-agents

N

Plug-in pagination and sorting support

Table 7.42. Plug-ins that support native pagination and sorting

For information about how to build a cluster, see Pacemaker documentation.

Plug-in Support Native Pagination Support Native Sorting
ML2 True True
Open vSwitch True True
Linux Bridge True True
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Appendix A. Community support
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The following resources are available to help you run and use OpenStack. The OpenStack
community constantly improves and adds to the main features of OpenStack, but if you
have any questions, do not hesitate to ask. Use the following resources to get OpenStack
support, and troubleshoot your installations.

Documentation

For the available OpenStack documentation, see docs.openstack.org.

To provide feedback on documentation, join and use the

<openst ack- docs@i st s. openst ack. or g> mailing list at OpenStack Documentation
Mailing List, or report a bug.

The following books explain how to install an OpenStack cloud and its associated
components:

* Installation Guide for Debian 7.0

* Installation Guide for openSUSE and SUSE Linux Enterprise Server

* Installation Guide for Red Hat Enterprise Linux, CentOS, and Fedora

* Installation Guide for Ubuntu 12.04/14.04 (LTS)

The following books explain how to configure and run an OpenStack cloud:
* Cloud Administrator Guide

» Configuration Reference

» Operations Guide

* High Availability Guide

* Security Guide
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* Virtual Machine Image Guide

The following books explain how to use the OpenStack dashboard and command-line
clients:

* API Quick Start

* End User Guide

* Admin User Guide

* Command-Line Interface Reference

The following documentation provides reference and guidance information for the
OpenStack APIs:

* OpenStack APl Complete Reference (HTML)

* APl Complete Reference (PDF)

» OpenStack Block Storage Service APl v2 Reference

* OpenStack Compute APl v2 and Extensions Reference
* OpenStack Identity Service APl v2.0 Reference

* OpenStack Image Service APl v2 Reference

* OpenStack Networking APl v2.0 Reference

* OpenStack Object Storage APl v1 Reference

The Training Guides offer software training for cloud administration and management.

ask.openstack.org

During the set up or testing of OpenStack, you might have questions about how a specific
task is completed or be in a situation where a feature does not work correctly. Use the
ask.openstack.org site to ask questions and get answers. When you visit the http://
ask.openstack.org site, scan the recently asked questions to see whether your question has
already been answered. If not, ask a new question. Be sure to give a clear, concise summary
in the title and provide as much detail as possible in the description. Paste in your command
output or stack traces, links to screen shots, and any other information which might be
useful.

OpenStack mailing lists

A great way to get answers and insights is to post your question or problematic scenario

to the OpenStack mailing list. You can learn from and help others who might have similar
issues. To subscribe or view the archives, go to http://lists.openstack.org/cgi-bin/mailman/
listinfo/openstack. You might be interested in the other mailing lists for specific projects or
development, which you can find on the wiki. A description of all mailing lists is available at
http://wiki.openstack.org/MailingLists.
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The OpenStack wiki

The OpenStack wiki contains a broad range of topics but some of the information can be
difficult to find or is a few pages deep. Fortunately, the wiki search feature enables you to
search by title or content. If you search for specific information, such as about networking
or nova, you can find a large amount of relevant material. More is being added all the time,
so be sure to check back often. You can find the search box in the upper-right corner of any
OpenStack wiki page.

The Launchpad Bugs area

The OpenStack community values your set up and testing efforts and wants your feedback.
To log a bug, you must sign up for a Launchpad account at https://launchpad.net/+login.
You can view existing bugs and report bugs in the Launchpad Bugs area. Use the search
feature to determine whether the bug has already been reported or already been fixed. If
it still seems like your bug is unreported, fill out a bug report.

Some tips:
* Give a clear, concise summary.

* Provide as much detail as possible in the description. Paste in your command output or
stack traces, links to screen shots, and any other information which might be useful.

* Be sure to include the software and package versions that you are using, especially if
you are using a development branch, such as, "Juno rel ease” vs git conmit
bc79c3ecc55929bac585d04a03475b72e06a3208.

* Any deployment-specific information is helpful, such as whether you are using Ubuntu
14.04 or are performing a multi-node installation.

The following Launchpad Bugs areas are available:
» Bugs: OpenStack Block Storage (cinder)

* Bugs: OpenStack Compute (nova)

* Bugs: OpenStack Dashboard (horizon)

* Bugs: OpenStack Identity (keystone)

» Bugs: OpenStack Image Service (glance)

* Bugs: OpenStack Networking (neutron)

* Bugs: OpenStack Object Storage (swift)

* Bugs: Bare Metal (ironic)

* Bugs: Data Processing Service (sahara)

» Bugs: Database Service (trove)
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* Bugs: Orchestration (heat)

* Bugs: Telemetry (ceilometer)

* Bugs: Queue Service (marconi)

* Bugs: OpenStack API Documentation (api.openstack.org)

* Bugs: OpenStack Documentation (docs.openstack.org)

The OpenStack IRC channel

The OpenStack community lives in the #openstack IRC channel on the Freenode network.
You can hang out, ask questions, or get immediate feedback for urgent and pressing issues.
To install an IRC client or use a browser-based client, go to http://webchat.freenode.net/.
You can also use Colloquy (Mac OS X, http://colloquy.info/), mIRC (Windows, http://
www.mirc.com/), or XChat (Linux). When you are in the IRC channel and want to share
code or command output, the generally accepted method is to use a Paste Bin. The
OpenStack project has one at http://paste.openstack.org. Just paste your longer amounts
of text or logs in the web form and you get a URL that you can paste into the channel. The
OpenStack IRC channel is #openst ack oni rc. f reenode. net . You can find a list of all
OpenStack IRC channels at https://wiki.openstack.org/wiki/IRC.

Documentation feedback

To provide feedback on documentation, join and use the
<openst ack- docs@i sts. openst ack. or g> mailing list at OpenStack Documentation
Mailing List, or report a bug.

OpenStack distribution packages

The following Linux distributions provide community-supported packages for OpenStack:

* Debian: http://wiki.debian.org/OpenStack

» CentOS, Fedora, and Red Hat Enterprise Linux: http://openstack.redhat.com/

* openSUSE and SUSE Linux Enterprise Server: http://en.opensuse.org/Portal:OpenStack

* Ubuntu: https://wiki.ubuntu.com/ServerTeam/CloudArchive
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