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Protect Your Data

Power outage 

Hardware fault 

Natural disaster 

Network issue 

Human error



Solution Diversity

Backup vs Replication

Differential 
backup vs Incremental 

backup

On site vs Cross site

Hardware 
replication vs Software 

replication



✓ 后端数据存储

✓ Swift
✓ 备份、快照、复制、镜像的基础项⺫⽬目

✓ Nova（VM）
✓ Cinder（Block）
✓ Manila（File）
✓ Glance

✓ 提供上层服务的独⽴立项⺫⽬目 

✓ Freezer
✓ Smaug
✓ Ekko
✓ Raksha     
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Zone 1 Zone 2 ……Zone 3

Swift

OpenStack各种 
备份中官⽅方推荐 
的⽅方案⾸首选存储 
后端。



Backup
✓  Create Backup

✓  List Backups

✓  Show Backup Details

✓  Delete Backups

✓  Restore Backup

✓  Force-Delete Backup

✓  Show back-end 
Capabilities
     
    

PointCinder API

Message Bus SQL

Cinder-
Backup

Cinder-
Backup

Backup 
Driver

Volume
Driver

通过后端（Swift，Ceph。。。）提供基础备份能⼒力

卷备份与恢复——Cinder 



备份与恢复——Glance + Cinder/Nova

1

2
Create Snapshot by 

Cinder 
volume_snapshots.creat

e

Create copy volume 
base on snapshot 
volumes.create

3

Upload volume to 
image 

volumes.upload_to_ima
ge 4

Download image to 
Swift 

Image.data

Cinder

Glance

Back-end

Vol Copy-
Vol

Snapsh
ot

Data Copy

1 2

3

Swift

Nova

4

Create_Image

1

Data Copy



Coming soon

⽂文件备份与恢复——Manila



集成型备份与恢复——Freezer

Elasticsearch

Web UI API

Freezer-
Scheduler

Freezer-
Agent

File Storage

NFS

SSH

Swift

Object Storage

Elasticsearch

Web UI API

Elasticsearch

Web UI API

Action

Action

Action

Action

Job



Smaug Highlights

Protect any OpenStack resource, as a Service

Flexible: different protections for different use-cases

Open architecture: support diverse vendor solutions

Pluggable: what, where, and how to protect



Typical 3-tier Application



Smaug

Smaug API

Protection Plan A

Volume backup

Object storage

Image backup

Protection Plan B

Volume replication

Object storage

Image replication

Protection Plan C

Volume backup off-premise

Object storage off-premise

Image backup off-premise

Tenant



Backup
✓  Policy。

✓  Tenant。

✓  support Siwft、
Cinder、Glance bank

✓ used other OpenStack 
Services
     
    

Backup and Restore——Smaug

Smaug-api

SQLMessage Bus

Trigger

Operation Service

TriggerTriggerTrigger Plug-in

Operation Engine

Plug-inPlug-in
Bank 

Plug-in

Provider

Swift



Bank

Smaug

Site 2

Smaug

Site 1

Swift S3 … Protect 

Restore 

 Cloud  3tier 
Application  Cloud  3tier 

Application 

Checkpoint 

CrossSite Backup and Restore



单站点备份与恢复——Smaug + Cinder

Cinder API

Message Bus
SQL

Cinder-
Backup

Cinder-
Backup

Backup 
Driver

Volume
Driver

Smaug-api

Trigger

Operation Service

TriggerTriggerTrigger

Operation Engine

Bank 
Plug-in

Provider

Plug-inPlug-inPlug-in

Message Bus
Swift



Plug-in

Smaug-api

Plug-in

Operation Engine

Plug-inFreezer 
Plug-in

Bank 
Plug-in

Provider

Freezer-api

Elastic
Search

Freezer-scheduler & 
Freezer-agent

Swift

1

2/4

3

5

1

Freezer-plug-in在swift中创建 
checkpoint section 

(CheckPoint.get_resource_bank_se
ction)

2

调⽤用freezer-api创建backup 
job 

(POST   /v1/jobs)

3

Freezer-scheduler定期从freezer-
api获取job，并调⽤用freezer-

agent执⾏行job，将备份数据写到
swift

4

Freezer-plug-in定时调⽤用
freezer-api查询job 的状态直⾄至

job完成 
(GET    /v1/jobs/{jobs_id})

5

Freezer-plugin-in将资源的备份状
态更新到checkpoint 

(BankSection.update_object)

⽂文件&应⽤用备份与恢复——Smaug + Freezer



跨站点备份与恢复——Smaug + Swift

Smaug API Service

Smaug Operation Engine

Protection 
Plug-in

Bank 
Plug-in

Provider

Smaug Operation Engine

Protection 
Plug-in

Bank 
Plug-in

Provider

Storage Backend

Swift

Smaug Dashboard

OpenStack Site #1

Smaug API Service

Smaug Dashboard

OpenStack Site #2

Protect Restore



Multi-Region Cluster
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Zone 1 Zone 2 ……Zone 3 Zone 1 Zone 2 ……Zone 3

Replication Network

Region 1 Region 2







Multi-Region Cluster
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Zone 1 Zone 2 ……Zone 3 Zone 1 Zone 2 ……Zone 3

Replication Network

Region 1 Region 2

Be careful with the 
Eventually Consistency!

Only object PUT requests 
are affected by the write_affinity setting.
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http://docs.openstack.org/developer/swift/overview_large_objects.html

Swift Large Object Support



Placeholder Footer Copy / BU Logo or Name Goes Here

Thanks

launchpad.net/smaug

openstack.org/wiki/Smaug

https://launchpad.net/smaug
https://openstack.org/wiki/Smaug

