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About Me

*Formerly a performance engineer at Etsy
= Started the Boston Web Perf Meetup Group

*Former CTO at a pre-product startup in
Boston

* Planned on launching with HT TPS
everywhere and H/2 support

#fluentconf @jonathanklein jkle.in/http2






SPDY
Experimental protocol
developed at Google




SPDY
Experimental protocol
developed at Google

H/2
Official second major version of
HTTP, based on SPDY



SPDY’s Future, H/2 Status
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SPDY’s Future, H/2 Status

“H/2 approved by the IETF for publication as
standards-track RFCs
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SPDY’s Future, H/2 Status

“H/2 approved by the IETF for publication as
standards-track RFCs

= Chrome removing SPDY support in 2016

#fluentconf @jonathanklein jkle.in/http2
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HTTP/2 is Done

Hi, I'm Mark Nottingham. |
currently chair the IETF HTTP
Working Group and am a
member of the .
usually write here about the
Web, protocol design, HTTP,
and caching. Once in a while,
I’ll write about economics,
travel or living in Australia.

W Follow @mnot 4,590 followers



Hi, I'm Mark Nottingham. |
ety cUrrently chair the IETF HTTP
Working Group and am a

member of the N
usually write here about the
Web, protocol design, HTTP,
and caching. Once in a while,
I'll write about economics,
travel or living in Australia.

W Follow @mnot 4,590 followers



72.15% + 7.98% = 80.13%

HTTP/2 protocol / SPDY & -orher Global

Networking protocol for low-latency transport of content over the
web. Originally started out from the SPDY protocol, now

standardized as HT TP version 2.
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TCP/IP Network Model

TCPIIP Layers TCPIIP Prototocols
Application Layer HTTP FTP Telnet SMTP DNS
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TCP Three Way Handshake

Sender Receiver

Time
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one way

Speed of Light = 186,000 miles / sec
Assumed RT T =28ms




¢ Global Ping Statistics - Boston and San Francisco

Showing historical ping data between major cities. Bar shows Average + Median Deviation.
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Sender Receiver

SYN  Bndiiininniiiininnnsesesensiinissssssesssssssnninssesess

................................................................................. SYN ACK
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Congestion Collapse

“This condition is stable. Once the saturation point
has been reached, if the algorithm for selecting
packets to be dropped is fair, the network will
continue to operate in a degraded condition.”

- RFC 896

#fluentconf @jonathanklein jkle.in/http2
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HTTP Head-of-line
Blocking

A single slow response blocks
all requests behind It.



|\

|\

‘\\\\\\\\\\
w
waw!

///////

//
,,,,M////////////// ///
,/,,é.%s
\,z ?,\ \\ \\\
- .

\
‘.
.
a '




TCP/IP Network Model

TCPIIP Layers TCPIIP Prototocols
Application Layer HTTP FTP Telnet SMTP DNS
Transport Layer TCP UDP
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HT TP Head-of-line Blocking
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What About HI TP Pipelining?

"...If the web browser Is the primary delivery vehicle
for your web application, then we can't count on
HTTP pipelining to help with performance.”

- High Performance Browser Networking

#fluentconf @jonathanklein jkle.in/http2
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Workarounds and Downsides
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Workarounds and Downsides

= Multiple TCP Connections
= Extra resource utilization
« Bandwidth competition

* Domain Sharding

= Extra DNS Lookup(s)
* Implementation complexity

#fluentconf @jonathanklein jkle.in/http2
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H/2 Multiplexing

* Interleave multiple requests/responses on
the same connection
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H/2 Multiplexing

* Interleave multiple requests/responses on
the same connection

*No more head-of-line blocking!

From HPBN
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H/2 Multiplexing

* Interleave multiple requests/responses on
the same connection

*No more head-of-line blocking!

HTTP 2.0 connection

Client

| stream1 | stream3 | stream3 | stream 1 )
DATA | HEADERS DATA DATA

h§
"

Server
From HPBN

#fluentconf @jonathanklein jkle.in/http2
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Forget about...
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Forget about...

= Combining CSS and JS files
* Inlining small CSS/JS

= Using Image sprites

= Using DataURIs

* Domain sharding

#fluentconf @jonathanklein jkle.in/http2
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Request Headers

GET /ajax/libs/jquery/1.7.2/jguery.min.js HTTP/1.1

Host: cdn.oreillystatic.com
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache
Accept: */*

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 10 2)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2272.118 Safari/

537.36
Referer: http://fluentconf.com/javascript-html-2015

Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;g=0.38

O'REILLY

#fluentconf @jonathanklein jkle.in/http2 Fluent



Response Headers

HTTP/1.1 200 OK

server: Apache

Vary: Accept-Encoding
Last-Modified: Thu, 02 Aug 2012 22:41:31 GMT
Accept—-Ranges: bytes

Content-Encoding: gzilp
Content-Length: 33622

Content-Type: application/javascript

Cache-Control: max—-age=2236992

Expires: Thu, 30 Apr 2015 17:21:11 GMT
Date: Sat, 04 Apr 2015 19:57:59 GMT
Connectilion: keep-alive

O'REILLY

#fluentconf @jonathanklein jkle.in/http2
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Request Headers

GET /en/assets/l/eventprovider/1l/lazyload min v3.js HTTP/1.1

Host: cdn.oreillystatic.com
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache
Accept: */*

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 10 2)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2272.118 Safari/

537.36
Referer: http://fluentconf.com/javascript-html-2015

Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;g=0.38

O'REILLY

#fluentconf @jonathanklein jkle.in/http2 Fluent



Request Headers

GET /en/assets/l/eventprovider/1l/lazyload min v3.3js HTTP/1.1

Host: cdn.oreillystatic.com
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache
Accept: */*

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 10 2)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2272.118 Safari/

537.36
Referer: http://fluentconf.com/javascript-html-2015

Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;g=0.38

O'REILLY

#fluentconf @jonathanklein jkle.in/http2 Fluent



HPACK

Static table
Request headers 1 authority Encoded headers
:method GET -method GET 2

.scheme https

host [ example.com
path /resource

referer

» 63
19| Huffman(“/resource”)
62 | user-agent | Mozilla/5.0 ... 62
63 ‘host [ example.com Huffman("custom-hdr’)

I S Hufiman( some value)

Dynamic table

user-agent | Mozilla/5.0 ...
custom-hdr| some-value

From HPBN



Why HPACK and not zlib?

* CRIME attack
= zliIb + encryption = session hijacking

= HPACK: New, header specific compression
algorithm

#fluentconf @jonathanklein jkle.in/http2
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Request
Prioritization and
Server Push




Server Push

#fluentconf @jonathanklein jkle.in/http2



Server Push
= Resources can be...

#fluentconf @jonathanklein jkle.in/http2



Server Push

= Resources can be...
= Cached by client
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Server Push

= Resources can be...
= Cached by client
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= Multiplexed
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Server Push

" Resources can be...
= Cached by client
= Declined by client
= Multiplexed
* Prioritized by server
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Server Push

* Resources can be...

= Cached by client

= Declined by client

= Multiplexed

* Prioritized by server
*Must obey same-origin policy

#fluentconf @jonathanklein jkle.in/http2
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Data From Google

_ Google News Google Sites Google Drive Google Maps

Median 43% 27% 23% -24%
-32% -30% “15% -20%

Sth percentile
(fast connections)

95th percentile -44% -33% -36% -28%
(slow connections)

time from first request byte to the onload event

#fluentconf @jonathanklein jkle.in/http2
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Key Stats

H/2 Difference

Bytes 387KB 387KB -
Start Render| 1019ms Q72mS -5%
Speed Index | 1278ms 1108ms -14%

#fluentconf @jonathanklein jkle.in/http2



VVhat About
HTTPS?

Not required by spec, but
Firefox and Chrome will require it
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Criticism
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Criticism
‘It was rushed, we wanted more”
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Criticism
‘It was rushed, we wanted more”
- Something good now > something perfect in 5 years
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Criticism
‘It was rushed, we wanted more”
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Criticism
‘It was rushed, we wanted more”
- Something good now > something perfect in 5 years

“Why does it require TLS?”

- The spec doesn't, some browsers do

#fluentconf @jonathanklein jkle.in/http2
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Implementation



Webservers

Session Session OCSP Dynamic ALPN Forward
identifiers tickets stapling record sizing / NPN secrecy
Apache 52 i) g S no” =
ATS i s e dynamic g g,
bud no yes yes static yes yes
F3 BIG-IP gE, e 5 g s g
HAProxy = = 5 dynamic = 45
S 45 g = i i g
NetScaler g ik 42 fal e s
NGINX = = e static 52 g
node.js yes no no no yes no

https://istlsfastyet.com/

O'REILLY
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CDN Support

Session Session OCSP Dynamic ALPN Forward SPDY &
identifiers tickets stapling record sizing  /NPN secrecy HTTP/2
spdy/3
Akamai yes yes yes 2:322%;" rable yes yes spdy3.1 (opt-
in)
CloudFlare yes yes yes 4KB (static) yes yes spdy/3.1
AWS ELB yes yes no no no yes no
é}'gﬁ dEront no yes yes no yes yes no
EdgeCast no yes yes no no yes no
Fastly yes yes yes no no yes no
Google A :
Er?gi%\g PP yes yes no dynamic yes yes
Heroku yes yes no no no yes
Instart Logic yes yes no g;gg%;’ rable yes yes
Limelight yes yes no no no yes
MaxCDN yes yes no no yes no

https://istlsfastyet.com/

O'REILLY
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Handling Both H/1 and H/2 Clients

Okay to Keep Stop

Combining CSS/JS Domain Sharding

Spriting Inlining Content

#fluentconf @jonathanklein jkle.in/http2



Global 72.15% + 7.98% = 80.13%
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Wrapping Up
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Wrapping Up
“H/2 Is here

=H/2 Is fast
=H/2 Is supported

... go iImplement it!
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Thanks!

http://jkle.in/http2
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