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Examples of Adversarial Analytics

 Compete for resources
— Low latency trading
— Auctions

e Steal someone else’s resources
— Credit card fraud rings
— Insurance fraud rings

* Hide your activity
— Click spam

— Exfiltration of information



Conventional vs Adversarial Analytics

Type of game
Subject
Behavior
Transparency

Automation

Conventional Analytics Adversarial Analytics

Gain / Gain Gain / Loss
Individual Group / ring / organization
Drifts over time Sudden changes

Behavior usually open  Behavior usually hidden

Manual (an individual) Sometimes another model



1. Points of Compromise

Source: Wall Street Journal, May 4, 2007



Case Study: Points of Compromise

TJIX compromise

Wireless Point of Sale
devices compromised

Personal information on
451,000 individuals taken

Information used months
later for fraudulent
purchases.

WSJ reports that 45.7
million credit card accounts
at risk

“TIX's breach-related bill
could Surpass S”]- billion Source: Wall Street Journal,
over five years May 4, 2007




UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA ) Criminal No.
)
V. ) VIOLATIONS:
) 18 U.S.C. § 371 (Conspiracy)
ALBERT GONZALEZ. ) 18 U.S.C. § 1030(a)(5)(A)(1) (Damage to Computer
a/k/a cumbajohny, a’k/a cj, ) Systems)
a’k/a UIN 201679996, a/k/a ) 18 U.S.C. § 1343 (Wire Fraud)
UIN 476747, a/k/a soupnazi, ) 18 U.S.C. § 1029(a)(3) (Access Device Fraud)
a/k/a segvec, a’k/a k1ngchilli, ) 18 U.S.C. § 1028A (Aggravated Identity Theft)
a/k/a stanozololz, ) 18 U.S.C. §§ 1029(c)(1)(C), 982(a)(2)(B). 981(a)
) (1)(C), 28 U.S.C. §2461(c) (Criminal Forfeiture)
Defendant. )

INDICTMENT
COUNT ONE
(Conspiracy)
18 U.S.C. §371
The Grand Jury charges that:
1. From approximately 2003 through 2008, in the Southern District of Florida, the

District of Massachusetts, Eastern Europe and elsewhere, ALBERT GONZALEZ, Christopher



The Grand Jury in and for the District of New Jersey,
sitting at Newark, charges:

COUNT 1
(Conspiracy)
18 U.S.C. § 371

1. At various times relevant to this Indictment:
The Defendants
a. Defendant Albert Gonzalez, a/k/a “segvec,” a/k/a
“soupnazi,” a/k/a “jd4guarl7” (“GONZALEZ”), resided in or near

Miami, Florida.

b. Defendant HACKER 1 resided in or near Russia.
C. Defendant HACKER 2 resided in or near Russia.
Coconspirator

d. ®.T., a coconspil The gdversary is often a group,
defendant herein, resided in or | criminal ring, etc.

in or near Miami, Florida.



It’s Not an Individual...

An International Web

The Justice Department has charged 11
people with operating an international identity

theft ring that stole millions of credit card
account numbers. According to the

indictments, here is who was involved and how

most of the crimes were carried out.

TRAFFICKING EASTERN EURCPE

Stored stolen identity information and used it
to make and distribute fake credit cards.

Sold stolen identity Sold materials to
data to conspirators make fake cards.
in Eastern Europe.

IDENTITY THEFT MIAMI MAKING CREDIT CARDS CHINA AND LUINKNOWN

Hacked into wireless computer networks of national chains Sold plastic blanks and equipment used
in the Miami area and stole credit card information. to make fake credit cards.

Source: Justice Department THENEW YORK TIMES

Source: Justice Department, New York Times.



Gonzalez Tradecraft

. Exploit vulnerabilities in wireless networks
outside of retail stores.

. Exploit vulnerabilities in databases of retail
organizations.

. Gain unauthorized access to networks that
process and store credit card transactions.

. Exfiltrate 40 Million track 2 records (data on
credit card’s magnetic strip)



Gonzalez Tradecraft (cont’d)

5. Sell track 2 data in Eastern Europe, USA, and
other places.

6. Create counterfeit ATM and debit cards using
track 2 data.

7. Conceal and launder the illegal proceeds
obtained through anonymous web currencies
in the US and Russia.

Source: US District Court, District of Massachusetts, Indictment of
Albert Gonzalez, August 5, 2008.



Data Is Large

database

= IR
TJX compromise data is too - “{EWMSTREETJOURNAL
Millions of possible points of

compromise

large to fit into memory wm“r
Data is difficult to fit into =
Data must be kept for months

to years

S

Source: Wall Street Journal, May 4, 2007




2. Introduction to
Adversarial Analytics




Conventional Analytics

GO‘ /SIC big data

Web  Images  Maps  Shopping News  More~  Search tools

Ads related to big data ®

What is Big Data? - Extensive Insights On Big Data - SAS.com
www.sas.com/Big-Data ~

Get the Free White Paper.

SAS Software has 1,375 followers on Google+

Big Data Explained - SAS & Hadoop - Try Visual Analytics Demo - Case Studies

IBM® Big Data Free eBook - ibm.com
www.ibm.com/Big_Data ~

Read This Big Data Platform eBook & Learn About Big Data Analytics.
IBM has 17,910 followers on Google+

New: Big Data in 2013 - tableausoftware.com
www.tableausoftware.com/big-data ~
7 Things you Need to Do About Big Data in 2013. Get the Free Article!

Free Big Data Whitepaper - Get Your Free Trial - Big Data Big Opportunity

Big data - Wikipedia. the free encyclopedia
en.wikipedia.org/wiki/Big_data ~

Big data is the term for a collection of data sets so large and complex that it becomes
difficult to process using on-hand database management tools o traditional ...

Statistical inference - Unstructured data - Connectomics - Descriptive statistics

What is Big Data? | SAS
www.sas.com/big-data/ ~

3

Ads ®

Big Data Cloud Analytics
cloud.google.com/bigquery ~
Sign-up for real-time Big Data
Analytics on Google BigQuery

HP Big Data

www.hp.com/ ¥

1 8.8 0. 47 reviews for hp.com
Harness the Power of Big Data.
Download the Free White Paper.

Benefits of Big Data
www.industrialinternet.com/Chopra ~
Former CTO Aneesh Chopra Weighs In
On Big Data’s Use In Public Sector.

EMC Big Data - Free eBook
www.emc.com/Big-Data-eBook ~
Unlock Valuable Insights w/ Big
Data. Free EMC eBook & IDG Guide.

Open Source Big Data Tool
www.talend.com/bigdata ~

Adapt to New Technologies w Talend.
Load & Extract from Any Data Source

 Example: predictive

model to select online

ads.

Example: predictive
model to classify
sentiment of a customer
service interaction.

Adversarial Analytics

An International Web

The Justice Department has charged 11
people with operating an international identity
theft ring that stole millions of credit card
account numbers. According to the
indictments, here is who was involved and how
most of the crimes were carried out.

Sold stolen identity

in Eastern Europe.

Miami

Christo-  Damon
Albert 3
onzal pher Patrick
S = Scott Toey
IDENTITY THEFT MIAMI
Hacked into wireless computer networks of national chains
in the Miami area and stole credit card information.

Source; Justice Department

data to conspirators

Maksym  p\exsandr
Yastrem- " \uorov

skiy

Sergey  Dzmitry  Sergey
Paviovich ~ Burak  Storchak

TRAFFICKING EASTERN EURCPE

Stored stolen identity information and used it
to make and distribute fake credit cards.

ESTONIA
LATVIA
BELARUS

UKRAINE

Sold materials to
make fake cards.

':4‘.‘.2‘: iz SwEe
Chiu Wang alias

MAKING CREDIT CARDS CHINA AND UNKNOWN

Sold plastic blanks and equipment used
to make fake credit cards.

THE NEW YORK TIMES

 Example: commercial
competitor trying to
maximize trading gains.

 Example: criminal gang
attacking a system and
hiding its behavior.



What's Different About the Models?

Data
Data size
Model

Frequency
of update

Conventional Analytics Adversarial Analytics

Labeled Unlabeled

Small to large Small to very large
Classification / Clustering, change
Regression detection

Monthly, quarterly, Hourly, daily, weekly, ...

yearly



Types of Adversaries

Home Team Adversary
Use specialized teams S10,000,000
and approaches. Change
the game.
BUi
uild c.ustom | $100,000
analytic models. Create new analytic
techniques.
Use products. $1,000

Use existing analytic techniques.

Source: This approach is based in part on the threat hierarchy in the Defense Science (DSB)
Report on Resilient Military Systems and the Cyber Threat, January, 2013



What is Different About the Adversary?

Conventional Analytics Adversarial Analytics

Entity Person browsing Gang attacking a system
What is Events, entities Events, entities, rings
modeled?

Behavior Component of natural  Waiting for opportunities
behavior

Evolution Drift Active change in behavior

Obfuscation Ignore Hide



Updating Models

Conventional
Analytics
When do you When there is a
update model? major change in
behavior

Process for updating Automation and

models analytic
infrastructure
helpful.

Adversarial
Analytics

Frequently, to gain
an advantage.

Automation and
analytic
infrastructure
essential.



3. More Examples




8 " Advanced Search
Google  Fwazmpin (Search) plancess

Web [ Show options...

IBM Cloud Computing
IBM.com  Gain Access to Your Applications on Demand with IBM Cloud Computing.

Cloud Computing
www.hp.com  HP Cloud Computing: Ease the Burden of Software Ownership & Support.

Scalable Cloud Computing

www.terremark.com/cloud  Revolutionary New Managed Platform View a Live Demo Today!

Cloud computing - Wikipedia, the free encyclopedia

Cloud puting is a style of ing in which dy ically scalable and often virtualized
resources are provided as a service over the Internet. ...
en.wikipedia.org/wiki/Cloud_computing - Cached - Similar -

Cloud Computing Interoperability Forum (CCIF): Home - 2 visits - Jun 11

The Cloud Computing Interoperability Forum (CCIF) was formed in order to enable a global
cloud i whereby izations are able to ...

www.cloudforum.org/ - Cached - Similar -

Cloud Computing - NIST.gov - Computer Security Division - Computer ... - 4 vi
May 11, 2009 ... NIST is posting its working definition of cloud computing that serves as a

PR

Click Fraud

Results 1 - 50 of abihit 31,100,000 for cloud computing. (0.29 secq

Sponsored Links| Sponsored Links

Cloud Computing Services
Forget Software & Hardware Costs!
Host Your Business In The Cloud.

www.Google.com/Apps/Business

Better Cloud Computing
Sun's Technology Simplifies Cloud

Computing. Scale Up Instantly. More
www.Sun.com/cloud

Cloud Services
Learn More About NetApp Cloud
Computing & Get Free White Paper.
www.NetApp.com

Shai's Java & LWUIT Blog

Blog discussing Java development and LWUIT the lightweight UI toolkit

Tuesday, ily 28, 2( J
I Found A Bug In LWUIT

Submitting issues to LWUIT is pretty easy but we still get a flood of duplicates and
questions in the mailing list so I would like to just clarify this "how to" to hopefully
improve the signal to noise ration of LWUIT.

First off there is a public issue tracker available for all to search, vote and submit
at https://Iwuit.dev.java.net/issues/ please use it to make sure the issue you have
wasn't reported. If you think you found an issue in LWUIT follow these steps to
submit:

1. Make sure the issue was not reported, use Google search with the word
LWUIT and a description of the issue, this often finds relevant discussions.

Mala miurn ba inalidn ralavant Aicsiecinne with taoe nack oa s haus an

* |saclickon an ad legitimate?

* |sit done by a computer or a human?
* |f done by a human, is it an adversary?

LWUIT Demo

L

hate—rg
Themes

e+
—

-

Free Phone Mashup API
Develop Custom IVR Applications & Voice
Mashups With our API

1f8yPhone.com

PayPal Conference
Create New Mobile Apps, Expand Your Skills -
Register Now & Save $200.

www.paypai-communications.com

BREW Mobile Applications
Drive The Mobile Experience With Targeted

Wireless Applications
brew.qualcomm.com

Ads by Google



Types of Adversaries

Home Team Adversary

Use specialized teams
and approaches.

$10,000,000

the game.

Build custom

)
analytic models 20,000

Create new analytic
techniques.

Use products. ,000

Use existing analytic techniques.

Source: This approach is based in part on the threat hierarchy in the Defense Science (DSB)
Report on Resilient Military Systems and the Cyber Threat, January, 2013



Low Latency Trading

Broker/Dealer

TR
ECN Trades
F | | D
Market data
h Low latency
Adversarial traders trader

-

Algorithm

s

» 2+ billion bids, asks, executes / day
* >90% are machine generated
* Most are cancelled
e Decisions are made in ms

E Algorithm

Back testing



Connecting Chicago & NYC

Technology Vendor Round Trip

Time (ms)
Microwave  Windy 9.0
Apple
Dark fiber, Spread 13.1

shorter path Networks

Standard Various 14.5+
fiber, ISP

Source: lowlatency.com, June 27, 2012; Wired
Magazine, August 3, 2012



Types of Adversaries

Home Team Adversary
Use specialized teams \0,000,000
and approaches.
the game.
Bui
uild c.ustom | $100,000
analytic models. Create new analytic
techniques.
Use products. $1,000

Use existing analytic techniques.

Source: This approach is based in part on the threat hierarchy in the Defense Science (DSB)
Report on Resilient Military Systems and the Cyber Threat, January, 2013



Example: Conficker

Numbers of infections:

Yearly Conficker Population
@ Conficker C @ Conficker A+8 B Aogrecate
7500000
7000000
@500000
5000000
SS00000
S000000
4500000
§ 4000000 4
5 3500000
3000000
2500000
2000000
1500000
1000000
500000
0
2pr May Jan M Aog Sep Oct Nov Dec
Month

http://www.shadowserver.org/wiki/uploads/Stats/conficker-population-year.png

Source: Conficker Working Group: Lessons Learned, June 2010 (Published
January 2011),www.confickerworkinggroup.org



Command and
control center




Variant Detection Infection Vectors Update Propagation

vate

Conficker £ 21-Nov-08 ot BIOS; Exploits HTTP pull; Downloads

508-067 vulnerability from

Server service trafficconverter.biz;
Downloads daily from
any of 250
pseudorandom domains
over 5 TLDs
Conficker B 29-Dec-08 NptBIOS; Exploits HTTP pull; Downloads
S08-067 vulnerability daily from any of 250
ih Server service; pseudorandom domains
Creates DLL-based over 8 TLDs; NetBIOS
AutoRun trojan on push
attached removable
drives
Conficker 20-Feb-09  NptBIOS: Exploits Blocks a selective list of
B++ 08-067 vulnerability DNS lookups to prevent

Server service; remediation; Disables
Creates DLL-based AutoUpdate

AutoRun trojan on

attached removable

drives

End Action

Updates self to
Conficker B, C or
D

Updates self to
Conficker B++ or
E

Updates self to
Conficker C

Source: Conficker Working Group: Lessons Learned, June 2010 (Published

January 2011),www.confickerworkinggroup.org



Variant

Detection
Date

Infection Vectors

End Action

Update Propagation

Conficker

Conficker

4-Mar-09

7-Apr-09

HTTP pull; Downloads
daily from any 500 of
50000 pseudorandom
domains 110 TLDs;
P2P push/pull; Uses
custom protocol to
scan for infected peers
via UDP, then transfer
via TCP

etBIOS; Exploits
MS08-067 vulnerability
in Server service

Source: Conficker Working Group: Lessons Learned, June 2010 (Published
January 2011),www.confickerworkinggroup.org

Blocks DNS lookups; Downloads and
Does an in-memory installs Conficker
patch of DNSAPI.DLLto E

block lookups of anti-

malware related web

sites; Disables Safe

Mode; Disables

AutoUpdate; Kills anti-

malware; Scans for and

terminates processes

with names of anti-

malware, patch or

diagnostic utilities at

one-second intervals

NetBIOS push; Patches
MS08-067 to open
reinfection backdoor in
Server service; P2P
push/pull; Uses custom
protocol to scan for

Updates local
copy of Conficker
C to Conficker D;
Downloads and
installs malware
payload: Waledac

infected peers via UDP, spambot;
then transfer via TCP SpyProtect 2009
scareware;



Types of Adversaries

Home Team Adversary

Use specialized teams
and approaches.

$10,000,000

Build custom

analytic models. $100,000

Create new analytic
techniques.

Use products. $1,000

Use existing analytic techniques.

Source: This approach is based in part on the threat hierarchy in the Defense Science (DSB)
Report on Resilient Military Systems and the Cyber Threat, January, 2013



4. Building Models for
Adversarial Analytics

Eae o
S
|
L
.




Building Models To
ldentify Fraudulent Transactions

Building the model:

1.

Get a dataset of labeled
data (i.e. fraud is labeled).

Build a candidate predictive
model that scores each
transaction with likelihood
of fraud.

Compare lift of candidate
model to current champion
model on hold-out dataset.

Deploy new model if
performance is better.

Scoring transactions:

1.

Get next event
(transaction).

Update one or more
associated feature vectors
(account-based)

Use model to process
updated feature vectors to
compute scores.

Post-process scores using
rules to compute alerts.




Building Models to
ldentify Fraud Rings ©

<  Driver

Repair shop
A Repair shop Q
Driver
Driver
Clinic
/Q é Drlver\
Driver
Driver
Clinic * Look for suspicious patterns and relationships

among claims.

* Look for hidden relationships through common
phone numbers, nearby addresses, etc.



Method 1: Look for Testing Behavior

e Adversaries often test an approach first.
* Build models to detect the testing.



Method 2: Identify Common Behavior

Common cluster algorithms (e.g. k-means)
require specifying the number of clusters

For many applications, we keep the number of
clusters k relatively small

With microclustering, we produce many
clusters, even if some of the them are quite
similar.

Microclusters can sometimes be labeled



25

2.0

1.5

1.0

0.0

Microcluster Based Scoring

Good
Cluster

* The closer a
Bad feature vector is to
Cluster a good cluster, the
more likely it is to
be good

e an
(Ad LT

i— - e Thecloseritistoa

bad cluster, the

more likely it is to
be bad.



Method 3: Scaling Baseline Algorithms

The Ghost In The Browser
Analysis of Web-based Malware

Niels Provos, Dean McNamee, Panayioti(s; Ma\I/rolmmatis, Ke Wang and Nagendra Modadugu
oogle, Inc.
{niels, deanm, panayiotis, kewang, ngm}@google.com

Drive by exploits

Source: Wall Street Journal

Points of compromise



What are the Common Elements?

Time stamps

Sites
— e.g. Web sites, vendors, computers, network devices

Entities

— e.g. visitors, users, flows

Log files fill disks; many, many disks
Behavior occurs at all scales

Want to identify phenomena at all scales
Need to group “similar behavior”




Examples of a Site-Entity Data

payment systems

Example Sites Entities
Drive-by exploits | Web sites Computers
Compromised Compromised User accounts
user accounts computers

Compromised Merchants Cardholders

Source: Collin Bennett, Robert L. Grossman, David Locke, Jonathan Seidman and Steve Vejcik,
MalStone: Towards a Benchmark for Analytics on Large Data Clouds, The 16th ACM SIGKDD
International Conference on Knowledge Discovery and Data Mining (KDD 2010), ACM, 2010. 37




e —

sites

Exposure Window

C———

—
WS —
—

—
WS —

Monitor Window

—
P —
—
P —

— dy 4

entities

S

glmils




The Mark Model

Some sites are marked (percent of mark is a
parameter and type of sites marked is a draw
from a distribution)

Some entities become marked after visiting a
marked site (this is a draw from a distribution)

There is a delay between the visit and the when
the entity becomes marked (this is a draw from a
distribution)

There is a background process that marks some
entities independent of visit (this adds noise to
problem)



Subsequent Proportion of Marks

Fix a site s]j]

Let A[j] be entities that transact during
ExpWin and if entity is marked, then visit
occurs before mark

Let B[j] be all entities in A[j] that become
marked sometime during the MonWin

Subsequent proportion of marks is

ril1=1B0LT | / [ ALT |
Easily computed with MapReduce.



Computing Site Entity
Statistics with MapReduce

___________________MalStoneB

Hadoop MapReduce v0.18.3 799 min
Hadoop Python Streams v0.18.3 142 min

Sector UDFs v1.19 44 min

# Nodes 20 nodes
# Records 10 Billion
Size of Dataset 1TB

Source: Collin Bennett, Robert L. Grossman, David Locke, Jonathan Seidman and Steve Vejcik,
MalStone: Towards a Benchmark for Analytics on Large Data Clouds, The 16th ACM SIGKDD
International Conference on Knowledge Discovery and Data Mining (KDD 2010), ACM, 2010. 41



5. S ummary




Some Rules

. Understand your adversary's tradecraft; he or
she will go after the easiest or weakest link.

. Your adversary will be creating new
opportunities; you must create new models and
analytic approaches.

Risk is usually viewed as the cost of doing
pusiness, but every once in a while the cost may
ne 100x — 1,000x greater

. The quicker you can update your strategy and
models, the greater your advantage. Use
automation (e.g. PMML-based scoring engines)
to deploy models more quickly.




Questions?



About Robert L. Grossman

Robert Grossman (@bobgrossman) is the Founder and a Partner
of Open Data Group, which specializes in building predictive
models over big data. He is also a Senior Fellow at the
Computation Institute and Institute for Genomics and Systems
Biology at the University of Chicago and a Professor in the
Biological Sciences Division. He has led the development of new
open source software tools for analyzing big data, cloud
computing, and high performance networking. Prior to starting
Open Data Group, he founded Magnify, Inc., which provides data
mining solutions to the insurance industry. Grossman was
Magnify’s CEO until 2001 and its Chairman until it was sold to
ChoicePoint in 2005. He blogs occasionaly about big data, data
science, and data engineering at rgrossman.com.



For More Information

@l

open data

www.opendatagroup.com
info@opendatagroup.com



