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RAPID APPLICATION
DEVELOPMENT REQUIRES...

» Prototyping with operational data

« Smooth transition from dev to production
e Scaling users, data
« Achieving durability, consistency, availability
« Security and compliance
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ADOPTION CURVES
Start small, but design for scalability

] Requirement
Active a

Users

Redesign

Time




DATA MODELING COSTS
Seek a happy medium...

Database Application
Modeling e Semi-Structured Store Development
Cost * Flexible Schema Cost

Complete Flat
Ontology Files
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DATA-CENTRIC SECURITY

Simplifying complex security models
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DISCOVERY ANALYTICS

Building blocks for secure, scalable, operational
apps.

Common solutions for In domains like:

operational requirements, e “Data Lake”

like: - Indexed Search

« Scalability - Discovery

« Security * Big-Picture Views
« Bulk slicing

 Schema Adaptation

« Multi-tenancy * “Operational Apps”

 High concurrency, low-
latency

e Real-time
e Denormalized
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DATA LAKE

+Data-Centric Security
+Operational, Real-Time

Real-Time
Big Apps

<y

Non-sensitive data
Sensitive data
Highly sensitive data
Highly sensitive data
Sensitive data
Non-sensitive data
Non-sensitive data
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QUESTION-FOCUSED DATASETS

m Bytes In__| Bytes Out

10.1.2.3 10.9.8.7 73,824 15,632 http
-

Key -> Value

10.1.2.3, Bytes In ->+73,824 Hosts QFD

10.1.2.3, Bytes Out ->+15,632

10.1.2.3, Ports Used -> +{80} 0x00
10.1.2.3, Protos Used -> +{http}

10.9.8.7, Bytes In ->+15,632
10.9.8.7, Bytes Out ->+73,824
10.9.8.7, Ports Hosted  -> +{80}
10.9.8.7, Protos Hosted -> +{http}



NOSQL: REAL-TIME
Real-Time Ecosystem

\ Actions

Stream
Processing
Dashboards
Data © )
7 —
NoSQL
Interactive

¥ Analysis Tools

(Discovery + Forensics)

SPE queries NoSQL to enrich streaming data

SPE persists results in NoSQL for future query

SPE takes action automatically

SPE issues data-driven alerts

Sqrrl provides context for dashboards

Analysis tools query use Sqrrl to search and manipulate historical data
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APACHE ACCUMULO

« Founded in 2008 (internal NSA)
« Modeled after Bigtable febletData Flow
« Open-sourced to ASF in 2011 D
Strengths

 Shared-Nothing => Scalability

* Micro-Batching for Efficient
Random I/O

e [terators for local, server-side

Sorted,
Indexed

Write Ahead
Log
(For Recovery)

Sorted,
Indexed
File

analytics on sorted data v Peod g =__
«  High Concurrency, Low Latency tmerrr| g FH '
for Denormalized Data - ' sl | L
. - !rt D‘E- -/B o Tablet Server r Application
«  Sparse, Flexible Schema supports 6 — ﬁ =
dynamic and diverse data models |_ A o -
H - -Stonp”cate Tablet Server Application
« Cell-level Security promotes ’ ® s | | |
sharing [ o 1| Y e :
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SECURITY AT ACCUMULO’S CORE

An Accumulo key is a 5-tuple, consisting of:

® Row: Controls Atomicity

® Column Family: Controls Locality

¢ Column Qualifier: Controls Uniqueness
¢ Visibility Label: Controls Access

¢ Timestamp: Controls Versioning

__Row | Col.Fam. | _Col. Qual. | Visibility

Patient suffers

John Doe  Notes PCP PCP_JD 20120912 from an acute ..
John Doe  Test Results Cholesterol JD|PCP_JD 20120912 183

John Doe  Test Results Mental Health JD|PSYCH_JD 20120801 Pass

John Doe  Test Results X-Ray JDIPHYS JD 20120513 1010110110100...

Accumulo Key/Value Example
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SECURITY IN INDEXES AND QFDS

Logs/
Observatio

Indexes

ns
D

Focused
Datasets

;
3

Simple Provenance
Simple Security Model

Complex Provenance
Complex Security Model
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DATA-CENTRIC SECURITY

Definition: Data carries with it information that is required to
make policy decisions on its releasability.

END USERS

S 4 AUTH.
> SERVICE
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LAYERED ARCHITECTURE
Turtles all the way down...

Sqrrl APl over Apache Thrift RPC
(JSON, Graph, Aggregation,
Search, etc.)

Accumulo RPC
(Sorted Key/Value 1/0)

Application

Hadoop RPC
(File 1/0)
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REAL-TIME OPERATIONAL APPS

Innovation through rapid development
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