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What’s	  Holding	  Up	  Your	  Hadoop?	  
Eddie	  Garcia	  -‐	  Security	  Architect,	  Office	  of	  the	  CTO	  



2	  

What’s	  Holding	  Up	  Your	  Hadoop?	  
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“It’s	  too	  complicated.”	  
“I	  don’t	  have	  the	  right	  resources.”	  
“Security	  and	  compliance	  are	  
never	  going	  to	  approve	  this.”	  
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5	  steps	  to	  a	  successful	  Hadoop	  project	  
from	  POC	  to	  producRon	  

	  
Solving	  business	  problems	  in	  a	  repeatable	  

and	  measurable	  fashion	  
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Step	  1:	  IdenRfy	  a	  real	  Hadoop	  business	  use	  case	  
	  	  



5	   ©2014	  Cloudera,	  Inc.	  All	  rights	  reserved.	  	  



6	  

Usage	  of	  Hadoop	  –	  today	  
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What	  are	  you	  currently	  using	  your	  Hadoop	  infrastructure	  for?	  

*Results	  are	  based	  on	  internal	  Cloudera	  sampled	  survey	  of	  a	  CDH	  install	  base	  users	  
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How	  do	  you	  an7cipate	  using	  your	  Hadoop	  infrastructure	  for	  in	  the	  next	  6-‐12	  
months?	  

Usage	  of	  Hadoop	  –	  next	  6-‐12	  months	  

©2014	  Cloudera,	  Inc.	  All	  Rights	  Reserved.	  

*Results	  are	  based	  on	  internal	  Cloudera	  sampled	  survey	  of	  a	  CDH	  install	  base	  users	  
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Journey	  to	  Achieve	  Full	  PotenRal	  
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Step	  2:	  Get	  ahead	  of	  the	  potenRal	  challenges	  	  
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Top	  Challenges	  
Hadoop	  OperaRons	  
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1.  IntegraRon	  with	  other	  IT	  management	  
tools	  

2.  DiagnosRcs	  and	  troubleshooRng	  
3.  ConfiguraRon	  Management	  
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Top	  Challenges	  
OrganizaRon	  Issues	  
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1.  Too	  entrenched	  in	  exisRng	  technology	  
2.  Lack	  of	  skills	  -‐	  operaRonal	  
3.  Lack	  of	  understanding	  of	  Hadoop	  and	  its	  

business	  benefits	  
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Top	  Challenges	  
Data	  Warehouse	  OpRmizaRon	  
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1.  Lack	  of	  SQL	  compliance	  to	  ANSI	  standards	  
2.  Lack	  of	  supported	  data	  types	  
3.  Lack	  of	  workload	  resource	  management	  
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Top	  Challenges	  
Advanced	  AnalyRcs	  
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1.  Lack	  of	  robust	  analyRc	  tools	  integraRon	  
2.  Lack	  of	  workload	  resource	  management	  
3.  Lack	  of	  data	  analyRcs	  skilled	  resources	  
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Top	  Challenges	  
Security	  and	  Compliance	  
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1.  Lack	  of	  unified	  security	  model	  for	  Hadoop	  
2.  NaRve	  Hadoop	  audit	  and	  access	  

management	  
3.  Kerberos	  setup	  and	  management	  
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Step	  3:	  Secure	  your	  data	  assets	  
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Data	  Breaches	  Happen	  
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A	  set	  of	  laws,	  guidelines,	  and	  specificaRons	  that	  dictate	  
how	  a	  business	  must	  operate	  

RegulaRons	  Dictate	  Data	  
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Common	  Pain	  Points	  of	  Hadoop	  Security	  

Perimeter	   Access	   Visibility	   Data	  
•  Manual	  setup	  of	  

separate	  
Kerberos	  cluster	  

•  Manual,	  error-‐
prone	  
configuraRon	  

•  Ongoing	  
maintenance	  

•  Redundant	  
security	  policies	  
for	  every	  access	  
path	  

•  Manual	  
mirroring	  

•  Threat	  of	  rogue	  
insiders	  

•  No	  unified	  audit	  
trail	  with	  manual	  
point-‐in-‐Rme	  
user	  access	  
history	  

•  Cannot	  meet	  
core	  data	  
governance	  
requirements	  
with	  limited	  
lineage	  

•  Risk	  of	  data	  
breach	  

•  Limited	  
integraRon	  with	  
exisRng	  systems	  

•  Cost	  of	  
encrypRon	  and	  
key	  management	  
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Cloudera	  -‐	  Comprehensive	  Hadoop	  Security	  

Perimeter	  
Guarding	  access	  to	  the	  

cluster	  itself	  
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ProtecRng	  data	  in	  
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Technical	  Concepts:	  
EncrypRon,	  TokenizaRon,	  

Data	  masking	  
	  	  Cloudera	  Manager	  

Access	  
Defining	  what	  users	  

and	  applicaRons	  can	  do	  
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Audit	  
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Step	  4:	  A	  Big	  Data	  Center	  of	  Excellence	  
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Why	  Build	  a	  Center	  of	  Excellence?	  
Silos	  Obstruct	  Scale,	  Prevent	  Flexibility,	  and	  Drive	  Up	  Costs	  
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Big	  Data	  COE	  Program	  Roles	  
Staff	  Centrally	  and	  Train	  to	  Scale	  
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Big	  Data	  as	  a	  Service	  Drives	  Success	  
Coordinate	  Workloads	  to	  Distribute	  Advantages	  Widely	  and	  Seamlessly	  
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Step	  5:	  Plan	  Rme	  to	  producRon	  and	  blockers	  
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Percentage	  of	  Rme	  spent	  to	  ProducRon-‐Ready	  
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13.73	   13.42	  

9.82	  
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16.09	  

9.00	  
9.60	   9.67	  

11.00	  

3.33	  

*Results	  are	  based	  on	  internal	  Cloudera	  sampled	  survey	  of	  a	  CDH	  install	  base	  users	  
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Blockers	  to	  ProducRon-‐Ready	  
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*Results	  are	  based	  on	  internal	  Cloudera	  sampled	  survey	  of	  a	  CDH	  install	  base	  users	  
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Recap	  
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5	  Steps	  for	  a	  ProducRon-‐Ready	  Hadoop	  
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1.  IdenRfy	  a	  real	  Hadoop	  business	  use	  case	  
2.  Get	  ahead	  of	  the	  potenRal	  challenges	  	  
3.  Secure	  your	  data	  assets	  
4.  A	  Big	  Data	  Center	  of	  Excellence	  
5.  Plan	  Rme	  to	  producRon	  and	  blockers	  
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Step	  6:	  Ask	  Bigger	  QuesRons	  
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Thank	  You!	  
Eddie	  Garcia	  
eddie@cloudera.com	  
	  
	  


