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What are Third- party Components
Doing to Your Site’s Performance’?

Andy Davies & Simon Hearne, Velocity Barcelona 2014 &
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Third-party = Infrastructure and code

managed by someone else

Guy Podjarny, Velocity Santa Clara, 2014




Types of Third-parties

Revenue Attribution

Personalisation
(inc device detection)

Advertising

Product images

Analytics

AB & MV Testing

Critical content
(inc font foundries)

Value added content
(comments, reviews)




Making more and more Third-party requests
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Google Tag Manager
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Optimizely
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DoubleClick
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It's not just Third-parties

Fourth-party calls: What you don’t know can hurt your site...
and your visitors

JULY 14.2011 BY JOSHUABIXBY IN UNCATEGORIZED 9 COMMENTS %0

There’s a growing awareness of the fact that third-party content can cause a major hit to your site’s
performance. Good. Great. Now we need to tackle what I've dubbed “fourth-party calls”. Not only can these
insidious server calls leach performance, they also have massive security implications.

Before | get into this, let me back up a little.

| came across this slide today, which reminded me how difficult the job of a marketer is on an ecommerce site.
Look at all of the different technologies and intermediaries that exist between advertisers and publishers (click to
see a larger version):

DISPLAY scape

= N p— e =\ e : SRS
. LW]_[ Cim ] rg W ri\ o g e g [ =3 | http://www.webperformancetoday.com/2011/07/14/fourth-party-calls-third-party-content/




103.
104.

www .google-ana. .
www .thenorthfa..

.CS.COMm - __utm.gif
.0.uk - hg-link.gif

105. www.thenorthfa...- bg-networks2.gif
106. googleads.g.do....net - 1005227069/
107. googleads.g.do...k.net - 969358622/
108. www.thenorthfa...o.uk - hg-text.gif
109, go.affec.tv -...4c2590846cd8e877h

It's not just Third-parties

117, secure.adnxs.com - getuid
118, pixel.mathtag.com - img
3119, secure.adnxs.com - hounce
120. www.google.com - 1005227069/

121, pixel.mathtag.com - img

122. www.google.com - 969358622/

123. cdn.go.affec.tv - af-fp.min.js
124, secure.adnxs.com - hounce

125, accounts.goog... postmessageRelay
126. www.google.ru - 1005227069/

127. www.google.ru - 969358622/

9128, akls.abmr.net - pixel.mathtag.com
3129, cm.g.doubleclick.net - pixel
130, apis.google.com - api.js

131, ssl.gstatic.c...stmessagerelay.js
4132, pixel.mathtag.com - img

9133, oauth.googleu...m:shindig.shal.js
134, map.go.affec....04547526941249608
135, www.facebook.com — u.php

136. go.affec.tv - fp

3137, su.addthis.com - usync

138, map.go.affec.... 54693h5a5000d7d6
139, pixel.mathtag.com - js

140, map.go.affec....803e-6386713000b2
141, map.tinyurl.com - afE735

B142. go.affec.tv -...9d97FddeBlde2500c
143. x.bidswitch.net - sync

144. x.hidswitch.net - sync

146. www.thenorthface.co.uk - call/

147. www.thenorthfa...k - bg-overlay.png
143. js-agent.newre...om - nr-476.min.js
149, www.thenorthfa...uk - btn-close.gif
150. ips-invite.ipe... webValidator.aspx
151. heacon-2.newrelic.com - dalba33e7c
152. www.thenorthfa...o.uk - favicon.ico
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It's not just Third-parties

hitp:/jpmp.mxptint netipubmatic.ashx?ver=1

hitp:/image2.pubmatic.com/AdServer/Pug?

vcode=bz0yJnR5cGUIMSZqcz0xJmNvZGUIMicONCZO0bDOxNTc2ODAWEDI

esig=1~65c748d283ef3bc4e68485fe6275d8bb43cafd1e%26nwid=10000648255%26siqv=1

hitp:/ad.yieldmanager.com/cmsiv1?
=1~65c748d283ef3bcde(8485fe6275d8bb43cabd1e&nwid=10000648255&siqv=1

. hnp:l/ads,xahoo.comlcmsm?
=1~65c748d283ef3bcde8485/e6275d8bb43cabd1e&nwid=100006482558siqv=1& msd=1

nglﬂhg xptlntnetlyahoo ashx"xm n4spRh28IV 6xcQ4 r3EIHBT

http.//aeg.mxgtlnt.net/adex.ash '
http:/ipixel.rubiconproject comftap php?v=14321&nid=2313&put=R9 62DE71B0 E4AFI6C4&expires=60

Remove the following redirect chain if possible:

« http:J/ox-d.answers.servedbyopenx.com/w/1.0/acj?ai=e3adad54-6fcd-4i02-0e93-
eb94b1d04b0c&0=4431000611&callback=0X 44310006118&ju=http%3A/www.answers.com/QWho was the only baseball player to win MVP in both le
8&17=4808ws=1024x7908vmt=18&sd=1

« http:/fox-d.answers.servedbyopenx.com/w/1.0/acj?cc=18&ai=e3adad54-6fcd-4f02-0e93-
eb94b1d04b0c&0=4431000611&callback=0X 44310006118&ju=http%3A/www.answers.com/QWho was the only baseball player to win MVP in both le
86&1z=4808ws=1024x7908vmt=18&sd=1

o hitp:/iu.openx.netw/1.0/sc?r=http%3A%2F%2Fox-
d.answers.servedbyopenx.com%2Fw%2F1.0%2Faci%3Fcc%3D1%26ai%3De3adad54-6fcd-4102-0e93-
eb94b1d04b0c%260%3D4431000611%26callback%3DOX 4431000611%26ju%3Dhtip%253A%2F%2Fwww.answers.com%2FQ%2FWho was the only ba
8%2617%3D480%26ws%3D1024x790%26vmt%3D1%265d%3D1

« hitp:/iu.openx.netiw/1.0/sc?cc=1&r=http%3A%2F%2Fox-
d.answers.servedbyopenx.com%2Fw%2F1.0%2Faci%3Fcc%3D1%26ai%3De3adad54-6icd-4102-0e93-
eb94b1d04b0c%260%3D4431000611%26callback%3DOX 4431000611%26ju%3Dhttp%253A%2F%2Fwww.answers.com%2FQ%2FWho was the only ba
8%2617%3D480%26ws%3D1024x790%26vmt%3D1%265d%3D1

« http:/fox-d.answers.servedbyopenx.com/w/1.0/acj?mi=e8889628-8a6e-4974-423e-
04253e78e9de&ma=1415985055&mr=1417194655&mn=1&mc=1&cc=1&ai=e3adad54-6icd-4f02-0e93-
eb94b1d04b0c&0=4431000611&callback=0X 44310006118&ju=http%3A/www.answers.com/QWho was the only baseball player to win MVP in both le
8&17=4808ws=1024x7908vmt=18&sd=1

http://gtmetrix.com/reports/www.answers.com/OjLTvGny




Third-parties — a necessary evil?
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SPOFs — extreme end of performance range




But what about general performance?




Where did we get our data from?

£ WEBPAGETEST P NCCQroup”



Challenges of the data

http.
€2 WEBPAGETEST archive




https://www.flickr.com/photos/torek/4444673930
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How does MVT impact user experience?
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What does this mean in practice?

LateRooms-MMBlocked LateRooms-MMNotBlocked




Maxymiser’s performance

250 -

200 - 3 ' ' !

First Data Time (ms)

11/10/2014 00:00  16/10/2014 00:00 21/10/2014 00:00 26/10/2014 00:00 31/10/2014 00:00 05/11/2014 00:00  10/11/2014 00:00



Maxymiser’s performance
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Visible in monitoring data too

09:00 12:00 )

15:00

Time of test

Il ONS M Connect SSL Request Sent Data Start Content



And yes... they use a CDN




Customer Reviews...

Audit your Third-parties...

...understand what they’re doing

3%k 0 Value of Product =eomsssssssssm = 45
2% s 1
1% 0
1-8 of 8 Reviews Sortv =
Dizzything **** - 12 days ago

4.5 stars great item overall

Essex, United Kingdom Bought this for my 7 year old daughter for Xmas. It was just what | was looking for as my daughter

Review 1 wanted a pushchair that she could have her baby facing as well as away. Great value for money . Height
Votes 0 is perfect as my daughter is tall for her age. Good and sturdy. My only criticism Is that the fittings on the

Quality of Product
S ] ]

BazaarVoice = 224KB over the wire, 917KB uncompressed

@ Yes, | recommend this product.




Bazaar Voice
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What's in the bundle?

/ *
RequirelS

MIT
(c) 2010-2011, The Dojo Foundation All Rights

jQuery.js

MIT
(c) 2009 John Resig

RequireJS
jQuery.js
Backbone
Underscore.js
Handlebars.js
json2.js
Lawnchair
CERDO1
Moment.js
Boilerplate-Boilerplate
Cohorts
parseUri 1.2.2
FitText.js 1.1
WTFPL
usertiming.js
asEvented
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12. www.bbcshop.com - logo.phg
13. www.bbcshop.com - bbc-truck.png

But yet they insert User Timing marks!

18. www.bbcshop.com...landing_deal3c. jpg
19. www.bbcshop.com...fdc2978b9%c8ead. js
20. www.googletagmanager .com - gtm.js
21. www.bbcshop.com...esome-webfont .woff
22. www.bbcshop.com - icon_basket.phg
23. www.bbcshop.com - sprite_icon.phg
24. www.bbcshop.com - hav-sep.phg

25. www.bbcshop.com. .._dwsS_ds_promo.jpg
26. www.bbcshop.com...rs_sZ2_ds_promo.jpg
27 . www.bbcshop.com...k_new_ds_promo.jpg
28. www.bbcshop.com...rip_2_ds_promo.jpg
29. www.bbcshop.com...w_hp_logo_162h. jpg
30. www.bbcshop.com...g_hp_logo_162h. jpg
31. www.bbcshop.com...k_hp_logo_162h. jpg
32. www.bbcshop.com...go_strictly_im.jpg
33. www.bbcshop.com...p_logo_ghho_im. jpg
34. display.ugc.baz...om - bv-primary.js
35. www.bbcshop.com - magsup.jpg

36. display.ugc.baz...e.com - sSCreen.css
37. www.bbcshop.com...estsellers_im2. jpg
38. www.bbcshop.com..._preorders_im2.jpg
39. www.bbcshop.com...mo_bhoxsets_im2. jpg
40. www.bbcshop.com...exclusives_im2. jpg
41. www.bbcshop.com...ocial_facebook .png
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http://www.boots.com

1%
2.
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1z.

16.
alw/
18.
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21.
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23.
24.
257
26.
21
28.
29.

www .boots.com - /

www .boots.com - TopCategoriesDisplay
www . hoots.com - hase.css

www . hoots.com - Masterl_1.css
www.boots.com - pharmacy.css

. Www.boots.com - ia.css

www.boots.com - diamondclub.css

. Www.boots.com - redeem.css

www .boots.com - style.css

. www.hoots.com - lc_triggers.css

www .boots.com -...Agent_lighthox.css
www .boots.com - geotargeting.css

www.boots.com - jguery-1.3.2.min.Js

www.boots.com -...tAgent_lighthox. js
www.boots.com - lc_triggers.js
www.boots.com - geotargeting.js

www .boots.com - jguery.dd.js

www .boots.com - jguery.pngFix.js

www .boots.com - swfobject.js

www . boots.com - salmon.js

www .boots.com - passwordStrength.js
www .hoots.com - hoots.common.js
www.boots.com -...s.header.search.js
www.bhoots.com -...eader.typefhead. js
www.boots.com -...orms.validation.js
boots.tags.site...uk - sitetagger.js
www .boots.com -...dation.maxchars.js
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96.

R e e e

. Wwwy.boots.com -...oremetrics.cvos.js

www .boots.com - Adoro.Dialogue.js

. www.bhoots.com - boots.overlay.js

www .boots.com - boots.cookies.js

. www.bhoots.com -...roductquickview.js

www .boots.com -...ion.threeForTwo.js
www .boots.com -...s.richrelevance.js
www .boots.com -...inycarousel.min.js

. www.boots.com - oo_engine.js

www.boots.com - cmcustom.js

. www.boots.com - print.css

www .boots.com - Boots-Main-Logo.png

. www.boots.com - UK.gif

www .boots.com - WebMDButton. jpg

. www.hoots.com - close_button.gif

65. service.maxymiser.net - mmcore.js
66. www.hoots.com - 3DbootsLogo. jpg

67. www.hoots.com -...e-your-country.png
63. www.bhoots.com - select.png

69. www.bhoots.com - go_button_vector.png
70. www.bhoots.com —-...ner_lorry_icon.gif

. service.maxymis...query-1.9.1.min.js

74.
75.
76.
77.
78.
Zas

on

service.maxymiser.net - v5/

www . boots.com -...sshop_homepage. jpg
www.boots.com -...ave_homepage_1.jpg
www.boots.com -...s5_2_930x450_v2.jpg
www.bhoots.com -...0ints_homepage.jpg
www .boots.com -...zleme_homepage. jpg
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function _et_vm_ ct()\n{\n\t\n\treturn true;\n}\n\t\nfunction et_vm_reload()\n{\n
S D WtV M. restartRecorder();\n}\n\t\netVM
But it's not always easy | \x27www.etracker.de/vm\x27, O);var
ClL_UMPUTIACUVE \AUU TadlSC,\lval SU_UULVCIILS \x3d false;\n\nfunction

et _getDeliveryHash()\n{\n\treturn \x27dYKEZ5wR3amdR8e2fXsGrg\x3d\x3d
\x27;\n)\n\nfunction et_escape(param)\n{\n\treturn
encodeURIComponent(param);\n}\n\nfunction et _console(message)\n{\n
\tif(typeof(console) "\x3d \x27undefined\x27 \x26\x26 typeof(console) \x3d
\x27unknown\x27)\n\t{\n\t\tconsole.log(message);\n\t\n}\n\nfunction

et _debug(param)\n{\t\n}\n\nfunction et _addEvent(e, t, f, u) \n{\n\tif
(e.addEventListener) {\n\t\te.addEventListener(t, f, u);\n\t\treturn 1;\n\tj\n\telse if
(e.attachEvent) {\n\t\tvar r \x3d e.attachEvent(\x27on\x27 + t, f);\n\t\treturn r;\n\t}
\n\telse \n\t\te[\x27on\x27 + t] \x3d f;\n}\n\nfunction et_random(value)\n{\n
\tif(value \x3e\x3d Math.round(Math.random()*100))\n\t\treturn true;\n\telse\n\t
\treturn false;\n}\n\nfunction et_md5(a){function b(a,b){var c\x3da[0],h\x3da[1],i
\x3dal2],j\x3da[3];c\x3dd(c,h,i,j,b[0],7,-680876936);j\x3dd(j,c,h,i,b[1],




functlon et vm_ ct() { return true;\n} function et_vm_reload()\n{
STTe e tVM.restartRecorder();\n}\n\t\netVM
But it's not always easy . www.etracker.de/vm , 0);var

cL_UpUIIALUVE 1aISC, \lIval ©l_UULVCIILS false; function

et _getDeliveryHash() return dYKEZ5wR3amdR8e2fXsGrg
\n}\n\nfunction et_escape(param)\n{\n\treturn

encodeURIComponent(param);\n}\n\nfunction et _console(message)\n{

if(typeof(console) \x3d undefined typeof(console) !
unknown )N\ console.log(message);\n\t}\n}\n\nfunction

et _debug(param)\n{\t\n}\n\nfunction et_addEvent(e, t, f, u) \n{\n\tif

(e.addEventListener) { e.addEventListener(t, f, u); return 1;\n\t}\n\telse if

(e.attachEvent) { varr e.attachEvent( o]p! + {, f); return r;\n\t}
else e[ on + {] f;\n}\n\nfunction et_random(value)\n{

HVEINEE Math.round(Math.random()*100)) return true;\n\telse

return false;\n}\n\nfunction et md5(a){function b(a,b){var c\x3da[0],h a[1],i
al2],] a[3];c d(c,h,i,j,b[0],7,-680876936);] d(j,c,h,i,b[1],




Do they perform as well as you?

Scenario Results: Object Speed v Users
Scenario: Test 7: Combined - Soak Test - 7000u - 90m

Profile: 2:Browse - 89%
Included: Successful, Warning, Problem, Down

200 2,000

150

100

Speed (sec)

50

Time (minutes)

| -A Max # Min - Mean Users Running




https://www.flickr.com/photos/eschipul/4160817135




Or are they a new problem?

10N |I

Median # of Objects / Page

350 -

300 -

250 -

200 -

150 -

100 -

50 -

No Tag
Management

Ensighten

QuBit

TagMan

AdobeDTM

Tealium

BrightTag



Or are they a new problem

6000 -

5500 -

5000 -

4500 -

4000 - I
3500

No Tag Ensighten QuBit TagMan AdobeDTM Tealium BrightTag
Management

Speed Index




Number of Domains (random sample)
CHPL%QGHEIC OS2




Number of Domains (sites with GTM)




With great power comes
great responsibility

https://www.flickr.com/photos/devos/163903
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Establish the business value

http://www.flickr.com/photos/safari_vacation/5961260280
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Load only the tags you
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https://lwww.flickr.com/photos/mynameisharsha/4345641826




Speed vs Time Object (Component)

Home Page - http://service.maxymiser.net - http://service.max...boots/js/mmcore.js

o
o

o
'S

Download duration (sec)

ot
N

|
oA A O ‘H‘H!HH‘H’!HHH!H. A !!HHHHHH!HHHHHU\ A A

1. Nov 03:00 06:00 09:00 12:00 15:00 8:00 21:00

Time of test

Hold them to it

WA AN\ NS e L AN J 18:00

Il ONS M Connect SSL MM Request Sent I Data Start I Content



Understand what happens when they fail

(or their performance degrades)
T AR P

https://www.flickr.com/photos/retrocactus/9688874898
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Why? Join Us GitHub ¢ info@thirdpartycontent.org

http://thirdpartycontent.org

The Third Party
Content Database

We are building an open source database to detect third party
web content. Come join us.

Sign up To Help

Why Detect Third Party Content?

Modern websites contain more than 7 pieces of externally hosted third party content (3PC). Since the average

webpage includes nearly 100 pieces of content, finding the 3PC your site uses can be difficult. This inability to
detect 3PC creates two big problems:

1. You can't manage your risk. Failures in 3PC can tank your entire web page and cause both lost visitors
and lost sales. You need to know what 3PC you are using, and where it is on your site to manage the

riels



JS Manners

JS Manners is a tool to score scripts that 3rd parties (people or companies outside your dev team) provide for you to put on your page. These scripts can save you a lot of time and
provide neat features on your site, but they can also be security risks, cause performance problems, and make debugging a nightmare.

Call it the "YSlow for widgets' if you will.
Rate a script now
Filter the list of tests by disabling those that do not interest you:

Performance Stability Footprint Flexibility Security Compliance

& Are common 3rd party libraries (eg. jQuery, Underscore, Backbone) included
outside of a protected scope (e is there any chance they may conflict with other
instances of the same library that may be included on the page?

A
v

& How many objects/variables do component script(s) require in / add to the
global scope?

oo componen i) o document e htt o} / /j smannhers.com

& Do component script(s) produce any console output in normal operation?

<>

@ Do component script(s) cause any JavaScript errors in normal operation?

<>



- Establish the business value

- Load only the tags you need

- Set performance budgets for third-parties

... and police them
- Understand what happens when third-parties fail
... and protect against it

- Share your experiences




Thank Youl!

Simon Andy

@SimonHearne @AndyDavies
simon.hearne@nccgroup.com andy.davies@nccgroup.com




