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= 1.5

Red Hat Enterprise Linux 7.1 {fEABMN E4 RS E T EEH#ES - (1
64 {27t AMD
64 {iJT Intel

IBM POWER7 1 POWERS (big endian)
IBM POWERS (little endian) [2]

IBM System z [3]

EHETIRT , Red Hat BES T fAlfRES. ALK Red Hat BIREIGE R LHEEE.

1.1. Red Hat Enterprise Linux for POWER, Little Endian

Red Hat Enterprise Linux 7.1 Z{&f 7T IBM POWERS EZIHZ3H) IBM Power Systems {a8 Rz 7 little
endian 3. 5ERT7E Red Hat Enterprise Linux 7 97 , IBM Power Systems {£#F12/t T big endian f¢
XiB. fEHE R POWERS A fkes EX4E little endian BEZE A T 3 64 7T Intel B R4 (x86_64)
A0 1BM Power Systems x i RFEzlAT#EME,

FRUG S yR (BT IR ) |, 7 IBM Power Systems {a 2% _E LA little endian #xX %4 Red Hat
Enterprise Linux, E2¢E/ 863 Red Hat &S AO4BULHK T TEL J40ES.

Red Hat Enterprise Linux for POWER, little endian {£3{&#5) IBM POWERS ZIH 22 {7 iR zs .

B#J Red Hat Enterprise Linux for POWER, little endian {£#{X{E X {4 Red Hat
Enteprise Virtualization for Power T KVM ZFE, BRI AIEERGIENE FEITRE,

A HEAT GRUB2 BB R DUEITARISBINE. 85D EHL AT /A GRUB2 KA
IBM Power Systems 35524885 RO (A AR 25 (.

little endian £ big endian EYj{I# Red Hat Enterprise Linux for POWER % 8]{£ IBM
Power Systems T EEEEH.

# Red Hat Enterprise Linux for POWER, little endian TN HEMFERT ppc64le Z2EHFERS -
bt 7:8 gec-4.8.3-9.ael7b.ppc64le.rpm,

[1] 557£E , Red Hat Enterprise Linux 7.1 £ E& ¥ 64 (VTR L. Red Hat Enterprise Linux 7.1 8ERA
EHER A RBIT 32 RITTHEE RS , BFESCATHRAH Red Hat Enterprise Linux,

[2] Red Hat Enterprise Linux 7.1 (little endian) BE{EX{E{EATE Red Hat Enteprise Virtualization for
Power 1 PowerVM hypervisor T KVM %&£,

[3] 557£E Red Hat Enterprise Linux 7.1 33Z IBM zEnterprise 196 zEE HHIERE ; IBM System z10 KEIF
WAZEABSETE , WHESEERE) Red Hat Enterprise Linux 7.1,


https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Installation_Guide/index.html

#= 2. Hardware Enablement

= 2. Hardware Enablement

2.1. Intel Broadwell Processor and Graphics Support

Red Hat Enterprise Linux 7.1 adds support for all current 5th generation Intel processors (code name
Broadwell). Supportincludes the CPUs themselves, integrated graphics in both 2D and 3D mode,
and audio support (Broadwell High Definition Legacy Audio, HDMI Audio and DisplayPort Audio).

The turbostat tool (part of the kernel-tools package) has also been updated with support for the new
processors.

2.2. Support for TCO Watchdog and I12C (SMBUS) on Intel
Communications Chipset 89xx Series

Red Hat Enterprise Linux 7.1 adds support for TCO Watchdog and I12C (SMBUS) on the 89xx series
Intel Communications Chipset (formerly Coleto Creek).

2.3. Intel Processor Microcode Update

CPU microcode for Intel processors in the microcode_ctl package has been updated from version
0x17 to version @x1c in Red Hat Enterprise Linux 7.1.
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3.1. RiAE

Red Hat Enterprise Linux &#F2x, Anaconda 21¥38 , DI{E¥3E Red Hat Enterprise Linux 7 & &FE
¥F o

>

]

BN EREAS T —ERSNER , ILEMREECE ®ITREFLFIFK Kdump kernel EREIAENHE
B, SAERAERKTHEERE firstboot TARAFETREN , AMARLBEENEMER T
MXFIUEIH T AR, BE , KU E— REEMRENAR L , 7EEITREREFFHICE Kdump,
MEEREEBTFENRFENRE (REBE) KFE

\s

RED HAT ENTERPRISE LINUX 7.1 INSTALLATION

HKdumg is & kernel crash dumping mechanism. In the event of & system crash, kdump will capbure information from your system that can be invaluable in determining the

cause of the crash, Mote that kdump does require reserving a partion of system memary that will be unavalahles for ather uses

Ca Enable kdump
tdumg Memary Resenatian; Aytomatic & Manust

Memory To Be Reserved (MB): LZ2E +

Total Sestem Memory (MB): 1024
Usable System Memary (MB): B26

B 3.1. H Kdump =1

FEIRNBINEICSEFSGT , RBERESHETTRE. BoEtCHBEER LARRNE.
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MANUAL PARTITIOMNING RED HAT ENTERFRISE LINUX 7. L INSTALLATION
onw 3 e [ 12tp
_ Mew Red Hat Enterprise Linux 7.1 wdal
Installation
Mount Point: Dewice(s):
fhaat Wirtio Block Device (vds]
500 ME
! 8672 MiB
ral-met
Swap 1024 MiB Drevice Type:
et ST, Srandard Partition v Encrypt
File System:
=k ot
Label:
Updaze Sectings
Note: The settings you make on this soresn will
At o o nof be applied wibd pou cfick on the makn ¢ i
@ ‘Begin nstall
AUAILARLE SFACE TCTAL SPALCE
992 5KiB g 10 GiB
1 stwrage device zelected Rese=t Al

B 3.2. EFERGHOTENERS FIEm

CRADTAERERRN B8 & INEB, BETREAREE, SRR , FIRAEEEET
T T 6L, AUBEBIE AR, | LrEr AR REREEE ) WTTRTREEE, 2
#3577 NetworkManager SRt , I B 54284 (Red Hat Enterprise Linux 7.1 A855#5
B .

PEIERCE E R8T 4416 Kickstart I, HESEEUTESY.

REBACABERZETZAKERAR. RENA RS UR tmux ERMEREES 1 (ttyl) £
b, BREETRERFHFIREL , 555 T Ctrl+ALt+F1 KYPRE tmux , AREZER Ctrl+b X KiE
ARREZFETYR (1§ X BiRARUREER N AR ER BmTR)

ZEYHREIEENE , 557K Ctrl+Al1t+F6,

Anaconda 3545 IR E@ﬁ?m%ﬂ%ﬁﬂﬂ ZEREE | SBE—ERET anaconda BRI AL
E{fFA anaconda -h 54, SN HEEEEE—IETRLTRN AL EHITRER | EHMREET
BTEIEEEEE.

Kickstart 54 HEIR

logvol $4-MA THIRI : --profile=, ifEMETEIIIEEAMBEEMORERTHES
. BERTEIEES  ZABOLRAAEEREM metadata 5,

FRFEER{E , TFHE‘]EQEJ}'ME‘??% default #1 thin-performance , 3 HF A /etc/1lvm/profile
Bk, AESEASMNERN | 5526 1vm(8) man page.
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The behavior of the --size= and - -percent= options ofthe logvol command has changed.
Previously, the - -percent= option was used together with --grow and - -size= to specify how
much a logical volume should expand after all statically-sized volumes have been created.

Starting with Red Hat Enterprise Linux 7.1, - -size= and - -percent= can notbe used on the
same logvol command.

autostep Kickstart {40 - -autoscreensho t EIECEIE , I HIRFECEIFENS R EZSENER
(BRHGZEMR) #772) /tmp/anaconda-screenshots BT, ERKREFTHE , ELEBE
@ N\ /root/anaconda-screenshots &,

liveimg $54INECKIBN tar ERFILIRMUSIZEITRE. tar BAEERIABEREHENK root 15
XAEY , WHERXLTYWARL . tar, .tbz, .tgz, .txz, .tar.bz2 .tar.gz, ZE .tar.xz
ERGER.

network 54 E M T #IAFEIE , DACEMREE. EWRIER

--bridgeslaves= : EFR T HEIAR , /A - -device= BIFIETE T K E ABRERBHIEE
YR , WHEHRWN --bridgeslaves= RIAFREERSWINEER/E L. 60 :

network --device=bridge® --bridgeslaves=eml

--bridgeopts= : EE2EEAM. DEREREN—IIBENTRSH. THNESR
stp. priority, forward-delay. hello-time, max-age I\ ageing-time, AXH({Z
ELZERNELSHNERIER , 5526 nm-settings(5) man page,

autopart #5488 7T —EFIRIA - - fstype, HEIHREESLE Kickstart #&3R{F F B Bk 26T
FYFERER RS AARY (xfs)

Several new features were added to Kickstart for better container support. These features include:

repo --install : EIEFEIESIGHREERCE R FEACRKRERS LK /etc/yum. repos.d/ B
$xh, EIR(ERLCETE | BLETE Kickstart FER PRI EGEREEETRERFHER , MEXED
M ARG HFA,

bootloader --disabled : IEIFRER T IEBHRE NFER.

%packages --nocore : Kickstart f5 %packages SINHFTRIE , EaEfh L R4 @core
R4, EREEEITRR N REIEAC container £,

Please note that the described options are only useful when combined with containers, and using
the options in a general-purpose installation could resultin an unusable system.

Entropy Gathering for LUKS Encryption

If you choose to encrypt one or more partitions or logical volumes during the installation (either
during an interactive installation or in a Kickstart file), Anaconda will attempt to gather 256 bits
of entropy (random data) to ensure the encryption is secure. The installation will continue after
256 bits of entropy are gathered or after 10 minutes. The attempt to gather entropy happens at the
beginning of the actual installation phase when encrypted partitions or volumes are being
created. A dialog window will open in the graphical interface, showing progress and remaining
time.

The entropy gathering process can not be skipped or disabled. However, there are several ways
to speed the process up:

If you can access the system during the installation, you can supply additional entropy by
pressing random keys on the keyboard and moving the mouse.

10
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If the system being installed is a virtual machine, you can attach a virtio-rng device (a virtual
random number generator) as described in the Red Hat Enterprise Linux 7.1 Virtualization
Deployment and Administration Guide.

The system needs better quality of random data, you can improve it by typing
randomly on keyboard and moving your mouse. The installation will continue

automatically regardless of random data quality when time runs out.

Random data quality:
SR —

JE 3.3. Gathering Entropy for Encryption

i

R AP RNER

RERABENMTREEERUL Initial Setup TABATIRESHME HE ) REBUREGETHE.
BT HHRSAHE L Yelp RBRRIERSEARL (ictar) + , MERTEmMERKNERS .

INSTALLATION SUMMARY RED HAT ENTERFRISE LINLIX 7.1 INSTALLATICHN
- ;

The Installation Summary Screan
Hedp!
Paga “iew ©Go EBookmarks r

0O The Installation Sumenary Soreen i .

LOCALIZAT|
The Installation Summary Screen

The Installation Summary soreen is the central location for setting up an instalation,

Irstead of directing you through consecutive screens, the Red Hat Enkerprise Linus installstion

pragram allowis vou to configure your instalation in the arder you dhoo=e

Use your mouse to select a menu kern to configure a sedion of the installabion. When you have
carrpletad configuring a section, or if you would ke to completa that section ater, click the Done
butken locatad in the uppar keft corner of tha scraan.

SOFTWARH Gty sections marked with 3 warning symbol are mandatory, A nate at the battom of the screen
warns you that these sections rrust be completed before the nstalation cam begin The ramaining
sackions are opbional, Bemeath each section's title, the current configuration is surmmnarized. Using
this wou can determine whether veu need te visk the section te canfigurs & further.

A Once all required sections are complete, chick the Begin Installstion buttan. Alse see Begin

Irnstallation.

STYSTEM Ta cancel tha mstallation, chck the Qur button.

& Whan relabed background tasks are baing run, certain manu tems may be temporanhy
grayed aut and unavalahle.
ﬂ If you used a Kickstart option or a boot command-line aption te spacify an instalation repostory on
a mebwark, but no netwerk is avallabla at the start of the installstion, the nstalation program wil
display tha configuration scream for vou te set up a metwork connaction prior to displaying the

[y | e
Imstalatian H-L.I".".'i'lﬁ."_.' soraan f Hiaton

{;-, Please comp 1oU €8 skip this step if you are irstaling from am instalation DVD or other locally accessible madia,

aeel womis meg moeb g simi ol ek magel el el b Giegels blag ok ollotime B Prahsime |

[BJE 3.4. Anaconda built-in help
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3.2. G AT

IBM Power Systems (1% IR7EF AT GRUB2 B#E N2 KA SERTIZ (4L yaboot, 74
Red Hat Enterprise Linux for POWER ] big endian BY%E3:% , {#8 GRUB2 @&t , SAM/EJRA]{F H
yaboot, H{EM little endian FUAEFEE(FF GRUB2 XKEFH.

(Zrsrm) SEMURMET AFEFH GRUB2 #] IBM Power Systems 5% E A8 M B4R RZSHIFE 7R
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T 4. KA

4. {#FEE

LVM REX

As of Red Hat Enterprise Linux 7.1, LVM cache is fully supported. This feature allows users to create
logical volumes with a small fast device performing as a cache to larger slower devices. Please refer
to the 1vm(7) manual page for information on creating cache logical volumes.

FaEE , (FR#ESEM (LV, logical colume) BRLTBRS :

RER LV AR REEBIRE  FEARKHEERE (thin-pool) KLV, RAD LV RGN, SEMHEET
LV BIRETY,

The cache LV sub-LVs (the origin LV, metadata LV, and data LV) can only be of linear, stripe, or
RAID type.

TREX LV BN 2 1%, SiAAER T M. BURE B | SERREUE | AR BB BRI IR
B
BB libStorageMgmt API & TR A ES S

Red Hat Enterprise Linux 7.1 335 1ibStorageMgmt ({£{Z[EFIKIEL API) |, SRR GE1EIES SR
FriR(EM) AP JERTBRE. 1RE , BEERATET AR BHEARMAEIES) |, 3E AR ERIEEMERINEE., R4
BEENATIFER 1ibStorageMgmt K43N H , KFHEREFFRE. BRREHFEIETS. %‘E
E Targetd IMIERUATEREITIE , KRAEFEHTAEIR.

NetApp Filer (ontap 7-Mode)
Nexenta ({£ nstor 3.1.x)
SMI-S , 45AFIREIF AR {E A
HP 3PAR
0S3.21RUE
EMC VMAX Ed VNX
Solutions Enabler V7.6.2.48 DAk
SMI-S Provider V4.6.2.18 hotfix kit PA_E
HDS VSP Array non-embedded provider
Hitachi Command Suite v8.0 PA_E

#HEZL 1ibStorageMgmt WA , 52 (([#f7EHER - SMEHEEE) —&,

324 LSI Syncro

Red Hat Enterprise Linux 7.1 f£ megaraid_sas SREFEXPEE TS , PLERA LSI Syncro CS high-
availability direct-attached storage (HA-DAS) %€, &S TEBARIEHEETETE
megaraid_sas ERENFER , SAMF AIERENFEZHERDC Syncro CS JIHHTTAE . IMITHI RSB E#A
LS|, BRAGEEE , EARLMAKIZM, 2R Red Hat Enterprise Llnux 7.1 FEE Syncro CS gfF
Fﬁ%ﬁﬂ tEIfEE R4S Red Hat #1 LS1, AXEISEZ BRI LSI Syncro CS fi# iR A K _EHMERIEN , 5526

http://www.Isi.com/products/shared-das/pages/default.aspx,
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LVM ERAREAREAE

Red Hat Enterprise Linux 7.1 & 7 # LVM ERFEXFIENE (API) EAATTAE. It API ATH{E AR
EFAMEH) LVM B EEAE

EHEEE 2R 1vm2app . h 1Z5E4E.

DIFIDIX 1%

DIF/DIX J3—IEHE SCSI 42%#THR , LUK Red Hat Enterprise Linux 7.1 FEATTEEE. DIF/DIX 5 B
512 {uJTARREREEIRA 512 IGNE)T 520 fuit4l , Y T BRI TRBMMEAL (Data Integrity

Field , DIF) . DIF @R A\IBN LR , #7F—{EH Host Bus Adapter (HBA) Fﬁnﬂ%imaﬂ@%
checksum {B., #FREHZFFGETWEFHELL checksum , X RIRH#EFERN checksum, MR , E5E
1B AR , AR EEFRA K HBA B a[i8E % checksum,

For more information, refer to the section Block Devices with DIF/DIX Enabled in the Storage
Administration Gmde

1458 DM-Multipath [REE/R$E R T Bt

device-mapper-multipath TEP£%s | nfEA%EEE multipath. conf £, Eitk , IR
multipath. conf B85 T THEESIMMESE , device-mapper-mul tipath €RE#RsE:R , W ZMKIE
LRGSR R SRaR ),

fRttz 4, KFERF THRRAEELMA multipathd show paths format#54 :
%N £ %n 4 BIFRRIEHEELE 4E/ Fibre Channel World Wide Node & 8.
%R B %r 4y BRI EMLEL B FZfK Fibre Channel World Wide Port 478,

IRFEEAZE T ARSI multipath SAFENEM. BIRRHERIRRVEE  EREMAEERIhER
#FAE.
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https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/7-Beta/html/Storage_Administration_Guide/index.html

B L. IERALG
YiE Btrfs EX A%

Red Hat Enterprise Linux 7.1 BIAHTABIRAAR , XI8E Btrfs (B-Tree) {EXA#. EHERAGRM
TEHENESIERE. TTRE. URAERM. Btrfs fEE{FAERES snapshot, BARGEIEBEER LS
IhEE.

OverlayFS

The OverlayFs file system service allows the user to "overlay" one file system on top of another.
Changes are recorded in the upper fil esystem, while the lower file system becomes read-only. This
can be useful because it allows multiple users to share a file system image, for example containers,
or when the base image is on read-only media, for example a DVD-ROM.

On Red Hat Enterprise Linux 7.1, OverlayFS is supported as a Technology Preview. There are
currently two restrictions:

Itis recommended to use ext4 as the lower file system; the use of xfs and gfsz2 file systems is
not supported.

SELinux is not supported, and to use OverlayFS, itis required to disable enforcing mode.

4T NFS %2

PNFS (F4T NFS , Parallel NFS) Jj NFS v4.1 fR7#EK—HRSy |, BERA FinllE &, FATHARFEUH i
H. pNFS ZHERESTHBER R TEARE , 3 NFS ARSI RMSAE.

pNFS defines three different storage protocols or layouts: files, objects, and blocks. The client
supports the files layout, and with Red Hat Enterprise Linux 7.1, the blocks and object layouts are
fully supported.

Red Hat @ 4EM R MRAE SRBIURIAISHE R & 1F |, FERSIRIRALRT0 pNFS A8, AR B FMEAMTTHT
&,
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== 6. Kernel

Ceph EBIRFKEZIE

libceph. ko #0 rbd . ko 1482 #11%ZE Red Hat Enterprise Linux 7.1 i8] kernel 1, j5££ RBD kernel &
4RAERE Linux THE Ceph EIRFEER A—E— MUK ETAE | WEEHEZE —(E B S MS L AIEERFESR
%, 5130 XFS or ext4,

FBEE , CephFS ##4H ceph. ko HHi7E Red Hat Enterprise Linux 7.1 &k Z 2.

[FIHFK Flash MCL 3T

IBM System z Z24# 4 Red Hat Enterprise Linux 7.1 FE B BRHAEAEEFR TR (MCL) , BLFARAETE
RO 1ERIIEIN TEREREIRFEN L, WIBAMEAE B AREIERERTE FAR.

FhREL kernel &4l

Red Hat Enterprise Linux 7.1 #11%7 kpatch , E2EEABMTAERERER "kernel B LA
X, . kpatch TRAEXAEEFAESIE 40" kernel B#IER | TR AR EAZFEIMAIER T
ENRE 154 kernel, F5/EE. |, kpatch {3387 AMD64 H Intel 64 2245 F8T.

DLBi® 1 {8 CPU X 4@ Crashkernel

Red Hat Enterprise Linux 7.1 A a5 BB —{E CPU K k&) crashkernel, EIATIEEBATATTAE.

dm-era HZ

Red Hat Enterprise Linux 7.1 F1%7T dm-era device-mapper BiZEARMTAE. dm-era BRI FHE
TERMFEEN (84 Teray ) A, HBEAKERBWL, &M@ era BIZEFZEEERIN era /EAKSFE
K 32 {TTATEREE (U ARARE . LB IZREEHNERISIEMTPLLEIRIE_ LI < B BT, B REESTERER
Wgﬁﬁﬁ;ﬁﬁﬂgﬁiﬁﬂﬁ , AMEE R [E R snapshot Z BARAEIRIM—EME. dm-era BT ETARA dm-
cache BfZRCH.

Cisco VIC kernel EREjFE=,

Cisco VIC Infiniband kernel SRENFEX 2 FIEZE Red Hat Enterprise Linux 7.1 {fEARMTAE., E{EERENIFER
B RAERLAS Y Cisco 424% (& FA%A{l Remote Directory Memory Access (RDMA) HIEEE.,

18587 hwrng P& Entropy &1

1t Red Hat Enterprise Linux 7.1 3% i@ virtio-rng 34 Linux Z IR ERAEIE RNG (hwrng) B
IEOIER, SR, REEARET R rngd daemon YYSEFEM ZFE kernel § entropy &, 4 Red Hat
Enterprise Linux 7.1 Bf%& , BITAFEBERCHRMR. BREMN entropy KR —EREFR , BEHM
khwrngd HiT4H$ &1 virtio -rng KEHUS entropy. RETAFEFBRWAERENFTHE Red Hat
Enterprise Linux ZEHHFIA KM IHATEH, SRENF ERLIFTE RNG IR ATNRE.

HEFE2s A T ¥EENGE
ZAT, HRERXNASTEEe AMEHER CPU BT/, 7£ Red Hat Enterprise Linux 7.1 9 , H&

CPU WHIEAEH TR &7 CPU HZIGHFHEREIT. FNTARRMKIFHE CPU WAETEXR , itk
HEIRHE.
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3GE T HAZE2P M newidle i

HEFE 2SR AR S A ER AT I THEREES | (F1E7E newidle ST IES{TH , BREFRE{ERIH
BE.

HugeTLB EFERIE2LM 1GB Huge Page 4L

Red Hat Enterprise Linux 7.1 EJ0IA T £ runtime AECERIH B _EMTIE |, EAEE 1GB hugetlbfs fj{#

FEFERETE runtime I |, 518 1GB BN BECAAMMEIEAR —RCtERE77EL (Non-Uniform Memory
Access , NUMA) &iEf.,

a7 i MCS ST

Red Hat Enterprise Linux 7.1 & 7 —EFAISEEHS] ; MCS $4E. EIEHHISEEMS KIERD T KBRS
) spinlock ZBSNETT , 1515 spinlocks #¥E 7 Red Hat Enterprise Linux 7.1 FRMEE 5,

FEFEEA/NEH 8KB #iNZE 16KB

#¢ Red Hat Enterprise Linux 7.1 Bf#4 , kernel F2F-#2 K/ NE g 8KB 1EI01E 16KB , DA BNE A&
RARBRRIH S,

uprobe Fl uretprobe ThEEC B perf #l systemtap #

#1{# A Red Hat Enterprise Linux 7.1 B , uprobe 1 uretprobe ThEEIREE 86 perf F54 0
systemtap script JEEC{EF.

IR AR — 2R E

Red Hat Enterprise Linux 7.1 528742 1F IBM System z it SR — g E . BIEF T B
M BB WA ERHEEFE K.

1£ 32 [t A% LK DRBG

E1{f A Red Hat Enterprise Linux 7.1 B , JREMFEMGITTELESS (deterministic random bit
generator , DRBG) S EHAIE 32 {uThARS LEE,

K& Crashkernel {3712

The Kdump kernel crash dumping mechanism on systems with large memory, thatis up to the
Red Hat Enterprise Linux 7.1 maximum memory supported limit of 6TB, has become fully supported in
Red Hat Enterprise Linux 7.1.

17



Red Hat Enterprise Linux 7 7.1 {7\ 4%
~r
= 7. B

3 KVM ki K vCPU #&E

KVM % BV BT SR ESRE CPU (VCPU) ZRABETIEMNA 240, EIREEIEMN T EAE TS AT E
VifE AR IR AR E | WALGEHEEE.

QEMU, KVM £ libvirt API XIEEL Intel B54%
Red Hat Enterprise Linux 7.1 51 , {4 F 1t Intel Core RIFRMTIZEAMA QEMU hypervisor, KVM

kernel JR4a5%, PAK 1ibvirt API, I5RE:E KVM & BEum(E AL FE4 B4 : ADCX, ADOX,
RDSFEED, PREFETCHW LA SMAP (supervisor mode access prevention) .

KVM & EEigK] USB 3.0 71

Red Hat Enterprise Linux 7.1 #5F#1i¥% 7T USB 3.0 host adapter (xHCI) {&EE{EARMTEE , UBEME
M USB XiE.

dump-guest-memory 54 RIBRLEThAE

Red Hat Enterprise Linux 7.1 & , dump-guest-memo ry {54 X iE EWMAENSFHK BRAEINEE, EHEIEENRF |
ERGEEAFEA virsh dump F54RERBMBZHETHE/N. Rtz BE REBRARMNE BIHIR
ENtE , ST RERARIAENTE AR IR,

B AG EE i B 28 IR

7£ Red Hat Enterprise Linux 7.1 , BRI EEEZSHEFE (OVMF , Open Virtual Machine
Firmware) MIEA#FAERR. OVMF 2 AMD64 £ Intel 64 & 5 UEFI 24 pRENRS.

Hyper-V RASEHEESE At

Hyper-V 8% ERENFE T\ A TE TR AT B ABIE SNAE. 512N Receive-Side Scaling, Large Send Offload,
Scatter/Gather /0 #83%2I%1E , B A EHELIEN.

hyperv-daemons #fK] hypervfcopyd

hypervfcopyd daemon 20\ hyperv-daemons Eff. hypervfcopyd & Hyper-V 2012 R2 E#_E#,
TE9 Linux B Eein{F RIS RER R, ETARGAEETHIERIER (&R VMBUS) Z Linux % Big E.

libguestfs KIFIFE

Red Hat Enterprise Linux 7.1 Y 1ibguestfs ({FHX. BUEHR SRS IER T R4) SINT ZIE4
.

LA
virt-builder — 3 EHHSMGERF TR, /8 virt-builder AR, LEMIET, KREE

Vi

virt-customize — BRI EHEM M BIENFT LA, virt-customize \JARTREM. wiEACE
¥, BT script WAL T RS,
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virt-diff — BRmAEEEOEERGZ 2RI A, virtdif TEES%E snapshot Z %
2.

virt-log — & EEIRSE BRI LR, virt-log TAXIRZ % EG , AFE4 Linux, FRBEE
B Linux, BA& Windows SE#45c8%.

virt-v2v — {HE hypervisor % frigZE KVM RFT LR , 7]/ libvirt, OpenStack, oVirt,
Red Hat Enterprise Virtualization (RHEV), RHET BZEIE, BEJ virt-v2v af Ak Xen B VMware
ESX B Red Hat Enterprise Linux £ Windows % B,

Flight Recorder IBif{Thik

Support for flight recorder tracing has been introduced in Red Hat Enterprise Linux 7.1. Flight
recorder tracing uses SystemTap to automatically capture gemu-kvm data as long as the guest
machineis running. This provides an additional avenue for investigating gemu-kvm problems, more
flexible than gemu-kvm core dumps.

AGNATECE . (£ flight recorder IBHETNAE , SH 2R (EfREZ EMEITER) |

RDMA-based Migration of Live Guests

The support for Remote Direct Memory Access (RDMA)-based migration has been added to
libvirt. As aresult, itis now possible to use the new rdma: // migration URI to request migration
over RDMA, which allows for significantly shorter live migration of large guests. Note that prior to
using RDMA-based migration, RDMA has to be configured and 1ibvirt hasto be setup to useit.
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&= 8.%5%
Corosync FENRERER BilF

token_coefficient EIACDHIEZE Corosync Cluster Engine, token_coefficient [K{H{E
S nodelist PNFIEENLBETED—EMEEFER. BT , BANERFESENT :

[token + (amount of nodes - 2)] * token_coefficient

EREE AR AR B, MBE LSRN T ENEREAUER. FARES 650 ms , RIBAIRAMHERRZ 0,
W B WIBFRIETATIRE.

JEIATNAEREE Corosync RIREIZNENRERTIBANFEIR.

Corosync Tie Breaker 1&58IhiE

Corosync ff auto_tie_breaker {hEThEEC AR ME |, WHIY T EEREE AT ITHACENB Y tie
breaker BiZHIETH, FAERECREEZEJIER, , (FHAMSFEEN HNEENER TRE MR , SR
AR AKENE, ID BUE R ENE, 1D METZHMRE.

Red Hat High Availability 3438 5haE

7 Red Hat Enterprise Linux 7.1 #47hR#+ , Red Hat High Availability Add-0n 3Z{E 32
Ak, MEMFIELERE LAMBAAR , 528 (High Availability Add-On 2%15F) .

pcs resource cleanup F§4IRFECREERNEIRARREN A 1A ZREST failcount,

8] % pcs resource move f54FEE—1E 1ifetime 28 , M5 IETATES ATE LN & IR B4 RF
WREZ R

ZAI{EM pes acl FELSRARKEREREHIR , NEBFEUZHIEE (ACL) RREEAZEHNES
ACE AR B TAMEE R FIRER

T —RIEIREIR SN , pes constraint $5SIRATRSIRALE R EIBIAIEIA.

pcs resource create 54 3iZ disabled 2%, BISER N EFIAEEERA.
pcs cluster quorum unblock F5&RERZEIEE PR , BARFFHTEMNEEL.
#RE[1EIB pcs resource create 154 before ] after 2K ELE ZIREHAMIER.

O EERLEHNRE—E tarball F , WEB pcs config 541 backup 1 restore I , 3KFE
BN EEMB R LS EREER.
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= 9. fhnean L TR

System z Binaries _Lf{ Linux Hot-patching (Z\&#l) &

GNU Compiler Collection (GCC) % System z binaries ZBUTHATERIEEIE TR LBHSHE. KRR
fERA—IA "ThREEM ) IEFSFEM hot patch ThEE , EIRAEIRER -mho tpatch 1545 RIAR A FA
INBEM hot patch,

B hot-patch ¥A#AE X/ NIMBER AENE. RIERESTEHEIETNEEE A hot-patch , TIESHE A
INRERSFH hot-patch,

System z binaries _EH] Linux Hot-patching X1 JR5#4 Red Hat Enterprise Linux 7.0 KT #ITEE., 7
Red Hat Enterprise Linux 7.1 3727 2 B2 EIXE.

WHERE TS R AE

Red Hat Enterprise Linux 7 &7 Performance Application Programming

Interface (PAPI) . PAPI J3iRlEIRes ERIEF &N ERE ISR T BIaR AR . BT Ras A—4HRER
HEANE TS  ELEME AT RTREMBINE TR, BG4 R TR MREN 24T
EUHR.

In Red Hat Enterprise Linux 7.1 PAPI and the related 1ibpfm libraries have been enhanced to
provide support for IBM Power8, Applied Micro X-Gene, ARM Cortex A57, and ARM Cortex A53
processors. In addition, the events sets have been updated for Intel Haswell, Ivy Bridge, and Sandy
Bridge processors.

OProfile
OProfile 2ERZLEIBM Linux AENTLE. AEFEESSPUBPENARBIT , X B AT ERIER
#pBEsMEN/S. 7 Red Hat Enterprise Linux 7.1 % , OProfile EEW 12 T AT EIEE5A  Intel Atom

Processor C2XXX, 5th Generation Intel Core Processors, IBM Power8, AppliedMicro X-Gene , M\ &
ARM Cortex A57,

OpenJDKS8
Red Hat Enterprise Linux 7.1 & T java-1.8.0-openjdk EHEARHTAE , ©AE T RIhRKM Open Java

Development Kit (OpenJDK) , 2 OpenJDKS8, ELLEMHEMT Java SE 8 R BSSIEEEE |
W HAEEIREA . R84 Red Hat Enterprise Linux 7.1 4] java-1.7.0-openjdk B4 F1T{EF.

Java 8 A& T ZIEHNE |, HI20 Lambda R, FEER AT, FAKEEMHF Stream AP, JDBC 4.2, 1FHE
AES X412 , IR HEZIANE. KRTIEL 24, OpenIDK8 BA A T BIAH E HIMAEE FMSERE1E.

sosreport T snap
278/KH snap TAEEH powerpc-utils EHF#%. HIhEEC# S A sosreport THEH,

Little-Endian 64-bit PowerPC [{] GDB YiE

Red Hat Enterprise Linux 7.1 7£ GNU Debugger (GDB) FE{7T 64 {iJt PowerPC little-endian 224§
ERR.

T una 3 HTNEE
Tuna 2ET]ARFARAFESMGAER (FIaNHEFERBUR. RT B4 , LXK CPU EEM) WIT A, &
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Red Hat Enterprise Linux 7.1 £ , Tuna GUI E&18 8= B @/ RENIFESK root 5835 , At —K(EHE(E
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= 10. 48k
{EERAR 43

Red Hat Enterprise Linux 7.1 ¥\ 7 {={FH48I&E48 (Trusted Network Connect) INWEE{EABMMTEE. {5

ERIABE EARREFE BORAL A AOARRE 77EIEH] (network access control , NAC) fERFTEE , 620 TLS, 802.1X

2 IPsec , AEGInRHRAET (end point posture assessment) ; LAl REIRINAGEN (BIa01E
¥ABENENRTE. CREEHSEENHEHTEN , YTBMEEBENER) . SENERER SRR T
ENABEE 2 B , B ARSI A FINBURERE ELEE.

qlcnic BEENFER Y SR-10V Tk
Single-Root I/O virtualization (SR-I0V) XIEDIIYE qlcenic BREMFERPEARATTAE. BIaTheE

STEMSEH Qlogic Hikfefit , W HZAAFRAEIKE R4 QLogic M Red Hat. glcnic BREIFEAFHHYE
TNREIS AT R 2T R

Berkeley Hf&mRss

HJA Berkeley Packet Filter (BPF) i "/2&E 4458, MXECSHIEZE Red Hat Enterprise Linux 7.1,
BPF EZAREE socket AR, £ "LL2EHFME(, (seccomp) UK Netfilter S TIREE,
BPF #A —EREZLUHEM just-in-time BfE , AR ARE I EERMNERTBIE.

BN SERE E M

ZHIRAGAERAAN | {2 TEETEF)  (tickless) kernel THEERT DARAZE B35 R IFSEMTEEME. kernel Rt
BRI DAL kernel BYENRIAF A nohz=0off K{EF. 4AMM , Red Hat Enterprise Linux 7.1 Fifr Fri¥m

YETNREC KIREUE AREHENTREN , AEH RS BERERS , FEER nohz=off % , RGHFEK
SEMERNAK. EHER PTP S NTP ETIHRCHERTEARS , BIRERFEEERA.

libnetfilter_queue £
libnetfitter_queue EE N\ Red Hat Enterprise Linux 7.1, 1libnetfilter_queue 2{FHETHMEK R

[ , A& kernel HAEEFERTHEAZAMEBIR 4L API. 1EAE:E kernel nfnetlink_queue FAGWEREHFE
REA, FIWrEe. ERaRiE. YEFTANBYENE .

BN _EREEThRE

Red Hat Enterprise Linux 7.1 5 , libteam E#FEEHMZE 1.14 -1, EEMHBIET ZIAER. 1RHtT 2 EE
@INEE. HPHERIE teamd IREFTAEENR systemd EFAEA , BN T EIEHITEE.

Intel QuickAssist Technology KEERENFE

Intel QuickAssist Technology (QAT) ERENFENE N Red Hat Enterprise Linux 7.1, QAT EaENFEz\R A
T QuickAssist ig#8 , EIPRSREME K ARG ARSI EE.

PTP B NTP ZH#iE{#EA 2z LinuxPTP timemaster &

Red Hat Enterprise Linux 7.1 9, linuxptp EFEEHZE 1. 4., EEMHFBIET LIAER. RUET 2 EEETH
g, HP4FRE PTP 488 NTP K HHIEIE RS2 18 |, £/ timemaster [EFFEN. REHK LE
Z{E PTP 4PFA[{EMA , SEEF[E NTP BF , timemaster 2T LUK IE AL bFs5[E) 4 2 FTA 0] ISR
KR,
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A& initscript

Red Hat Enterprise Linux 7.1 FE /I A B &l VLAN ZiBHIZIEDIEE. GRE FiEM IPve MR ZEMEM
A BN E , IS RIF—3L

TCP #EiE ACK

Red Hat Enterprise Linux 7.1 & , {A]ACEM TCP iEE ACK THEES MM iproute Eeh, E0TRAUEB ip
route quickack 154 B,

NetworkManager

IR 7£ Red Hat Enterprise Linux 7.1 2 B40:c%I1A lacp_rate, NetworkManager 24%1%58 |, J2{itE
IERRKET LI ¥ EHE slave NAK master NHARKEADS.

Mtz 4 , NetworkManager (KB EEARTNAERIE 7B AAEE. R A INELEAHRIB—4A7] A&
4% , NetworkManager SR EFAE R @BLIEFELR. NEHTA T BEARREBEIERFEAE

[ , NetworkManager €{#RFERHIITA , WEIEHIE— /X BUARIELR.

A 2 RIS VT

Red Hat Enterprise Linux 7.1 20\ VTI (virtual tunnel interfaces , BRI ZERE /) A BCABIE G & SHIKTh
Bt, SR BRI ALMENR , EXE VT KAERKBEARGZ THPEE.

MemberOf SMHERKHCABEH#EFREE

389 Bxf@ARFH Membero f SMIEXMECE ] IFFERIRIERET . EA Membero f SMHFEI
MERFUER  FREREEERBIROIRETD , EES - HAEE vembero £ SMEFER,
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= 11. Linux Containers

The Docker projectis an open-source project that automates the deployment of applications inside
Linux Containers, and provides the capability to package an application with its runtime
dependencies into a container. It provides a command-line tool for the life cycle management of
image-based containers. Linux containers enable rapid application deployment, simpler testing,
maintenance, and troubleshooting while improving security. Using Red Hat Enterprise Linux 7 with
containers allows customers to increase staff efficiency, deploy third-party applications faster, enable
a more agile development environment, and manage resources more tightly.

To quickly get up-and-running with docker formatted containers, refer to Get Started with docker
Formatted Containers.

Red Hat Enterprise Linux 7.1 ships with docker version 1.4.1, which includes a number of new
features, security fixes, patches and changes. Highlights include:

The ENV instruction in the Dockerfile now supports arguments in the form of ENV name=value
name2=value2 ...

An experimental overlayfs storage driver has been introduced.

An updateisincluded for CVE-2014-9356: Path traversal during processing of absolute symlinks.
Absolute symlinks were not adequately checked for traversal which created a vulnerability via
image extraction and/or volume mounts.

An updateisincluded for CVE-2014-9357: Escalation of privileges during decompression of
LZMA (.xz) archives. Docker 1.3.2 added chroot for archive extraction. This created a vulnerability
that could allow malicious images or builds to write files to the host system and escape
containerization, leading to privilege escalation.

An updateis included for CVE-2014-9358: Path traversal and spoofing opportunities via image
identifiers. Image IDs passed either via docker load or registry communications were not
sufficiently validated. This created a vulnerability to path traversal attacks wherein malicious
images or repository spoofing could lead to graph corruption and manipulation.

Red Hat provides platform container images for building applications on both Red Hat
Enterprise Linux 6 and Red Hat Enterprise Linux 7.

Red Hat 1321t Kubernetes A% container. A4 Kubernetes (E¥1E , 5526 (Get Started
Orchestrating Docker Containers with Kubernetes) —3Z,

Linux containers are supported running on hosts with SELinux enabled. SELinux is not supported
when the /var/1lib/docker directory is located on a volume using the B-tree file system (Btrfs).

11.1. Components of docker Formatted Containers

The docker container format works with the following fundamental components:

Container — fEFFE V5. S8 container FEMREFALRREENN—E "HREH . BERRGE
&R B E) container B , AR A\KIPS B MBIMGIER LS. SXRERA container (£ docker
commit ay<) B , FHBRGAEE B EWMA | MFFEE.

%15 (image) —container BCEREFRE snapshot, BURIEEMERERIFEE , KEAREHBYR ; TEEE

HEER LA RSARETET , REEILHNIRGHER 1 8EFE. SERGEERRH—2 S BRI G
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Platform Container Image — an image that has no parent. Platform container images define the
runtime environment, packages, and utilities necessary for a containerized application to run. The
platform image is read-only, so any changes are reflected in the copied images stacked on top of

FT1EE (Registry) — BUGRERRFH. SEMEEAMSRANEREE , AT At THKMEGHE, —&5T
e e A& _ LEMRGHE | iIFRHEERENZ,

Dockerfile — #5323 Docker MUHERTE/ R BLEFE. Dockerfile 24t T BEIk. ERFER. XFEVL
B,

Container
(writable, running application A)

Layered Image 2

Layered Image 1

Platform Image
(Runtime Environment)

B 11.1. ¥/ Docker &R ERS =

11.2. Advantages of Using Containers

The Docker project provides an API for container management, an image format, and the possibility
to use a remote registry for sharing containers. This scheme benefits both developers and system
administrators with advantages such as:

HEZEEFFE — container B8 T JERFAEXIEHMmR runtime 3K , &K container KX/, I8k
TR,

ST 75 — FEFRREN R EMKERE T LB RAE I , BAE—K container , 155 Linux kernel
TEAMEMARRA . SiEBETIMERY, & container A PUERE|R—4H{T Docker KR _L8UT , F&H
AR,

JRASF BT A (E — EFAETTLUBHE container (EREIRA . MHEARZE. SEEZHTHIRA.,
Container A Z BIFIFE EEEF AT | 155 container B33EE 817,

AZ - ERFEAT A AREREEEE , WHAARE container, Red Hat fefft T s EAFILLARE , FiF
WA ABCE R R BEE.

EEE IR/ E e — BE Docker MURIEIEE B0/ , ATRURIR(EE | R MR FTERFEX container i
B,

B 4% — Docker JFZD T $\ B Sl FE FR AR SCAR R M _E AR e L JE g
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11.3. SAEEH A ELER

Virtual machines represent an entire server with all of the associated software and maintenance
concerns. Containers provide application isolation and can be configured with minimum run-time
environments. In a container, the kernel and parts of the operating system infrastructure are shared.
For the virtual machine, a full operating system must be included.

Aok HES S L akikk container, RIS FTETRTENEEAS  WHFEREINEE EIRA
Hb%%)tHTo

Container JSERIKIEE , FL—F 443 _EBERFBITH container BB &L ERE R ERIESL

Containers BEEHZEMAZ IR |, EH R glREE. EIAE container |, ZEERFEADAELESEN
RARBIT. tbAsR , AEZEN _EMAEERE LA GER.

HERERE IS BETEBITROIEIN T 18% |, container ZEBVTHFRIEILERS , MNAKIERAABE — B EME S 8
BER—H.

Container WAFFEFTHIER T & REARES M. SRABTRALBM O A e BN E AR RENRE
A,

To quickly get up-and-running with docker formatted containers, refer to Get Started with docker
Formatted Containers.

More information about Linux Containers, the Docker project, subscriptions and supportcan be
found in this FAQ.

11.4. Using Containers on Red Hat Enterprise Linux 7.1

Packages containing docker, kubernetes, and registry software have been released as part of the
Extras channel in Red Hat Enterprise Linux. Once the Extras channel has been enabled, the
packages can beinstalled in the usual way. For more information on installing packages or
enabling channels, see the System Administrator's Guide.

Red Hat provides a registry of platform container images and Red Hat Atomic Container Images. This
registry provides base images for building applications on both Red Hat Enterprise Linux 6 and

Red Hat Enterprise Linux 7 and pre-built solutions usable on Red Hat Enterprise Linux 7.1 with
Docker. For more information about the registry and a list of available packages, see Container

11.5. Containers with the LXC Format Have Been Deprecated

The following LXC packages, which contain Linux resource containers, are deprecated starting with
Red Hat Enterprise Linux 7.1:

libvirt-daemon-driver-Ixc
libvirt-daemon-Ixc
libvirt-login-shell

The Linux container functionality is now focused on the docker management interface (docker
command-line interface). Please note: Itis possible that the listed LXC packages will not be shipped
with future releases of Red Hat Enterprise Linux, as they may be considered for formal removal.
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Manual Backup and Restore Functionality

This update introduces the ipa-backup and ipa-restore commands to Identity Management
(IdM), which allow users to manually back up their IdM data and restore them in case of a hardware
failure. For further information, see the ipa-backup(1l) and ipa-restore(1) manual pages or the
documentation in the Linux Domain Identity, Authentication, and Policy Guide.

H WinSync % Trust KB 3E

This update implements the new ID Views mechanism of user configuration. It enables the
migration of Identity Management users from a WinSync synchronization-based architecture used
by Active Directory to an infrastructure based on Cross-Realm Trusts. For the details of ID
Views and the migration procedure, see the documentation in the Windows Integration Guide.

One-Time Password Authentication

One of the best ways to increase authentication security is to require two factor authentication (2FA).
Avery popular option is to use one-time passwords (OTP). This technique began in the proprietary
space, but over time some open standards emerged (HOTP: RFC 4226, TOTP: RFC 6238). Identity
Managementin Red Hat Enterprise Linux 7.1 contains the firstimplementation of the standard OTP
mechanism. For further details, see the documentation in the System-Level Authentication Guide.

—RAHE AR IR RS SSSD ¥

A plug-in interface provided by SSSD has been added to configure the way in which the cifs-utils
utility conducts the ID-mapping process. As a result, an SSSD client can now access a CIFS share

with the same functionality as a clientrunning the Winbind service. For further information, see the
documentation in the Windows Integration Guide.

The ipa-cacert-manage renew command has been added to the Identity management (IdM)
client, which makes it possible to renew the IdM Certification Authority (CA) file. This enables users to
smoothly install and set up IdM using a certificate signed by an external CA. For details on this
feature, see the ipa-cacert-manage(1l) manual page.

T AU L AARED

Itis now possible to regulate read permissions of specific sections in the Identity Management (Id M)
server Ul. This allows IdM server administrators to limit the accessibility of privileged content only to
chosen users. In addition, authenticated users of the IdM server no longer have read permissions to
all of its contents by default. These changes improve the overall security of the IdM server data.

TR E A B RASIIAFER

The domains= option has been added to the pam_sss module, which overrides the domains=
option in the /etc/sssd/sssd . conf file. In addition, this update adds the pam_trusted_users
option, which allows the user to add a list of numerical UIDs or user names that are trusted by the
SSSD daemon, and the pam_public_domains option and a list of domains accessible even for
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untrusted users. The mentioned additions allow the configuration of systems, where regular users are
allowed to access the specified applications, butdo not have login rights on the system itself. For
additional information on this feature, see the documentation in the Linux Domain Identity,
Authentication, and Policy Guide. e

BEERMERRCE

ipa-client-install 54 IRTERTACR{E 4 SSSD ALE A sudo RSB RHLIES . HisMaEFERE A
--no-sudo EIEEM, H4Ah, --nisdomain EIAC LK ASHEER FIRRTREFTEE NIS 4854
F8 , M - -no_nisdomain ZEIFRIHIIGAE LT NIS 4PH8758. EMEEIES R EFEHEINEE , IPA 485
EEwERREAEZR.

{&/H AD # LDAP sudo Provider

AD Provider 21E{# A3 E_t Active Directory {aAlfR#SKI1Zi%. 7F Red Hat Enterprise Linux 7.1 % , AD
sudo provider M LDAP provider fEECEE S SCUREATATTAE. A ZRUR AD sudo provider , F57E
sssd . conf {ERHABBER NN sudo_provider=ad &5E.

32-bit Version of krb5-server and krb5-server-ldap Deprecated

The 32-bitversion of Kerberos 5 Serveris no longer distributed, and the following packages are
deprecated starting with Red Hat Enterprise Linux 7.1: krb5-server.i686, krb5-server.s390, krb5-
server.ppc, krb5-server-ldap.i686, krb5-server-ldap.s390, and krb5-server-ldap.ppc. There is no need to
distribute the 32-bit version of krb5-server on Red Hat Enterprise Linux 7, which is supported only on
the following architectures: AMD64 and Intel 64 systems (x86_64), 64-bit IBM Power Systems servers
(ppc64), and IBM System z (s390 x).
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SCAP %4158

scap-security-guide 4243\ Red Hat Enterprise Linux 7.1 , {£{4{#f§ SCAP (Z£RNABEIEMNR
% , Security Content Automation Protocol) B2 F155| . H%E DAL FBRIESEMT), BIaT55| 28
SCAP (Security Content Automation Protocol) FTiREE , BB LIS RSNA L ERER. (SCAP %
£15/) B THRHARRLEEATANEREBRBTRZVEER ; NEEEMAHRBEMLAEL (7))
HBEFHP. HAGIREEEL , (SCAP R&f5m) IRETAHE. TTRNAL , THRERAGEATERE
R

The Red Hat Enterprise Linux 7.1 version of the SCAP Security Guide includes the Red Hat
Corporate Profile for Certified Cloud Providers (RH CCP), which can be used for compliance scans of
Red Hat Enterprise Linux Server 7.1 cloud systems.

Also, the Red Hat Enterprise Linux 7.1 scap-security-guide package contains SCAP datastream
content format files for Red Hat Enterprise Linux 6 and Red Hat Enterprise Linux 7, so that remote
compliance scanning of both of these products is possible.

The Red Hat Enterprise Linux 7.1 system administrator can use the oscap command line tool from the
openscap-scanner package to verify that the system conforms to the provided guidelines. See the
scap-security-guide(8) manual page for further information.

SELinux BUR

Red Hat Enterprise Linux 7.1 5 , SELinux BURC 4B Y ; IREBCHM SELinux BERHNIRG Z il &1
init_t ESHHIT , IREREFHMAK unconfined_service tEiiEP*#l, T. 5525 Red Hat
Enterprise Linux 7.1 [34] (SELinux {# & BEIREIER - KX RFEF) —&.

OpenSSH KiFH
OpenSSH T AAHCASEHZE 6.6.1p1 iR , Fri T 44TAMBL A4t

¥ 32 Daniel Bernstein f{] Curve25519 ZifERI4% Diffie-Hellman £5835ThaE, R E(F RS
% Puin#biR , EEERAE.

X iE{FF Ed 25519 {BEIMAREZEL , (EANGEMANETL, Ed25519 T AFAENTHAELSHE
IR T Lk ECDSA £ DSA F{EHIL & MEELAE

AR SR ELMA , EA&RXER berypt &IG1TTERE (KDF) . FERR L , EBA&NEL
Ed25519 £&E AN , B TR4EHE &3 ER.

IS HK{EX#RFE2% , chacha20 -poly1305@openssh. com, Efi#i%22454 T Daniel Bernstein
# ChaCha20 Hifigi5z35d Poly1305 FE#ZHERE (MAC , message authentication code) .

Libreswan 5%
VPN f] Libreswan E{EITEE S EHE) 3.12 hR , F3E T LIA S MyEEIAE .
EHE I smiSes

IKEv2 support has been improved.
PAEEREASA IKEVL Bl IKEv2,

EXEERRE,
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£1 OpenBSD, Cisco BLZ Android RGHREFABETRED AR E.
E¥EY systemd H3UE.
SN % CERTREQ BATBHUBASTR.

TNC It

The Trusted Network Connect (TNC) Architecture, provided by the strongimcv package, has been
updated and is now based on strongSwan 5.2.0. The following new features and improvements
have been added to the TNC:

The PT -EAP transport protocol (RFC 7171) for Trusted Network Connect has been added.

The Attestation Integrity Measurement Collector (IMC)/Integrity Measurement Verifier (IMV) pair now
supports the IMA-NG measurement format.

E%E Attestation IMV I , AIER BT 1A TPMRA TEIEH.
SN E JSON-based REST API #HE SWID IMV 12,

The SWID IMC can now extract all installed packages from the dpkg, rpm, or pacman package
managers using the swidGenerator, which generates SWID tags according to the new ISO/IEC

19770-2:2014 standard.

Thelibtls TLS 1.2 implementation as used by EAP - (T)TLS and other protocols has been
extended by AEAD mode support, currently limited to AES-GCM.

Improved (IMV) support for sharing access requestor ID, device ID, and product information of an
access requestor via a common imv_sessioh object.

IHAM IF-TNCCS (PB-TNC, IF-M (PA-TNC) ) @ ABE. MUK 0S IMC/IMV FR¥44E bug
BEA&EIE.

GnuTLS K
SSL, TLS DA% DTLS ERIBEM GnuTLS BEIEECAAENE 3.3.8 , 24t 7 BIAMISHMEEER.
Y DTLS 1.2 K.
#h0% Application Layer Protocol Negotiation (ALPN , FERFER BB AR ENHE) HE.
B B E AR E R AR ERS 25 40 FOSKRE
BN FH#IEIS4H RSA-PSK £ CAMELLIA-GCM,
EMAY Trusted Platform Module (TPM , {ZEFA1E4H) KIREMIE.
ELZ AR EAEEE PKCS#11 HEFRI hardware security modules (HSM , B8 £1840) HI3TER.

EZEAEEES FIPS 140 &41E% (Federal Information Processing Standards , BFR &g R %)
FIM M,
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YIEPUELEEMN OpenGL M EHEHR

GNOME Shell £ Mutter 5 R EEHE BIREAFEMEEZ RN L | £ANELEEKN OpenGL
MESREHR, BRERERE NVIDIA BURREREIFE 337 WAL , A REfEARILINRE.

4R _EWRSRGLIETY

Hi) GSettings §#{H org.gnome.online-accounts.whitelisted-providers 20\
"GNOME £ FIRIE .  (FH gnome-online-accounts E4Fft) . EEIRMH T AR LIRSR , AT /ERRENFEARE
BN, TEEHEEE  RAEIE B I AERRNEES | Bt B E 4R,
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In Red Hat Enterprise Linux 7.1, the Automatic Bug Reporting Tool (ABRT) receives tighter
integration with the Red Hat Customer Portal and is capable of directly sending micro-reports to the
Portal. ABRT provides a utility, abrt-auto -reporting, to easily configure user's Portal
credentials necessary to authorize micro-reports.

The integrated authorization allows ABRT to reply to a micro-report with a rich text which may
include possible steps to fix the cause of the micro-report. For example, ABRT can suggest which
packages are supposed to be upgraded or offer Knowledge base articles related to the issue.

15558 %] (Crash micro-reports in RHEL7) —3L,
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BAFENEN , FRAETEZETAMRA Red Hat Enterprise Linux 6 £ Red Hat Enterprise Linux 7
SARMRA |, SRSRHEA AMD64 £ Intel 64,

Red Hat #32E FTEGENRERE S . BRIEMRMRS. REETAYAEEA Red Hat Enterprise Linux fFa
A LAE  WAREEFERANIA.

Red Hat SRS A TREAR scl TARKXMWEREMHHT , IRUEEMHAAN S —EEE. EE8EsEEER
## M Red Hat Enterprise Linux flE&{E#. scl TEAREREEHEEAEE MR ESITIMEEEIRA.

IR7E Red Hat B3¢ T E4H (Developer Toolset) 2 Red Hat #x#8& K — 5. Red Hat B3 T B4AHA
Red Hat Enterprise Linux F&RFERGRETEDATERET | 128t T GNU 4g:%4H. GNU Debugger, Eclipse B2
Ta. UERHEREE. ath, DRWEEEEKNIA,
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& 17. Red Hat Enterprise Linux for Real Time

Red Hat Enterprise Linux for Real Time is a new offering in Red Hat Enterprise Linux 7.1 comprised of
a special kernel build and several user space utilities. With this kernel and appropriate system
configuration, Red Hat Enterprise Linux for Real Time brings deterministic workloads, which allow
users to rely on consistentresponse times and low and predictable latency. These capabilities are
critical in strategic industries such as financial service marketplaces, telecommunications, or medical
research.

For instructions on how to install Red Hat Enterprise Linux for Real Time, and how to set up and tune
the system so that you can take full advantage of this offering, refer to the Red Hat Enterprise Linux
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This part describes known issues in Red Hat Enterprise Linux 7.1.
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anaconda component, BZ#1067868

Under certain circumstances, when installing the system from the boot DVD or ISO image,
not all assigned IP addresses are shown in the network spoke once network connectivity is
configured and enabled. To work around this problem, leave the network spoke and enter it
again. After re-entering, all assigned addresses are shown correctly.
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rsync component, BZ#1082496

The rsync utility cannot be run as a socket-activated service because the

rsyncd@ . service file is missing from the rsync package. Consequently, the systemctl
start rsyncd. socket command does not work. However, running rsync as a daemon
by executing the systemctl start rsyncd. service command works as expected.
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The latest version of the bind -dyndb-1dap system plug-in offers significant
improvements over the previous versions, but currently has some limitations. One of the
limitations is missing support for the LDAP rename (MODRDN) operation. As a
consequence, DNS records renamed in LDAP are not served correctly. To work around this
problem, restart the named daemon to resynchronize data after each MODRDN operation.
In an Identity Management (IdM) cluster, restart the named daemon on all IdM replicas.

ipacomponent, BZ#1186352

When you restore an ldentity Management (IdM) server from backup and re-initalize the
restored data to other replicas, the Schema Compatibility plug-in can still maintain a cache
of the old data from before performing the restore and re-initialization. Consequently, the
replicas might behave unexpectedly. For example, if you attempt to add a user that was
originally added after performing the backup, and thus removed during the restore and re-
initialization steps, the operation might fail with an error, because the Schema Compatibility
cache contains a conflicting user entry. To work around this problem, restart the IdM
replicas after re-intializing them from the master server. This clears the Schema
Compatibility cache and ensures that the replicas behave as expected in the described
situation.

ipacomponent, BZ#1188195

Both anonymous and authenticated users lose the default permission to read the
facsimiletelephonenumber user attribute after upgrading to the Red Hat
Enterprise Linux 7.1 version of Identity Management (IdM). To manually change the new
default setting and make the attribute readable again, run the following command:

ipa permission-mod 'System: Read User Addressbook Attributes' --
includedattrs facsimiletelephonenumber
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gobject-introspectioncomponent, BZ#1076414

The gobject-introspection library is notavailable in a 32-bit multilib package. Users
who wish to compile 32-bit applications that rely on GObject introspection or libraries that
useit,such as GTK+ or GLib, should use the mock package to setup a build environment
for their applications.
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