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Guest Kernel Guest Kernel
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FHEL hypervisor @ AT ERZ ; N E EiREERIRES , FHE hypervisor L E2EEAB L.
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FHaR. BImMEE
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BIANEFRESFERRMEE , BMEZLEKE. ETEE0REMNIREE | YR AREUAEIE LA
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RHEV) E% , HEERERKTSMRR , RIEEHRLIE.

1.3. 7£ sVirt _3&f SELinux
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4.2. SELinux 81 MAC
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TR EEEE , BiEABFEBUER A%, RHEL @TE:8 A SELinux , [R&IEAFE ARG R
(5120 hypervisor) BISSZARTIE BB TEIREEE.


https://access.redhat.com/site/documentation/

BT et

svirt 8 libvirt (EE#EIHERZEIUE) 5% , TAAESMRIRA MAC 2218, IS42E88EE libvirt STRMETE
B FE R sVirt SURMPTE MAC BEfFEIBIE.

4.3. sVirt itE®

SELinux FKfAM{EE VIHREIsEM 8 , AT AR B E A — L EMSEFREE. AMER UERHIT
setsebool boolean_name {on|off} EITERIMEMBE |, SE\IT setsebool -P
boolean_name {on|off} EIT/KA MR , WEEFKZBNEIFEER.

PUTRASEERT libvirt AT KVM I , &2 KVM (] SELinux ke, LMW ERIRAARR (FIskEE) =T
PUEBHIT getsebool -a|grep virt#E,

&K% 4.1. KVM SELinux f#{i

| SELinux #fka ok
staff_use_svirt FeF staff (FFAEEIL, BFEE sVirt 435,
unprivuser_use_svirt AR BEHERNEREENL, EE sVirt 4855,
virt_sandbox_use_audit FF sandbox (#0%8) container ZIXFEAZGLE.,
virt_sandbox_use_netlink &5 sandbox container {3 netlink Z&%MF1Y .,
virt_sandbox_use_sys_admin s sandbox container {8 sys_admin ZA%NF

M , iz0 mount,

virt_transition_userdomain AEFEERFEFLL userdomain $4T.
virt_use_comm FORF virt (£ RSB EATIR,
virt_use_execmem @E‘F&%Kﬁﬂﬁﬁiﬁgﬂéﬁﬁ"ﬁﬁﬁﬂEfﬁhﬁ%ﬂ’%ﬁ%ﬁﬁiﬁfﬁhﬁiﬁ
vint_use_fusefs AR virt FEL FUSE OIS,
virt_use_nfs R virt B NFS fEEHESR.
virt_use_rawip FFF virt B rawip SR E),
virt_use_samba A virt B CIFS EIER.
virt_use_sanlock RS PRAEE#E R e imEd sanlock B Ef,
virt_use_usb FFF virt {8 USB #&E.
virt_use_xserver R RS X Windows R E B,

%0 SELinux MERIE L HaN , 5588 (Red Hat Enterprise Linux SELinux (Z/HZ M EHE% TS

4.4. sVirt
IREES SELinux {REEMRE—H% , sVirt FRMEFATHMST]. 1ZHERY) , AK EiGRHEEIMTEM

TR, IRBERAPITTRERMZS (8158 | RESEPERIIAENEIRL ; BRI UBRREEEFH
1EE (BFRE) , IS HI I REF R E K.

4.4.1. sVirt [RIZE 5T
PATRAEAENE sVirt iIZ8IsCARREEIR (FIaNEERSETEF. MEE,. BAZRE) WARE
FI& 4.2. sVirt 28
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‘ (it SELinux Context R 1 988
R system_u:system_r:svirt tMCS1 MCS1 2FE#IREMEG. BaTK
#1318 500,000 FEHZE,
e 2R AL A system_u:object_r:svirt_image_t RBEHEARER MCS1 B
:MCS1 sv:rt t FEFF A DGE / RIS LR AR
ERECHE .,
B Rt T E ) BR system_u:object_r:svirt_image_t fTH svirt_t FeFFEFAI AR
50 svirt_image_t:sO tERBIRE,
R AT RN S system_u:object_r:svirt_content EBIEEIESE; , 1A svirt_t 72FF
_t:s0 T GERE R B E
EERE M SR I A system_u:object_rvirt_content_t MUFIETELERS | (& AN AL TERAZ
0 B, BTIEAZE , svirt_t EREF

AATFEIERARE.

4.4.2. BHEERCE
sVirt #2H0 SELinux Ky , BB HACE STARAAEEIRIE. F2 R TEREZEEMES)
# ps -eZ | grep gemu-kvm

system_u:system_r:svirt_t:s0:c87,c520 27950 ? 00:00:17 gemu-kvm

EEE BT , qemu-kvm FEFHRIEBIZE R system u:system_r:svirt_t:s0, libvirt RES4EAIE

FRFFEE S MCS 12488 087,05200 L% FHM MCS 1285 , (TRAZEFNTELLIZE. [

Bt | libvirt €ARIGKE MCS 12 ERMERR TR B IBIER. 3 PR EMGESR e B9EREINBE

%ﬁ%%%%%?‘ BAFTEEHIER | FIINRIIREGAS, HIERE. PCIEE,. USB KE. PR kernellinitrd 15
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AT EBIRAR T RS A T e1E 8 (LN LA B MCS 1255 ¢87,¢520) , EfE|
/var/lib/libvirt/images FHE BEinhiiER GRS :

# 1ls -1Z /var/lib/libvirt/images/*

system_u:object_r:svirt_image_t:s0:c87,c520 imagel
PUT #0650RE7R T % BEUR G XML FLE 2 BNREARE,

<seclabel type='dynamic' model='selinux' relabel='yes'>
<label>system_u:system_r:svirt_t:s0:c87,c520</label>
<imagelabel>system_u:object_r:svirt_image_t:s0:c87,c520</imagelabel>
</seclabel>

4.4.3. FRAEZEETHRERLE

BB P E ST ER T 2ZE , TTUFEEE XML B EIGALETAE F ) <baselabel> BEIA | 7
AR &5 61T

<seclabel type='dynamic' model='selinux' relabel='yes'>
<baselabel>system_u:system_r:svirt_custom_t:s0</baselabel>
<label>system_u:system_r:svirt_custom_t:s0:c87,c520</label>
<imagelabel>system_u:object_r:svirt_image_t:s0:c87,c520</imagelabel>
</seclabel>
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AR EEY EA T OEREITREAES] |, (BNEE libvirt B1TEEIES., DTEES XML it Ea8
TN T FRREACE A BLENRE B IFAZ R

<seclabel type='static' model='selinux' relabel='yes'>
<label>system_u:system_r:svirt_custom_t:s0:c87,c520</label>
</seclabel>

4.4.5. BEIFIEEBNFERLE

MERZENOFERER AN , TEMAN MLS REGENIISHIRIET . FEEARB A EEERIFRERIR
# , BIE MCS/MLS W , AR EEHSARE . BUTHF BRI E RIS 2 B8 E T AT MRIRGAE K IEE
28, EEMSREE LEZRERUS | sVirt RFUKEF S BEEFERENERBS NS, ITREIRHK XML
B RR T EREIFREES

<seclabel type='static' model='selinux' relabel='no'>
<label>system_u:system_r:svirt_custom_t:s0:c87,c520</label>
</seclabel>
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