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Why automate security compliance? 



“81% of hacking-related breaches leveraged 
either stolen and/or weak passwords.”

2017 Verizon Data Breach Investigations Report 
[http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017]

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017


Let’s manually ensure security compliance ….. 

● 3 ring binder of security checks and 
fixes that have to be done
● Very time consuming 
● Highly prone to human error
● Tedious and boring
● Non-repudiable
● Not easy to do audits
● Not repeatable or sharable



Instead, what you want is ...

● Centralized management of your entire heterogeneous infrastructure
○ You can’t control what you don’t know about

● Automation, Automation, Automation
● Infrastructure and Security as code

○ Repeatable, sharable, verifiable, easier to do compliance audits
● Hardened, Security compliant host at provisioning time

○ Immutable Operating System: OS can’t be changed by untrusted 
parties

● Automated monitoring and fixing of all systems for entire lifecycle
● Proactive vs Reactive security



What tools can I use to help me with all 
this ? 



Let’s start with SCAP.  But, what is SCAP ?

● Security Content Automation Protocol
● Managed by National Institute of Standards and Technology (NIST) 
● Standardized way of maintaining security of systems

○ Vulnerability and configuration security baselines



WHAT IS OpenSCAP?
NIST validated and certified SCAP scanner by Red Hat

Ships FREE with
RHEL and Satellite !!!

Configuration and 
Vulnerability Scanner





SCAP Workbench

● GUI tool that serves as an SCAP scanner and provides tailoring 
functionality for SCAP content, but only scans a single machine



But… I don’t just have 1 machine ...

● We have over 1000 linux hosts all living in different 
environments(VmWare vCenter, Microsoft Azure, etc). How do we 
scan, report on, and remediate all of these systems? 

● How do we provide a customized self service portal for users to 
provision a security compliant host at provisioning time while still 
having tight control over our entire infrastructure?

● How do we do ongoing automated security compliance and 
remediation for our entire heterogeneous infrastructure? 

● How do I ensure that all the 200+ container images in our 
environment and all future container images that will enter our 
environment are free of vulnerabilities in an automated fashion?



The secret is to use a combination of …..



Using Red Hat’s management products + 
OpenSCAP, how do I:

1) Create a security compliant host at provisioning time
2) Automate ongoing security compliance 
3) Ensure governance and Control 
4) Do proactive vs reactive security with Red Hat Insights

**All in a heterogeneous infrastructure with a mix of 
physical, virtual , cloud, and container environments **



Creating a security compliant host at 
provisioning time with 

Red Hat CloudForms and Ansible Tower
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CloudForms includes Ansible 
Inside (default automation for 

CloudForms) 



DEMO #1



Creating a security compliant host at provisioning time 

1. Push an order button in CloudForms which, behind the scenes will:
○ Provision a VM in VmWare
○ Register it with Satellite
○ Make it compliant to the Defense Information Systems Agency(DISA) 

Security Technical Implementation Guide (STIG)  
2. Do all this WITHOUT writing a single line of code and WITH multi-tenancy

○ Users from different tenants have their own “order buttons”
3. Admin has tight control of entire heterogenous infrastructure and only allows 

certain people provision in Amazon vs VMWare based on tenancy, utilization, etc



Now, let’s see this in action!



You can also create a security compliant 
host in RHEL 7.2, RHEL 7.3 + Satellite 6



Of course, can 
kickstart too or create 
security compliant 
host(s) using 
Satellite 6 as well vs 
RHEL GUI install. 



Automating ongoing security 
compliance with 

Red Hat CloudForms, Satellite, 
OpenSCAP, and Ansible Tower



DEMO #2



Automate ongoing security compliance 

1. Push a button on a VM in CloudForms and do an OpenSCAP scan on it for a chosen 
security profile (PCI-DSS, DISA STIG, Standard, etc or your custom profile)
○ When the scan PASSES:

i. Tag the VM as scap-compliant:<name of profile>
○ When the scan FAILS:

i. Tag the VM as scap-noncompliant:<name of profile>
ii. Email owner of VM

iii. Open a ticket in a ticketing system, such as ServiceNow with the name of 
the failed VM and all other details about VM(size, IP address,etc)

2. Create reports of ALL scap-compliant/non-compliant VMs based on security profile
3. Push a button to fix the VM based on security profile. Once that looks good, do the 

fix for ALL machines in my environment at the push of a button.



Now, let’s see this in action!



The Power and Flexibility of the 
Red Hat CloudForms control/policy 

engine



DEMO #3



Power and Flexibility of the CloudForms control engine

1. Check to see if your VM is vulnerable to shellshock. If yes, then fix the VM using a 
button in CloudForms that launches an Ansible playbook to remediate the VM 
against the shellshock vulnerability.

2. In CloudForms, check to see if an Openshift container image has any severity high 
vulnerabilities. If yes, then Openshift will prevent that vulnerable image from ever 
running in Openshift again. 



Now, let’s see this in action!



Proactive Security and Automated 
Risk Management with Red Hat Insights



wnix - Red Hat Insights
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DEMO #4



Proactive Security with Red Hat Insights

1. See the payload injection issue on your VM in Red Hat Insights from either Satellite 
or CloudForms. 
○ Upon fixing, notice that the issue no longer exists



Now, let’s see this in action!



SUMMARY

1) Create a security compliant host at provisioning time
2) Automate ongoing security and compliance 
3) Ensure governance and Control 
4) Do proactive vs reactive security with Red Hat Insights

All with FLEXIBILITY + CHOICE using a combination of OpenSCAP, Red 
Hat CloudForms, Red Hat Satellite, Ansible Tower, and Red Hat Insights
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