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Why automate security compliance?
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“81% of hacking-related breaches leveraged

either stolen and/or weak passwords.”

2017 Verizon Data Breach Investigations Report e
[http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017]
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Let’s manually ensure security compliance .....

e 3ring binder of security checks and
fixes that have to be done

Very time consuming

Highly prone to human error
Tedious and boring
Non-repudiable

Not easy to do audits

Not repeatable or sharable
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Instead, what you want is ...

e Centralized management of your entire heterogeneous infrastructure
o You can’t control what you don’t know about

e Automation, Automation, Automation

e |Infrastructure and Security as code
o Repeatable, sharable, verifiable, easier to do compliance audits

e Hardened, Security compliant host at provisioning time
o Immutable Operating System: OS can’t be changed by untrusted

parties
e Automated monitoring and fixing of all systems for entire lifecycle
e Proactive vs Reactive security
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What tools can | use to help me with all
this ? ®

- Ir WAl :
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Let’s start with SCAP. But, what is SCAP ?

e Security Content Automation Protocol
e Managed by National Institute of Standards and Technology (NIST)
e Standardized way of maintaining security of systems

o Vulnerability and configuration security baselines

#iredhat #rhsummit ‘ redhat.



Configuration and Ships FREE with

Vulnerability Scanner YW HAT IS OpenSCAP? RHEL and Satellite !!!
NIST validated and certified SCAP scanner by Red Hat

& Secure https://nvd.nist.gov/scap/validation/142

# GENERAL ~ PRODUCTS ~ OTHER SITES ~ Q sEA

SCAP Validated Tools » Validations > 142

Security Content Automation Protocol (SCAP) 1.2 Product Validation Record

validation Number: 142
Vendor: Red Hat®, Inc. red I lat

Product Name: OpenSGAP
Product Major Version: 1
Product Version Tested: 1.2.13

Tested Platforms: & Red Hat Enterprise Linux 6.8 Client, 32 bit (x86)
& Red Hat Enterprise Linux 6.8 Client, 32 bit (x64)
& Red Hat Enterprise Linux 7.2 Client, 64 bit (x64)

SCAP 1.2 Capabilities: & Authenticated Configuration Scanner
& Common Vulnerabilities and Exposures (GVE)
Validated Product
Vendor Provided SCAP Information
Dates Tested: 11/22/2016 12:00:00 AM - 2/7/2017 12:00:00 AM
Report Submitted: 2/8/2017 12:00:00 AM
DTR Version: NIST IR 7511 Revision 4

Validation Test Suite: O version 1-2.0.0.0 (December 2012 release includes R600-1.2.0.0.1, R1900-1.2.0.0.2, R3300-1.2.0.0.3 out of cycle updates)
O version 1-2.0.1.0 (August 2013 release)
O version 1-2.0.2.0 (March 2014 release)
O version 1-2.0.3.0 (April 2015 release)
O version 1-2.1.0.0 (April 2016 release)
& version 1-2.1.1.0 (June 2016 release)

Previous Validation SCAP 1.2
SCAP and Product Version: OpenSCAP Version 1.0.8-1.el5_10 (Validation Record Number 128)

NVLAP Lab: 200416-0 - COACT
Validation Date: 2/22/2017 12:00:00 AM

Comments:

Note: The vendor assertions document (aka Vendor Provided SCAP Information) was provided by the vendor. The descriptions do not imply endorsement by the U.S. Government or NIST.



PRESS RELEASE

Red Hat Adds New NIST Certificatior for OpenSCAP,

Expands Footprint for Open IT Set

Community-driven security compliance scanner cert ' n-critical deployments
on Red Hat Enterprise Linux 6 and 7 by National Instit e-'-bf-Sta'ndards and Technology

IN SHORT

OpenSCAP adds new NIST
certification for Red Hat
Enterprise Linux 6 and 7

MENTIONED IN THIS
ARTICLE

Red Hat, OpenSCAP, Red Hat
Enterprise Linux, COACT

FOR MORE INFORMATION

Read more about the new OpenSCAP
certification from NIST

Learn more about OpenSCAP and

e T

RALEIGH, N.C. — March 17, 2017 — Red Hat, Inc. (NYSE: RHT), the world's leading provider of open source
solutions, today announced that OpenSCAP 1.2, an open source Security Content Automation Protocol
(SCAP) scanner, has been certified by the National Institute of Standards and Technology as a U.S.
government evaluated configuration and vulnerability scanner for Red Hat Enterprise Linux 6 and 7-based
systems. This certification shows that OpenSCAFP can analyze and evaluate security automation content
correctly and has the functionality and documentation required by NIST to run in sensitive, security-
conscious environments.

66NIST’s new certification of OpenSCARP on the world’s leading
enterprise Linux platform provides a flexible, powerful SCAP
scanner built on open standards, making it easier for agencies
and other organizations to add verifiable, repeatable security
scanning to their repertoires.

DAVID EGTS. CHIEF TECHNOLOGIST. PUBLIC SECTOR. RED HAT



SCAP Workbench

e GUI tool that serves as an SCAP scanner and provides tailoring
functionality for SCAP content, but only scans a single machine

ssg-rhel7-ds.xml - SCAP Workbench
File Help

Title Guide to the Secure Configuration of Red Hat Enterprise Linux 7

Customization | (unsaved changes)

Profile C25 for Red Hat Enterprise Linux 7 [CUSTOMIZED]

Target + Local Machine

v

Ensure /tmp Located On Separate Partition

v

Ensure /var Located On Separate Partition

v

Ensure /var/log Located On Separate Partition

v

Ensure /var/log/audit Located On Separate Partition
P Ensure /home Located On Separate Partition

P Ensure Red Hat GPG Key Installed

v

Ensure gpgcheck Enabled In Main Yum Configuration

¥ Ensure Software Patches Installed

v

Install AIDE
#  Configure Periodic Execution of AIDE
b Verifw and Carrect File Permissions with RPM

0% (0 results, 168 rules selected)

Dry run Fetch remote resources

v | | Customize

Remote Machine (over SS5H)

Remediate §:an

Customizing "C2S for Red Hat Enterprise Linux 7 [CUSTOMIZED]"
Undo History Deselect All Search

= Selected Item Properti
- # [E5 set Password Expiration Parameters i b

B &

#% minimum passwaord length Tite [minten

#4 maximum password age

2} iect‘content_vaLue-var-password_pam_mmLen ‘

ZC minimum password age

& warning days before password expires Type [xccdtvalue

[=] set Password Minimum Length in login.defs
[5] set Password Minimum Age Mot
« [Z] Set Password Maximum Age
[=] set Password Warning Age
= O [ set Account Expiration Parametars Lo
2 fd ed 7
8

10

) i 12
= o [B Protect Accounts by Configuring PAM
3 remember Ad
[Z] set Last Logon/Access Notification 15
= & [ setPassword Quality Requirements
= & [ et Password Quality Requirements with pam_pwquality
P retry
2% maxrepeat
9% maxclassrepest
5% deredit
P ocredit

Only takes effect when this profile is used for evaluation.

2% Leredit

EX) it Affects Rules
% ucredi

D ieal. -

Confirm changes | | Discard changes | Delete profile

® Set Password Minimum Length




But... | don’t just have 1 machine ...

e We have over 1000 linux hosts all living in different
environments(VmWare vCenter, Microsoft Azure, etc). How do we
scan, report on, and remediate all of these systems?

e How do we provide a customized self service portal for users to
provision a security compliant host at provisioning time while still
having tight control over our entire infrastructure?

e How do we do ongoing automated security compliance and
remediation for our entire heterogeneous infrastructure?

e How do | ensure that all the 200+ container images in our
environment and all future container images that will enter our
environment are free of vulnerabilities in an automated fashion?

#iredhat #rhsummit ‘ redhat.



The secret is to use a combination of .....

D 4

OpenSCAP
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Using Red Hat’s management products +
OpenSCAP, how do I:

1) Create a security compliant host at provisioning time
2) Automate ongoing security compliance ®

3) Ensure governance and Control

4) Do proactive vs reactive security with Red Hat Insights

**All in a heterogeneous infrastructure with a mix of
physical, virtual, cloud, and container environments **

#redhat #rhsummit
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Creating a security compliant host at
provisioning time with ~
Red Hat CloudForms and Ansible Tower
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Unified Management with Red Hat CloudForms

RED HAT

CLOUDFORMS

Service Compliance Efficiency
Management & Governance & Optimization

§ CONTAINERS g

Red Hat® OpenShift Container Platform
VIRTUALIZATION PRIVATE CLOUD PUBLIC CLOUD
VMware® Amazon® Web Services

Red Hat Openstack® Platform

Microsoft® Hyper-V Microsoft Azure

Red Hat Virtualization Google® Cloud Platform

SOFTWARE DEFINED NETWORKING

15
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ANSIBLE

TOWER

CloudForms includes Ansible by Red Hat"

Inside (default automation for
CloudForms)

TOWER EXPANDS AUTOMATION TO YOUR ENTERPRISE.

CONTROL KNOWLEDGE DELEGATION

Scheduled and Visibility and Role-based access
centralized jobs compliance and self-service

SIMPLE POWERFUL AGENTLESS

Everyone speaks the Designed for Predictable, reliable,
same language Multi-tier deployments and secure

AT ANSIBLE'S CORE IS AN OPEN-SOURCE AUTOMATION ENGINE.

O. redhat.



DEMO #1 ~
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Creating a security compliant host at provisioning time

1. Push an order button in CloudForms which, behind the scenes will:
o Provisiona VM in VmWare
o Register it with Satellite
o Make it compliant to the Defense Information Systems Agency(DISA)
Security Technical Implementation Guide (STIG)
2. Do all this WITHOUT writing a single line of code and WITH multi-tenancy
o Users from different tenants have their own “order buttons”
3. Admin has tight control of entire heterogenous infrastructure and only allows
certain people provision in Amazon vs VMWare based on tenancy, utilization, etc

#iredhat #rhsummit ‘ redhat.



Now, let’s see this in action!

#redhat #rhsummit
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You can also create a security compliant
host in RHEL 7.2, RHEL 7.3 + Satellite 6



Bus Help!

Change content Apply security policy:gj

Choose profile below:

Default f
The implicit XCCDF profile. Usually, the default contains no rules, C O u rS e ) C a n

Standard System Se curity Profile

This profile contains rules to ensure standard security base of Red Hat Enterprise Linux 7 system. k i C k S t a rt t O O O r C re a t e

Draft PC|-DS5 v3 Control Baseline for Red Hat Ente rprise Linux 7

This is a *draft* profile for PCI-DSS v3 N . t I . t
Red Hat Corporate Profile for Certified Cloud Providers (RH CCF) S e C u r I y C O I I l p I a n
This is a *draft* SCAP profile for Red Hat Certified Cloud Providers

Common Profile for General-Purpose Systems h O St ( S ) u S i n g

This profile contains items common to general-purpose desktop and server installations.

L]
Pre-release Draft STIG for Red Hat Enterprise Linux 7 Server S ate I I I te 6 a S We I I VS
This profile is being developed under the DoD consensus model to become a STIG in coordination with DISA F50.
H ' Il
RHEL GUI install.

Changes that were done or need to be done:

& Norules for the pre-installation phase




Automating ongoing security o
compliance with

Red Hat CloudForms, Satellite,

OpenSCAP, and Ansible Tower
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DEMO #2 ®

#redhat #rhsummit - Fedhat



Automate ongoing security compliance

1. Push abuttononaVMin CloudForms and do an OpenSCAP scan on it for a chosen
security profile (PCI-DSS, DISA STIG, Standard, etc or your custom profile)
o When the scan PASSES:
I. Tagthe VM as scap-compliant:<name of profile>
o When the scan FAILS:
I. Tagthe VM as scap-noncompliant:<name of profile>
ii. Email owner of VM
iii. Open aticketin a ticketing system, such as ServiceNow with the name of
the failed VM and all other details about VM(size, IP address,etc)
2. Createreports of ALL scap-compliant/non-compliant VMs based on security profile
3. Push a button to fix the VM based on security profile. Once that looks good, do the
fix for ALL machines in my environment at the push of a button.

#iredhat #rhsummit ‘ redhat.




Now, let’s see this in action!
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The Power and Flexibility of the ®
Red Hat CloudForms control/policy
engine
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Power and Flexibility of the CloudForms control engine

1. Check to see if your VM is vulnerable to shellshock. If yes, then fix the VM using a
button in CloudForms that launches an Ansible playbook to remediate the VM
against the shellshock vulnerability.

2. In CloudForms, check to see if an Openshift container image has any severity high
vulnerabilities. If yes, then Openshift will prevent that vulnerable image from ever
running in Openshift again.

#iredhat #rhsummit ‘ redhat.



Now, let’s see this in action!
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®
Proactive Security and Automated

Risk Management with Red Hat Insights
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RED HAT
INSIGHTS

RED HAT MANAGEMENT

Insights introduces automated risk management,

ANSIBLE

by Red Hat" A

reduces complexity, and allows you to faster.
I RED HAT l RED HAT CR:T_%HABQFOR S
INSIGHTS SATELLITE (§ed U MS e

AUTOMATE YOUR IT

PROCESSES & DEPLOYMENT:

Simple & powerful language
No agents to install

Scale with Ansible Tower

PREVENT CRITICAL ISSUES
BEFORE THEY OCCUR

Continuous Insights
Verified Knowledge

Proactive Resolution

Bl ILD A TRUSTED & SECURE
RF D HAT ENVIRONMENT

M anage the Red Hat Lifecycle
2rovision & Configure at Scale

Standardize Your Environment

DELIVER SERVICES ACROSS
YOUR HYBRID CLOUD

Hybrid Cloud Management
Self-Service Provisioning

Policy-driven Compliance

whnix - Red Hat Insights

- redhat
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Proactive Security with Red Hat Insights

1. Seethe payload injection issue on your VM in Red Hat Insights from either Satellite
or CloudForms.
o Upon fixing, notice that the issue no longer exists

#iredhat #rhsummit ‘ redhat.



Now, let’s see this in action!
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SUMMARY

1) Create a security compliant host at provisioning time
2) Automate ongoing security and compliance

3) Ensure governance and Control

4) Do proactive vs reactive security with Red Hat Insights

All with FLEXIBILITY + CHOICE using a combination of OpenSCAP, Red
Hat CloudForms, Red Hat Satellite, Ansible Tower, and Red Hat Insights




CALM

AND
AUTOMATE |
L THE THINGS

An:ljthlng and [ verything

o you .

RED HAT ANSIBLE
CLOUDFORMS TOWER
RED HAT RED HAT @

SATELLITE INSIGHTS OpenSCAP
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LEARN. NETWORK.
EXPERIENCE

OPEN SOURCE.
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