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Abdi Hersi, Cox Automotive Big Data

Focused on IT infrastructure build and automation processes to

deploy and manage Cox Auto’s Big Data infrastructure
using Red Hat Platforms

Will Nix, Red Hat Management BU '{

Converged management solutions for Red Hat’s strategic partners
and customers.
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MANAGEMENT OVERVIEW
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Management Portfolio

ANSIBLE

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language
No agents to install

Scale with Ansible Tower

RED HAT
INSIGHTS

PREVENT CRITICAL ISSUES
BEFORE THEY OCCUR

Continuous Insights
Verified Knowledge

Proactive Resolution

RED HAT
SATELLITE

BUILD A TRUSTED & SECURE
RED HAT ENVIRONMENT

Manage the Red Hat Lifecycle
Provision & Configure at Scale

Standardize Your Environment

CLOUDFORMS

DELIVER SERVICES ACROSS
YOUR HYBRID CLOUD

Hybrid Cloud Management
Self-Service Provisioning

Policy-driven Compliance
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INNOVATION IN A COMPLEX WORLD

Under increasing pressure, businesses need to bring new ideas to market
rapidly through:

/A =
@@ 0[]\% —

DYNAMIC PLATFORM EFFICIENT WELL TESTED
DEVELOPMENT DELIVERY CHANGES
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INNOVATION IN A COMPLEX WORLD

The required technology is becoming increasingly complex by nature demanding
greater overhead to achieve:

J AVAILABILITY AND STABILITY
J OPTIMAL PERFORMANCE

Q/ CONSISTENT SECURITY

Minimizing that overhead reduces cost and affords innovative focus.
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COMPLEXITY IS RISK

80"

Percent of commercial
application outages caused
by software failure and
operational complexity

93364

The median cost per hour
of downtime for a
production application for a
large enterprise

SIS™YT

Mean annualized cost of
cybercrime deference and

remediation large US-based

corporations

Carnegie Mellon

Gartner

Poneman

#redhat #rhsummit

Q. redhat.



Management Portfolio

RED HAT RED HAT RED HAT
SOISIIEILE INSIGHTS SATELLITE CLOUDFORMS

AUTOMATE YOUR IT PREVENT CRITICAL ISSUES BUILD A TRUSTED & SECURE DELIVER SERVICES ACROSS
PROCESSES & DEPLOYMENTS BEFORE THEY OCCUR RED HAT ENVIRONMENT YOUR HYBRID CLOUD
Simple & powerful language Continuous Insights Manage the Red Hat Lifecycle Hybrid Cloud Management
g RS 18 install Verified Knowledge Provision & Configure at Scale Self-Service Provisioning

. A . ANSIBLE i i
Scale with TOW E R Proactive Resolution Standardize Your Environment Policy-driven Compliance

by Red Hat®
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Management Portfolio

RED HAT' RED HAT' RED HAT'
INSIGHTS SATELLITE CLOUDFORMS

ANSIBLE

by Red Hat®

AUTOMATE YOUR IT PREVENT CRITICAL ISSUES BUILD A TRUSTED & SECURE DELIVER SERVICES ACROSS
PROCESSES & DEPLOYMENTS BEFORE THEY OCCUR RED HAT ENVIRONMENT YOUR HYBRID CLOUD
Simple & powerful language Continuous Insights Manage the Red Hat Lifecycle Hybrid Cloud Management

No agents to install Heilizd KienieeE Provision & Configure at Scale Self-Service Provisioning

Scale with Ansible Tower Proactive Resolution Standardize Your Environment Policy-driven Compliance
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MANAGING INFRASTRUCTURE RISK

Automatic remediation
— -

0202 @

0000
0000

#redhat #rhsummit ‘ redhat



INTEGRATED INTO THE TOOLS YOU USE

RED HAT
INSIGHTS

Works on physical, cloud, and container-based
workloads

No new infrastructure to manage

Integrated into Satellite 5.7, 6.1+ Cloudforms
4.0+, and the Red Hat Customer Portal

API available for customer integration

Insights + TAM drives deeper customer
conversations and delivers regular assessments
Insights + Satellite uses Insights to identify and
prioritize risks and Satellite to patch so
customers can fix things faster

#redhat #rhsummit
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IT OPERATIONAL ANALYTICS: RED HAT INSIGHTS

REg I&I;AT‘ S
fie
&
e . What can we do
What happened? Why did it happen? What will happen? about it?
DESCRIPTIVE DIAGNOSTIC PREDICTIVE PRESCRIPTIVE
ANALYTICS ANALYTICS ANALYTICS ANALYTICS
66 99

We have taken a position that, by 2018, 25 percent of the Global 2000 will have
deployed an IT Operations Analytics platform (..) up from about 2 percent today.

— WILL CAPPELLI, VP & Research Analyst, Gartner
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|dentify issues with Red Hat Insights

RED HAT g\
INSIGHTS B

Playbook
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... and automate remediations

& Il
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Remediation

ANSIBLE Playbook

| TOWER | _

byRed Hat® -
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Add insights = tower video



Management Portfolio

RED HAT
INSIGHTS

RED HAT RED HAT’

ANSIBLE SATELLITE CLOUDFORMS

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

PREVENT CRITICAL ISSUES
BEFORE THEY OCCUR

BUILD A TRUSTED & SECURE DELIVER SERVICES ACROSS
RED HAT ENVIRONMENT YOUR HYBRID CLOUD

Simple & powerful language

Continuous Insights Manage the Red Hat Lifecycle Hybrid Cloud Management

No agents to install Verified Knowledge Provision & Configure at Scale Self-Service Provisioning

Scale with Ansible Tower Proactive Resolution Standardize Your Environment Policy-driven Compliance
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Management Portfolio

ANSIBLE

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language
No agents to install

Scale with Ansible Tower

RED HAT
INSIGHTS
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BEFORE THEY OCCUR

Continuous Insights
Verified Knowledge

Proactive Resolution
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Infrastructure

RED HAT
INSIGHTS

ANSIBLE

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language
No agents to install

Scale with Ansible Tower
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PREVENT CRITICAL ISSUES
BEFORE THEY OCCUR

Continuous Insights
Verified Knowledge

Proactive Resolution

RED HAT'
SATELLITE

BUILD A TRUSTED & SECURE
RED HAT ENVIRONMENT
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Standardize Your Environment

RED HAT
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WHY AUTOMATE
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Cox Automotive Network P
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Cox Automotive drives on-time delivery of IT resources

©200"

LOCATIONS ACROSS THE GLOBE
WITH 30,000+ TEAM MEMBERS




WHY Build Hadoop Computing Cluster §or
Cox Automotive?
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WHY AUTOMATE?
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WHY CI/CD Pipeline?
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WHY AUTOMATE?

e Difficult to manage growing infrastructure
e No centralized User authentication
e System provisioning was time consuming

e Configuration management
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INFRASTRUCTURE SPRAWL

e Difficult to manage growing infrastructure
o  System provisioning was time

consuming 9‘.46“&*5‘*{‘5‘,

e Many systems in different datacenters and the
cloud and networks make difficult to manage

4500 i
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NO CENTRALIZED USER AUTHENTICATION

e Difftakj avbi
o problem
e User auth
o Problem




BEFORE AUTOMATION

Challenges faced before integrating Cox-Auto Big Data with Ansible

e  Significant time consumed during the Kickstart of a system.

e Manually configure (Storage, authentication, Kernel setting parameters,
application setting in the conf file such as (ntp, sudoers, ulimit )

e Validate and test the system provision process such ( typos, configs, and etc..) £ ||
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MANUAL PROVISIONING

e Location (DataCenter)
o ldentify where the system will live in

e OS Version
o ldentify which Linux OS version will be used (RHELS5.x, RHELG6.x, or RHEL7.x)

e Network and DNS
o Add the appropriate Networking and create a DNS record for the system

e Start the Kickstart Process
o Add system to the DHCP config and create MAC address filename and Symbolic
link to the OS images ( RHEL5.x, RHEL6.x, or RHEL7.x)

#iredhat #rhsummit ‘ redhat.



MORE manual provisioning

How we used to do it

Q redhat.



CONFIGURATION MANAGEMENT

Configuration management:

Maintaining consistency, how hard it was to
manage everything without a management suite and
automation.
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THATS ALOT OF MANUAL WORK o
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WHY AUTOMATE?

Easier to manage infrastructure growth
N ralizad U henticat

Centralized access control
Svt AR ; .
Fast deployments

Configuration management

Eliminate config drift

® P 6 p © p o Pp

Q. redhat.



Deployed Infrastructure

Provisioning Cox Auto Big Data Infrastructure using
Red Hat Satellite 6 - Demo
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https://drive.google.com/file/d/0B2K9PE3-z15NWFJ5Y1pwejBWUGc/view?usp=sharing

OUR SOLUTION

#redhat #rhsummit



Satellite at Autotrader

What Does Satellite do for Cox-Auto Big Data Infrastructure?

e Centralized location for provision BigData instance(s) (B_E_A)
o Automate Provisioning using PXE, Images &
Containers

e Our dynamic source of Inventory for the Ansible Tower < @
SATELLITE e Integrated with Red Hat Insights % o
BUILD A TRUSTED & SECURE o We can predict and prevent issue before © 0 O
RED HAT ENVIRONMENT they occur in our Big Data infrastructure and 0 g ©

affects our business--And, tells us how to take correct of

Manage the Red Hat Lifecycle action

Provision & Configure at Scale

Standardize Your Environment

#redhat #rhsummit O redhat



Deployed Infrastructure (Multi-Depart Org)

RED HAT SATELLITE Red Hat Access v
Autotrader_com Monitor ~ Content v Containers ~ Hosts ~ Configure ~ Infrastructure ~ Red Hat Insights ~
Autotrader_com > | Any Organization
Manage Organiza
- = Autotrader_com A erarchill
TION coxauto_bigdata
Any Location ~ '{b system Envircnment Model Host group Last report
g PR ader.com & RHEL SeT VMware Virtual ... glok tas
® usg-satc4901.auto @) RHEL Server 7.2 VMware Virtual ... 8m age
® usg-satc4902.aut M) RHEL Server 7.2 VMware Virtual ... 5 months agc
® usg M) RHEL Server 7.2 e Virtual ... 29 minutes ago
M) RHEL Server 7.2 } minuts g
com M RHEL Server 7.2 ninutes
M) RHEL Server 7.2 (Dashboard ) minute ago

ha

M RHEL Server 7 Multi-Department Organization

& RHEL Serv

M) RHEL Server 7.2

M) RHEL Server 7.2 FTAATE CTFTOAT
r.cor M RHEL Server 7.2 VMware Virtual ..
M) RHEL Server 7.2 VMware Virtual ..
(O] usg-testvm4903.autotrader.com . RHEL Server 7.2 VMware Virtual ...
@v
@ vir
©v

©




Deployed Infrastructure (Host Group Profile)

coxauto_bigdata Monitor +~ Content + Conta Hosts + Configure v Infrastructure + Red Hat Insights ~ Administer ~

Host Puppet Classes Interfaces Operating System Virtual Machine Parameters Additional Information

Name * dans490112

primary interface name.

Organization * coxauto_bigdata s

Location * default_loc

Host Group global/sdcbo/ops/hadoop_edgenode x a
I Q

Deplay.on global/sdcbo/ops/datameer_app fi
global/sdcbo/ops/gluster_brick

Compute profile
global/sdcbo/ops/hadoop_adminnode

global/sdcbo/ops/hadoop_datanode
Lifecycle Environment
global/sdcbosops/hadoop_edgenode
global/sdcbo/ops/hadoop_mgmtnode
Content View
global/sdcbo/ops/hadoop_utilnode

Puppet Environment coxauto_bigdata L

host group definition by:
Content Source usg-satc4901.autotrader.com x |v s a r insta key: " {{appname}}_{{app I"O-l e}}_
{{sdlc}}"
Puppet CA * | inherit Use this puppet server as a CA
Puppet Master » | inherit Use this puppet r as an initial Puppet S r Or to execute uns




Deployed Infrastructure (RHEL OS Images)

coxauto_bigdata Content ~ Containers ~ Infrastructure v Red Hat Insights ~ Administer ~

Host Puppet Classes Interfaces Operating n Virtual Machine Parameters Additional Information
Architecture * x v
Operating system * RedHat 6.6 I ®x a
Provisioning Method * IR -
RedHat 5.11
Build mode RedHat 5.8
RedHat 5.9
Media Selection RedHat 6.3
RedHat 6.4
RedHat 6.5
RedHat 6.6 -
Media * i_Hat_Server/Red_Hat_En.. X |~ RHEL Operating Systems images
Partition table * » v

Custom partition table

What ever text{or ERE rout options If you want to use the partition table

option, delete all ¢

Root password *




Deployed Infrastructure (Global Parameters)

coxauto_bigdata v Monitor v Content v Containers v Hosts v Configure v Infrastructure v Red Hat Insights v Administer v

Puppet class parameters

Use Puppet
PUPIJEK class Value ppA
default (£

Global parameters

Name Actions
appname ) override
approle G = override
datacenter ® override
department W C override
description G T i 1 3 override
environment G override
kt_activation_keys 10 override
FEER—HOCEteT

sdlic ® override

Host parameters
Name Actions

ack_location y X remove

+ Add Parameter
Cancel m

Global Parameters define key-values pairs

Host Rack Location info to use when provisioning hosts.




Deployed Infrastructure (Ansible-Template)

coxauto_bigdata Monitor ~ Content ~ Containers ~ Hosts ~ Configure ~ Infrastructure ~ Red Hat Insights ~ Administer ~
Altera emplate Type Assaciatior Locations Organizations
Alterator defa ]
Alterat efault PXELINUX Name * bigdata-ansible
eral
At start defaul Default

@ Check out some useful template fur

Template editor

Input | Diff | Preview

groupadd ansprov
useradd ansprov -g ansprov -c

mkdir /usr/local/ansi ssh/

Discovery Red Hat kexec R ansprov Jusr/local/ansib
Jusrflocal/

Jusrfloca

chown ansprov Jusr/local i .ssh/authorized_keys
chmod fusr/local/ansible/.ssh/authorized_keys

echo

echo

chmod




Insights at Autotrader

RED HAT
INSIGHTS

S
PREVENT CRITICAL ISSUES
BEFORE THEY OCCUR

Continuous Insights

Verified Knowledge

Proactive Resolution

What does Insights do for us?

Deploys automatically on provisioning

Monitors for infrastructure performance and problems

Ensures big data systems meet security and stability standards
Provides zero-day alerts for emerging risks

Ability to automate remediation through Ansible

#redhat #rhsummit

O. redhat.



Ansible Tower at Autotrader

4@\ ANSIBLE
\ ' TOWER

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language

No agents to install

Scale with Ansible Tower

What does Insights do for us?

Deploys automatically on provisioning

Monitors for infrastructure performance and problems

Ensures big data systems meet security and stability standards
Provides zero-day alerts for emerging risks

Ability to automate remediation through Ansible

#redhat #rhsummit
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Deployed Infrastructure (Callback Feature)

/ USG-BIGDATA-O5-NONPR...

* INVENTORY

Q. bigdata-inventory

Prompt on launch

Q  ansprov
Prompt on launch
FORKS
30
JOB TAGS

Prompt on launch

CLOUD CREDEN

Q

LIMIT

Prompt on launch

Prompt on launch

CONFIG KEY

:443/api/vl/job_templates/456/

Prompt on launch

* PLAYBOOK

site.yml

NETWORK CREDENTIAL

Q

*VERBOSITY

0 (Normal)

OPTIONS
¥ Enable Privilege Escalation
¥ Allow Provisioning Callbacks €




Ansible Tower at Autotrader

4@\ ANSIBLE
\ ' TOWER

by Red Hat®

AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language

No agents to install

Scale with Ansible Tower

What does Insights do for us?

Deploys automatically on provisioning

Monitors for infrastructure performance and problems

Ensures big data systems meet security and stability standards
Provides zero-day alerts for emerging risks

Ability to automate remediation through Ansible

#redhat #rhsummit
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No centralized User authentication

m  Onelogin Solution for Cox Auto Hadoop Computing Cluster

r b
AAYSTAK Autotrader ¢} 9

IIIIIIIIIIIIIII

SLT7ANE | (@ inky - VmSOlU‘ﬂons :

- LIVE MARKET VIEW

AReady | , COX ‘@omeNet

| AUTOMOTIVE
~ NEXT@EAR - O Xtime:
. = e @)sioma
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OnelLogin: CENTRALIZED AUTHENTICATION

AD User
1 User Attempt to Access
Domain Resource

AD LDS Multi-Domain Forest

SSSD gets user & group
2 infaifrom AD LDS via
MetaDirectory URL

Hadoop App

& &

Autotrader Kbb
6 6' \J Mctive Directory ‘
COXINC DT

AD Domain Controiler

SSSD Caches
Ticket &
Grants Access

OX
AUTOMOTIVE"

3 Kerberos Forwards
Authorization Request

Donnell Lewis

Abdi Hersi
Josh Mullis
TGT Kerberos Caching is received Authentication can
and store in /tmp/krb5cc_* use LDAP or Date: 7/18/2016
Kerberos

#redhat #rhsummit
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Continuous Delivery (CICD Pipeline)

Application that runs Ansible, es iogether
mwmr;unmmumm RED HAT NETWORK

A TOWER. SATELLITE

by Red Hat"

{Hmmwoommmmm

) ) D

— = mmm =
 Root Files |
‘

Big Data Hadoop -'
Production Infrastructure

....

feature/abdi
master branch
ealul

Big Data Hadoop Ops
Infrastructure
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AUTOMATION HAS HELPED US

Increase Productivity 549 1 i0n %
Manage Infrastructure growth

| =S1]
Significant time-savings
Maintain consistency

4500 F

!'“MIRING HOURS SAVED
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QUESTIONS
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THANK YOU

81-
in

You

plus.google.com/+RedHat

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

f

L

facebook.com/redhatinc

twitter.com/RedHatNews
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B

LEARN. NETWORK.
EXPERIENCE

OPEN SOURCE.
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Deployed Infrastructure

| RED HAT' | [ @ fgﬁ(j@ﬁ I ANSIBLE
INSIGHTS AUTOMATE YOUR IT
PROCESSES & DEPLOYMENTS

Simple & powerful language

No agents to install

RED HAT NETWORK
SATELLITE

Scale with Ansible Tower
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