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Agenda

 About Us
« What is SELIinux?

- Where did it come from?

- DAC vs. MAC
« So How Does SELinux Work?

- Labeling and Type Enforcement
« How Do | Deal With Labels?
 Real World Examples
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CONTACT INFO
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Contact info

« thomas@redhat.com
 (@thomasdcameron on Twitter

* https://www.facebook.com/RedHatThomas/
« choirboy on #rhel on Freenode

» http://people.redhat.com/tcameron
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ABOUT US
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About Us

 Red Hat leads the way in SELinux development. John Dennis, Ulrich Drepper,
Steve Grubb, Eric Paris, Roland McGrath, James Morris and Dan Walsh, all Red
Hat staffers, acknowledged by the NSA for their contributions to SELinux at:

- https://www.nsa.gov/what-we-do/research/selinux/contributors.shtml
 Red Hat acknowledged by the NSA as a corporate contributor as well.
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WHAT IS SELINUX?
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Where did it come from?

« Created by the United States National Security Agency (NSA) as set of patches to
the Linux kernel using Linux Security Modules (LSM)

 Released by the NSA under the GNU General Public License (GPL) in 2000
» Adopted by the upstream Linux kernel in 2003
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HOW I FELT ABOUT SELINUX ~
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What Thomas thought SELinux was
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If you feel the same way...
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If you feel the same way...

* You're in the right place!
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DAC VS. MAC
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DAC vs. MAC

« Historically, Linux and Unix systems have used discretionary access control.
- Ownership (user, group, and other) plus permissions.

- Users have the ability (discretion) to change permissions on their own files. A
user can chmod +rwx his or her home directory, and nothing will stop them.
Nothing will prevent other users or processes from accessing the contents of
his home directory.
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SHOOT HERE
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DAC vs. MAC

Historically, Linux and Unix systems have had discretionary access control.
— The root user is omnipotent.

Bow before me,

for I am root.
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DAC vs. MAC

 On a mandatory access control system, there is policy which is administratively set
and fixed.

 Even if you change the DAC settings on your home directory, if there is a policy in
place which prevents another user or process from accessing it, you're generally
safe.
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DAC vs. MAC

 These policies can be very fine grained. Policies can be set to determine access
between:

- Users

- Files

- Directories

- Memory

- Sockets

— tcp/udp ports
- etc...
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POLICY
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Policy

* In Red Hat Enterprise Linux, there are two policies you'll generally see.
“targeted” - the default policy
* Only targeted processes (there are hundreds) are protected by SELinux
« Everything else is unconfined
“mls” - multi-level/multi-category security
» Out of scope for today's presentation
e Can be very complex
« Typically used in TLA government organizations
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So How Does SELinux Work?

* You can determine what policy your system is set to use by looking at
/etc/selinux/config (which is also symlinked to /etc/sysconfig/selinux)

* You can check via /usr/sbin/sestatus
* You can also check via /usr/sbin/getenforce
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Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help
[root@w541 ~1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - 5ELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing
# SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are pro
tected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

[root@wb41l ~]# 1s -1 /etc/sysconfig/selinux

Trwxrwxrwx. 1 root root 17 Oct 29 2015 -=> ../selinux/con
fig

[root@w541 ~]1#
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Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help
[root@w541 ~1# /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /sys/Ts/selinux
SELinux root directory: fetc/selinux
Loaded policy name: targeted
Current mode: enforcing

Mode from config fTile: enforcing
Policy MLS status: enabled

Policy deny unknown status: allowed

Max kernel policy version: 30

[root@w541 ~1# [
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help

[root@w541 ~1# /usr/sbin/getenforce

Enforcing

[root@w541 ~]1# [

[ & = B R
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HOW DOES SELINUX WORK?  ®
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So How Does SELinux Work?

« Two of the important concepts to understand with SELinux are:
— Labeling
- Type Enforcement
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So How Does SELinux Work?

« Labeling
- Files, processes, ports, etc., are all labeled with an SELinux context.

- For files and directories, these labels are stored as extended attributes on the
filesystem.

- For processes, ports, etc., the kernel manages these labels.
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So How Does SELinux Work?

« Labeling
- Labels are in the format:

» user:role:type:level(optional)

- For the purpose of this presentation, we will not deal with the SELinux user, role
or level. These are used in more advanced implementations of SELinux
(MLS/MCS).

- What we really care about for today's presentation is the type (remember,
labeling and type enforcement).
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So How Does SELinux Work?

 We'll look at a fairly complex service, one which provides access from the network,
potentially on several ports, and potentially, access to the whole filesystem.

« The Apache web server is not necessarily insecure, it is just very wide ranging in its
access.
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So How Does SELinux Work?

 The Apache web server has a binary executable which launches from /usr/sbin.
When you look at that file's SELinux context, you see its type is httpd_exec t:
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@w541 ~1# 1s -1Z fusr/sbin/httpd

-rwxr-xr-x. 1 root root system u:object r:httpd exec t:s@ 536888 Jan 4 00:17 /u
sr/sbin/httpd

[root@w541 ~]1# [
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So How Does SELinux Work?

 The web server's configuration directory is labeled httpd _config_t:
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help
[root@wb41 ~1# 1s -dZ /Jetc/httpd/

system_u:object r:httpd config t:s0 /etc/httpd/
[root@w541 ~1#

[ & = B R
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So How Does SELinux Work?

 The web server's logfile directory is labeled httpd _log_t:
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B

File Edit Wiew Terminal Tabs

Help

Terminal - root@w541: ~

[root@ws41 ~1# 1s -dZ /var/log/httpd/

system_u:object r:httpd log t:s0 /var/log/httpd/

[root@w541 ~1#

[ & = B R
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So How Does SELinux Work?

 The web server's content directory is labeled httpd_sys content_t:
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help
[root@w541 ~1# 1s -dZ /var/www/html/

system_u:object r:httpd sys content t:sB /var/www/html/
[root@w541 ~1#

[ & = B R
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So How Does SELinux Work?

 The web server's startup script is labeled httpd_initrc_exec _t:
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@ws41 ~1# 1s -1Z /usr/lib/systemd/system/httpd.service

-rw-r--r--. 1 root root system u:object r:httpd unit file t:sB 1090 Jan 4 00:12
fusr/lib/systemd/system/httpd.service
[root@w541 ~]1# [
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So How Does SELinux Work?

« As the web server runs, it's process is labeled httpd _t:
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B

File Edit View Terminal Tabs Help

Terminal - root@w541: ~

[root@wb4l ~1# ps axZ | grep [h]lttpd

system_u:system r:httpd t:
EGROUND

system_u:system r:httpd t:
EGROUND

system u:system r:httpd t:
EGROUND

system_u:system r:httpd t:
EGROUND

system_u:system r:httpd t:
EGROUND

system_u:system r:httpd t:
EGROUND

system_u:system r:httpd t:
EGROUND

[root@w541 ~]1# [}

s0

1289 7

1449 ?

1451 7

1452 7

1454 7

1457 7

1459 7
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sl

sl

sl

Sl
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00

100

010]

J1010]

(00

00

AR E

Jusr/sbin/httpd -DFOR
Jusr/sbin/httpd -DFOR
Jusr/sbin/httpd -DFOR
Jusr/sbin/httpd -DFOR
fusr/sbin/httpd -DFOR
Jusr/sbin/httpd -DFOR

Jusr/sbin/httpd -DFOR

#redhat #rhsummit

.;nmmn



So How Does SELinux Work?

* If you look at the ports upon which the web server listens, you'll see that even they
are labeled.
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help
[root@wb41l ~1# netstat -tnlpZ | grep [h]ttpd t

tcph 0] @ :::80 Pk LISTEN
1289/httpd system u:system r:httpd t:s0
tcpb 0] @ :::443 Dok LISTEN
1289/httpd system u:system r:httpd t:s0

[root@w541 ~]1# [
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Terminal - root@w541: ~

File Edit View Terminal Tabs Help
[root@w541 ~]1# semanage port -1 | grep [h]lttp

[ERERN S R

1ooel-10010

http _cache port t tcp BOBG, 8118, B123,
http cache port t udp 3130
pegasus http port t tcp 5088
pegasus https port t tcp 5989

[root@ws4l ~1#
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So How Does SELinux Work?

* Now then... The /etc/shadow file has a type shadow _t:
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Terminal - root@w541: ~

[ & = B R
File Edit View Terminal Tabs Help

[root@ws41 ~1# 1s -1Z /etc/shadow

—————————— 1 root root system u:object r:shadow t:s@ 1431 Apr 26 12:12 /etc/sha
dow

[root@w541 ~]1# [
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So How Does SELinux Work?

« Type enforcement
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So How Does SELinux Work?

« Type enforcement

- It probably makes sense for a process running in the httpd_t context to interact
with a file with the httpd_config_t label.
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So How Does SELinux Work?

« Type enforcement

- Do you think it makes sense for a process running with the httpd_t context label
to be able to interact with a file with, say, the shadow_t label?
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So How Does SELinux Work?

« Type enforcement

- Type enforcement is the part of the policy that says, for instance, “a process
running with the label httpd_t can have read access to a file labeled
httpd _config_t”
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HOW DO | DEAL WITH LABELS? ®
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How Do | Deal With Labels?

* You've seen me use the -Z argument to several commands to view context. Many
commands accept this argument:

- Is-Z
- d-Z
- ps-Z
- netstat -Z
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How Do | Deal With Labels?

* You can actually use the -Z argument to create and modify files and contexts, as
well.

- cp-Z
- mkdir -Z

#redhat #rhsummit ‘ redhat



How Do | Deal With Labels?

* You can use SELinux aware tools like chcon or restorecon to change the context of
a file (more on this later).

« Contexts are set when files are created, based on their parent directory's context
(with a few exceptions).

« RPMs can set contexts as part of installation.
* The login process sets the default context (unconfined in the targeted policy)
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How Do | Deal With Labels?

* File transitions (defined by policy)

If an application foo_t creates a file in a directory labeled bar t, policy can
require a transition so that file is created with the baz_t label.

Example: A process, dhclient, running with the dhclient _t label creates a file,
resolv.conf, labeled net_conf _t in a directory, /etc, labeled etc_t. Without that
transition, /etc/resolv.conf would have inherited the etc_t label.
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How Do | Deal With Labels?

* You've also seen me use the semanage command. It can be used to manage
SELinux settings for:

- login

- user

- port

- Interface
- module
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How Do | Deal With Labels?

* You've also seen me use the semanage command. It can be used to manage
SELinux settings for:

- node

- file context

- boolean

- permissive state
- dontaudit
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SELINUX ERRORS
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What Does It Mean If | Get Ah SELInux Error?
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What Does It Mean If | Get Ah SELInux Error?

* If you see an SELinux error, it means that something is wrong!
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What Does It Mean If | Get Ah SELInux Error?

* If you see an SELinux error, it means that something is wrong!

* Turning off SELIinux is like turning up the radio really loud when your car is making a
strange noise!

#redhat #rhsummit ‘ redhat



#redhat #rhsummit ‘ redhat



What Does It Mean If | Get Ah SELInux Error?

* [t may mean that labeling is wrong
- Use the tools to fix the labels. We'll talk more about that later.
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What Does It Mean If | Get Ah SELInux Error?

* It may mean that the policy needs to be tweaked.
- booleans
— Policy modules
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What Does It Mean If | Get Ah SELInux Error?

 There could be a bug in the policy

- We need to know about these! Open a ticket (do not file a Bugzilla report - there
are no SLAs around BZ).
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What Does It Mean If | Get Ah SELInux Error?

* You have been, or are being, broken into
- Man the battle stations!
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BOOLEANS
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What Are Booleans?

* Booleans are just off/on settings for SELinux.

- From simple stuff like “do we allow the ftp server access to home directories” to
more esoteric stuff like “httpd can use mod_auth_ntlm_winbind.”
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What Are Booleans?

« To see all the booleans, run getsebool -a
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Terminal - root@w541: ~

File Edit View Terminal Tabs Help
abrt_anon_write --> off
abrt_handle_event --> off
gbrt_upload watch_anon_write --> on
antivirus can_scan_system --> off
antivirus use jit --> off
auditadm exec content --= on
authlogin nsswitch use ldap --> off
authlogin_radius --> off

authlogin_ yubikey --> off

awstats purge apache log files --> off
boinc_execmem --> on

cdrecord_read content --> off
cluster_can_network_connect --> off
cluster_manage_all_files --> off
cluster use execmem --> off
cobbler anon write --» off
cobbler can network connect --> off
cobbler use cifs --> off
cobbler_use nfs --> off
collectd tcp network _connect --> off
condor_tcp network connect --= off
conman_can_network --> off
cron_can_relabel --> off

[FEER= N R
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Terminal - root@w541: ~

File Edit View Terminal Tabs Help

gluster export_all _rw --> on
gpg_web _anon_write --> off
gssd_read_tmp --> on
guest_exec_content --> on

haproxy connect _any --> off

httpd anon write --> off

httpd builtin scripting --=> on
httpd _can_check_spam --> off

httpd can_connect ftp --> off

httpd can_connect ldap --> off
httpd can_connect _mythtv --> off
httpd can_connect zabbix --> off
httpd_can_network_connect --> off
httpd_can_network_connect_cobbler --> off
httpd_can_network_connect_db --> off
httpd can network memcache --> off
httpd can network relay --= off
httpd can sendmail --> off

httpd dbus avahi --> on

httpd dbus sssd --> off
httpd_dontaudit_search_dirs --> off
httpd _enable cgi --> on

httpd _enable ftp server --> off

[FEER= N R
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Terminal - root@w541: ~

File Edit View Terminal Tabs Help

use lpd server --> off

use nfs_home_dirs --> off
use_samba_home_dirs --> off
user_exec_content --> on
varnishd connect any --> off
virt read gemu ga data --= off
virt rw_gemu ga data --= off
virt sandbox _use all caps --= on
virt sandbox_use audit --> on
virt_sandbox_use fusefs --> off
virt_sandbox_use mknod --> off
virt_sandbox_use netlink --> off
virt sandbox _use sys admin --> off
virt_transition_userdomain --> off
virt_use_comm --> off
virt use execmem --> off
virt use fusefs --> off
virt use nfs --> on
virt use pcscd --> off

virt_use rawip --> off
virt use samba --=> off
virt use sanlock --> off

virt use usb --> on

i = =
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TIPS AND TRICKS
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Tips and Tricks

* Install setroubleshoot and setroubleshoot-server on machines you'll be developing
policy modules on. They drag in a bunch of tools to help diagnose and fix SELinux

issues.
* Reboot or restart auditd after you install.
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help
[root@wb4]1l ~]# yum install setroubleshoot set roubleshoot—seruerl

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~

File Edit View Terminal Tabs Help

mesa-libglapi xB6_64
pango xB6_64
pixman xB6_64
policycoreutils-python x86_ 64
pycairo xB6 64
pygtkZ xB86 64
pygtkZ-libglade xB86 64
python-IPy noarch
rest x86_64
satyr x86_64
setools-libs x86_64
set roubleshoot -plugins noarch
systemd-python xB6_64
*xml-common noarch
xmlrpc-c xB6_64
xmlrpc-c-client xB6 64

Transaction sSummary

2 Packages (+78 Dependent packages)

Install

Total download size:
83 M

Installed size:
Is this ok [y/d/N]:

30 M

Y |

20150824 .17
.el?
.el?
.el?
.el?
.el?
el’

[ L% I |
t'DKDLDCIIIG)U.JI\JUJ

r_l
]

U'I-Ih-lh
s e -
I—'I‘\JO”@@@'G‘JCDU'I

9 3 el?
2.el7
.7-46.el7
.59-2.el7 2
-19.e17_2.11

.3-39.e17

13-

LULU@&D(DLUI—'HJ“-JMI\JCI}I\JLUUJ

[FEER= N R

rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms

.5-18905.svn2451.el7 rhel-7-server-rpms
.5-1905.svn2451 .17 rhel-7-server-rpms

39
287
254
435
157
914

I N N N
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help

libxcbh.x86 64 ©:1.11-4.e17
libxshmfence.x86 64 0:1.2-1.el7
mesa-LibEGL.xB6 64 ©:10.6.5-3.20150824 .17
mesa-1ibGL.x86 64 0:10.6.5-3.20150824.e17
mesa-libgbm.x86 64 ©:10.6.5-3.20150824 .17
mesa-libglapl.xB86 64 0:10.6.5-3.20150824.e17
pango.xB86 64 0:1.36.8-2.el7

pixman.x86_64 0:0.32.6-3.el/
policycoreutils-python.x86 64 0:2.2.5-20.el7
pycairo.x86 64 0:1.8.10-8.e17

pygtk2.x86 64 0:2.24.0-9.e17
pygtk2-libglade.x86 64 ©0:2.24.0-9.e17
python-IPy.noarch 0:0.75-6.e17

rest.x86 64 0:0.7.92-3.e17

satyr.xB6 64 0:0.13-12.e17
setools-libs.x86 64 0:3.3.7-46.el7
setroubleshoot -plugins.noarch 0:3.0.59-2.e17 2
systemd-python.x86 64 0:219-19.e17 2.11
xml-common.noarch ©:0.6.3-39.el7
xmlrpc-c.x86_64 0:1.32.5-1905.svn2451.el7/
“mlrpc-c-client.x86 64 0:1.32.5-1905.svn2451.e17

Complete!
[root@w541 ~1# [

[FEER= N R
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@wb4d]l ~]# systemctl restart auditd.service

Failed to restart auditd.service: Operation refused, unit auditd.service may be
reguested by dependency only.

[root@w541 ~]1# [
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help

[root@wb4]l ~]# service auditd restart

Stopping logging:

Redirecting start to /bin/systemctl start auditd.service
[root@w541 ~]1# [

[ & = B R

[ OK ]
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auditd

« Thisis not a bug. See https://bugzilla.redhat.com/show_bug.cgi?id=1026648 for
details.
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https://bugzilla.redhat.com/show_bug.cgi?id=1026648

REAL WORLD EXAMPLES
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Real World Examples

« Auser, fred, wants to have his own web page in /home/fred/public_html on a web
server.

- You enable UserDir in /etc/httpd/conf.d/userdir.conf
- Restart the web server
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Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help

#
# The path to the end user account 'public _html' directory must be

# accessible to the webserver userid. This usually means that ~userid

# must have permissions of 711, ~userid/public_html must have permissions
# of 755, and documents contained therein must be world-readable.

# Otherwise, the client will only receive a "403 Forbidden" message.

#

L=

[fModule mod userdir.c=
UserDir is disabled by default since it can confirm the presence

of a username on the system (depending on home directory
permissions).

HHEHHHH

UserDir disabled

To enable requests to /~user/ to serve the user's public html
directory, remove the "UserDir disabled" line above, and uncomment
the following line instead:

HoHHHH

UserDir public_html
</IfModule>
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@wb4]l ~]1# systemctl restart httpd
[root@w541 ~]1# [
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Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- Change permissions so the web server can access his home directory.
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B

File Edit Wiew Terminal Tabs

Terminal - root@w541: ~ A=
Help
[root@w541 ~]# chmod o+x /home/fred/
[root@w541 ~]# 1s -1d /home/fred/

drwx----- ¥. 3 fred fred 4096 Jun 26 22:58 /home/fred/
[root@w541 ~]1# [
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Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- Fred logs in, creates his public_html directory and an index.html file.
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Terminal - fredi@w541: ~/public_html
File Edit View Terminal Tabs Help

[tcameron@wb4]l ~1% ssh fred@l9z.l168.124.1

Warning: Permanently added '192.168.124.1' (ECDSA) to the list of known hosts.
fred@gl92.168.124.1"'s password:

[fred@w541l ~]1¢% mkdir public_html
[fred@w541 ~14% cd public html/

[fred@w541 public html]$ echo "this is my home page" = index.html
[fred@w541 public htmll$

[FEER= N R

#redhat #rhsummit

‘ redhat.



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- We fire up the web browser, and:

#redhat #rhsummit ‘ redhat



#redhat #rhsummi

Ele Edit View History Bookmarks

Tools  Help
403 Forbidden

%\ +
€ ) (D 192,168.124.1/~fred/

403 Forbidden - Mozilla Firefox

19 a X
VC'HQSeanh ‘ﬁg‘ﬁﬂmx By e =
[ Most Visitedv  flRed Hat - Calendar @ 7524 Travel Vortal ‘@ My Account Snapshot  E&Mail Summit 2016 emc... MlPodcasts, Oggeasts...
.
Forbidden

You don't have permission to access /~fred/ on this server.

‘ redhat.



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- So now we check the usual suspects.

« /var/log/httpd/access_log
« /var/log/httpd/error_log

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help
[root@wb4l ~1# tail -2 /var/log/httpd/access log

192.168.124.1 - - [26/Jun/2016:23:03:27 -0700] "GET /~fred HTTP/1.1" 301 235 "-"
"Mozilla/5.0 (X11; Fedora; Linux x86_64; rv:47.0) Gecko/20100101 Firefox/47.0"
192.168.124.1 - - [26/Jun/2016:23:03:27 -0700] "GET /~fred/ HTTP/1.1" 483 215 "-

" "Mozilla/5.0 (X11; Fedora; Linux x86 64; rv:47.0) Gecko/20100101 Firefox/47.0"
[root@w541 ~]1# [

#redhat #rhsummit

‘ redhat.



Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help

[root@wb4l ~1# tall -2 /var/log/httpd/error_log

[Sun Jun 26 23:03:27.658743 2016] [core:error] [pid 17755] (13)Permission denied
[client 192.168.124.1:44820] AHOOO3L5: access to /~fred/index.html denied (file

system path '/home/fred/public_html/index.html') because search permissions are

missing on a component of the path

[Sun Jun 26 23:03:27.658823 2016] [negotiation:error] [pid 17755] (13)Permission

denied: [client 192.168.124.1:44820] AHOOEGE6: cannot read directory for multi:
/home/fred/public_html/

[root@w541 ~1# [

#redhat #rhsummit

‘ redhat.



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- We already knew that!

#redhat #rhsummit ‘ redhat



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- S0 now we look at journalctl

#redhat #rhsummit ‘ redhat



= Terminal - root@w541: ~ [T
File Edit View Terminal Tabs Help
[root@w541 ~]# journalctl -b -0 [

#redhat #rhsummit ‘ redhat



E Terminal - root@w541: ~ RS R

File Edit View Terminal Tabs Help

Jun 26 23:54:31 w541.tc.redhat.com audit[1489]: AVC avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public_html/index.html" dev="dm-0" ino=19803817 scontext=s
ystem_u:system_r:httpd t:s® tcontext=unconfined u:cbject r:httpd_user_content_t:s@ tclass=file permissive=0

Jun 26 23:54:31 wi4l.tc.redhat.com audit[1489]: AVC avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public_html/index.html" dev="dm-0" ino=19803817 scontext=s
ystem_u:system_r:httpd_t:s0 tcontext=unconfined_u:object_r:httpd_user_content_t:s@ tclass=file permissive=0

Jun 26 23:54:31 wb41l.tc.redhat.com audit[1489]: AVC avc: denied { read } for pid=1489 comm="/usr/sbin/httpd" name="public_html" dev="dmn-0" ino=19803818 scontext=system_u:system_r:httpd_t:
s® tcontext=unconfined_u:object_r:httpd_user_content_t:s@ tclass=dir permissive=0

Jun 26 23:54:34 w541.tc.redhat.com dbus[1071]: [system] Activating service name='org.fedoraproject.Setroubleshootd’' (using servicehelper)

Jun 26 23:54:34 wh41.tc.redhat.com dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd'

Jun 26 23:54:34 w541.tc.redhat.com setroubleshoot [4437]: failed to retrieve rpm info for /home/fred/public_html/index,html

Jun 26 23:54:34 wb4l.tc.redhat.com setroubleshoot[4437]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public_html/index.html. For complete SELinux message
s. run sealert -1 c36627c9-7b99-44c9-a78c-a9%9a737ff119

Jun 26 23:54:34 wi41l.tc.redhat.com python3[4437]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public_html/index.html.

Frdtk Plugin catchall_boolean (24.7 confidence) suggests Aotk ks ok ok ok ok o koA

If you want to allow httpd to read home directories

Then you must tell SELinux about this by enabling the 'httpd_enable homedirs' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd_enable_homedirs 1

#Hkkk  Plugin catchall_boolean (24.7 confidence) suggests Aotk ks ok ok ok ok o koA

If you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read user_content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd_read_user_content 1

#kd44k  Plugin catchall_boolean (24.7 confidence) suggests Aokttt fstolol d ookl

If you want to unify HTTPD handling of all content files.

Then you must tell SELinux about this by enabling the 'httpd_unified' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd unified 1

#kdd4k  Plugin public_content (24.7 confidence) suggests ook ok ot sfehe ok ok o ok ke ok ok oot st

If you want to treat index.html as public content

Then you need to change the label on index.html to public_content_t or public_content_rw_t.
Do

# semanage fcontext -a -t public_content_t '/home/fred/public_html/index.html'

# restorecon -v ‘/home/fred/public_html/index.html’

Frdtk Plugin catchall (3.53 confidence) suggests Ak A kR b kR bk

= If you believe that httpd should be allowed getattr access on the index.html file by default. —
Then you should report this as a bug.

v reul dl



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html

- AH-HAH! Follow the instructions and run “sealert -| c36627c9-7b99-44c9-a78c-
a9a737ff119b”

- ltreveals that there are several potential issues/solutions.
» httpd access to home directories
* httpd access to user content
» httpd unified access to all content
« relabel the content as public

#redhat #rhsummit ‘ redhat



Terminal - root@w541:~

File Edit Wiew Terminal Tebs Help

[root@w541 ~]# sealert -1 c36627c9-7b99-44c8-a78c-a%a737ff11%b

SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public_html/index.html.

##kdk Plygin catchall_boolean (24.7 confidence) suggests Aeckckodok koo bk ook ok o

If you want to allow httpd to read home directories

Then you must tell SELinux about this by enabling the 'httpd enable_homedirs' boolean.
You can read 'None' man page for more detalls.

Do

setsebool -P httpd enable homedirs 1

tHrr+ Plugin catchall_boolean (24.7 confidence) suggests oAk Aok ok ok

If you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read user content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd_read user_content 1

##kdk Plygin catchall_boolean (24.7 confidence) suggests Aeckckodok koo bk ook ok o

If you want to unify HTTPD handling of all content files.

Then you must tell SELinux about this by enabling the 'httpd_unified' beoolean.
You can read 'None' man page for more detalls.

Do

setsebool -P httpd unified 1

thkrk Plugin public_content (24.7 confidence) suggests ok sk sk koo ook ook ok

If you want to treat index.html as public content

Then you need to change the label on index.html to public_content_t or public_content_rw_t.
Do

# semanage fcontext -a -t public_content_t '/home/fred/public_html/index.html'

# restorecon -v '/home/fred/public_html/index.html'

w4k Plugin catchall (3.53 confidence) suggests s o o o ok o ofe o ok e o ok of ok ke o ok ok ok ok o ok ok ok o

If you believe that httpd should be allowed getattr access on the index.html file by default.
Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c '/usr/sbin/httpd' --raw | audit2allow -M my-usrsbinhttpd

# semodule -X 300 -i my-usrsbinhttpd.pp

‘Additicnal Information:
Source Context system_u:system_r:httpd_t:s@
‘Target Context unconfined uw:object r:httpd user content t:s@



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html

- It also says we can create a policy module to allow this, but in this case, setting
a boolean is easier and makes more sense.

#redhat #rhsummit ‘ redhat



E Terminal - root@w541: ~
File Edit View Terminal Tabs Help
¥hddk  Plugin public_content (24.7 confidence) suggests ook ssobokokokokok koo ok ok

If you want to treat index.html as public content

Then you need to change the label on index.html to public_content_t or public_content_rw_t.
Do

# semanage fcontext -a -t public_content_t '/home/fred/public_html/index.html’

# restorecon -v '/home/fred/public_html/index.html'

trd++ Plugin catchall (3.53 confidence) suggests ok A kA b kb ko
If you believe that httpd should be allowed getattr access on the index.html file by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.

Do
allow this access for now by executing:
# ausearch -c '/fusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -i my-usrsbinhttpd.pp

Additional Information:

Source Context system_u:system_r:httpd_t:s0

Target Context unconfined u:object_r:httpd_user_content_t:s@

Target Objects /home/fred/public_html/index.html [ file ]

Source fusr/sbin/httpd

Source Path /fusr/sbin/httpd

Port <Unknown>

Host w541.tc.redhat .com

Source RPM Packages httpd-2.4.18-1.7c23.x86_64

Target RPM Packages

Policy RPM selinux-policy-3.13.1-158.15.fc23.noarch

Selinux Enabled True

Policy Type targeted

Enforcing Mode Enforcing

Host Name w541.tc.redhat .com

Plat form Linux w541.tc.redhat.com 4.5.7-200.fc23.x86_64 #1
SMP Wed Jun 8 17:41:50 UTC 2016 x86_64 x86_64

Alert Count 6

First Seen 2016-06-26 23:03:27 PDT

Last Seen 2016-06-26 23:54:31 POT

Local ID c36627c9-7b99-44c98-a78c-a9a737ff119b

Raw Audit Messages

RS R

type=AVC msg=audit (1467010471.39:424): avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public_html/index.html" dev="dm-0" ino=19803817 scontext=system_u:syste

m_r:httpd_t:s@ tcontext=unconfined u:cbject_r:httpd_user content_t:s@ tclass=file permissive=0

Hash: /usr/sbin/httpd,httpd_t,httpd_user_content_t,file,getattr

[root@ws41 ~1#

#redhat #rhsummit

Q redhat.



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html

- Follow the instructions and set the boolean to allow httpd access to home
directories.

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~ e Bl 2d

File Edit View Terminal Tabs Help

[root@wb41l ~]1# setsebool httpd enable homedirs 1 -P
[root@w541 ~]1# [

#redhat #rhsummit ‘ redhat



Real World Examples

« Auser, fred, wants to start have his own web page in /home/fred/public_html
- And... Voila!

#redhat #rhsummit ‘ redhat



Hle Edit View History Bookmarks Tools Help
[ httpi//192,168.124.1/~fred/ ® | 4

Mozilla Firefox

s

192,168.124.1/~fred/

¢ |[Q search

v © & & 4

[ Most Visitedv  FJRed Hat - Calendar @ TS24 Travel Vortal @My Account Snapshot B Mail Summit 2016 emc,

Ml Podcasts, Oggcasts

Sat6 Stuffv

v e =

this is my home page

#redhat #rhsummi

‘ redhat.



Real World Examples

* And people say this SELinux thing is too hard! Pffft!

#redhat #rhsummit ‘ redhat



HOW CAN | SEE WHAT
BOOLEANS HAVE BEEN SET?

#redhat #rhsummit



How Can | See What Booleans Have Been Set?

 Look at the booleans.local file under /etc/selinux/targeted/modules/active/

#redhat #rhsummit ‘ redhat



Terminal - root@armitage: ~ R =
File Edit View Terminal Tabs Help

[root@armitage ~1# cat /etc/selinux/targeted/modules/active/booleans.local
# This file is auto-generated by libsemanage
# Do not edit directly.

httpd enable homedirs=1
[root@armitage ~]# [

#redhat #rhsummit

‘ redhat.



How Can | See What Booleans Have Been Set?

* Note that when you use setsebool -P (and other commands we'll cover later), the
entire /etc/selinux/targeted directory is regenerated. That file doesn't actually do
anything - it just tells you what's been set. Believe it when it says “Do not edit
directly” - it won't do anything.

#redhat #rhsummit ‘ redhat



Terminal - root@armitage:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@armitage ~]1# touch marker

[root@armitage ~]# setsebool -P httpd enable homedirs=1
[roct@armitage ~1# find /etc/selinux/ -newer markerl

#redhat #rhsummit

‘ redhat.



Terminal - root@armitage:~

File Edit View Terminal Tabs Help

[root@armitage ~]1# setsebool -P httpd enable homedirs=1
[roct@armitage ~1# find /etc/selinux/ -newer marker
/etc/selinux/targeted

Jetc/selinux/targeted/contexts
Jetc/selinux/targeted/contexts/files
Jetc/selinux/targeted/contexts/files/file contexts
Jetc/selinux/targeted/contexts/files/file contexts.homedirs
Jetc/selinux/targeted/contexts/files/file contexts.bin
Jetc/selinux/targeted/contexts/files/file contexts.local.bin
fetc/selinux/targeted/contexts/files/file contexts.homedirs.bin
Jetc/selinux/targeted/contexts/netfilter_contexts
/etc/selinux/targeted/modules
Jetc/selinux/targeted/modules/active
/etc/selinux/targeted/modules/active/base.pp
Jetc/selinux/targeted/modules/active/commit_num
Jetc/selinux/targeted/modules/active/file contexts
Jfetc/selinux/targeted/modules/active/file contexts.homedirs
/etc/selinux/targeted/modules/active/file contexts.template
Jetc/selinux/targeted/modules/active/homedir template
Jetc/selinux/targeted/modules/active/modules
Jetc/selinux/targeted/modules/active/modules/bcfg2. pp
/etc/selinux/targeted/modules/active/modules/colord. pp
/etc/selinux/targeted/modules/active/modules/cipe. pp
/etc/selinux/targeted/modules/active/modules/dcc.pp

#redhat #rhsummit

‘ redhat.



Terminal - root@armitage:~
File Edit View Terminal Tabs Help

/etc/selinux/targeted/modules/active/modules/watchdog. pp
Jetc/selinux/targeted/modules/active/modules/wdmd. pp
/etc/selinux/targeted/modules/active/modules/webadm. pp
/etc/selinux/targeted/modules/active/modules/webalizer.pp
Jetc/selinux/targeted/modules/active/modules/wine.pp
/etc/selinux/targeted/modules/active/modules/wireshark.pp
Jetc/selinux/targeted/modules/active/modules/ xen.pp
Jetc/selinux/targeted/modules/active/modules/ xguest . pp
Jetc/selinux/targeted/modules/active/modules/xserver.pp
/etc/selinux/targeted/modules/active/modules/zabbix. pp
/etc/selinux/targeted/modules/active/modules/zarata. pp
/etc/selinux/targeted/modules/active/modules/zebra. pp
/etc/selinux/targeted/modules/active/modules/zoneminder. pp
/etc/selinux/targeted/modules/active/modules/zosremote. pp
Jetc/selinux/targeted/modules/active/netfilter_contexts
Jetc/selinux/targeted/modules/active/seusers. final
Jetc/selinux/targeted/modules/active/users extra
/etc/selinux/targeted/modules/active/booleans. local
Jetc/selinux/targeted/modules/active/policy.kern
Jetc/selinux/targeted/policy
fetc/selinux/targeted/policy/policy.29
/etc/selinux/targeted/seusers

[root@armitage ~1#

[root@armitage ~1# [

[FEER= N R

#redhat #rhsummit

‘ redhat.



REAL WORLD EXAMPLES

#redhat #rhsummit



Real World Examples

« This next example assumes an unmodified SELinux environment, so ignore the
changes from the last example.

#redhat #rhsummit ‘ redhat



Real World Examples

» Auser, Wilma, is a web content author. She has created content in her home
directory and asked that you move it to the web site.

#redhat #rhsummit ‘ redhat



Terminal - wilma@w541: ~/content
File Edit View Terminal Tabs Help

[wilma@wb41l ~1% mkdir content

[(wilma@w541l ~1% cd content/

[wilma@wb41 content]$ echo "this is our cool web site" > index.html
[wilma@w541 content]s Ji

[ & = B R

#redhat #rhsummit

‘ redhat.



Real World Examples

SO0, you move it over.

#redhat #rhsummit ‘ redhat



Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@w541 ~1# mv /Jhome/wilma/content/* /var/www/html/
[root@w541 ~]1# [

#redhat #rhsummit ‘ redhat



Real World Examples

 And when you go to test...

#redhat #rhsummit ‘ redhat



[T

Fle Edit View History Bookmarks Tools Help

403 Forbidden - Mozilla Firefox

/ 403 Forbidden x|+

v © & & 4

e |[Q search

192,168.124.1

[ Most Visited™  PTJRed Hat - Calendar @ TS24 Travel Vortal @ My Account Snapshot B Mail Summit 2016 emc.

Ml Podcasts, Oggcasts

Sat6 Stuffv

Sv e

Forbidden

You don't have permission to access /index.html on this server.

#redhat #rhsummi

‘ redhat.



Real World Examples

* Ah, it's the wrong owner, right?

#redhat #rhsummit ‘ redhat



B

File Edit Wiew Terminal Tabs

Help

Terminal - root@w541: ~

[root@w541 ~1# 1s -1 /var/www/html/index.html

SPW-rW-T-- .
[root@w541 ~1# [

1 wilma wilma 26 Jun 27 00:23 Svar/www/html/index.html

[ & = B R

#redhat #rhsummit

‘ redhat.



Terminal - root@w541: ~ b o B2
File Edit View Terminal Tabs Help

[root@w541 ~1# chown root:root /var/www/html/index.html
[root@w541 ~1# 1s -1 Jfvar/www/html/index.html

-rw-rw-r--. 1 root root 26 Jun 27 00:23 /var/www/html/index.html
[root@w541 ~]1# [

#redhat #rhsummit

‘ redhat.



Real World Examples

 But when you test...

#redhat #rhsummit ‘ redhat



[T

Fle Edit View History Bookmarks Tools Help

403 Forbidden - Mozilla Firefox

/ 403 Forbidden x|+

v © & & 4

e |[Q search

192,168.124.1

[ Most Visited™  PTJRed Hat - Calendar @ TS24 Travel Vortal @ My Account Snapshot B Mail Summit 2016 emc.

Ml Podcasts, Oggcasts

Sat6 Stuffv

Sv e

Forbidden

You don't have permission to access /index.html on this server.

#redhat #rhsummi

‘ redhat.



Real World Examples

« Checking journalctl again tells you to run sealert.

#redhat #rhsummit ‘ redhat



File
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Edit View Terminal Tabs Help
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kernel: wlp3s0: authenticated
kernel: wlp3s@: associate wit
NetworkManager[1279]: <info>
kernel: wlp3s0: RX AssocResp
kernel: wlp3s@: associated

Terminal - root@wS541:~ =

h 02:1a:11:ff:90:4e (try 1/3)
(wlp3s0) : supplicant interface state: scanning -»> authenticating
from 02:1a:11:ff:90:4e (capab=0x411 status=0 aid=1)

NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: authenticating -»> associating

NetworkManager[1279]: <info> (wlp3s0): supplicant interface state: associating -> associated

NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: associated -> 4-way handshake

NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: 4-way handshake -> completed

audit[1491]1: AVC avc: denied { read } for pid=1491 comm="/usr/sbin/httpd" name="index.html" dev="dn-0" ino=19805083 scontext=system_u:system_r:httpd_t:s
dbus[1071]: [system] Activating service name='org.fedoraproject.Setroubleshootd' (using servicehelper)

dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd’

setroubleshoot [6728] :
setroubleshoot [6728] :

Deleting alert c¢36627c9-7b99-44c9-a78c-a9a737ff1l19b, it is allowed in current policy

SELinux is preventing /usr/sbin/httpd from read access on the file index.html. For complete SELinux messages. run sealert -1 c08b2el3

python3[6728]: SELinux is preventing /usr/sbin/httpd from read access on the file index.html.

Ak o

Plugin catchall_poolean (89.3 confidence) suggests

If you want to allow httpd to read user content
Then you must tell SELinux about this by enabling the 'httpd_read_user_content' boolean.

Do

setsebool -P h
ExkE Plugin
If you believe
Then you shoul
You can genera
Do

allow this acc
# ausearch -c
# semodule -X

NetworkManager[1279]: =warn>
NetworkManager[1279]: <info>
NetworkManager[1279]: <info>
kernel: wlp3s0: authenticate
kernel: wlp3s@: send auth to
NetworkManager[1279]: <info>
kernel: wlp3s0: authenticated
kernel: wlp3s0: associate wit
kernel: wlp3s@: RX AssocResp
NetworkManager[1279]: <info>
kernel: wlp3s0: associated

NetworkManager[1279]: <info>
NetworkManager[1279]: <info>
NetworkManager[1279]: <info>

ttpd_read_user_content 1

catchall (11.6 confidence) suggests

that httpd should be allowed read access on the index.html file by default.
d report this as a bug.
te a local policy module to allow this access.

ess for now by executing:
‘/usr/sbin/httpd’ --raw | audit2allow -M my-usrsbinhttpd
300 -i my-usrsbinhttpd.pp

Connection disconnected (reason -4)

(wlp3s0): supplicant interface state: completed -> disconnected
(wlp3s0) : supplicant interface state: disconnected -> scanning
with 02:1a:11:ff:90:4e
02:1a:11:77:90:4e (try 1/3)

(wlp3s0) : supplicant interface state: scanning -»> authenticating
h 02:1a:11:ff:90:4e (try 1/3)
from 02:1a:11:77:90:4e (capab=0x411 status=0 ald=1)

(wlp3s0) : supplicant interface state: authenticating -> associating
(wWlp3s@): supplicant interface state: associating -» associated

(wlp3s@): supplicant interface state: associated -> 4-way handshake
(wlp3s0) : supplicant interface state: 4-way handshake -> completed

#redhat #rhsummit
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Real World Examples

« But this time, sealert is still talking about user content and home directories... We're
dealing with content in the system web content directory, /var/www/html.

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~
File Edit View Terminal Tabs Help

[root@w541 ~1# sealert -1 c0B8bZel3-8637-4564-8916-8288b28f145¢
SELinux is preventing /usr/sbin/httpd from read access on the file index.html.

¥hddk  Plugin catchall_boolean (89.3 confidence) suggests skttt ofsteodolof ook ko

If you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read_user_content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd read user content 1

tddtt  Plugin catchall (11.6 confidence) suggests A hohe st of of bbb ootk of ok ke ook ok of ok sk ke o
If you believe that httpd should be allowed read access on the index.html file by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.

Do
allow this access for now by executing:
# ausearch -c '/Jusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -i my-usrsbinhttpd.pp

Additional Information:

Source Context system_u:system_r:httpd t:s0O

Target Context unconfined u:object_r:user_home_t:s@

Target Objects index.html [ file ]

Source /fusr/sbin/httpd

Source Path /fusr/sbin/httpd

Port <Unknown>

Host w541.tc.redhat .com

Source RPM Packages httpd-2.4.18-1.1c23.x86_64

Target RPM Packages

Policy RPM selinux-policy-3.13.1-158.15. fc23.noarch

Selinux Enabled True

Policy Type targeted

Enfarcing Mode Enforcing

Host Name w541.tc.redhat .com

Plat form Linux w541.tc.redhat.com 4.5.7-200.fc23.x86_64 #1
SMP Wed Jun 8 17:41:50 UTC 2016 x86_64 x86_64

Alert Count 1

First Seen 2016-06-27 00:36:59 POT

Last Seen 2016-06-27 00:36:59 PDT

Local ID c08b2el3-8637-4564-8916-8288b28f145¢

Raw Audit Messages

type=AVC msg=audit(1467013019.225:592): avc: denied { read } for pid=1491 comm="/usr/sbin/httpd" name="index.html" dev="dm-@" ino=19805083 scontext=system_u:system_r:httpd t:s@ tcontext=u

nconfined u:object_r:user_home_t:s® tclass=file permissive=0

#redhat #rhsummit
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 Aquick s -Z reveals the issue.

#redhat #rhsummit ‘ redhat



B

File Edit Wiew Terminal Tabs

Help

Terminal - root@w541: ~

[root@w541 ~1# 1s -1Z /var/www/html/index.html

SPW-W-T- -,
r/waw/html/index. html
[root@w541 ~]1# [

1 root root unconfined u:object r:user _home t:s@ 26 Jun 27 B0:23 /va

[ & = B R

#redhat #rhsummit

‘ redhat.
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 We moved instead of copied, so the file kept its original context.
« To change the context, we can run one of a couple of commands.

#redhat #rhsummit ‘ redhat



Real World Examples

« First we need to figure out what the label should be. Look at a known good file label.

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~
File Edit View Terminal Tabs Help

[root@wb41 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:|gjqqsls|
27 Svar/waw/html/
[root@w541 ~]1# [

[FEER= N R

SN A=Y - s0 4086 Jun 27 00:

#redhat #rhsummit

‘ redhat.
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« Use that information as arguments for the chcon (change context) command
« The long form is:
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Terminal - root@w541: ~
File Edit View Terminal Tabs Help

[root@wb41 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:httpd sys content t:s@ 4096 Jun 27 00:
2_1"' ,"'r war ;__r "."\.'.'."\'-'."-."_."! h tm -I. _."'f

[ & = B R

[root@wb41 ~]# chcon -u system u -r object r -t httpd sys content t /var/www/htm
1/index.html |

#redhat #rhsummit

‘ redhat.
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« Remember that the targeted policy doesn't use the SELinux user or role. The short
form is:
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help
[root@w541 ~]# chcon -t httpd system content t /var/www/html/index.html |

#redhat #rhsummit ‘ redhat
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 I'mlazy. If | just want to reference a known good context, the shortest form is:
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Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@wb41 ~1# chcon --reference /var/www/html/ Svar/weww/html/index.html
[root@w541 ~]1# [

#redhat #rhsummit ‘ redhat
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« If you just want to restore a directory and all its files to the default context, the
easiest to remember is restorecon:

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~

[ & = B R
File Edit View Terminal Tabs Help

[root@w541 ~1# restorecon -vR /var/waww/html/

restorecon reset /var/www/html/index.html context unconfined u:object r:user_hom
e t:sB->unconfined u:object r:httpd sys content t:sb
[root@w541 ~]1# [

#redhat #rhsummit

‘ redhat.
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this is our cool web site
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CONTEXT INFORMATION
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Where Are These Contexts Stored?

» restorecon uses information from /etc/selinux/targeted/contexts/files/file _contexts
(and other files in that directory) to determine what a file or directory's context should

be.
 There are over 4000 entries in this file. Don't modify this file directly, your changes
will be lost!

Q redhat.
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Terminal - root@w541: ~

File Edit View Terminal Tabs Help

/¥
At

/a?quota\. (user|group) --

system_u

/nsr(/.*¥)7
fsys(/.*¥)7?
Sxen(/.*)7?

/mnt (/177 1%)7
/mnt (/177 1%)7
/bin/.* system_u
/dev/.* system_u
/var/.* system_u
/srv/.* system_u
/usr/.* system_u
/tmp/ . ¥ <<none=>
Jrun/.* system_u
Jopt/.* system u
Jfetc/.* system u
/1ib/ . * system u
Jusr/ . ¥\ Lcgl
Jopt/ . ¥\ .cgil

JSroot(/.*)7?
Jdev/[0-9] . *
Jrun/ ¥\ *pid

:object r:default t:sO

system u:cbject r:etc_runtime t:s@
system u:object r:quota db t:sO
system u:cbject r:var_t:s@

system u:object r:sysfs t:s@
system uU:object r:xen image t:s@
-d system u:object r:mnt t:sb
-1 system u:cobject r:mnt_t:s@
:object _r:bin_t:sO

:object r:device t:sO

:object _r:var_t:so

:object _r:var_t:so@

:object _r:usr_t:s@

:object _r:var_run_t:s@

:object r:usr t:s@

:object r:etc t:sO

:object r:lib t:s0

-- system u:object r:httpd sys script exec t:s0
-- system u:object r:httpd sys script exec t:s0
system u:cbject r:admin_home t:s@

-C system u:cbject r:usb _device t:sb

<<none>>

[ERERN S R

#redhat #rhsummit
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File Edit Wiew Terminal Tabs

Jvarfweww/btml/ [/ 1¥/cgl-bin(/.*) 7

t:s0

Help

Terminal - root@w541: ~

Jusr/acroread/ (.*¥/)7intellinux/nppdfy.so --

1_shlib_t:s0

Jusr/acroread/ (. *¥/)7?1ib/ [~/ 1*\ . sol\. [~/ ]*)* --

1_shlib_t:s0

Jusr/lib/gems/ . */ApplicationPoolServerExecutable

r:passenger_exec t:s0
Jusr/bin/preupg. *
/var/run/bacula.*
Jusr/1lib/ipsec/ . *
Jusr/bin/pingus.*
Jetc/ppp/ip-uph. . *
Jetc/cipe/ip-up.
Jusr/sbin/ciped.
/var/log/vsftpd.
Jusr/1ib/gnupa/ .
Jvar/run/charon.
/dev/shm/ 1 1ldpad.
/var/log/mcelog.
Jusr/sbin/rmmod.
Jvar/run/fstatd.
Jusr/bin/umount .

= OE ¥ X ¥ E X ¥ E

system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system u:object r:
system u:object r:
system u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:
system _u:object r:

[FEER= N R

system _u:object r:httpd sys script exec

system u:cbject r:textre
system u:cbject r:textre
-- system u:object

preupgrade exec t:s@
bacula var_run_t:s0@
bin t:s0

bin t:s@

bin t:s@

bin t:s@

Ciped exec t:sb
xferlog t:sb
gpg_exec t:s@
ipsec var_ run t:sb
lldpad_tmpfs t:s0
mcelog log t:sO
insmod exec t:sO
mon_statd var_run_t:s@
mount exec t:sb

#redhat #rhsummit
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Real World Examples

« Someone tells you to create a web directory somewhere non-standard - /foo/bar -
for a virtual web site.

#redhat #rhsummit ‘ redhat



Real World Examples

* You create the directory:

#redhat #rhsummit ‘ redhat



Terminal - root@w5s41:~ (3 o B i3

File Edit View Terminal Tabs Help

[root@w541 ~1# mkdir -p /foo/bar

[root@w541 ~]# 1s -1 /foo/

total 4

drwxr-xr-x. 2 root root 4096 Jun 27 01:53 bar
[root@w541 ~]1# [}

#redhat #rhsummit ‘ redhat
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* You define the virtual web site in httpd.conf:

#redhat #rhsummit ‘ redhat



File

Terminal - root@w541: ~

Edit ‘wiew Terminal Tabs Help

NMameVirtualHost *:80

<\irtualHost *:80=

ServerAdmin webmaster@dummy-host .example.com
DocumentRoot /foo/bar

Directorylndex index.html

ServerName dummy-host .example.com

ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access log common

<Directory /foo/bar=
Require all granted

</Directory>

</VirtualHost=

<\irtualHost *:80=

ServerAdmin webmaster@wb4l.tc. redhat .com
DocumentRoot /var/wwa/html

Directorylndex index.html

ServerName wb41l.tc.redhat.com

ErrorLog logs/w541.tc.redhat.com-error_log
CustomLog logs/wS41l.tc.redhat.com-access log common

</VirtualHost=>

"/etc/httpd/conf.d/virthost.conf" 23L, 609C written

[FEER= N R

#redhat #rhsummit
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* You create an index.html file:

#redhat #rhsummit ‘ redhat



Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@w541 ~1# echo "this is the dummy-host.example.com web page" = /foo/bar/ind
ex.html

[root@wb4]l ~]# cat /foo/bar/index.html

this is the dummy-host.example.com web page
[root@w541 ~]1# [}

#redhat #rhsummit

‘ redhat.
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 Restart the web server:

#redhat #rhsummit ‘ redhat



Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@wb4]l ~]# systemctl restart httpd.service
[root@w541 ~]1# [

#redhat #rhsummit ‘ redhat
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 When you test the page...

#redhat #rhsummit ‘ redhat



@

File

Test Page for the Apache HTTP Server on Red Hat Enterprise Linux - Mozilla Firefox

Edit View History Bookmarks Tools Help

Test Page for the Apache... x | &

€

[ Most Visitedw  FRJRed Hat - Calendar @ TS24 Travel Vortal @ My Account Snapshot B Mail

durmmy-host example.com

Summit 2016 emc... M Podcasts, Oggcasts...

E sat6 stuffv

Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, or is
undergoing routine maintenance.

If you would like to let the administrators of this website know that you've seen this page instead of the page you
expected, you should send them e-mall. In general, mail sent to the name "webmaster" and directed to the website's
domain should reach the appropriate person.

For example, if you experienced problems while visiting www.example.com, you should send e-mall to
"webmaster@example.com”.

For information on Red Hat Enterprise Linux, please visit the Red Hat, Inc. website, The documentation for Red Hat
Enterprise Linux is available on the Red Hat, Inc. website.

#redhat #rhsummit

If you are the website administrator:
You may now add content to the directory svar/www/htuls. Note that until you do so. people visiting your website wil see
this page. and not your content. To prevent this page from ever being used, follow the instructions in the file setcshttpd

Jeonf.d/welcome. conf.

You are free to use the image below on web sites powered by the Apache HTTP Server:

wered by 2.2
APAaCH

8 rednat
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 What logfile should we check?

#redhat #rhsummit ‘ redhat
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* journalctl

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~ LRI
File Edit View Terminal Tabs Help

Jun 27 02:47:26 wS4l.tc.redhat .com audit[4515]: AVC avc: denied { getattr } for pid=4515 comm="/usr/sbin/httpd" path="/foo/bar/index.html" dev="dm-0" ino=25559043 scontext=system_u:system

_r:httpd_t:s0 tcontext=unconfined_u:object_r:default_t:s0 tclass=file permissive=0

Jun 27 02:47:26 w541.tc.redhat.com audit[4515]: AVC avc: denied { getattr } for pid=4515 comm="/usr/sbin/httpd" path="/foo/bar/index.html" dev="dm-0" ino=25559043 scontext=system_u:system

_r:httpd_t:s0 tcontext=unconfined u:cbject r:default_t:s0 tclass=file permissive=0

Jun 27 ©2:47:29 w541.tc.redhat .com dbus[1871]: [system] Activating service name='org.fedoraproject.Setroubleshootd’ (using servicehelper)

Jun 27 ©2:47:29 wh41.tc.redhat.com dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd'

Jun 27 92:47:29 w541.tc.redhat.com setroubleshoot [4666]: failed to retrieve rpm info for /foo/bar/index.html

Jun 27 02:47:30 wb41.tc.redhat .com setroubleshoot [4666]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /foo/bar/index.html. For complete SELinux messages. run sealert
-1 187c64e6-2bd0-4aa3-9862-249273ab90a7

Jun 27 02:47:30 wh4l.tc.redhat .com python3[4666]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /foo/bar/index.html.

#kkd4  Plugin catchall_labels (83.8 confidence) suggests ok

If you want to allow httpd to have getattr access on the index.html file
Then you need to change the label on /foo/bar/index.html
Do
# semanage fcontext -a -t FILE_TYPE '/foo/bar/index.html
where FILE_TYPE is one of the following: NetworkManager_ exec_t, NetworkManager log t, NetworkManager_tmp_t, abrt_dump_oops_exec_t, abrt_etc_
t, abrt_exec_t, abrt_handle_event_exec_t, abrt_helper_exec_t, abrt_retrace_coredump_exec_t, abrt_retrace spool_t, abrt_retrace worker_exec_t, abrt_tmp_t, abrt_upload watch_tmp_t, abrt_wvar_ca
che_t, abrt_var_log_t, abrt_var_run_t, accountsd_exec_t, acct_data_t, acct_exec_t, admin_crontab_tmp_t, admin_passwd_exec_t, afs_logfile_t, aide_exec_t, aide_log_t, alsa exec_t, alsa_tmp_t,
amanda_exec_t, amanda_log_t, amanda_recover_exec_t, amanda_tmp_t, amtu_exec_t, anacron_exec_t, anon_inodefs_t, antivirus_exec_t, antivirus_log_t, antivirus_tmp_t, apcupsd_cgi_content_t, apcu
psd_cgi_htaccess_t, apcupsd_cgi_ra_content_t, apcupsd_cgi_rw_content_t, apcupsd cgl_script_exec_t, apcupsd_log_t, apcupsd_tmp_t, apm_exec_t, apmd_log_t, apmd_tmp_t, arpwatch_tmp_t, asterisk_
log t, asterisk_tmp_t, audisp_exec_t, auditadm_sudo_tmp_t, auditctl_exec_t, auth_cache t, authconfig exec_t, automount_tmp_t, avahi_exec_t, awstats_content_t, awstats_htaccess_t, awstats_ra_
content_t, awstats_rw content_t, awstats script_exec_t, awstats_tmp_t, bacula admin_exec_t, bacula_log t, bacula_ tmp_t, bacula_unconfined script_exec t, bin_t, bitlbee log t, bitlbee tmp t,
blueman_exec_t, blueman_tmp_t, bluetooth_helper_exec_t, bluetooth_helper_tmp_t, bluetooth_helper_tmpfs_t, bluetooth_tmp_t, boinc_log_t, boinc_project_tmp_t, boinc_tmp_t, boot_t, bootloader_e
xec_t, bootloader_tmp_t, brctl_exec_t, bugzilla_content_t, bugzilla_htaccess_t, bugzilla_ra_content_t, bugzilla rw_content_t, bugzilla_script_exec_t, bugzilla_tmp_t, calamaris_exec_t, calama
ris log t, calamaris_www t, callweaver_log t, canna_log_t, cardctl_exec_t, cardmgr_dev t, ccs_tmp t, ccs var_lib t, ccs_var_log t, cdcc_exec_t, cdcc_tmp_t, cdrecord exec_t, cert_t, certmaste
r_var_log t, certmonger_unconfined exec_t, certwatch_exec_t, cfengine_log t, cgred log t, cgroup_t, checkpc_exec_t, checkpc_log_t, checkpolicy exec_t, chfn_exec_t, chkpwd exec_t, chrome_sand
box_exec_t, chrome_sandbox_nacl_exec_t, chrome_sandbox_tmp_t, chronyd_var_log_t, cinder_api_tmp_t, cinder_backup_tmp_t, cinder_log t, cinder_scheduler_tmp_t, cinder_volume_tmp_t, cloud_init_
tmp_t, cloud_log_t, cluster_conf_t, cluster_tmp_t, cluster_var_lib_t, cluster_var_log_t, cluster_var_run_t, cobbler_etc_t, cobbler_tmp_t, cobbler_var_lib_t, cobbler_var_log_t, cockpit_tmp_t,
collectd_content_t, collectd_htaccess_t, collectd_ra_content_t, collectd rw_content_t, collectd script_exec_t, collectd_script_tmp_t, colord_exec_t, colord tmp_t, comsat_tmp_t, condor_log_t
, condor_master_tmp_t, condor_schedd tmp_t, condor_startd tmp_t, comman_log_t, comman_tmp_t, consolehelper_exec_t, consolekit_exec_t, consclekit log t, couchdb_log t, couchdb tmp_t, courier_
exec_t, cpu_online_t, cpucontrol_exec_t, cpufregselector_exec_ t, cpuspeed exec t, crack_exec_t, crack_tmp_ t, cron_log t, crond_tmp t, crontab_exec t, crontab_tmp_t, ctdbd log t, ctdbd tmp t,
cups_pdf_tmp_t, cupsd config_exec_t, cupsd_log_t, cupsd_lpd_tmp_t, cupsd tmp_t, cvs_content_t, cvs_data_t, cvs_exec_t, cvs_htaccess_t, cvs_ra content_t, cvs_rw_content_t, cvs_script_exec_t,
cvs_tmp_t, cyphesis_exec_t, cyphesis_log_t, cyphesis_tmp_t, cyrus_tmp_t, dbadm_sudo_tmp_t, dbskkd tmp_t, dbusd_etc_t, dbusd exec_t, dcc_client_exec_t, dcc_client_tmp_t, dcc_dbclean_exec_t,
dcc_dbclean_tmp_t, dccd_tmp_t, dccifd_tmp_t, dccm_tmp_t, ddclient_log_t, ddclient_tmp_t, debuginfo_exec_t, deltacloudd_log_t, deltacloudd tmp_t, denyhosts_var_log t, depmod_exec_t, devicekit
_disk_exec_t, devicekit_ exec_t, devicekit_power_exec_t, devicekit tmp_t, devicekit var log t, dhcpc_exec_t, dhcpc_tmp_t, dhcpd_tmp_t, dirsrv_config t, dirsrv_share_t, dirsrv_snmp_var leog t,
dirsrv_tmp_t, dirsrv_var_log t, dirsrv_var_run_t, dirsrvadmin_config t, dirsrvadmin_content_t, dirsrvadmin_htaccess t, dirsrvadmin_ra_content_t, dirsrvadmin_rw content_t, dirsrvadmin script_
exec_t, dirsrvadmin_tmp_t, dirsrvadmin_unconfined_script_exec_t, disk_munin_plugin_exec_t, disk_munin_plugin_tmp_t, dkim_milter_tmp_t, dlm_controld_var_log t, dmesg_exec_t, dmidecode_exec_t,
dnsmasqg_var_log_t, dnssec_trigger_tmp_t, docker_log_t, docker_tmp_t, dovecot_auth_tmp_t, dovecot_deliver_tmp_t, dovecot_tmp_t, dovecot_var_log_t, drbd_tmp_t, dspam_content_t, dspam_htaccess
_t, dspam_log_t, dspam_ra_content_t, dspam_rw_content_t, dspam_script_exec_t, etc_runtime_t, etc_t, evtchnd var_log_ t, exim_exec_t, exim_log t, exim_tmp_t, failZban _client exec_t, failZban_1
og_t, failZban_tmp_t, failZban_var_lib t, faillog_ t, fenced tmp_t, fenced var_log t, fetchmail exec_t, fetchmail_log t, file context_t, fingerd log t, firewalld exec t, firewalld tmp t, fire
walld_var_log_t, firewallgui_exec_t, firewallgui_tmp_t, firstboot_exec_t, foghorn_var_log_t, fonts cache t, fonts_t, fprintd_exec_t, freqset_exec_t, fsadm_exec_t, fsadm_log_ t, fsadm_tmp_t, f
sdaemon_tmp_t, ftpd_tmp_t, ftpdctl_exec_t, ftpdctl_tmp_t, games_exec_t, games_tmp_t, games_tmpfs_t, gconf_tmp_t, gconfd_exec_t, gconfdefaultsm_exec_t, gear_log_t, geoclue_exec_t, geoclue_tmp
_t, getty exec_t, getty log_t, getty_tmp_t, gfs_controld_var_log t, git_content_t, git_htaccess_t, glt_ra_content_t, git_rw_content_t, git_script_exec_t, git_script_tmp_t, git_sys_content_t,
gitd exec_t, gitosis_exec_t, gitosis_var_lib t, gkeyringd exec_t, gkeyringd tmp_t, glance_log t, glance_registry tmp_t, glance_tmp_t, glusterd log t, glusterd tmp_t, gnomesystemmm_exec t, g
pg_agent_exec_t, gpg agent_tmp_t, gpg exec t, gpg helper_exec_ t, gpg pinentry tmp_t, gpg pinentry tmpfs t, gpm_tmp_t, gpsd exec_t, groupadd exec t, groupd var_log t, gssd tmp t, haproxy_var_
log t, hostname_etc_t, hostname_exec_t, hsgldb_tmp_t, httpd_cache_t, httpd_config_t, httpd exec_t, httpd _helper_exec_t, httpd_keytab_t, httpd lock_t, httpd log_t, httpd_modules_t, httpd_pass
“wd_exec_t, httpd_php_exec_t, httpd_php_tmp_t, httpd_rotatelogs_exec_t, httpd_squirrelmail_t, httpd suexec_exec_t, httpd_suexec_tmp_t, httpd_sys_content_t, httpd sys_htaccess_t, httpd_sys_ra_

#redhat #rhsummit & redhat
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* Note that at the end it tells you to restorecon!

#redhat #rhsummit ‘ redhat



Terminal - root@w541: ~ EARNE
File Edit View Terminal Tabs Help

nagios_services plugin_exec_t, nagios_system_plugin_exec_t, nagios_system_plugin_tmp_t, nagios_tmp_t, naglos_unconfined_plugin_exec_t, nagios_var_lib_t, named_checkconf_exec_t, named exec_t,
named_log_t, named_tmp_t, namespace_init_exec_t, ncftool_exec_t, ndc_exec_t, net_conf_t, netlabel_mgmt_exec_t, netutils_exec_t, netutils_tmp_t, neutron_log t, neutron_tmp_t, newrole_exec_t,
nova_log_t, nova_tmp_t, nscd_log_t, nsd_log_t, nsd_tmp_t, ntop_tmp_t, ntpd_log_t, ntpd_tmp_t, ntpdate_exec_t, numad_var_log_t, nut_upsd_tmp_t, nut_upsdrvctl_tmp_t, nut_upsmon_tmp_t, nutups_
cgl_content_t, nutups _cgi htaccess_t, nutups_cgi_ra_content_t, nutups_cgi_rw content_t, nutups_cgi_script_exec_t, nx_server_tmp_t, obex_exec_t, oddjob _mkhomedir exec_t, openshift_cgroup_read
_exec_t, openshift_cgroup_read_tmp_t, openshift_content_t, openshift_cron_tmp_t, openshift_htaccess t, openshift_initrc_tmp_ t, openshift_log t, openshift_net_read exec_t, openshift_ra_conten
t_t, openshift_rw_content_t, openshift_script_exec_t, openshift_tmp_t, openshift_var_lib_t, opensm_log_t, openvpn_status_t, openvpn_tmp_t, openvpn_var_log_t, openvswitch log_t, openvswitch_t
mp_t, openwsman_log_t, openwsman_tmp_t, osad_log_t, pads_exec_t, pam_console_exec_t, pam_timestamp_tmp_t, passenger_exec_t, passenger_log_t, passenger_tmp_t, passenger_var_lib_t, passenger_v
ar_run_t, passwd_exec_t, passwd_file_t, pcp_log_t, pcp_tmp_t, pcscd_var_run_t, pdns_control_exec_t, pegasus_openlmi_storage_tmp_t, pegasus_tmp_t, pinentry_exec_t, ping_exec_t, piranha_log_t,
piranha web_tmp_t, pkcs_slotd tmp t, pki_ra_etc_rw t, pki_ra log t, pki_ra var_lib_t, pki_ra wvar_run_t, pki_tomcat_cert_t, pki_tomcat_log t, pki_tomcat_tmp t, pki_tps etc_rw t, pki_tps_log
t, pki_tps_var_lib_t, pki_tps_var_run_t, plymouth_exec t, plymouthd var log t, podsleuth exec t, podsleuth_tmp_t, podsleuth tmpfs_t, policykit_auth exec t, policykit exec_t, policykit_grant_
exec_t, policykit_resolve_exec_t, policykit_tmp_t, polipo_exec_t, polipo_log_t, portmap_helper_exec_t, portmap_tmp_t, postfix_bounce_tmp_t, postfix_cleanup_tmp_t, postfix_exec_t, postfix_loc
al_tmp_t, postfix_map_exec_t, postfix_map_tmp_t, postfix_pickup_tmp_t, postfix_pipe_tmp_t, postfix_postdrop_exec_t, postfix_postdrop_t, postfix_postqueue_exec_t, postfix_gmgr_tmp_t, postfix_
showq_exec_t, postfix smtp_tmp_t, postfix_smtpd tmp_t, postfix_virtual_tmp_t, postgresgl_log_t, postgresgl_tmp_t, pppd exec_t, pppd_log t, pppd _tmp_t, pptp_log t, prelink_exec_t, prelink_log
_t, prelink_tmp_t, prelude 1lml_tmp_t, prelude_log t, preupgrade_data_t, preupgrade_exec_t, prewikka content_t, prewikka htaccess t, prewikka_ra content_t, prewikka_rw content_t, prewikka scr
ipt_exec_t, privoxy_log_ t, proc_t, procmail_exec_t, procmail_log t, procmail_tmp_t, prosedy log t, prosody_tmp_t, psad_tmp_t, psad var_log t, ptchown_exec_t, public_content_rw_t, public_cont
ent_t, pulseaudio_exec_t, pulseaudio_tmpfs_t, puppet_log_t, puppet_tmp_t, puppet_var_lib_t, puppetca_exec_t, puppetmaster_tmp_t, pwauth_exec_t, pyicqgt_log_t, qdiskd_var_log_t, gemu exec_t, g
mail_tcp_env_exec_t, gpidd_tmp_t, quota_exec_t, rabbitmg_var_log_t, racoon_tmp_t, radiusd_log_t, readahead_exec_t, realmd_exec_t, realmd_tmp_t, redis_log_t, rhev_agentd_log_t, rhev_agentd tm
p_t, rhsmcertd exec_t, rhsmcertd log t, rhsmcertd tmp_t, ricci_modcluster_var_log t, ricci_tmp_t, ricci_var_log t, rkhunter_var_lib t, rlogind tmp_t, rolekit_tmp_t, rpcbind tmp_t, rpm_exec_t
, rpm_log t, rpm_script_tmp_t, rpm_tmp_t, rssh_chroot_helper_exec_t, rssh_exec_t, rsync_exec_ t, rsync_log_ t, rsync_tmp t, rtas errd log t, rtas_ errd_tmp_t, rtkit_daemon_exec_t, run_init_exec
t, samba_etc_t, samba_log_t, samba_net_exec_t, samba_net_tmp_t, samba_var_t, sambagui_exec_t, sanlock_log_t, sblim_tmp_t, screen_exec_t, secadm_sudo_tmp_t, sectool_tmp_t, sectool_var_log_t,
sectoolm_exec_t, security_t, selinux_munin_plugin_exec_t, selinux_munin_plugin_tmp_t, semanage_exec_t, semanage_tmp_t, sendmail_exec_t, sendmail_log t, sendmail_tmp_t, sensord_log_t, servic
es_munin_plugin_exec_t, services_munin_plugin_tmp_t, session_dbusd_tmp_t, setfiles_exec_t, setkey exec_t, setroubleshoot_fixit_exec_t, setroubleshcot_fixit_tmp_t, setroubleshoot_tmp_t, setro
ubleshoot_var_log t, setroubleshootd exec_t, setsebool_exec_t, seunshare exec_t, sge job_exec_t, sge shepherd exec_t, sge tmp_t, shell_exec_t, shorewall_log_ t, shorewall_tmp_t, showmount_exe
c_t, slapd_cert_t, slapd _log t, slapd tmp t, slpd log t, smbcontrol_exec_t, smbd tmp t, smokeping cgi content_t, smokeping cgl htaccess t, smokeping cgi_ra content_t, smokeping cgi_ rw conten
t_t, smokeping cgi_script_exec_t, smokeping_var_lib_t, smokeping_var_run_t, smoltclient_exec_t, smoltclient_tmp_t, smsd_log_t, smsd_tmp_t, snapperd_exec_t, snapperd_log_t, snmmpd_log_t, snort
_log_t, snort_tmp_t, sosreport_exec_t, sosreport_tmp_t, soundd_tmp_t, spamc_exec_t, spamc_tmp_t, spamd_log_t, spamd_tmp_t, spamd_update_exec_t, speech-dispatcher_exec_t, speech-dispatcher_lo
g_t, speech-dispatcher_tmp_t, squid content_t, squid cron_exec_t, sguid htaccess_t, squid log t, squid_ra content_t, sguid rw content_t, squid script_exec_t, squid tmp_t, squirrelmail_spool_
t, src_t, ssh_agent_exec_t, ssh_agent_tmp_t, ssh_exec_t, ssh _keygen exec_t, ssh keygen tmp_t, ssh keysign exec_t, ssh_tmpfs_ t, sssd public_t, sssd selinux_manager_exec_t, sssd_var_lib t, sss
d var_log t, staff_sudo_tmp_t, stapserver_log_t, stapserver_tmp_t, stunnel_tmp_t, su exec_t, sudo_exec_t, sulogin_exec_t, svc_multilog_exec_t, svc_run_exec_t, svc_start_exec_t, svirt_tmp_t,
svnserve_tmp_t, swat_tmp_t, swift_tmp_t, sysadm_passwd_tmp_t, sysadm_sudo_tmp_t, sysfs_ t, syslogd tmp_t, sysstat_exec_t, sysstat_log_t, system_conf_t, system_cronjob_tmp_t, system_db_t, syst
em_dbusd_tmp_t, system_dbusd var_lib_t, system_mail_tmp_t, system_munin_plugin_exec_t, system_munin_plugin_tmp_t, systemd_logind_var_run_t, systemd_passwd_agent_exec_t, systemd_passwd_var_ru
n_t, systemd systemctl _exec_t, tcpd tmp_t, telepathy gabble exec_t, telepathy gabble tmp_t, telepathy idle exec_t, telepathy_idle tmp_t, telepathy logger exec_t, telepathy logger_tmp_t, tele
pathy_mission control_exec_t, telepathy mission_control_tmp t, telepathy msn_exec t, telepathy _msn_tmp_t, telepathy salut_exec t, telepathy salut_tmp_t, telepathy sofiasip exec t, telepathy_
sofiasip_tmp_t, telepathy_stream_engine_exec_t, telepathy_stream_engine_tmp_t, telepathy_sunshine_exec_t, telepathy_sunshine_tmp_t, telnetd_tmp_t, tetex_data_t, textrel_shlib_t, tgtd_tmp_t,
thin_aeolus_configserver_log t, thin_log_t, thumb_exec_t, thumb_tmp_t, tmp_t, tmpreaper_exec_t, tomcat_log_t, tomcat_tmp_t, tor_var_log_t, traceroute_exec_t, tuned_log_t, tuned_tmp_t, tvtime
_exec_t, tvtime_tmp_t, tvtime_tmpfs_t, udev_tmp_t, udev_var_run_t, ulegd_var_log_t, uml_exec_t, uml_tmp_t, uml_tmpfs_t, unconfined_exec_t, unconfined_munin_plugin_exec_t, unconfined_munin_pl
ugin_tmp_t, update_modules exec_t, update_modules tmp_t, updfstab exec_t, usbmodules exec_t, usbmuxd exec_t, user_cron spool_t, user_fonts_t, user_home_t, user_mail_tmp_t, user_tmp_t, userad
d exec_t, userhelper_exec_t, usernetctl_exec_t, usr_t, utempter_exec_t, uucpd log t, uucpd tmp_t, uux exec t, var_lib t, var_log t, var_spool_t, varnishd_tmp_t, varnishleg log t, vdagent_log
t, virsh_exec_t, virt_log_t, virt_gemu_ga_log_t, virt_gemu ga_tmp_t, virt_cemu_ga_unconfined_exec_t, virt_tmp_t, virtd_lxc_exec_t, vlock_exec_t, vmtools_helper_exec_t, vmtools_tmp_t, vmware
_exec_t, vmware_host_tmp_t, vmware_log_t, vmware_tmp_t, vmware_tmpfs_t, vnstat_exec_t, vpnc_exec_t, vpnc_tmp_t, w3c_validator_content_t, w3c_validator_htaccess_t, w3c_validator_ra_content_t,
w3c_validator_rw content_t, w3c_validator_script_exec_t, w3c_validator_tmp_t, watchdog log t, watchdog unconfined exec_t, webadm_tmp_t, webalizer content_t, webalizer exec_t, webalizer_htac
cess_t, webalizer_ra content_t, webalizer rw _content_t, webalizer script_exec_t, webalizer_tmp_t, winbind log t, wine exec_t, wireshark_exec_t, wireshark_tmp_t, wireshark_tmpfs_t, wpa cli_ex
ec_t, wtmp_t, xauth_exec_t, xauth_tmp_t, xdm_exec_t, xdm_log t, xdm_unconfined_exec_t, xend tmp_t, xend var_log t, xenstored tmp_t, xenstored_var_log_ t, xferlog_t, xserver_exec t, xserver_lo
g_t, xserver_tmpfs_t, ypbind tmp_t, ypserv_tmp_t, zabbix_log_t, zabbix_script_exec_t, zabbix_tmp_t, zarafa_deliver_log t, zarafa_deliver_tmp_t, zarafa_gateway_log t, zarafa_ical_log_t, zaraf
a_indexer_log_t, zarafa_indexer_tmp_t, zarafa_monitor_log_t, zarafa_server_log_t, zarafa_server_tmp_t, zarafa_spoocler_log_t, zarafa_var_lib_t, zebra log_t, zebra_tmp_t, zoneminder_content_t,
zoneminder_exec_t, zoneminder_htaccess t, zoneminder_ log t, zoneminder ra_content_t, zoneminder_ rw content_t, zoneminder_script_exec_t, zoneminder var_lib_t, zos_remote_exec_t.

Then execute:
restorecon -v '/foo/bar/index.html’
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* What directory should we look at to get the correct context label?
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File Edit Wiew Terminal Tabs

2? .."lr var .-"lr "."\.'.'."\'-'."'-'I.-"lf h t m -I‘ y /
[root@w541 ~1#

Help

Terminal - root@w541: ~

[root@wb41 ~1# 1s -1dZ /var/www/html/
drwxr-xr-x. 4 root root system u:object r:httpd sys content t:s@ 4096 Jun 27 0Z:

[ & = B R

#redhat #rhsummit
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« We actually want all of the files under /foo to have the right context, so we'll use a
regular expression (you can get the syntax from
/etc/selinux/targeted/contexts/files/file_contexts):
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Terminal - root@w541:~
File Edit View Terminal Tabs Help

[root@wb41 ~1# 1s -1dZ /var/www/html/
drwxr-xr-x. 4 root root system u:object r:|gjqqsls|

2? ,"'r Var ;__r -'."\.'-'."\'-'."-.'._."! h t m -I. _."'f

[root@w541 ~]# semanage fcontext -a -t httpd sys content t “ffoo(f.*}?“l

[FEER= N R

SNl aI=IaiY - s0 4086 Jun 27 02:

#redhat #rhsummit
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 Or, if you're like me (lazy), you can use the -e (equals) argument to semanage
fcontext:

#redhat #rhsummit ‘ redhat



Terminal - root@w5s41:~ (3 o B i3
File Edit View Terminal Tabs Help

[root@wb41 ~1# semanage fcontext -a -e /var/www/himl /foo
[root@w541 ~]1# [

#redhat #rhsummit ‘ redhat
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« Now run restorecon against the directory:
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Terminal - root@w541: ~ [
File Edit View Terminal Tabs Help

[root@wb41 ~1# semanage fcontext -a -e /var/www/himl /foo

[root@w541 ~1# restorecon -vR /foo

restorecon reset /foo context unconfined u:object r:default_t:s@->unconfined u:o
bject r:httpd sys content t:s@

restorecon reset /foo/bar context unconfined u:object r:default t:s@->unconfined
_u:object r:httpd sys content t:s@

restorecon reset /foo/bar/index.html context unconfined u:object r:default t:s@-
>unconfined u:object r:httpd sys content t:s@

[root@w541 ~1# [

#redhat #rhsummit
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 Test the site:

#redhat #rhsummit ‘ redhat



‘ Mozilla Firefox AR

Ele Edit Wiew History Bookmarks Tools Help

/ http:fidumm...ample.com/ x "g\lin

durnrmy-host.example.com v @ HQ Search ‘ﬂ' B P R4 Qv e

{5 Most Visitedw  FRJRed Hat - Calendar @ TS24 Travel Vortal @My Account Snapshet  ERMail ] Summit 2016 eme... MlPodcasts, Oggeasts... [ Sat6 Stuffv

this is the dummy-host.example.com web page

#redhat #rhsummit 8 rednat
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#redhat #rhsummit



Creating Policy Modules

* Inthe case that a boolean or labeling does not fix your issue, you might have to
create a policy module.

#redhat #rhsummit ‘ redhat



Creating Policy Modules

* In this example, | want to install squirrelmail on a RHEL 6 mail server. Other than
using journalctl instead of /var/log/messages, the process is the same.
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File Edit Wiew History Bookmarks Tools Help
[ SquirrelMail - Login S

ogle

~ @) (@~

<§e ["ij armitage.tc.redhat.com/webmail/src/login.php
EMost Visited™ MlRed Hat MM Customer Portal MMl Documentation MBRed Hat Network ZZimbra
SquirrellMMail

wwabrmnail
for
nucs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

SquirrelMail Login

Name: [Fred| l

Password:[-------- l

#redhat #rhsummit
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(i squirrelMail - Error connecting ... | ==

File Edit Wiew History Bookmarks Tools Help

vg_,u] [_.-]v ~ 60t

Tle

I Most Visited~ MlRed Hat ™8 Customer Portal

<o [:: armitage.tc.redhat.com/webmail/src/redirect.php

M Documentation ™M@ Red Hat Network ©ZZimbra

SqguirrellNMail
wwebrmail
for

nNucs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

ERROR

Error connecting to IMAP server: localhost.

13 : Permission denied

Go to the login page

[
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root@armitage:~ o - ! E[ .

File Edit Miew Search Terminal Help

type=AVC msg=audit (1340321054 @97 :326892) 1 avc: denied { name_connect } for pi
d=35593 comm="httpd" dest=143 scontext=unconfined u:system r:httpd_ t:sf@ tcontext=
system_u:ocbject r:ipop_port_t:sl tclass=tcp_socket

type=SYSCALL msg=audit (1340321054 .097 :32692) : arch=c@RE203e syscall=42 success=n
o exit=-13 ab@=13 al=7f0939a05bbl aZ=lc a3=FTfO0 items=0 ppid=3590 pid=3593 auid=0
uid=48 gid=48 euid=48 suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=
1 comm="httpd" exe=" Jusr/sbin/httpd" subj=unconfined_u:system_r:httpd_t:s0 key=(
null)

type=AVC msg=audit (13402321054 . 098:326893) 1 avc: denied { name_connect } for pi
d=3593 comm="httpd" dest=143 scontext=unconfined u:system_ r:httpd_t:s@ tcontext=
system_u:object r:ipop _port_t:s0 tclass=tcp_socket

type=SYSCALL msg=audit (1340321054 .098:32693) : arch=c@RE203e syscall=42 success=n
o exit=-13 al=13 al=/fO932a06250 aZ=10 a3=7/f0936291814c items=0 ppid=35590 pid=3585
3 auid=0 uid=48 gid=48 euid=48 suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(no
rne) ses=1 comm="httpd" exe=" Jusrs/sbin/httpd" subj=unconfined u:system_ r:httpd t:
s@ key=({null)
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root@armitage:~ Bl —|[=][>]

File Edit Miew Search Terminal Help

usrsshare/setroubleshoot/plugins/catchall _boolean.py", line 76, in check_ for_man
#O12 man_page = name.split(" ") [@] + " selinux"#01Z2AttributeError: 'tuple' ob
ject has no attribute 'split'

Jun 21 18:23:31 armitage setroubleshoot: SELinux is preventing JSusrs/sbinshttpd f
rom name_connect access on the tcp_socket . For complete SELinux messages. run s
ealert -1 f6dca3l3ed-4fel2-4998-85eb-ded@Zba7Sdb2

Jun 21 18:23:21 armitage setroubleshoot: SELinux is preventing Susrssbinshttpd f
rom name connect access on the tcocp socket . For complete SELinux messages. run s
ealert -1 fGdca3ed-4fe2-4298-85eb-dedlZba7S9db2

Jun 21 18:24:15% armitage setroubleshoot: [awvc .ERROR] PlLugin Exception catchall b

oolean #012Traceback (most recent call last) #0012 File ”fusrflib64fpython2.6f§i

te-packagesssetroubleshoot/analyze.py", Line 1891, in analyze avc#O12 report

plugin.analyzelavc)#012 File "Jusr/shares/setroubleshoot/plugins/catchall boole

an.py", line 20, in analyze#01l2 mar_page = self.check_Tor_man(b)#012 File

v

usrisshare/setroubleshoot/plugins/catchall _boolean.py", Lline 7&, in check_ Tor_man

#D12 man_page = name.split(" ") [0] + " selinux"#01ZAttributeError: 'tuple’
ject has no attribute 'split'

Jun 21 18:24:15 armitage setroubleshoot: SELinux is preventing Susrs/sbinshttpd
rom name connect access on the tcocp _socket . For complete SELinux messages. run
ealert -1 fGdca3ed-4fe2-4298-85eb-dedlZba7S9db2

Jun 21 18:24:15 armitage setroubleshoot: SELinux is preventing Jusrssbin/httpd
rom name connect access on the tcp _socket . For complete SELinux messages. run
eglert -1 fodcazed-4fe2-4998-85ceb-ded@Zba7Sdb2

[root@armitage ~1# |

ob

1:
=

#redhat #rhsummit
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« Now that | know there is an SELinux issue, | set SELinux enforcement to
“permissive” and then run the application through all its paces. In this case, sending

and receiving mail.

« This will log denials but not act on them. If you don't do this, you'll fix one, trigger a
second, fix the second, trigger a third, etc. It's easier to run the app in permissive
mode and catch all of them.

#redhat #rhsummit ‘ redhat



File Edit Niew
[ root@armitage
[ root@armitage

Search Terminal Help

~]1# setenforce 0@
~# l

#redhat #rhsummit
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. SquirrelMail 1.4.22 - Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help

[ SquirrelMail 1.4.22 =
&e [Ej armitage.tc.redhat.com/webmail/src/webmail.php ~ @] [-:lv Google

[ Most Visited™ MHRed Hat MM Customer Portal ™M Documentation MRed Hat Metwork [ZZimbra

Compose Addresses Folders Options Se=arch Help Squirreliail

To: [barney@armitage.tc.redhatcom
CC:[
Bcc:[

Subject: [test from SqguirrelMail

Priority Receipt: [0 On Read O On Delivery

[ Signature ][ Addresses ][ Save Draft l[ Send ]

this is a test of sending e-mail|
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[ SquirrelMail - Login S

ogle

~ @) (@~

<§e ["ij armitage.tc.redhat.com/webmail/src/login.php
EMost Visited™ MlRed Hat MM Customer Portal MMl Documentation MBRed Hat Network ZZimbra
SquirrellMMail

wwabrmnail
for
nucs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

SquirrelMail Login

MName: [barneyr l

Password:[------ ]

Login \

#redhat #rhsummit
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. SquirrelMail 1.4.22 - Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help
[ SquirrelMail 1.4.22 =

@0 [ {} armitage.tc.redhat.com/webmail/src/webmail.php

hd @] [':lv Google

[ Most Visited™ MHRed Hat MM Customer Portal ™M Documentation MRed Hat Metwork [ZZimbra

Compose Addresses Folders Options Se=arch Help Squirrellail

Toggle All
Mowve Selected To:

[INBOX'CH Move H Forward

Viewing Message: 1 (1 total)

Transform Selected Messages:

[ Read || Unread | [ Detete |

From @ Date @™ Subject m
[ fred@armitage.tc.redhat.com 6:07 pm test from SquirrelMail

[Togale All

Viewing Message: 1 (1 total)|

#redhat #rhsummit

Q redhat



=1[=][]

root@armitage:~

File Edit Miew Search Terminal Help
[root@armitage ~]# sealert -1 fedcaled-4T22-4998-85cb-ded@Zbav9db2
Gtk -Message: Failed to load module "pk-gtk-module": lTibpk-gtk-module.so: cannot

open shared object file: Mo such file or directory
SELinux is preventing Jusryssbinshttpd fTrom name connect access on the tocp socket

0 0 T HC S S0 S 3 e S 2 0 0 O BT S RT3 SR e S M T M M

FHHEE - Plugin catchall (100. confidence) suggests

If you believe that httpd should be allowed nmame_connect access on the tcp_sock

et by default.

Then you should report this as a bug.

ou can generate a local policy module to allow this access.
Do

allow this access for now by executing:

# grep httpd sSvarsloglauditsaudit.log | auditZallow -M mypol
# semodule -i mypol.pp

[root@armitage ~]1# ]

#redhat #rhsummit

‘ redhat.



root@armitage:~

=1[=][]

File Edit Miew Search Terminal Help
[root@armitage ~]# grep httpd Svar/logsaudit audit .log
local

B S ek o o e e e e e e e e e e e IMPORTANT e e C e T o DT M 2 o o e o S e o c 2 D 2 4 o
To make this policy package actiwve, execute:
semodule -i squirrellocal .pp

[root@armitage ~]1# ]

auditZallow

-M squirrel

#redhat #rhsummit

‘ redhat.



Note

« Actually, this error could be fixed by setting a boolean. | am just creating a policy
module so you can see it being done.
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root@armitage:~

File Edit WView Search Terminal Help
[root@armitage ~]# cat squirrellocal .te

module sqguirrellocal 1.0;

require {
type httpd_ t:
type smtp_port_t;
type pop_port_t;
class tcp_socket name_connect;

h

# httpd t

F#! 11! This avc can be allowed using one of the these booleans:

# httpd_can_sendmail, allow_ypbind, httpd_can_network_connect
allow httpd t pop_port_t:ftcp socket name_connect;

#! 11! This avc can be allowed using one of the these booleans:

# httpd can_sendmail, allow ypbind, httpd can _network connect

allow httpd t smtp_port_t:tcp_sccket name_connect;
[root@armitage ~]1#

#redhat #rhsummit

‘ redhat.



root@armitage:~ . (—][=][x]|
File Edit Miew Search Terminal Help
[root@armitage ~]# semodule -i squirrellocal .pp.

#redhat #rhsummit ‘ redhat



root@armitage:~ . (—][=][x]|
File Edit Miew Search Terminal Help

[root@armitage ~]# setenforce 1
[root@armitage ~1# ]

#redhat #rhsummit ‘ redhat



=|[=1[>]

File Edit Wiew History Bookmarks Tools Help
| [Dowvecot] [SOLWVED] Cannot... 2 H 4= |

SquirrelMail - Login

RHEL 6 Dovecot - RHA-Wiki 3 H

*J dovecot rhel6 - Google Sear... % "

L RHN Satellite - Systems - S... = |

S IE S A o

armitage.tc.redhat.com/webmail/src/login.php
Ml Cocumentation MBRed Hat Network [ZZimbra

EMost Visited™ Ml Red Hat ™M Customer Portal
SquirrellMMail

wwabrmnail
for
nucs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

SquirrelMail Login

Name: [Fred| l

Password:[-------- l

Login 'y

‘ redhat.

#redhat #rhsummit



. SquirrelMail 1.4.22 - Mozilla Firefox

e e I T
==l
File Edit Wiew History Bookmarks Tools Help

RHN Satellite - Systems - S... ¥ | [ _iSquirrelMail 1.4.22

@W [L i armitage.tc.redhat.com/webmail/src/webmail.php

b4 -"' dovecot rhels - Google Sear... { !RHEL 6 Dowvecot - RHA*WiE

3£ ][:'7‘: [Dovecot] [SOLVED] Cannot... 2 :
EMost Visited~ MlRed Hat Ml Customer Portal

hd @] [':.V Google
Ml Cocumentation MBRed Hat Network [ZZimbra

Q)
Compose Addresses Folders Options Se=arch Help
Mowve Selected To:

Squirrellail
[ INBOX'C ] [ Move ] [ Forward ]
From =

Transform Selected Messages:
[ Read ][ Unread ][ Delete ]
Date m Subjectm

THIS FOLDER IS EMPTY

#redhat #rhsummit

Q redhat



ENABLING SELINUX

#redhat #rhsummit



Enabling SELinux

« To enable SELinux on a system, edit /etc/selinux/config and set
SELINUX=permissive

Do not set it to enforcing, as it will more than likely hang at boot time.

#redhat #rhsummit ‘ redhat



Terminal - root@gluster-dev-aus-001:~ b o B 23
File Edit View Terminal Tabs Help

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy 1s enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=permissiv@

# SELINUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are pro
tected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

"fetc/selinux/config" 14L, 547C written

#redhat #rhsummit

‘ redhat.



Enabling SELinux

 Then create a file in the root of the filesystem called .autorelabel

#redhat #rhsummit ‘ redhat



Terminal - root@gluster-dev-aus-001:~
File Edit View Terminal Tabs Help
[root@gluster-dev-aus-001 ~1# vi /etc/selinux/config

[root@gluster-dev-aus-001 ~]# touch /.autorelabel
[root@gluster-dev-aus-001 ~]# I

[ & = B R

#redhat #rhsummit

‘ redhat.



Enabling SELinux

* Reboot, and the system will relabel the filesystem.

#redhat #rhsummit ‘ redhat



LAY gluster-dev-aus-001.tc.redhat.com on QEMU/KVM
File Wirtual Machine View Send Key

- n - U=}

=— w

Started Create list of required static device wodes for the current kernel.
Started Apply Kernel Variables.

Mounted Debug File System.

Mounted POSIX Message Queue File System.

Started Remount Root and Kernel File Systems.

Started Journal Service.

Started LUMZ metadata daemon.

Starting LUMZ metadata daemom...

Starting Configure read-only root support...

Starting Flush Journal to Persistent Storage...
Starting Load~Save Random Seed...

Starting udev Coldplug all Devices...

Starting Create Static Device Nodes in sdev...

Started LoadsSave Random Seed.

Started Flush Journal to Persistent Storage.

Started Create Static Device Hodes in ~dev.

Started Configure read-only root support.

Reached target Local File Systems (Prel.

Starting udev Kernel Device Manager...

Started udev Coldplug all Devices.

Started udev Kernel Device Manager.

Created slice system-lumZsxZdpuscan.slice.

Starting LUMZ PU scan on device 252:2...

Starting LUMZ PV scan on device 252:17...

Found device rdewsdisk-/by-uuid-ae36e3dce-bbBZ2-4648-8335-3f171482cv7d.
Mounting ~boot...

Found device ~sdevs/mapper-rhel_gluster--dev--au:
Activating swap sdevsmapper-rhel_gluster--deu-
Activated swap ~devrmapper-rhel_gluster--dev--aus--B801-swap.
Reached target Swap.

Mounted ~boot.

Started Monitoring of LUMZ mirrors, snapshots etc. using dmeventd or progress polling.
Reached target Local File Systems.

Starting Import network configuration from initramfs...
Starting Tell Plymouth To Write Out Runtime Data.
Starting Relabel all filesystems, if necessary...
Started LUMZ PV scan on device 252:17.

Started Import network configuration from initramfs.
Starting Create Uolatile Files and Directories...
Started LUMZ PV scan on device Z5Z:2.

Started Tell Plymouth To Write Out Runtime Data.

Warning -- SELinux targeted policy relabel is required.
Relabeling could take a very long time, depending on file
system size and speed of hard drives.

rning: Skipping the following R-0 filesystems:

sys-f's/cgroup

1.8
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Enabling SELinux

* You can also run fixfiles relabel.

- Don'tdo it in runlevel 5 - it deletes everything in /tmp and your X font server will
get real cranky about that.

» Reboot after it's done.

#redhat #rhsummit ‘ redhat



WL

gluster-dev-aus-001.tc.redhat.com on QEMU/KVM
File Wirtual Machine View Send Key

= nl -

[rootByluster-dev-aus-BA1 “14 fixfiles relabel

Files in the -tmp directory may be labeled incorrectly, this command
can remove all files in #tmp. If you choose to remove files from /tmp,

a reboot will be required after completion.

Do you wish to clean out the ~tmp directory [NI7 y
leaning out ~tmp
rning: Skipping the following R-0 filesystems:
sys/f s cgroup
rning: Skipping the following R-0 filesystems:

sys-f's/cgroup
srunsusers/B /sys

[Relabeling ~ ~boot sdev rdev-hugepages sdev/mgqueue <devspts <devs/shm

leaning up labels on ~tmp
[root@gluster-dev-aus-8601 ~1#

#redhat #rhsummit

Q redhat.



Enabling SELinux

« After everything is relabeled, then set it to enforcing in /etc/selinux/config and reboot
or run setenforce 1.

#redhat #rhsummit ‘ redhat



GRAPHICAL TOOLS

#redhat #rhsummit



Graphical Tools

* This stuff is so easy, even a Windows admin can do it!

- Install xorg-x11-xauth, a font (I like bitmap-fixed-fonts, or you can do yum
groupinstall fonts), and policycoreutils-gui. and you can ssh -Y into the box and
run system-config-selinux

#redhat #rhsummit ‘ redhat



B

File

Edit ‘“iew Terminal

Tabs

Terminal - root@gluster-dev-aus-001:~

Help

[ & = B R

[root@gluster-dev-aus-001 ~1# yum -y install xorg-x1l-xauth policycoreutils-gui
bitmap-fixed-fontsfj

#redhat #rhsummit
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Terminal - root@gluster-dev-aus-001:~

File Edit View Terminal Tabs Help

psmisc
pulseaudio-libs
pycairo

pygtk2
pygtk2Z-libglade
pyorbit
python-IPy

rest

selinux-policy-devel

setools-libs

xB6 64
xB6 64
xB6 64
xB6 64
xB6 64
xB6 64
noarch
xB6_64
noarch
xB6 64

sound-theme- freedesktop noarch

startup-notification

udisks?
usermode-gtk
xch-util
xml-common

Transaction sSummary

Install 3 Packages

Total download size:

Installed size: 172
Is this ok [y/d/N]:

xB6 64
xB6 64
xB6 64
xB6 64
noarch

22.20-9.el7
6.0-7.el7
1.8.10-8.e17
2.24.0-9.el7
2.24.0-9.el7
2.24.0-15.el7
0.75-6.el/
0.7.92-3.el/
3.13.1-60.el7_2.7
3.3.7-46.el7
0.8-3.el7
0.12-8.e17
2.1.2-6.el7
1.111-5.el7
0.4.0-2.el7
0.6.3-39.el7

(+120 Dependent packages)

51 M
M

Y |

[FEER= N R

rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms
rhel-7-server-rpms

140
576
157
814
25
51
32
62
3.3
485
377
39
312
110

AR AR AT EA AR AAAEAEF
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Terminal - root@gluster-dev-aus-001:~

File Edit View Terminal Tabs Help

mesa-libglapl.x86 64 0:10.6.5-3.20150824.e17
pango.x86 64 0:1.36.8-2.el7

pixman.x86 64 0:0.32.6-3.el7
policycoreutils-devel.x86 64 0:2.2.5-20.el7
policycoreutils-python.x86 64 (0:2.2.5-20.el7
psmisc.x86 64 0:22.20-9.el7
pulseaudio-libs.x86 64 @:6.0-7.el7/
pycairo.x86 64 0:1.8.10-8.el7

pygtk2.x86 64 0:2.24.0-9.e17
pygtk2-libglade.x86 64 0:2.24.0-9.e17
pyorbit.x86 64 0:2.24.0-15.e17
python-IPy.noarch 0:0.75-6.e17

rest.x86 64 0:0.7.92-3.e17
selinux-policy-devel.noarch ©:3.13.1-60.e17 2.7
setools-libs.x86 64 0:3.3.7-46.el7
sound-theme- freedesktop.noarch ©:0.8-3.el7
startup-notification.x86 64 0:0.12-8.el7
udisksZ.x86 64 0:2.1.2-6.el7
usermode-gtk.x86 64 0:1.111-5.el7/
xch-util.xB86 64 0:0.4.0-2.el7
xml-common.noarch 0:0.6.3-39.e17

Complete!
[root@gluster-dev-aus-001 ~]1# l

[FEER= N R

#redhat #rhsummit
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Terminal - root@gluster-dev-aus-001:~
File Edit View Terminal Tabs Help

[tcameron@wb4]l ~1% ssh -Y root@gluster-dev-aus-001

Warning: Permanently added 'gluster-dev-aus-001,192.168.124.125"
list of known hosts.

root@gluster-dev-aus-001's password:

Last login: Mon Jun 27 18:07:04 2016 from wb41.tc.redhat.com
This is a private system. Trespassers will be violated!
Jusr/bin/xauth: file /root/.Xauthority does not exist
.[root@gluster-dev-aus-001 ~]# I

[FEER= N R

(ECDSA) to the

#redhat #rhsummit
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Terminal - root@gluster-dev-aus-001:~

File Edit View Terminal Tabs Help

Last login: Mon Jun 27 18:07:04 2016 from whbdl.tc.redhat.com
This is a private system. Trespassers will be violated!

Jusr/bin/xauth:

GConf Error: Client faliled to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any

file /root/.Xauthority does not exist
.[root@gluster-dev-aus-001 -~]1# SYSE=lEdealBTeEI=t=1NNaIV}]

daemon:
error message

[ERERN S R

/usr/share/system-config-selinux/system-config-selinux.py:/7/: Warning: g object
get valist: object class 'GnomeProgram' has no property named 'default-icon'
*ml = gtk.glade.XML ("/usr/share/system-config-selinux/system-config-selinux.g

lade", domain=PROGNAME)

GConf Error: Client failed to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GConf Error: Client faliled to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GCont Error: Client faliled to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GCont Error: Client falled to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GConf Error: Client failed to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GConf Error: Client failed to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any
GConf Error: Client failed to connect to the D-BUS
/bin/dbus-launch terminated abnormally without any

daemon:
error message
daemon:
error message
daemon:
error message
daemon:
error message
daemon:
error message
daemon:
error message
daemon:
error message

#redhat #rhsummit
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SELinux Administration

18]

#redhat #rhsummit

File Help
Select: System Default Enforcing Mode Fermissiwve
Eoolean Current Enforcing Mode Fermissiwve

File Labeling
User Mapping
SEL1nux User
Metwork Fort
Folicy Module

Frocess Domaln

System Default Folicy Type: targeted

[] g8 Relakbel on next reboot.

Q redhat.
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SELinux Administration & oo O o
File Help
Select: =
Status >
—— Fewvert Customized
File Labeling Filter |
User Mapping —
SELinux Lser Actiwve |MDdule * |Description —
Network Port abrt Determine whether abrt-handle-upload—
Policy Module 1 abrt Determine whether ABRET can run 1n th
Process Domain O abrt Allow ABRT to modify public files us
O antivirus Determine whether can antiwvirus prog
O amtivirus Allow antivirus programs to read non
O apache Allow httpd to access cifs file syst
[l apache Allow Apache to modify public files
O apache Dontaudlt Apache to search dirs.
O apache Allow Apache to query NS records
apache Allow httpd cgl support
O apache Allow Apache to communicate with sss
[l apache Allow httpd to run gpg
O apache Allow HTTFD scripts and modules to v:J
T — ' B | )

#redhat #rhsummit
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[E SELinux Administration [ RN

File Help
Select: T :
Status % hﬂ @ -f“;%
Add Froperties Delete Customized
EBoolean
File Labeling Tl | _
lser Mapping g;éii?icatinn v E?%én$zpe ?;ég::
SEL1nux User
Hetuorke Fort ;o default_t:s0 all -
Folicy MDdul? AL+ etc_runtime_t:s0 regu
Frocess Domain Fafs mht_t:s0 dire
éfa?quuta\.(userlgroup) quota_db_t:s0 regu
© /N .autofsck etc_runtime_t:s0 TEZgU
AwLoautorelabel etc_runtime_t:s0 TEZU
Aoaculals . x)7? bacula_store_t:s0 all
Abin bin_t:s0 all
Ahins o bin_t:s0 all
Sbhinsalsaunmute alsa_exec_t:s0 TEZgU
Sbhinsbash shell_exec_t:s0 TEZU
fbinsbashz shell_exec_t:s0 reEgU
/hin/d?ash shell eysr t-a rac (=
K1 O

#redhat #rhsummit ‘ redhat



3y SELinux Administration G B

File Help

Select: —
Status + @ @ Q

Add Properties  Delete  Customized

Eooclean

File Labeling Filter [fcm|

User Mapping File Selinux File
Specification File Type Typ

SELInux User

ffoolf*)? httpd_s

Met k Port
stwerere jusrjshareffoomatic/dbjoldprinterids  cupsd_rw_etc_t:s0 reg

Policy Maodul
olicy Madule jvarfcache/foornatic(/ *)? cupsd_rw_stc_t:s0 allf

Process Dormain
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3y SELinux Administration AN

¥ he

File Help
Select: —~ =_
Status + @ ® &= Q
Add Properties Delete Group View Customized

Eooclean

File Labeling Filter | I

User Mapping :

_ SELinux Port v Protocol MLS;IIU'ICS Port

SELinux User Type Leve

Network Port afs3_callback port t udp 5 7001

Policy Madule afs3_callback port_t tep s0 7001

Process Domain afs_bos_port_t udp 50 7007
afs_fs_port_t udp s0 7000
afs_fs_port_t tep s0 2040
afs_fs_port_t udp s0 7005
afs_ka port t udp s0 7004
afs_pt_port_t udp s0 7002
afs_vl_port_t udp s0 7003
agentx_port_t udp s0 705
agentx_port_t tep s0 705
amanda_port_t udp s0 10080-10082
-
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¥ he

File Help
Select: —, —

Status + @ ® &E Q

Boolean Add Properties Delete Group View Customized

File Labeling Filter |http

Use_r Mapping SELinux Port v Protocol MLS/MCS [

SELinux User Type Level

Metwork Port http_cache port_t tep s0 8118

Policy Module http_cache port t tep s0 8080

Process Domain http_cache_port_t udp s0 3130
http_port_t tep s0 488
http_port_t tep s0 443
http_port_t tep s0 81
http_port_t
http_port_t tep s0 8008
http_port_t tep s0 8009
http_port_t tep s0 8443
http_port_t tep s0 9000
pegasus_http_port_t tep s0 5988
-
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File Help
Select: & (a5
Status |—' - — I‘:{Eg -
[RI=IN] Ao Femowe Enable Audit
Eoolean
File Labeling Filter |
User Mapping Module Mame - | Version |ﬂ|
SELirnux User
Metwork Port accountsd 1.0.0
Folicy Module ada 1.4 .0
FProcess Domailn afs 1.5.3
{ @aiccu 1.0.0
! zide 1.5.0
alsexec 1.0.0
amarnda 1.1=2.0
amawls 1.10.3
amtu 1.2.0
apache Z.1.Z2
apcupsd 1.68.1
arpuwatch 1.8.1
asterlisk 1.7.1 =1
Y
I |
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File Help

Select: ' e
fa— &=
Status |—' .:ﬂ:. S :
e Add Remowe Enable Audit
Boolean
File Labeling Filter Isquif“f"ell
User Mapplng Module HNHame | Wersiaon =
SELinux User E 1irrello

Network Fort
Folicy Module

Frocess Domaln
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CONCLUSION
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Hopefully you feel like this, now!

BARN iT] % TIRED OF BEIHNG
A BEIHNNY SCAREC RO

CHARLES ATLAS SHvS M
?I:.H MAKE WE & SEW psn!

‘ redhat.
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Final Thoughts

 Don'tturn it off!

« SELinux can really save you in the event of a breach.

* It's much easier to use SELinux today than it was just a few years ago
 NSA grade security is available at no extra cost - use it!

#redhat #rhsummit ‘ redhat



Thank You!

» If you liked today's presentation, please rate it!

#redhat #rhsummit ‘ redhat



More Information

» SELinux Guide: https://access.redhat.com/site/documentation/en-
US/Red_Hat Enterprise Linux/7-

Beta/html/SELinux_Users_and_Administrators_Guide/index.html
» Fedora Project SELinux Docs: http://fedoraproject.org/wiki/SELinux
« fedora-selinux-list (mailing list):

- https://www.redhat.com/mailman/listinfo

#redhat #rhsummit ‘ redhat



More Information

» http://access.redhat.com has several videos about SELinux. Dave Egts and Dan
Walsh have covered topics from confining users to sandboxing.

« Dan Walsh's blog:
- http://danwalsh.livejournal.com/

#redhat #rhsummit ‘ redhat



THANK YOU
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plus.google.com/+RedHat

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

f

L

facebook.com/redhatinc

twitter.com/RedHatNews
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