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AGENDA
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Agenda

What is clustering?

° HA

¢ Computational

* What we're going to discuss today

* Host installation
* Set up the ISCSI target (server)
* Set up the ISCSI initiators (clients)
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Agenda

* Install the clustering software

¢ Start the cluster

* Configure STONITH

* Set up an active/passive Apache cluster
* Add a clustered filesystem

* Test
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WHAT IS CLUSTERING?
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Types of Clusters
* Generally speaking, there are two common types of clusters

* High availability
¢ Computational

#tredhat #rhsummit ‘ redhat.



High Availability Clusters

* Multiple nodes serving the same workload. Primary design goal
IS that if one node goes down, the application continues with
minimal interruption.

¢ Can use shared storage

* Clustered DB
* Clustered web apps
* Clustered file servers
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Computational Clusters

* Multiple nodes working on the same or similar datasets. Design
goal Is to throw massive resources at a complex problem to

solve it quickly.
* Typically uses local or network storage

* Monte Carlo simulations for financial services
* Oil field reservoir simulation and modeling
¢ Chip design and simulation and modeling
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WHAT WE’'RE GOING TO DISCUSS o
TODAY
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High Availability Clustering

* We're going to do a very basic cluster. We'd never use this
design for production, but it is great for self-study and attaining
a basic understanding of clustering.

* Single ethernet network
* ISCSI storage
* Three nodes

#tredhat #rhsummit ‘ redhat.



#redhat #Hrhsummit

oom O]

oom [

oom [

oom [

|
|
|
|

ISCSI Target

1SCSI Initiator

1SCSI Initiator

1SCSI Initiator

1G Ethernet Switch

Q. redhat.



HOST INSTALLATION AND
REQUIREMENTS
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Kickstart

* Super basic kickstart — just @core and @base
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#version=RHEL7
# System authorization information
auth --enableshadow --passalgo=sha512

text
reboot

# Use network installation

url --url="http://molly.tc.redhat.com/pub/rhel7/beta/"

# Run the Setup Agent on first boot

firstboot --enable

#ignoredisk --only-use=vda

# Keyboard layouts

keyboard --vckeymap=us --xlayouts='us

# System language

lang en_Us.UTF-8

repo --name=updates --baseurl=http://molly.tc.redhat.com/pub/rhel7/Server/

# Network information

network --hostname=localhost localdomain

# Root password

rootpw --iscrypted $6$U2JEK41IIh3HONC2$xD28c ZkWTUAKAFleBN4Cw /1 71BEIPrkFtEQALSVUgdbGG3rIYSNPOOMLBhwEz 90, XcHz Ewh 2miNo Kz 03FZLNKEL
# System timezone

timezone AmericasChicago --isUtc --ntpservers=time.nist.gov

# System bootloader configuration

bootloader --location=mbr

# Partition clearing information
clearpart --all --initlabel
zerombr

# Disk partitioning information

part /boot --fstype="xfs" --size=500
part swap --fstype="swap" --size=2100
part / --fstype="xfs" --size=10000

%spackages
@core
@base

%send

Q. redhat.



Disable the Firewall

* We would not do this in production — this is only for lab
purposes

* systemctl disable firewalld
¢ systemctl stop firewalld
* Iptables -L
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[roct@neuromancer ~]# systemctl disable firewalld
rm 'Jetc/systemd/system/basic.target . .wants/firewalld.service'

rm 'Jetc/systemd/system/dbus-org. fedoraproject.FirewallDl.service'
[ root@neuromancer ~]# |:|
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root@neuromancer:~

File Edit View Search Terminal Help
[ root@neuromancer ~]# systemctl stop firewalld
[ root@neuromancer ~]# iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCERT)
target prot opt source destination
[ root@neuromancer ~]#

Q. redhat.



Set SELinux to enforcing

* THIS ISATERRIBLE, TERRIBLE PRACTICE.

* The only reason I'm doing this here is because this is still beta
software and the SELinux policies have not been completed.

* perl -pi.orig -e
's/ISELINUX=enforcing/SELINUX=permissive/g’
/etc/selinux/config

* setenforce O
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[ root@neuromancer ~]# perl -pi.orig -e 's/SELINUX=enforcing/SELINUX=permissive/'
Jetc/selinux/config

[ root@neuromancer ~]# setenforce 0
[ root@neuromancer ~]# getenforce
Permissive

[ root@neuromancer ~]# [

Q. redhat.



Set up time

* Run “timedatect! status” to make sure that the systemd time
and date service is active and using NTP
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[ root@neuromancer ~]# timedatectl status [root@hideo ~]1# timedatectl status
Local time: Sat 2014-03-22 15:48:47 CDT Local time: Sat 2014-03-22 15:48:51 CDT
Universal time: Sat 2014-03-22 20:48:47 UTC Universal time: Sat 2014-03-22 20:48:51 UTC
RTC time: Sat 2014-03-22 20:48:48 RTC time: Sat 2014-@3-22 2@:48:51
Timezone: America/Chicago (CDT, -0500) Timezone: America/Chicago (CDT, -0500)
NTP enabled: yes MNTP enabled: yes
lINTP synchronized: yes NTP synchronized: yes
RTC in local TZ: no RTC in local TZ: no
DST active: yes DST active: yes
Last DST change: DST began at Last DST change: DST began at
Sun 2014-83-89 @1:59:59 CST Sun 2014-83-89 81:59:59 CST
Sun 2014-03-89 03:00:00 COT Sun 2014-03-09 03:00:00 COT
MNext DST change: DST ends (the clock jumps cne hour backwards) at MNext DST change: DST ends (the clock jumps cne hour backwards) at
Sun 2014-11-82 01:59:59 COT Sun 2014-11-82 01:59:59 COT
Sun 2814-11-82 01:00:00 CST Sun 2014-11-82 01:08:00 CST
[root@neurcmancer ~1# [] [root@hidec ~]# []
- —
e [=|I=ix]
File Edit View Search Terminal Help File Edit Vie search  Terminal  Help

[root@lady3jane ~]# timedatectl status

[ root@maelcum ~]# timedatectl status

Local time:
Universal time:
RTC time:

Sat 2014-03-22 15:48:52 COT
Sat 2014-03-22 20:48:52 UTC
Sat 2014-03-22 20:48:51

Local time:
Universal time:
RTC time:

Sat 20814-03-22 15:48:51 COT
Sat 2014-03-22 20:48:51 UTC
Sat 2014-03-22 20:4

Timezone: America/Chicago (CDT, -0580)
NTP enabled: yes
|INTP synchronized: yes
RTC in local TZ: no
DST active: yes
Last DST change: DST began at
Sun 2014-03-89 01:59:59 CST
Sun 2014-63-89 @3:80:00 COT
Next DST change: DST ends (the clock jumps one hour backwards) at
Sun 2814-11-82 01:58:59 COT
Sun 2814-11-82 01:00:00 CST
[root@lady3jane ~1# D

5
Timezone: America/Chicago (CDT, -0580)
NTP enabled: yes
INTP synchronized: yes
RTC in local TZ: no
DST active: yes
Last DST change: DST began at
Sun 2014-03-89 01:59:59 CST
Sun 2014-G3-89 @3:80:00 COT
Next DST change: DST ends (the clock jumps one hour backwards) at
Sun 2814-11-82 01:53:59 COT
Sun 2014-11-82 01:08:00 CST
[ root@maelcum ~]1# D

Q. redhat.



Set up passwordless ssh between hosts

* On each node, run ssh-keygen
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[ root@neuromancer ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/rooct/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id rsa.pub.
The key fingerprint is:
e89:63:25:88:21:85:cB8:fE8:93:4fce:e@:d2:49:fc:cc root@neuromancer.tc.redhat.com
The key's randomart image is:

+--[ RSA 2048]----+

|
|
|
o+ . . |
|o=.0. + |
[o=*E o |
| .o+++ |
T +

[ root@neuromancer ~]# [
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[ root@neuromancer ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id rsa.pub.
The key fingerprint is:
29:63:25:8a8:21:95:c8:18:93:4F:ce:e0:d2:49:fc:cc root@neuromancer.tc.redhat.com
The key's randomart image is:

+--[ RSA 2048]----+

\ |

earch

\ |
| |
|- |
e+ . . |
|e=.0. + |
lo=*=£ o |
| co+++ |
e T +

[ rooct@neuromancer ~]# |:|

| root@lady3jane:~

File Edit View Search Terminal Help

[root@lady3jane ~]# ssh-keygen

Generating public/private rsa key pair.

IEmter file in which to save the key (/root/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
llbS:b5:d7:6b:cb:f9:1d:22:04:21:86:de:1e:95:9e:c3 root@lady3jane.tc.redhat.com
The key's randomart image is:

+--[ RSA 2048]----+
| L0 ..

| .o.

| +..

| o E.

| S o.

| . 0.,

| ..

|

I
e

[root@lady3jane ~]#

[=l[=]x]

- L=li=]ix]

File Edit View Terminal Help
[root@hidec ~]# ssh-keygen
Generating public/private rsa key pair.

Search

Enter file in which to save the key (/root/.ssh/id _rsa): Enter passphrase (empty
for no passphrase) :

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:

3b:7e:bb:68:07:ec:eB8:Ta:64:66:658:08:76:38:66:c4 root@hideo.tc.redhat.com

The key's randomart image is:

+--[ RSA 2048]----+
| |
[ |
| E |
.. .5 |
[ 0. |
|+.0. =o0. |
| *..000 |
| 0+0.0000 |
e T +

[root@hideo ~]# []

File Edit View Terminal Help

[ root@maslcum ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
b6:83:bc:20:0e:04:f2:¢3:95:92:41:be:fb:f3:23:72 root@maslcum.tc.redhat.com
The key's randomart image is:

Search

+--[ RSA 2048]----+

.0 |
| .o |
lo + 0 |
|oo + |
| .= S |
|. o .o |
|.o .00 |
| o oo.E. |
| R |
R T +

[ root@maslcum ~]# D
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Distribute keys

* Use ssh-copy-id to distribute the keys to every host in the
cluster (including itself)

¢ Something like “for i in hostl host2 host3 host4; do ssh-copy-id $i;
done”
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root@neuromancer:® 9 ! E F:I

File Edit View Search Terminal Help

geleiaclpEI s =T E-W for i in neuromancer lady3jane hideo maelcum; do ssh-copy-
id $i; done

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@neuromancer's password:

Mumber of key(s) added: 1

Mow try logging into the machine, with: "ssh "neuromancer'"”
and check to make sure that only the key(s) you wanted were added.

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@lady3jane's password:

Mumber of key(s) added: 1

Mow try logging into the machine, with: "ssh '"lady3jane""
and check to make sure that only the key(s) you wanted were added. l

Q. redhat.
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[root@lady3jane ~]# cat .ssh/authorized keys

ssh-rsa AAAAE3NzaClycZEAARADAQABAAABAQCLcRXyDAbtokSjHhVEjwyNed+wSaHveBnp rgRP41GF
Iqwj fA6ERS0/KPM71P1ZrI7GBES4I+HeBVgzEPRo1Sk/TSRg+/ fyP+1 fERgX+eoVpp+wBrVR/z/hNCrE
CzifNjPipmldY¥LxJ1/nfbgRghjswECHi9g/Z5+1GJBSLbgh05ZdvYiaGnSEEWbPUDALRYFxbupYth/FexsS
¥x0071ZHsycSiTEQXI0QPoIEErISielz+RB4ZHhpe SwMuZGvE+HEZmY JKFTRVUQgNzBBaetYwACOIBW+R
DJ4quaYerGtxRTHSr3] fOK7ZQdEQET/LLT74EZjRLglcnepwsd /wQj i ful0h root@neuromancer.tc

.redhat .com
[roct@lady3jane ~]1# [

Q. redhat.
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Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@hideo's password:

Number of key(s) added: 1

MNow try logging into the machine, with: "ssh 'hideoc'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@maslcum's password:

Number of key(s) added: 1

MNow try logging into the machine, with: "ssh 'maelcum'"
and check to make sure that only the key(s] you wanted were added.

[ root@neuromancer ~1# D

Lty | =] [x rrcot@ladyBjane:"

-

P T | root B
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File Edit View Search Terminal Help

[root@lady3jane ~1# cat .ssh/authorized_keys

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCIcRXyOAbtok3iHhvEjwyNaed+wSaHveBnprgRPAIGF
Iqwj f1BERSG/KPM71P1Zr17GBES4I+HeBYqzEPRO1Sk/TSRa+/ fyP+1 fERgX+eoVpp+w8rVR/z/hNCr8
CzifNjPipmJYLxJ/nfbgRghjswECHi9g/Z5+1GIBILbgh0SZdvYiaGnSEEWLPUDALRYFxbupYth/Fexs
x0071ZHsycSiTAQXI0QPoIESrISielz+RB4ZHhpc SwMUZGvE+HEZmY JkFTRVUQgNzBBaet YwACOI8W+R
DJ4quaY6rGtxRTHSr3] fOk7ZQdEQEf/LLT74E2RLglcnepw54/wQj 1fulOh root@neuromancer.tc
.redhat .com

[root@lady3jane ~]# D

File Edit View earch Terminal Help

[root@hidec ~]1# cat .ssh/authorized keys

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCLcRXyOAbtok9iHhvE]jwyNed+wSaHveBnp rgRP4IGF
Iqw]j fi6ERSG/KPM71P1ZrI7GBES4I+HeBYqzEPRo1Sk/TSRg+/ fyP+1fERgX+eoVpp+wBrVR/z/hNCr8
CzifNjPipmIYLxJ/nfbgRahjswECH19g/Z5+1GIBILbgh05ZdvY1iaGnSESWLPUDALRYFxbupYth/Fexs
x00717HsycSiTEQXI0QPoIESrI5ielz+RB4ZHhpc OwMUZGvE+HEZmY JKFTRVUQqNZzBBast YwACOIBW+R
DJ4quaY6rGtxRTHS r37 fDK7ZQdBQET/LLT74E2iRLglcnepwS4,/wQi i fulOh root@neuromancer.tc
.redhat.com

[root@hidec ~1# []

File Edit Vies earch Terminal Help

[root@maslcum ~]# cat .ssh/authorized keys

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQC1cRXyOAbtokSiHhVE]jwyNaed+wSaHveBnprgRPA4IGF
Iqwj f1BERS0/KPM71P1ZrI7GBES4I+HeBYgzEPROLSk/TSRg+/ fyP+1 fERgX+eoVpp+w8rVR/z/hNCr8
CzifNjPipmJYLxJ/nfbgRghjswECHi9g/Z5+1GIBILbgh0SZdvY1iaGnSEEWLPUDALRYFxbupYth/FexS
x00717HsycSiTEQXI0QPoIESrI5ielz+RB4ZHhpc SwMuZGvE+HEZmY JKFTRVUQqNzBBaet YwACOI8W+R
DJ4quaY6rGtxRTHSr33 fOK7ZQdeQET/LLT74E21RLg)cnepw5S4 /wQjifubOh root@neuromancer.tc
.redhat .com

[ root@maelcum ~]# |:|

Q. redhat.
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‘ root@lady3jane:~
File Edit View Search Terminal Help

[root@lady3jane ~]# for i in neuromancer lady3jane hideo maeslcum; do ssh-copy-id
$i; doneﬁ

Redromancer T Wm L=llsiix
File Edit View Search Terminal Help

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@hideo's password:

MNumber of key(s) added: 1

Mow try logging into the machine, with: "ssh 'hideo'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
root@maslcum's password:

Number of key(s) added: 1

Mow try logging into the machine, with: "ssh 'maslcum'"
and check to make sure that only the key(s) you wanted were added.

[=I[51x]

File Edit View

[root@hidec ~1# for i in neuromancer lady3jane hidec maelcum; do ssh-copy-id $i;
doni

rch Terminal Help File Edit View Terminal Help
[ root@maelcum ~]# for i in neurcmancer lady3jane hidec maelcum; do ssh-copy-id $

1; don

h
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[ root@neuromancer ~]# D

rronl:@lady'Bjama-:"

File Edit View Search Terminal Help

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s)
ed now it i1s to install the new keys
root@hidec's password:

remain to be installed -- if you are prompt

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'hideo'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s)
ed now it is to install the new keys
root@maelcum's password:

remain to be installed -- if you are prompt

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'maelcum
and check to make sure that only the key(s) you wanted were added.

[root@lady3jane ~]1# |:| |
ol B[] Fooe ol EEE]
File Edit Vie earch Terminal Help File Edit e Search Terminal Help

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@hideo's password:

MNumber of key(s) added: 1

MNow try logging into the machine, with: "ssh 'hideo'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

root@maslcum's password:

MNumber of key(s) added: 1

Mow try logging into the machine, with: "ssh 'maslcum
and check to make sure that only the key(s) you wanted were added.

[ root@hideo ~]#

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
Jusr/bin/ssh-copy-id: INFO: 1 key(s)
ed now it is to install the new keys
root@hidec's password:

remain to be installed -- if you are prompt

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'hideo'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s)
ed now it is to install the new keys
root@maelcum's password:

remain to be installed -- if you are prompt

Number of key(s) added: 1

MNow try logging into the machine, with: "ssh 'maelcum
and check to make sure that only the key(s] you wanted were added.

[root@maelcum ~]#

Q. redhat.
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- IMIEIES] | root@lady3jane:~

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCLcRXyOAbtokSjHhvE]jwyNed+wSaHveBnp rgRP4IGF
Iqwj fi6ERS0/KPM71P1Zr17GBEs41+HeBVgzEPRoLSK /TSRa+/ fyP+1fERgX+ecVpp+wBrVR/z/hNCr8
CzifNjPipmlYLxJ/nfbgRghjswECHi%9q/Z5+1GIBSLbgh05ZdvYiaGn5EEWbPUDALRYFxbupYth/FexsS
x00717HsycSiTEQXI0QPoIEBrISielz+RB4ZHhpe SwMuZGy6+HEZmY JKFTRVUQgNzBBast YwACOI8W+R
DJ4quaYerGtxRTHSr3] fDk7Z0dOQET/LLf74E2jRLg)cnepws4/w(jifudlh root@neuromancer.tc
.redhat .com

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDQILBzCIbz7jgUtiPORxEM7gaacBLQMOQMFEPZc 4HNN
e I8CURROmx+WE60+A20ypgdExdfTs6bycUNwwBdCWoHzPUOywmw3upJP/GbSDX7bYmiV1i5MbB] femlmk
1UcMFVbMGPC27EuQq/DnZTiSr11e58b7X5TWL+LYPAgo/zJqCqgrs] iE1ulexGiTEsFYbaeXS7nASypY
Hu/WYUPUZ/ymEv FEBZhEkeZE8bshUwR4S1ORZEGES7nPXgxmSOQL /RKNKWwAETOPGIIPsgBk ISCsOrrbNY
sCdQzVt1gGZeljel4Joc ik repBs]YHwy Ab7CAmBugkB8G26X4aMUUBSQ5xAV3 root@lady3jane.tc.r
edhat .com

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDeDAE] gFMpS3ylp+Tzy9IMAL]+Esvbp9o/NKiRM]W+
QN+dBKkSQ2DELPMLFqpHs11g5qVebQsESYGS1s6r30dQMzIK34Z2dYjUQBIYGhy JAOz0F4/DEqvNu/jBY T
Sst8HNeiYjwkNgdjWfePmVNYDHYK fZpYRF3C3Dqo0WRBSKvbEF1J7clL f/ol9q] 952QaR8feThYzMYx 4
HSk3dAPg30bBbYtvuic6Z6zW13rL I1TWEDKK011gQ86cb4l ZEdE+6sa7NMBKdI+aMPknOkuh2T /mulyug
al 8eR3ZXbTGC5XWL2RhzdKED7xRSugPEXBPhvS4rSoreNDj j t27Zk6dtiI0/v root@maslcum.tc.red
hat .com

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCVIIDLWMCDSXeyz1V15CrC8m/Akvy] rOHe +Qul+mpH
79yPzE+C322 rgWBnIBvYX(EB1LCSevPhToZ41i2u96ycEuJSmEMn1LNZRbDZzbUaigD rOSA672A0ya7Bid
+T]5XpVEC/ rezEFQ] 652m50j hDexRyBsQnb /E3S7nC+KIi0t Y MOFfPmuscPiW/LdfHEB7g5eVY10 KL
3ay5408W1GIFhac A6FhosPovl SwayVOVbikK rvwfSIEtbtBzi6+Ha3npB6Y+B5KUOg3Xx VN1 tEd] JbOK
OpJWY4vfS+TF56FcKhG/54svk@] 8/UzA/ORBAICUSVK j Ug+6duYbJUSAZzSkn root@hideo.tc.redha

File Edit View Search Terminal Help

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQClcRXyOAbtok9jHhvEjwyNed+wSaHveBnprgRP4IGF
Iqwj f16ERSE/KPM71P1Zr17GBES4I+HeBVgzEPRoLSk /TSRa+/ fyP+1fERqX+eoVpp+w8rVR/z/hNCr8
CzifNjPipmJYLxJ/nfbgRghjswECH19g/Z5+1GIBSLbgh05ZdvYiaGnSEEWbPUDALRYFxbupYth/Fexs
x0071ZHsycSiT60XI00PoIEBrISielz+RB4ZHhpc SwMuZGyE+HEZmYJKFTRVUQqNzBBae t YWACOIBW+R
DJ4quaY6 rGtxRTHS r3j fOK7Z0de0Ef/LLf74E2iRLgIcnepwSd/wQjifulOh root@neuromancer.tc
.redhat .com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDQILBzCIbz7jgUtiPERxEM7gaacBLOMOMFOPZc4HNN
= I8CURROmMx+WEQ+AZoypgdExdfTsEbycUNwwBdCiWoHzPUOywmw3up P /GbODX7bYmiV1i5MbB] femlmK
1UcMFVBMGPC27EuQq/DnZTjSr11e58b7X5TWL+LYPAgo/z]qCaqrsj 1E1ulexGiT6sFYbaeXS7nASypY
Hu/WVUPUZ /ymEv FOBZh5keZ6bshUwR4STORZbGES7nPXagxmSQQL /RKNKwAETDPGIIPsgOkISCsOrrbNY
sCdQzVtlgGZeUjelUd]ocjkrEpBsIYHwvAb7CAmBugXBG26X4aMUUBSOSxAV3 root@lady3jane.tc.r
edhat .com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDeOAE] gFMpS3ylp+TzyIIMAL] +EsvbpSo/NKiRM]W+
QN+dBkSQ2DELPMLFgpHs11g5gVeb(sESYGS1s6 r30dQMzIK34Z2dYUQBIYGhyJAOzE F4/D8gviNu/ BV T
SstBHNelYjwkNgdjWTePmVNYDHYK fZpYRF3C3Dqo0WRESKvbEF117cL /oL 8qj 95Z20aRefeThYzMYx 4
HOk3dAPg3DbBbYVtvuic6Z62W13rLITWEDKKO11gQ86cb4L ZEdE+Esa7NMBKdI+aNPknSkuh2T/mulyug
al BeR37ZXbTGCEXW1 ZRhzdKEO7xRSuqPOXOPhvS4rSoreND] jt27k6dti10/v root@maelcum.tc. red
hat .com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCYVSIDLWMCDSXeyz1V15CrC8m/Akvv(rOHe+Qvl+mpH
79yPzE+C322 rgWenIBvYXQEB1LC9evPhToZ412u96ycEulSmSMN1LN2RbDzbUaigD rOSAE72A0ya7Bid
+Tj5XpVEC/ rezEFQ 652m503 hDexRyBsOnb/E3S7nC+KI10DtY i ME fPmuscPiW/Ld fHtB7g5eVY10rnKL
3ay5408WLGIFhac AEFhosPov15wayVOVbikK rvwfSIEtbtBzi6+Ha3npOEY+B5KUOg3Xx VNLtEd] JbOK
OpJIWY4y fS+TF5GFCcKhG/54svkB]8/UzA/ORBAICUSVK ] Ug+6duYbIUSAzSkn root@hideo.tc. redha

L=lml] b

-

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCLcRXyOAbtok9jHhv6jwyNed+wSaHveBnp rgRP4IGF
Igwj fi6ERSO/KPM7 1P1ZrI7GBESs4I+HeBVgzEPRoLSk/TSRa+/ fyP+1 fERgX+eoVpp+wBryR/z/hNCr8
CzifNjPipmJYLxJ/nfbgRahjswECHi9g/Z5+1GIBOLbgh0SZdvY1iaGn5E6WbPUDALRYFxbupYth/FexS
x0071ZHsycSiTEQXI0QPoIEBrISielz+RB4ZHhpc SwMUZGy6+HEZmY JkFTRVUQgNzBBaet YwACOI8W+R
DJ4quaYerGtxRTHSr3] fDk7ZQdOQET/LL f74E2jRLglcnepwS4 /wQjifullh root@neuromancer.tc
.redhat.com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDQILBzCIbz7]gUtiPORxEM7gaacBLQMQMFEPZc4HNN
eIBCURROmMx+W6Q+A2oypgdExdfTs6bycUNwwBdCWoHzPUOywmw3upJP/GhSDX7bYmiV1i5MbB] femlmk
1UcMFYbMGPC27EuQq/DnZT]Srl1e58b7X5TWL+LYPAgo/z]qCqqrsj iE1lulexGiTEsFYbaeXS7nASypY
Hu/WVUPUZ/ym6y f88Zh5keZB6bshUwR4STORZEGSS7nPXaxmSQQL /RKNKwASTDPGIIPsg@k JSCsOrrbNY
sCdQzVtlgGZeljelddocikrépBsdYHwy Ab7CAmBugkB8G26X4aMUuBSQ5xAY3 root@lady3jane.tc.r
edhat .com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDeOAS] gFMpS3ylp+Tzy9IMALj+Esvbp9o/NKiRMjW+
QN+dOkSQ2ZDELPM1FgpHs1 1g5gVcbQsESYGS1s6 r3DdQMzIK34ZdYjUQBIYGhyJAOZOT4/DBquNu/j6Y £
SstBHNeiYjwkNgd jWfePmVNYDHYK fZpYRF3C3Dqo0WRESKvbEF1J7cL f/ol9q] 95Z0aRa feThYzMYx f4
HSk3dAPg3DbBbYtvuic6Z62W13rLITWBDKKO11gQ86cbdLZEdE+6sa7NMBKdI+aNPknIkuh2T /mulyug
aL8eR3ZXbTGC5Xwl2RhzdKEO7xRSugP@X0PhvS4rSoreNDj j t2Zk6dtiI0/v root@maslcum.tc. red
hat.com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCVSIDLWMCDSXeyz1V15CrC8m/ AkvvQriHe+Qvl+mpH
79yPzE+C322rgWenIBvYXQEBLLCIevPhToZ41i2u96ycEuISmIMN1LNZREDzbUaigD rOSAG672A0ya7B i d
+f35XpVEC/ rczEFQ) 652m501 hDexRyBsQnb /E3S7nC+KILDtYIMOfPmuscPiW/LdfHEO7g5eVY10 Kl
3ay5408W1GIFhac A6FhosPovl SwayVOVbikK rvwfSIEtbtBzi6+Ha3npO6Y+B5KU0g3Xx VN1 tEd] JbOK
OpJWYdv fS+T f56FcKhG/54svk0]8/UzA/ORBAICUSVK ] Ug+6duYbJUSAzSkn root@hideo.tc.redha
o authorized k

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCLcRXyOAbtok9jHhvE]jwyNed+wSaHveBnprgRP4IGF
Iqwj fi6ERS0/KPM71P1ZrI7GBES4I+HeBVgzEPRoLSk/TSRa+/ fyP+1 fERqX+eoVpp+w8rVR/z/hNCr8
CzifNjPipmlYLxJ/nfbgRghi swECH199/Z5+1GIBILbgh05ZdvYiaGnSESWEPUDALRYFxbupYth/FexS
x0071ZHsycSiTAQXI0QPoIEBrISielz+RBAZHhpc SwMUZGvE+HEzmY JkFTRVUQgNzBBae t YwACOIBW+R
DJ4quaY6 rGtxRTHS r3j fOK7ZQdeQEf/LLf74E2jRLgIcnepwS4/wQjifulOh root@neuromancer.tc
.redhat .com

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDQILBzCIbz7]gUtiPORx6EM7gaacBLQMQMFOPZc4HNN
e IBCURROmx+WEQ+A20ypgdExd fTsEbycUNwwBdCiWoHzPUOywmw3upJP /Gb9DX7bYmiVLi5MbB] femlmK
1UcMFVBMGPC27EUQq/DnZTiSrl1e58b7 XSTWL+LYPAgo/z]qCaqrsj iElulexGiT6sFYbaeXS7nA9ypY
Hu/WYUPUZ /ymBv fO8Zh5keZ6bshUwR4STORZLGES7nPXgxmSQQL /RKNKwAGTDPGIIPsgOkJSCsOrrbNY
sCdQzVtlgGZeljelldJocjkrEpBsIYHwvAb7 CAmBugXBG26X4aMULBSOS5xAV3 root@lady3jane.tc.r
edhat .com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDeOAS] gFMpS3ylp+Tzy9IMAL] +EsvbpSo/NKiRM]W+
QN+dOkSQZ2DELPMLFgpHs11g5gVcbQsESYGSis6 r3DdQMzIK342dY i UQBIYGhy JAOZE f4/D8qvNu/j 8V T
SstBHNelYjwkNgdiWfePmVNYDHYk fZpYRF3C3Dgo0WRBSKvbEF1J7cLf /0L 8qj95ZQaR0feThYzMYx f4
HIk3dAPg3DbBLbVtvuic6Z6zW13rLITWSDKK011gQ86chbdLZEdE+Esa7NMBKdI+aNPknSkuh2T /mulyug
aLB8eR3ZXbTGCEXw1 2RhzdKEO7xRSUgPOXOPhvS4rSoreND]j j t2Zk6dtiI0/v root@maelcum.tc.red
hat.com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCVOIDLWMCDSXeyz1V15CrC8m/AkvvQriHe+Qvl+mpH
79yPzE+C322rgWEnIByYXQEBLLCI9evPhToZ412u96ycEuISmOMN1LNZRbDzbUaigD rOSAE72A0ya7B]d
+F15XpVEC/ rczEFQ]j652m50] hDexRyBsQnb/E3S7nC+KILiDtY MO fPmuscPil/LdfHt07g5eVY10rmKl
3ay5408WLGIFhacABFhosPov1SwayVOVbikKrvwfSIETbtBzi6+Ha3np06Y+BSKUOG3Xx VN1 tEd] JbOK
OpIWY 4y fS+T F5GFcKhG/54svk0i8/UzA/0RBAICUSVK] Ug+6duYbIUSAzSkn root@hideo.tc.redha
autho d

L=lBlix]

Q. redhat.



Distribute keys

* Make sure you can log into all of the machines without being
prompted to accept the key

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@neuromancer:~ ity =] 3 |I

File Edit View Search Terminal Help

Mgl i Elpl-TEE-M o~ 1 in neuromancer lady3jane hideo maelcum; do ssh $i "h
pstname"; ssh $i.tc.redhat.com "hostname"; done

neduromancer.tc.redhat.com

Warning: Permanently added 'neuromancer.tc.redhat.com' (ECDSA) to the list of kn
own hosts.

neduromancer.tc.redhat.com

lady3jane.tc.redhat.com

Warning: Permanently added 'lady3jane.tc.redhat.com' (ECDSA) to the list of know
n hosts.

lady3jane.tc.redhat.com

hideo.tc.redhat.com

Warning: Permanently added 'hideo.tc.redhat.com' (ECDSA) to the 1list of known ho
sts.

hideo.tc.redhat.com

maelcum.tc.redhat.com

Warning: Permanently added 'maelcum.tc.redhat.com' (ECDSA) to the list of known
hosts.

maelcum.tc.redhat.com

[ root@neuromancer ~]# [

Q. redhat.



#redhat #rhsummit

=

——
root@neuromance 3 th |=|[ =[]
File Edit View Search Terminal Help

File Edit Vie earch Terminal Help

[ root@neuromancer i [root@lady3jane ~]# for 1 in neuromancer lady3jane hideo maelcum; do ssh $i "hos
tname"; ssh %$i.tc.redhat.com "hostname"; done

neuromancer.tc.redhat.com

Warning: Permanently added 'neuromancer.tc.redhat.com' (ECDSA) to the list of kn
own hosts.

neuromancer.tc.redhat.com

lady3jane.tc.redhat.com

Warning: Permanently added 'lady3jane.tc.redhat.com' (ECDSA) to the list of know
n hosts.

lady3jane.tc.redhat.com

hideo.tc.redhat.com

Warning: Permanently added 'hideo.tc.redhat.com' (ECDSA) to the list of known ho
sts.

hideo.tc.redhat.com

maelcum.tc.redhat.com

Warning: Permanently added 'maelcum.tc.redhat.com' (ECDSA) to the list of known
hosts.

maelcum.tc.redhat.com

[root@lady3jane ~]# |:|

neuromancer.tc.redhat.com
Warning: Permanently added 'neuromancer.tc.redhat.com' (ECDSA) to the list of kn
own hosts.

neuromancer.tc.raedhat.com

Lady3jane.tc.redhat.com

Warning: Permanently added 'lady3jane.tc.redhat.com' (ECDSA) to the list of know
n hosts.

lady3jane.tc.redhat.com

hideo.tc.redhat.com

Warning: Permanently added 'hideo.tc.redhat.com' (ECDSA) to the list of known ho
sts.

hideo.tc.redhat.com

maslcum.tc.redhat.com

Warning: Permanently added 'maelcum.tc.redhat.com' (ECDSA) to the list of known
hosts.

maelcum.tc.redhat.com

[ root@neuromancer ~]# D

= T

oy L=li=i(x] oy L=ll=]ix]
File Edit Viev earch  Terminal Help File Edit Viev earch  Terminal Help
[root@hideo ~]# for i in neuromancer lady3jane hideo maelcum; do ssh $i "hostnam [root@maelcum ~]# for i in neuromancer lady3jane hideo maelcum; do ssh $i "hostn
e"; ssh $i.tc.redhat.com "hostname"; done ame"; ssh $i.tc.redhat.com "hostname"; done
neuromancer.tc.redhat.com neuromancer.tc.redhat.com
Warning: Permanently added 'neurcmancer.tc.redhat.com' (ECDSA) to the list of kn Warning: Permanently added 'neurcmancer.tc.redhat.com' (ECDSA) to the list of kn
own hosts. own hosts.
neuromancer.tc.redhat.com neuromancer.tc.redhat.com
lady3jane.tc.redhat.com lady3jane.tc.redhat.com
Warning: Permanently added 'lady3jane.tc.redhat.com' (ECDSA) to the list of know [J|Warning: Permanently added 'lady3jane.tc.redhat.com' (ECDSA) to the list of know
n hosts. n hosts.
lady3jane.tc.redhat.com Lady3jane.tc.redhat.com
hideo.tc.redhat.com hideo.tc.redhat.com
Warning: Permanently added 'hidec.tc.redhat.com' (ECDSA) to the list of known ho Warning: Permanently added 'hidec.tc.redhat.com' (ECDSA) to the list of known ho
sts. sts.
hideo.tc.redhat.com hideo.tc.redhat.com
maelcum.tc.redhat.com maelcum.tc.redhat.com
Warnin Permanently added 'maelcum.tc.redhat.com' (ECDSA) to the list of known Warning: Permanently added 'maelcum.tc.redhat.com' (ECDSA) to the list of known
hosts. hosts.
maelcum.tc. redhat.com maelcum.tc.redhat.com
[root@hideo ~1# D [root@maelcum ~]# |:|

Q. redhat.



Distribute keys

* Make sure that you can log in via short and long hostname.
Don't quit until get this result:

#tredhat #rhsummit ‘ redhat.



T
root@neuromancer:~ . E E II

File Edit View Search Terminal Help

[root@neuromancer ~]# for i in neuromancer lady3jane hideo maelcum; do ssh $1i "h
ostname": ssh $i.tc.redhat.com "hostname"; done
neuromancer.tc.redhat.com
neuromancer.tc.redhat.com
ladyZ3jane.tc.redhat.com

ladyz2jane.tc.redhat.com

hideo.tc.redhat.com

hideo.tc.redhat.com

maelcum.tc.redhat.com

maelcum.tc.redhat.com

[ root@neuromancer ~]# [

#redhat #rhsummit ‘ redhat.



SET UP THE ISCSI TARGET
(SERVER)

#redhat #rhsummit



Linux-10 Target (LIO)

* Linux-10 Target (LIO™) has been the Linux SCSI target since
kernel version 2.6.38.

* Linux-10 Target is based on a SCSI engine that implements the
semantics of a SCSI target as described in the SCSI Architecture
Model (SAM), and supports its comprehensive SPC-3/SPC-4 feature
set in a fabric-agnostic way. The SCSI target core does not directly
communicate with initiators and it does not directly access data on

disk.

Source: http://linux-iscsi.org/wiki/Target

#tredhat #rhsummit ‘ redhat.


http://linux-iscsi.org/wiki/Target

Cheat Sheet

* | love the “cheat sheet” at
http://linux-iscsi.org/wiki/ISCSI#Cheat_sheet

#redhat #rhsummit ‘ redhat.


http://linux-iscsi.org/wiki/ISCSI#Cheat_sheet

Create the partition

* Use your favorite partitioning tool. Since this is a small disk, |
used fdisk. For larger disks, parted makes sense.

* | created a new primary partition, using the rest of the disk.
Again, this is just for a lab, in the real world | would probably
use LVM.

* Reboot if prompted

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root{@neuromancer:™

File Edit View 5Search Terminal Help

[ root@neuromancer ~]1# fdisk /dev/sda
Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.

Be careful before using the write command.

Command (m for help): p

Disk /dev/sda: 500.1 GB, 500107862016 bytes, 976773168
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: OxB00abllZ

Device Boot Start End Blocks Id
Jdev/sdal * 2048 1026047 512000 B3
Sdev/sda? 16026048 21506047 16240000 B3
Jdev/sda3 21506048 25806847 2150400 B2

Command (m for help): [

sectors

System
Linux
Linux
Linux swap / Solaris

Q. redhat.



#redhat #rhsummit

[ —
root{@neuromancer:™ . =|= |I

File Edit Wiew Search Terminal Help

Command (m for help): n
Fartition type:
o] primary (2 primary, 0 extended, 1 free)
o extended
Select (default e): p
Selected partition 4
First sector (25806848-976773167, default 2580684E8) :
Using default value 25806848
Last sector, +sectors or +size{K,M,G} [(25B06B48-976773167, default 976773167 :
Using default value 976773167
Fartition 4 of type Linux and of size 453.5 GiE is set

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or resource

busy .

The kernel still uses the old table. The new table will be used at

the next reboot or after you run partprobe(B8) or kpartx(8)

Syncing disks. I
[ root@neuromancer ~]# l

Q. redhat.



Install the ISCSI management software

* There are a number of ways we can create an iISCSI export.
The simplest is probably targetcli

* yum install targetcli
Brings in necessary python libs and utils as dependencies

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

---= Package python-urwid.x86 64 0:1.1.1-3.el7 will be installed

root@neuromancer:~ L !EIFF
File Edit WView Search Terminal Help

[root@neuromancer ~]# yum install targetcli

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use su
bscription-manager to register.

Fesolving Dependencies

--= RBunning transaction check

---»= Package targetcli.nocarch G:2.1.fb34-1.el7 will be installed

--= Processing Dependency: python-rtslib == 2.1.fb4]l for package: targetcli-2.1.
fh34-1.e1l7 .noarch

--= Processing Dependency: python-configshell for package: targetcli-Z.1.fb34-1.
ely.noarch

--= Running transaction check

---= Package python-configshell.noarch 1:1.1.fbl1-3.2e1l7 will be installed

--= Processing Dependency: pyparsing for package: l:python-configshell-1.1.fbll-
3.el7.noarch

--= Processing Dependency: python-urwid for package: l:python-configshell-1.1.fb
11-3.el7.noarch

---= Package python-rtslib.noarch @:2.1.fb46-1.217 will be installed

--= Processing Dependency: python-kmod for package: python-rtslib-2.1.fbde-1.217
.noarch

--= RBunning transaction check

---= Package pyparsing.noarch ©:1.5.6-9.e1l7 will be installed

---> Package python-kmod.x86 64 0:0.9-4.e17 will be installed

Q. redhat.



#redhat #rhsummit

runt@neurnmancer:" ita. 2 . . . |

File Edit View Search Terminal Help
Running transaction

Installed:
targetcli.noarch 0:2.1.fh34-1.el7

Dependency Installed:
pyparsing.noarch #:1. el?
python-kmod.x86 64 0: el?
python-urwid.x86 64 0:1.1.1-3.el7

=

.6-9.
.9-4.

Complete!
[ root@neuromancer ~]#

Installing : python-kmod-0.9-4.el7.x86 64

Installing : python-rtslib-2.1.fb46-1.el7.noarch
Installing : pyparsing-1.5.6-9.el7.noarch

Installing : python-urwid-1.1.1-3.el7.x86 64

Installing : l:python-configshell-1.1.fbll-3.el7.noarch
Installing : targetcli-2.1.fb34-1.el7.noarch

Verifying : python-rtslib-2.1.fbd6-1.el7.noarch
Verifying : python-urwid-1.1.1-3.el7.x86 64

Verifying : targetcli-2.1.fb34-1.el7.noarch

Verifying : l:python-configshell-1.1.fb11-3.e17.noarch
Verifying : pyparsing-1.5.6-9.el7.noarch

Verifying : python-kmod-0.9-4.el7.x86 64

1/6
2/6
3/6
4/6
5/6
6/6
1/6
2/6
3/6
4/6
5/6
6/6

python-configshell.noarch 1:1.1.fbl1-3.e17

python-rtslib.noarch 0:2.1.fh46-1.e17

Q. redhat.



Enable the “target” service

* The target service is what causes LIO to read its config at boot
time.

#tredhat #rhsummit ‘ redhat.



root{@neuromancer:™

File Edit Wiew Search Terminal Help
[root@neuromancer ~]# systemctl enable target
ln -s 'fusr/lib/systemd/system/target.service’
arget.wants/target.service'

[ root@neuromancer ~]# [

'Jetc/systemd/system/multi-user.t

Q. redhat.

#redhat #rhsummit



Using targetcli

* targetcli can be used interactively via a shell or from the
command line. We'll use the shell.

* Check the current config with “Is”

#tredhat #rhsummit ‘ redhat.
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File Edit View Search Terminal Help

[ root@neuromancer ~]# targetcli

targetcli shell wversion 2.1.fb34

Copyright 2011-2013 by Datera, Inc and others.
For help on commands, type 'help'.

T
root@neuromancer:™ ~ || m] X

/= 1s

o T [...]
(o T 4 = Tl 4= o+ =T [...1]
| 0- block ... i e [Storage Objects: O]
| o- filedo ... .. i e [Storage Objects: 0]
| O- PSCSI .o e [Storage Objects: @]
| o- ramdisk ......... ... e [Storage Objects: O]
D- IS0 E Lo o e [Targets: 0]
O- loopback ... ... .. e ittt e e e [Targets: @]
o~ o + 1 [Targets: @]

S=

Q. redhat.



Define the backing store for your LUN

* You have to tell the LIO ISCSI target software about the block
device you want to use

* cd /backstores/block (“cd” is optional)
¢ create [lun] /dev/[device] (I called mine lunO on sda4)
* Is to check results

* [backstores/block create lunO /dev/sda4

#tredhat #rhsummit ‘ redhat.



root{@neuromancer:”

File Edit WView Search Terminal Help

[root@neuromancer ~]# targetcli

targetcli shell version Z.1.fb34

Copyright 2011-20132 by Datera, Inc and others.
For help on commands, type 'help’'.

/= /backstores/block create LTun@ /dev/sdad
erffed block storage object 1un@ using /dev/sdad.
f=

Q. redhat.

#redhat #rhsummit



#redhat #rhsummit

File Edit WView Search Terminal Help

/= /backstores/block create lun@ /dev/sda4
Created block storage object 1un@ using /dev/sdad.

e
root@neuromancer:” ~ -] =X

/= 1s

o [...]
o T 4 = ol = o Y =T [...1]
| 0- bLlock . ... . e [Etorage Objects: 1]
| | o- lun® ............ ... ... [/dev/sdad (453.5GiB) write-thru deactivated]
| o- filedo ... . i e [Storage Objects: @]
| 0- PSCSL .ot [Storage Objects: 0#]
| o- ramdisk ....... ..o e [Storage Objects: 0]
o T 1 wf—Ju [Targets: 0]
0- Loopback ... ... . e e e e [Targets: @]
o R o1 [Targets: @]

/=[]

Q. redhat.



Create an ISCSI Qualified Name (IQN) record

* [iscsi

* create (you can specify and IQN, but it's easier to let it auto-
generate it for you)

#tredhat #rhsummit ‘ redhat.



[
root@neuromancer:®™ r . =] = II

File Edit View Search Terminal Help

/= fiscsi create
Created target ign.2003-01.org.linux-iscsi.neuromancer.xB8664:sn.a730e011546a.
Created TPG 1.

/=

#redhat #rhsummit ‘ redhat.
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e
root@neuromancer:” ~ -] =X

File Edit WView Search Terminal Help

/= /iscsi create

Created target ign.ZOG3-01.org.linux-iscsi.neuromancer.xB8664 :sn.f63ec35cdBdE.
Created TPG 1.

/= 1s

o [...]
(o N = [ 13 o =3 [...]
| o- block ...... ... . e e [Storage Objects: 1]
| | o- tun® .......... ... ....... [/dev/sdad (453.5GiB) write-thru deactivated]
| 0- Filedo ... ... e [Storage Objects: 0]
| O- PSCSL .ot e e e [Storage Objects: 0]
| o- ramdisk ...... ... ... ... e [Storage Objects: @]
D= A8CS T . o e e [Targets: 1]
| o- ign.2003-01.0rg.linux-iscsi.neuromancer.x8664:sn.f63ec35cdb46 . [TPGs: 1]
| O- TPaL . e e e [no-gen-acls, no-auth]
| o - T ol 3 [ACLs: O]
| o T 8 1 | 3 [LUNs: @]
| D- POrtals ... e e [Fortals: @]
O- Loopback ..... .. ... e e e e e [Targets: @]
o e ol 1 [Targets: @]

/=[]

Q. redhat.



Create an iISCSI portal address

* Unless you specify an address, it will listen on all addresses
0.0.0.0

* cd /iscsi/[your_ign]/tpgl/portals
° Ccreate
° s

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

- mm
root@neuromancer:™ - -] =X

File Edit View Search Terminal Help

/= fiscsi/ign.2003-01.org.linux-iscsi.neuromancer.x8664 ::sn.f63ec35cdB46/tpgl/por
tals create

Using default IP port 3260

Binding to INADDR_ANY (0.0.0.0)

uuuuuuuu

/=[]

Q. redhat.



#redhat #rhsummit

e
root@neuromancer:” ~ -] =X

File Edit WView Search Terminal Help

/> fiscsi/ign.2003-01.org.linux-iscsi.neuromancer.x8664:sn.f63ec35cdB46/tpgl/por
tals create

Using default IP port 3260

Binding to INADDR _ANY (0.0.0.0)

Created network portal 0.0.0.0:3260.

/= 1s

o L [...]
o T 4 = ol = o Y =T [...1]
| 0- bLlock . ... . e [Storage Objects: 1]
| | o- lun® ........ ... [/dev/sdad [453.5GiB) write-thru deactivated]
| o- filedo ... . i e [Storage Objects: @]
| 0- PSCSL oot [Storage Objects: 0]
| o- ramdisk . ... .. .. ... [Storage Objects: 0]
o T 1 wf—Ju [Targets: 1]
| o- ign.2003-01.0org.linux-iscsi.neuromancer,x8664:sn.f63ec35cd646 . [TPGs: 1]
| O- Epgl .. e [no-gen-acls, no-auth]
| o - T ol 3 [ACLs: O]
| o T 11 5 2 [LUNs: @]
| D- portals ... e e e [Fortals: 1]
| O- B.0.0,0:13200 ...ttt i e et E e e [OK]
O- Loopback ..... .. ... e e e e e [Targets: @]
o T ol 1 [Targets: @]

Q. redhat.



Export the LUN

* Now you need to make that LUN available via that portal and
IQN
* cd /iscsi/[your_ign]/tpgl/luns
¢ create /backstores/block/[lun]
° s

#tredhat #rhsummit ‘ redhat.



T
root{@neuromancer:® . E E II

File Edit WView Search Terminal Help

/> fiscsi/ign.2003-01.org.linux-iscsi.neuromancer.xB8664:sn.f63ec35cdB46/tpgl/Tun
s create /backstores/block/lun@

Created LUN O.

/=[]

#redhat #rhsummit ‘ redhat.



#redhat #rhsummit

- e
root@neuromancer:™ ~ -] =] X

File Edit Wiew Search Terminal Help

S= fiscsi/fign.2003-01.org.linux-iscsi.neuromancer.x8664:sn.f63ec35cdB46/tpgl/lun
s create /backstores/block/lun®
Created LUN @.

/= 1s

o [...]
o T 4 = Tl 4= o+ o =1 [...1
| 0- block ... .. i e [Storage Objects: 11
| | o- Lun® ....... .. i, [/dev/sdad [(453.5GiB) write-thru activated]
| 0- Filedo ... ... e e [Storage Objects: @]
| ©- PSCSI ..o e e [Storage Objects: O]
| o- ramdisk ....... ... .. ... [Storage Dbjects: @]
o T 1= = [Targets: 1]
| o- iqn.2003-01.o0rg.linux-iscsi.neuromancer,x8664:sn.f63ec35cd646 . [TPGs: 1]
| o- Epgl .. e [no-gen-acls, no-auth]
| o TR T o [ACLs: @]
| o T X 1 1 3 T [LUNs: 1]
| | 0- und ... e e [Elock/lun@ (/dev/sdad)]
| O- portals ... ... e et et e [Fortals: 1]
| D- B.0.0.0:3260 ... e e e e e e e [OK]
O- Loopback ... ... ettt e e [Targets: @]
o =T 1+ [Targets: @]

S =

Q. redhat.



Enable Demo Mode

* This is dangerous! Don't do this in production, you'll want to set
ACLs. We're doing this in a compressed time frame for a demo
setup.

* Go to your target portal group (TPG) and set the following
attributes:

* cd /iscsi/[your_IQN]/tpgl/

* set attribute authentication=0

* set attribute demo_mode_write_protect=0
* set attribute generate_node_acls=1

* set attribute cache_dynamic_acls=1

#tredhat #rhsummit ‘ redhat.



o
root@neuromancer:~ . E E II

File Edit View Search Terminal Help

/= fiscsi/ign.2003-01.org.linux-iscsi.neuromancer.xB8664 :sn.a730e011546e/tpgl/
fiscsi/ign.20...e011546e/tpgl> set attribute authentication=0

Farameter authentication is now '0'.

/iscsi/ign.20...e011546e/tpgl> set attribute demo mode write protect=0
Parameter demo mode write protect is now 'G'.

/iscsi/ign.20...e011546e/tpgl> set attribute generate node acls=l

Parameter generate node acls is now 'l'.

/iscsi/ign.20...e011546e/tpgl> set attribute cache dynamic_acls=l

Parameter cache dynamic_acls is now 'l'.

fiscsi/ign.20...e011546e/tpgl=>

#redhat #rhsummit ‘ redhat.



Check the top level view

* cd/
* |s

#tredhat #rhsummit ‘ redhat.



T
root@neuromancer:™ ~ || m] X l

File Edit View Search Terminal Help

Jiscsi/ign.20. . .eB11546e/tpgl= /

/= 1s

o T [...]
(o T 4 = Tl 4= o+ =T [...1]
| 0- block ... i e e [Storage Objects: 1]
| | o- lun® ... ... [/dev/sdad (453.5GiB) write-thru activated]
| 0- Filedo ... e [Storage Objects: 0]
| 0- PSCSI . e [Storage Objects: O]
| o- ramdisk ......... . .. ... [Storage Objects: O]
o T - o [Targets: 1]
| o- igqn.2003-01.0rg.linux-iscsi.neuromancer.x8664:sn.a730e011546e . [TPGs: 1]
| O- EPOL .o e e e e [gen-acls, no-auth]
| o T T ot 1= [ACLs: @]
| T 8 1 1 1 [LUNs: 1]
| | o- lun® . ... [Elock/lun@ (/dev/sdad)]
| O- pPortals ... .. i e it e e e e [Fortals: 1]
| D- 0.0.0.0:3260 ... ... e e e e e e [OK]
O- loopback ... ... .. e ittt e e e [Targets: @]
o =T 1+ [Targets: @]

S=

#redhat #rhsummit ‘ redhat.



Save the configuration

* saveconfig
* Exiting saves as well

#tredhat #rhsummit ‘ redhat.
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root{@neuromancer:™

File Edit Wiew Search Terminal Help

/= saveconfig

Last 10 configs saved in /etc/target/backup.
Configuration saved to /fetc/target/saveconfig.json
/= exit

Global pref auto save on_exit=true

Last 10 configs saved in /etc/target/backup.
Configuration saved to /etc/target/saveconfig.json
[ root@neuromancer ~]#

Q. redhat.



Check out /etc/target/saveconfig.json

* cat the file

#tredhat #rhsummit ‘ redhat.



[ —
root{@neuromancer:™ . =] |I

File Edit View Search Terminal Help
[root@neuromancer ~]# cat /etc/target/saveconfig.json

"fabric_modules": [],
"storage objects": [
{
"attributes": {
"block size": 512,
"emulate dpo": @,
"emulate fua read": 0,
"emulate fua write": 1,
"emulate model alias": 1,
"emulate rest reord": @,
"emulate tas": 1,
"emulate tpu": @,
"emulate tpws": O,
"emulate ua intlck ctrl”: @,
"emulate write cache": O,
"enforce pr isids": 1,
"fabric_max sectors": 81592,
"is nonrot": @,
"max_unmap_block desc count": 0,
"max_unmap_lba count": @,
"max_write same len": 65535,
"optimal sectors": 8192,

#redhat #rhsummit ‘ redhat.



root{@neuromancer:™

File Edit View Search Terminal Help

"queue depth": 20480,
"unmap_granularity": @,
"unmap_granularity alignment": O

b,

"dey": "/dev/sdad",

"mame": "lun®",

"plugin": "block",

"readonly": false,

"write back": false,

"wwn': "4cBB6659bE-b674-4e52-bccl-cae7B806818e"

}
1.
"targets": [
{
"fabric": "iscsi",
“tpgst: |
{

"attributes": {
"authentication": @,
"cache dynamic _acls": 1,
"default cmdsn_depth": 16,
"demo_mode write protect": 0,
"generate node acls": 1,
"login_ timeout": 15,

#redhat #rhsummit

Q. redhat.



root{@neuromancer:™

File Edit View Search Terminal Help
"netif timeout": 2,
"prod mode write protect": ©
s
"emable": true,
"luns": [
{
"index": @,
"storage object": "/backstores/block,/lun@"
h

ode acls": [],

"parameters": {

"AuthMethod": "CHAP,None",
"DataDigest": "CRC3ZC,None",
"DataPDUInCrder": "Yes",
"DataSequencelnlrder": "Yes",
"DefaultTimeZRetain": "20",
"DefaultTimeZWait": "2",
"ErrorRecoverylLevel": "O",
"FirstBurstLength": "65536",
"HeaderDigest": "CRC32C,Mone",
"IFMarkInt": "2048~-685535",
"ITFMarker": "MNo",
"Immediatebata": "Yes",

]

#redhat #rhsummit

Q. redhat.



root@neuromancer:~

File Edit View Search Terminal Help

"InitialR2ZT": "Yes",
"MaxBurstLength": "262144",
"MaxConnections": "1",
"MaxOutstandingRz2T": "1",

"OFMarkInt": "2048-~-65535",
"OFMarker": "MNo'",
"TargetAlias": "LIO Target"

e
"portals": [
{
"ip address": "0.0.0.0",
"iser": false,
"port": 3260
1
1.
"tag": 1
}
1.
"wwn" s "ign . Z2003-01.org.linux-iscsi

#redhat #rhsummit

"MaxRecvDataSegmentlLength": "B152",
"MaxKXmitDataSegmentlLength": "Z6Z2144",

.neduromancer.x8664 :sn

.T63ec3bcdb4Ee"

Q. redhat.



SET UP THE ISCSI INITIATORS e
(CLIENTS)

#redhat #rhsummit



Install the software on each cluster node

* yum install iscsi-initiator-utils

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

-

[root@neuromancer ~]# # 1SCSI target - don't install anything else here
[ root@neuromancer ~]1#

————
root@hideo:~

File Edit View Search Terminal Help
[root@hideo ~1# |

==l

Total

Running transaction check
Running transaction test
Transaction test succeeded

2.0 MB/s | 490 kB 00:00

Total 1.7 MB/s | 490 kB 00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

A L=ll=i(x| i L=ll=i(x|
Size
Installing:
Installing: iscsi-initiator-utils x86_64 6.2.0.873-21.e17 rhel 411 k
iscsi-initiator-utils x86_64 6.2.0.873-21.e17 rhel 411 k Installing for dependencies:
Installing for dependencies: iscsi-initiator-utils-iscsiuio x86_64 6.2.0.873-21.e17 rhel 79 k
iscsi-initiator-utils-iscsiuio x86_64 6.2.0.873-21.el7 rhel 79 k
Transaction Summary
Transaction Summary
Install 1 Package (+1 Dependent package)
Install 1 Package (+1 Dependent package)
Total download size: 480 k
Total download size: 490 k Installed size: 2.5 M
Installed size: 2.5 M Downloading packages:
Downloading packages: (1/2): iscsi-initiator-utils-iscsiuio-6.2.0.873-21.e17.x86 | 79 kB 00:00
(1/2): iscsi-initiator-utils-6.2.0.873-21.e17.x85_64.rpm | 411 kB 00:00 (2/2): iscsi-initiator-utils-6.2.0.873-21.e17.x85_64.rpm | 411 kB 00:00
(2/2): iscsi-initiator-utils-iscsiuio-6.2.0.873-21.el7.x86 | 79 kB [ L | | e e e

Running transaction Installing : iscsi-initiator-utils-iscsiuio-6.2.0.873-21.e17.xB6_64 1/2
Installing : iscsi-initiator-utils-iscsiuio-6.2.0.873-21.e17.x86 64 1/2 Installing : iscsi-initiator-utils-6.2.0.873-21.el7.x86_64 2/2
Installing : iscsi-initiator-utils-6.2.0. [## 1 2/’21]

Q. redhat.



Check that the ISCSI initiator service iIs enabled

* systemctl status iscsi
* It should be enabled but dead since it has not been started yet

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

[ —
root@hideo:~ .

File Edit View Search Terminal Help

[root@hideo ~]# systemctl status iscsi
iscsi.service - Login and scanning of i5C5I devices
Loaded: loaded (/usr/lib/systemd/system/iscsi.service; enabled)
Active: inactive (dead)
Docs: man:iscsid(8)
man:iscsiadm(8)

[root@hideo ~]# []

Q. redhat.



Discover the target

* Note that there are no Iscsi processes running

* /varl/lib/scsi is empty

* Iscsiadm --mode discoverydb --type sendtargets --portal [portal]
—discover

* Afterwards, the iscsid process Is running
* Jvarl/lib/iscsi is populated

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

!
root@hideo:~

File Edit View Search Terminal Help
[root@hideo ~]# ps ax | grep iscsi

2192 pts/0 S+ @:00 grep --color=auto iscsi
[ root@hides ~]# find /var/lib/iscsi/
fvar/lib/iscsi/

Jvar/lib/iscsi/ifaces
Jvar/lib/iscsi/isns
Jvar/lib/iscsi/nodes
/var/lib/iscsi/send targets
fvar/lib/iscsi/slp
Jvar/lib/iscsi/static

[ root@hideo ~1# |}

Q. redhat.



#redhat #rhsummit

root@hideo: TN =lelx]

File Edit WView Search Terminal Help

[ root@hideoc ~]# iscsiadm --mode discoverydb --type sendtargets --portal neuroman
cer.tc.redhat.com --discover

172.31.100.14:3260,]1 ign.2003-0l.org.linux-iscsi.neuromancer.x8664 :sn.f63ec3bcdb
46

[ root@hidec ~]# ps ax | grep iscsi

2203 7 Ss @:00 fusr/shin/iscsid

2204 7 S<Ls 0:00 fusr/shin/iscsid

2207 7 S< 0:00 [iscsi eh]

2218 pts/0 S+ @:00 grep --color=auto iscsi
[ root@hidec ~]# find fvar/lib/iscsi/
fvar/lib/iscsi/

/var/lib/iscsi/ifaces
Jvar/lib/iscsi/isns

fvar/lib/iscsi/nodes
Jvar/lib/iscsi/nodes/ign.2003-01.o0rg.linux-iscsi.neuromancer.x8664 :sn.f63ec35cdB
45
Jvar/lib/iscsi/nodes/ign.2003-01.o0rg.linux-iscsi.neuromancer.x8664 :sn. f63ec35cdB
46/172.31.100.14,3260,1
Jvar/lib/iscsi/nodes/ign.2003-01l.org.linux-1iscsi.neuromancer.x8664 :sn. f63ec35cd6
46/172.31.100.14,3260,1/default

/var/lib/iscsi/send_targets
/var/lib/iscsi/send_targets/neuromancer.tc.redhat.com, 3260
/var/lib/iscsi/send_targets/neuromancer.tc.redhat.com,3260/st_config
fvar/lib/iscsi/send targets/neuromancer.tc.redhat.com,3260/1ign.2003-01.org.linux
-iscsi.neuromancer.x8664 :sn. f63ec3bcdE46,172.31.100.14,3260,1,default
fvar/lib/iscsi/slp

Jvar/lib/iscsi/static l
[ root@hidec ~]1#

Q. redhat.



Log into the target

* Note that the kernel only “sees” block devices for locally
Installed hard drives

* Iscsiadm --mode node --targetname [iqn] --portal [portal] —login
* You should see a new block device

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~ ity =] 3 |i

File Edit View Search Terminal Help

[ root@hidec ~]# cat /proc/partitions
major minor #blocks name

B8 O 976762584 sda

8 1 512000 sdal
B8 2 10240000 sdaZ
8 3 2150400 sda3

[root@hideo ~]1# iscsiadm --mode node --targetname ign.2003-01.org.linux-iscsi.ne
uromancer.xB8664 :sn.f63ec35cdB4E6 --portal neuromancer.tc.redhat.com --login
Logging in to [iface: default, target: ign.2003-01.org.linux-iscsi.neuromancer.x
B664:sn.fe3ec3bcdBds, portal: 172.31.100.14,3260] (multiple)

Login to [iface: default, target: ign.2003-0l.org.linux-iscsi.neuromancer.xB8664:
sn.fe3ec3bocdEdt, portal: 172.31.100.14,3260] successful.

[root@hideo ~]# cat /proc/partitions

major minor #blocks name

8 0 976762584 sda
B8 1 512000 sdal
B8 p 10240000 sdaz
B8 3 2150400 sda3
B8 16 475483160 sdb

[ root@hideo ~1# |}

Q. redhat.



Log into the target

* Lather, rinse, repeat for each initiator

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

i —1=1d ] o
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File Edit Vie earch  Terminal Help
[ root@neuromancer ~]# # iSCSI target - don't install anything else here
[ root@neuromancer ~]1#

File Edit Vie: earch Terminal Help

[root@hideo ~]# cat /proc/partitions
major minor #blocks name

8 @ 976762584 sda
8 1 512000 sdal
8 2 10240000 sda2

8 3 2150400 sda3
[root@hideo ~]# iscsiadm --mode node --targetname iqn.2003-Gl.org.linux-iscsi.ne
uromancer.x8664:sn.f63ec35cd646 --portal neuromancer.tc.redhat.com --login
Logging in to [iface: default, target: igqn.2003-01.org.linux-iscsi.neuromancer.x
8664 :sn.f63ec35cd646, portal: 172.31.100.14,3260] (multiple)
Login to [iface: default, target: ign.2003-0l.org.linux-iscsi.neuromancer.x8664:
sn.f63ec35cdB46, portal: 172.31.100.14,3260] successful.
[root@hideo ~]# cat /proc/partitions
major minor #blocks name

® 976762584 sda
1 512000 sdal
2 108246000 sda2
3 2150400 sda3

8 16 475483160 sdb
[root@hideo ~]# []

0 m

£

File Edit ie earch Terminal Help

[root@lady3jane ~]# man iscsiadm

[root@lady3jane ~]# iscsiadm --mode discoverydb --type sendtargets --portal neur
omancer.tc.redhat.com --discover

172.31.100.14:3260,1 ign.2003-0l.org.linux-iscsi.neuromancer.x8664:sn.f63ec35cd6
46

[root@lady3jane ~]# iscsiadm --mode node --targetname iqn.2003-01.org.linux-iscs
i.neuromancer.xB8664 :sn.f63ec35cd646 --portal neuromancer.tc.redhat.com --login
Logging in to [iface: default, target: ign.2083-01.org.linux-iscsi.neuromancer.x
8664 :sn. f63ec35cd646, portal: 172.31.100.14,3268] (multiple)

.Login to [iface: default, target: ign.2003-0l.org.linux-iscsi.neuromancer.x8664
:sn.f63ec35cdB46, portal: 172.31.100.14,3260] successful.

[root@lady3jane ~]# |:|

™ =] (=<1

root@maelcum:~

File Edit View Search Terminal Help

[root@maelcum ~]# iscsiadm --mode discoverydb --type sendtargets --portal neurom
ancer.tc.redhat.com --discover

172.31.100.14:3260,1 iqn.2003-0l.org.linux-iscsi.neuromancer.x8664:sn.f63ec35cdb
46

[root@maelcum ~]# iscsiadm --mode node --targetname ign.2003-81.org.linux-iscsi.
neuromancer.x8664:sn.f63ec35cdB46 - -portal neuromancer.tc.redhat.com --login
Logging in to [iface: default, target: ign.2003-01.org.linux-iscsi.neuromancer.x
8664 :sn. f63ec35cd646, portal: 172.31.100.14,3260] (multiple)

Login to [iface: default, target: ign.2003-01.org.linux-iscsi.neuromancer.x8864:
sn.f63ec35cd646, portal: 172.31.100.14,3260] successful.

[ root@maelcum ~]#

Q. redhat.



We'll come back to this shared storage later

* For now, let's move on to setting up the clustering software
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COROSYNC AND PACEMAKER ®
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About corosync and pacemaker

* Low level infrastructure corosync provides reliable messaging,
membership and quorum information about the cluster (red)

Pacemaker 10,

Cluster Resource Manager

#redhat #rhsummit ‘ redhat.



About corosync and pacemaker

* Resource management Pacemaker provides the brain
(illustrated in blue) that processes and reacts to events

regardmg the cluster. These events '”ﬁ'&'éje%aker 10.000ft
L

nodes joining or leaving the
cluster

° resource events caused by

failures, maintenance,
scheduled activities =

- other administrative actions | T

Cluster Resource Manager
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About corosync and pacemaker

* Pacemaker will compute the ideal state of the cluster and plot a
path to achieve it after any of these events. This may include
moving resources, stopping nodes and even forcing them
offline with remote power switches.
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The Pacemaker Stack

* When combined with Corosync, Pacemaker also supports
popular open source cluster filesystems.

* Due to recent standardization within the cluster filesystem
community, they make use of a common distributed lock
manager which makes use of Corosync for its messaging

capabilities and Pacemaker for its membership (which nodes
are up/down) and fencing services.
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Build Dependancy

-

Pacemaker
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Internal Components

* Pacemaker itself is composed of four key components
(illustrated below in the same color scheme as the previous
diagram):

* CIB (aka. Cluster Information Base)

* CRMd (aka. Cluster Resource Management daemon)
* PEnNgine (aka. PE or Policy Engine)

* STONITHd
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pengine

ithd .

cluster abstraction layer

4

ston

pacemaker project
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Internal Components

* The CIB uses XML to represent both the cluster’s configuration
and current state of all resources in the cluster. The contents of
the CIB are automatically kept in sync across the entire cluster
and are used by the PEngine to compute the ideal state of the
cluster and how it should be achieved.

* This list of instructions is then fed to the DC (Designated Co-
ordinator). Pacemaker centralizes all cluster decision making
by electing one of the CRMd instances to act as a master.
Should the elected CRMd process, or the node it is on, fail... a
new one Is quickly established.
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Internal Components

* The DC carries out the PEngine’s instructions in the required
order by passing them to either the LRMd (Local Resource
Management daemon) or CRMd peers on other nodes via the
cluster messaging infrastructure (which in turn passes them on
to their LRMd process).

* The peer nodes all report the results of their operations back to
the DC and based on the expected and actual results, will
either execute any actions that needed to wait for the previous
one to complete, or abort processing and ask the PEngine to
recalculate the ideal cluster state based on the unexpected
results.
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Internal Components

* In some cases, it may be necessary to power off nodes in order
to protect shared data or complete resource recovery. For this
Pacemaker comes with STONITHd. STONITH is an acronym
for Shoot-The-Other-Node-In-The-Head and is usually
Implemented with a remote power switch. In Pacemaker,
STONITH devices are modeled as resources (and configured
In the CIB) to enable them to be easily monitored for failure,
however STONITHd takes care of understanding the STONITH
topology such that its clients simply request a node be fenced
and it does the rest.
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Types of Pacemaker Clusters

* Pacemaker makes no assumptions about your environment,
this allows it to support practically any redundancy
configuration including Active/Active, Active/Passive, N+1,
N+M, N-to-1 and N-to-N.

* In this document we will focus on the setup of a highly
available Apache web server with an Active/Passive
configuration using GFS2.
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References

Source:

http://clusterlabs.org/doc/en-US/Pacemaker/
1.1-pcs/html/Clusters _from_Scratch/_pacemak
er_architecture.html
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INSTALL THE CLUSTERING ®
SOFTWARE
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Make sure the correct repositories are set up

* The Cluster software is in the High Availability repo. You'll have
access to it if you buy a subscription to this add-on.
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Install corosync and pacemaker on the nodes

* yum -y install lIvm2-cluster corosync pacemaker pcs fence-
agents-all

* Ilvm2-cluster provides cluster-aware logical volume capabilities
* corosync and pacemaker (as described before)

* pcs is the pacemaker and corosync administration tool. It can be
used from the command line, and it also provides pcsd, which
exposes a web-based Ul. We'll use the web Ul for today.

* fence-agents-all provides fence agents for all supported fence
devices
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Dependencies Resolved

Package Arch Version Repository Size
Installing:

corosync xB6_64 2.3.3-2.el7 ha 186 k
fence-agents-all xB6_64 4.0.2-21.el7 rhel 7.3 k
lvmzZ-cluster xB6_64 7:2.02.105-13.el7 ha 492 k
pacemaker xB6_64 1.1.18-27.e17 ha 406 k
pcs xB6_64 0.9.115-31.el7 ha 5.0 M
Installing for dependencies:

OpenIPMI-modalias xB6_64 2.0.18-11.e17 rhel 15 k
autogen-libopts xB6_64 5.18-5.el7 rhel 66 k
corosynclib xB6_64 2.3.3-2.el7 ha 108 k
dlm x86_64 4.0.2-3.el7 ha 88 Kk
dim-lib xB6_64 4.0.2-3.el7 ha 22 k
fence-agents-apc xB6_64 4.0.2-21.el7 rhel 12 k
fence-agents-apc-snmp xB86_64 4.0.2-21.e17 rhel 11 k
fence-agents-bladecenter xB6_64 4.0.2-21.e17 rhel 11 k
fence-agents-brocade xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-cisco-mds xB86_64 4.0.2-21.e17 rhel 11 k
fence-agents-cisco-ucs xB6_64 4.0.2-21.e17 rhel 11 k
fence-agents-common xB6_64 4.0.2-21.el7 rhel 44 k
fence-agents-dracS xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-eaton-snmp xB6_64 4.0.2-21.el7 rhel 12 k
fence-agents-eps xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-hpblade xB6_64 4.0.2-21.el7 rhel 10 k
fence-agents-ibmblade xB6_64 4.0.2-21.e17 rhel 10 k
fence-agents-ifmib xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-ilo-mp xB6_64 4.0.2-21.el7 rhel 9.8 k
fence-agents-ilo2 xB86_64 4.0.2-21.e17 rhel 11 k
fence-agents-intelmodular xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-ipdu xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-ipmilan xB86_64 4.0.2-21.e17 rhel 22 k
fence-agents-kdump xB6_64 4.0.2-21.e17 rhel 21 k
fence-agents-rhevm xB6_64 4.0.2-21.el7 rhel 11 k
fence-agents-rsb xB86_64 4.0.2-21.e17 rhel 10 k
fence-agents-scsi xB6_64 4.0.2-21.e17 rhel 14 k
fence-agents-vmware -soap xB6_64 4.0.2-21.el7 rhel 12 k
fence-agents-wti xB6_64 4.0.2-21.el7 rhel 12 k
fence-virt xB6_64 0.3.0-16.e17 rhel 39 k
gnutls-dane xB6_64 3.1.18-8.el7 rhel 51 k
gnutls-utils xB6_64 3.1.18-8.el7 rhel 206 k
ipmitool xB6_64 1.8.13-7.e17 rhel 381 k
Tldns xB6_64 1.6.16-7.el7 rhel 473 k
Tlibevent xB6_64 2.0.21-4.el7 rhel 214 k
Tibgb x86_64 0.16.0-6.€17 ha 89 k
Tlibtool-1tdl xB6_64 2.4.2-20.el7 rhel 49 k
Tibyaml xB6_64 0.1.4-8.el7 rhel 54 k
net-snmp-libs xB86_64 1:5.7.2-18.e17 rhel 745 k
net-snmp-utils xB6_64 1:5.7.2-18.e17 rhel 195 k
pacemaker-cli xB6_64 1.1.18-27.e17 ha 208 k
pacemaker-cluster-libs xB86_64 1.1.16-27.e17 ha 79 k
pacemaker-libs xB6_64 1.1.10-27.e17 ha 458 k |
perl-TimeDate noarch 1:2.30-2.e17 rhel 52 k
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fence-agents-hpblade
fence-agents-ibmblade

fence-agents-if
fence-agents-il
fence-agents-il

fence-agents-ip

fence-agents-kd
fence-agents-rh
fence-agents-rs
fence-agents-sc

fence-agents-wt
fence-virt
gnutls-dane
gnutls-utils
ipmitool

Lldns

Tlibevent

Tibgb
Tibtool-Ttdl
libyaml
net-snmp-libs
net-snmp-utils
pacemaker-cli

pacemaker-libs
perl-TimeDate
pexpect

psmisc
python-requests
python-six
python-suds
python-urllib3
resource-agents
ruby

ruby-irb
ruby-libs
rubygem-bigdeci
rubygem-io-cons
rubygem-json
rubygem-psych
rubygem- rdoc
rubygems
sg3_utils
telnet
unbound-Tlibs

Transaction Summ

mib
o-mp
02

du

fence-agents-ipmilan

ump
evm
b
si

i

mal
ole

ary

fence-agents-intelmodular

fence-agents-vmware -soap

pacemaker-cluster-libs

xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
xB6_64
xB6_64
x86_64
xB6_64
xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
xB6_64
x86_64
x86_64
noarch
noarch
x86_64
noarch
noarch
noarch
noarch
xB6_64
x86_64
noarch
xB6_64
x86_64
x86_64
xB6_64
x86_64
noarch
noarch
x86_64
x86_64
xB6_64

.el?
.el?7
.el7
.el?
el7
.el7
.el?

==L Rt oo R o N o ol ol el ol o R o o o ol

.10-27 .el7

5

1
.1.10-27.e17
.1.10-27.e17

2.30-2.e17

3

2.2

1.

3.

4.

5-

9. 26 el7
0.0.353-19.
0.0.353-19.
.0.0.353-19.
.2.0-19.e17
4.2-19.e17
7.7-19.e17
0.0-19.e17
0.0-19.e17
.0.14-19.el17
.37-5.el7
:0.17-59.e17
.4.20-19.e17

el?
el?
el7

rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
ha

rhel
rhel
rhel
rhel

ha

ha

rhel
rhel
rhel
rhel
rhel
rhel
rhel
ha

rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel
rhel

R R R R R R AR EFR R R R R R AR R R R R AR R R R R R AR R AR R AR R R RARERARRTERR

Total download s
Installed size:
Is this ok [y/d/

ize:
44 W

Install &5 Packages (+63 Dependent packages)

15 M

w1 : (]
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Verifying : fence-agents-rhevm-4.0.2-21.e17.x86_564

Verifying resource-agents-3.9.5-26.e17.x86 64

Verifying : fence-agents-apc-snmp-4.0.2-21.e17.x86_64

Verifying : libevent-2.0.21-4.e17.x86_54

Verifying : gnutls-dane-3.1.18-8.el7.x86_64

Verifying rubygem-io-console-0.4.2-19.217.x86_54

Verifying : fence-agents-rsb-4.0.2-21.e17.x86_64

Verifying : l:telnet-0.17-59.e17.x86_64

Verifying : OpenIPMI-modalias-2.0.19-11.e17.x86_54

Verifying : libtool-1tdl-2.4.2-20.e17.x86_64

Verifying : fence-agents-hpblade-4.0.2-21.e17.x86 64

Verifying : pacemaker-cli-1.1.10-27.el7.x86_64

Verifying : dlm-4.0.2-3.e17.x86_64

Verifying : pythen-suds-8.4.1-5.el7.ncarch

Verifying : 1:perl-TimeDate-2.30-2.el7.noarch

Verifying : 1ibgb-0.16.0-6.e17.x86_64

Verifying : fence-agents-kdump-4.0.2-21.e17.x86_64

Verifying : pacemaker-cluster-libs-1.1.10-27.el7.x86_64

Verifying : corosynclib-2.3.3-2.el7.x86 64

Verifying : fence-agents-common-4.8.2-21.e17.x86_64

Verifying : fence-agents-bladecenter-4.0.2-21.e17.x86_64

Verifying : dlm-1ib-4.0.2-3.el7.x86_64

Verifying : fence-virt-0.3.0-16.el7.x85_64

Verifying : fence-agents-intelmodular-4.0.2-21.e17.x86_64

Verifying : pexpect-2.3-11.el7.noarch

Verifying : pacemaker-libs-1.1.10-27.e17.x86_64

Verifying : fence-agents-eaton-snmp-4.0.2-21.el7.x86_64

Verifying : python-urllib3-1.5-8.el7.noarch

Verifying : fence-agents-drac5-4.0.2-21.217.x86_64

Verifying : fence-agents-cisco-mds-4.0.2-21.e17.x86_64

Verifying : fence-agents-apc-4.0.2-21.e17.x86_64

Verifying : fence-agents-ilo2-4.0.2-21.el7.x86_64
Installed:

corosync.x86_64 0:2.3.3-2.e17

Dependency Installed:
OpenIPMI-modalias.x86_64 ©:2.0.19-11.e17
dlm-1ib.x86 64 0:4.0.2-3.€17
fence-agents-brocade.x86_64 0:4.0.2-21.el7
fence-agents-drac5.x86_64 0:4.0.2-21.el7
fence-agents-ibmblade.x86_64 0:4.0.2-21.el7
fence-agents-intelmodular.x86 64 0:4.0.2-21.el7
fence-agents-rhevm.x86_64 0:4.0.2-21.el7
fence-agents-wti.x86_64 0:4.0.2-21.el7
ipmitool.x86 64 0:1.8.13-7.el7
libtool-1tdl.x86_64 0:2.4.2-20.el7
pacemaker-cli.x86 64 0:1.1.10-27.e17
pexpect.noarch ©:2.3-11.el7
python-suds.noarch 0:0.4.1-5.el7
ruby-irb.noarch 0:2.0.0.353-19.e17
rubygem-json.x86_64 0:1.7.7-19.e17
sg3_utils.xB86_64 0:1.37-5.e17

Complete!
[root@hideo ~1# []

fence-agents-all.x86_64 0:4.0.2-21.el7

autogen-libopts.x86_64 0:5.18-5.e17
fence-agents-apc.x86_64 0:4.0.2-21.e17
fence-agents-cisco-mds.x86_64 0:4.0.2-21.el7
fence-agents-eaton-snmp.x86_64 0:4.0.2-21.e17
fence-agents-ifmib.x86_64 0:4.0.2-21.el7
fence-agents-ipdu.x86_64 0:4.0.2-21.e17
fence-agents-rsb.x86_64 0:4.0.2-21.el7
fence-virt.x86_64 0:0.3.0-16.e17

1ldns.x86_64 0:1.6.16-7.el7

libyaml.x86_64 0:0.1.4-8.el7
pacemaker-cluster-libs.x86_64 0:1.1.10-27.e17
psmisc.x86_64 0:22.20-8.el7
python-urllib3.noarch 6:1.5-8.el7
ruby-libs.x86_64 0:2.0.0.353-19.e17
rubygem-psych.x86_64 0:2.0.0-19.el7
telnet.x86_64 1:0.17-59.e17

TvmZ-cluster.x86_64 7:2.82.105-13.e17

corosynclib.x86_64 0:2.3.3-2.17
fence-agents-apc-snmp.x86_64 0:4.0.2-21.e17
fence-agents-cisco-ucs.xB86_64 0:4.0.2-21.el7
fence-agents-eps.x86_64 0:4.0.2-21.el7
fence-agents-ilo-mp.x86_64 0:4.0.2-21.e17
fence-agents-ipmilan.x86_64 ©:4.0.2-21.e17
fence-agents-scsi.xB6_64 0:4.0.2-21.e17
gnutls-dane.x86_64 0:3.1.18-8.el7
libevent.x86_64 0:2.0.21-4.el7
net-snmp-libs.x86 64 1:5.7.2-18.e17
pacemaker-libs.x86_64 0:1.1.10-27.17

python-requests.noarch @ 1.0-8.el17
resource-agents.x86_64 0:3.9.5-26.el7
rubygem-bigdecimal .x86_64 0:1.2.0-19.e17
rubygem-rdoc .noarch 0:4.0.0-19.17
unbound-1ibs.xB6_64 0:1.4.20-19.e17

pacemaker.x86_64 0:1.1.10-27.e17

pcs.xB6_64 8:0.9.115-31.e17

dlm.xB6_64 ©:4.0.2-3.el7
fence-agents-bladecenter.x86_64 0:4.0.2-21.e17
fence-agents-common.x86_64 0:4.0.2-21.el7
fence-agents-hpblade.x86_64 0:4.0.2-21.el7
fence-agents-1102.x86_64 0:4.0.2-21.el7
fence-agents-kdump.x86_64 0:4.0.2-21.e17
fence-agents-vmware-soap.x86_64 0:4.0.2-21.e17
gnutls-utils.x86_64 0:3.1.18-8.el7
libgb.x86_64 0:0.16.0-6.e17
net-snmp-utils.x86 64 1:5.7.2-18.el7
perl-TimeDate.noarch 1:2.30-2.el7
python-six.noarch ©:1.3.0-4.el7

ruby.x86_64 0:2.8.0.353-19.e17
rubygem-io-console.xB86_64 0:0.4.2-19.e17
rubygems.noarch ©:2.0.14-19.e17

37/68
38/68
39/68
40/68
41/68
42/68
43/68
44/68
45/68
46/68
47/68
48/68
49/68
50/68
51/68
52/68
53/68
54/68
55/68
56/68
57/68
58/68
59/68
60/68
61/68
62/68
63/68
64/68
65/68
66/68
67/68
68/68
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[root@neuromancer ~1# # iSCSI target - don't install anything else here
[ root@neuromancer ~]# Installed:

corosync.x86 64 0:2.3.3-2.el7

Dependency Installed:
OpenIPMI-modalias.x86_64 8:2.0.19-11.e17
dlm-lib.x86_564 0:4.0.2-3.217
fence-agents-brocade.x86_64 0:4.0.2-21.e17
fence-agents-drac5.x86_64 0:4.0.2-21.el7
fence-agents-ibmblade.x86 64 8:4.0.2-21.e17
fence-agents-intelmodular.x86_64 0:4.0.2-21.el7
fence-agents-rhevm.x86 64 0:4.0.2-21.e17
fence-agents-wti.x86_64 0:4.0.2-21.el7
ipmitool.x86 64 0:1.8.13-7.el7
libtool-1tdl.x86_64 0:2.4.2-28.el7
pacemaker-cli.x86_64 0:1.1.10-27.el7
pexpect .noarch 8:2.3-11.e17
python-suds.noarch 0:0.4.1-5.el7
ruby-irb.noarch @: (.353-19.el17
rubygem-json.x86_6 1.7.7-19.el7
sg3_utils.xB6_64 0:1.37-5.el7

2.0.
4 0:

Complete!
[root@hideo ~1#

£

by

fence-agents-all.x86 64 0:4.0.2-21.e17

autogen-libopts.x86_64 O:
fence-agents-apc.x86_64 0
fence-agents-cisco-mds.x8
fence-agents-eaton-snmp.x
fence-agents-ifmib.x86_&4
fence-agents-ipdu.x86_64
fence-agents-rsb.x86_64 0O
fence-virt.x86_64 0:0.3.0
ldns.xB86 64 0:1.6.16-7.el
libyaml .x86_64 0:0.1.4-8.
pacemaker-cluster-libs.x8
psmisc.x86_64 0:22.20-8.e
python-urllib3.noarch 0:1
ruby-libs.x86 64 0:2.0.

rubygem-psych.x86_64 0:

8.
0:2.
telnet.x86 64 1:0.17-59.e

root@maelcum:~

ISETET) |
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pacemaker-libs.xB86 64 ©:1.1.10-27.el7
perl-TimeDate.noarch 1:2.30-2.e17
pexpect.noarch 0:2.3-11.e17
psmisc.x86_64 0:22.20-8.el7
python-requests.noarch 0:1.1.0-8.e17
python-six.noarch 8:1.3.0-4.e17
python-suds.noarch 0:0.4.1-5.e17
python-urllib3.noarch ©:1.5-8.el17
resource-agents.x86_64 0:3.9.5-26.el7
ruby.xB86_64 0:2.0.08.353-19.el7
ruby-irb.noarch 0:2.0.9.353-19.el7
ruby-1ibs.x86 64 0:2.8.0.353-19.e17
rubygem-bigdecimal .x86_64 0:1.2.0-19.el7
rubygem-io-conscle.x86_64 0:0.4.2-19.e17
rubygem-json.x86_64 0:1.7.7-19.el7
rubygem-psych.x86_64 0:2.0.0-19.e17
rubygem-rdoc.noarch 0:4.0.0-19.e17
rubygems.noarch 0:2.0.14-19.e17

sg3 utils.xB6 64 (:1.37-5.e17

telnet .x86 64 1:0.17-58.el7
unbound-1ibs.x86 64 0:1.4.20-19.e17

Complete!
[root@lady3jane ~1# D

File Edit View Search Terminal Help

pacemaker-libs.x86 64 0:1.1.10-27.el7
perl-TimeDate.noarch 1:2.30-2.e17
pexpect .noarch 0:2.3-11.e17
psmisc.x86_64 0:22.20-8.el7
python-requests.noarch 8:1.1.0-8.e17
python-six.necarch 0:1.3.0-4.el7
python-suds.noarch 0:0.4.1-5.e17
python-urllib3.ncarch 0:1.5-8.e17
resource-agents.x86 64 0:3.9.5-26.el7
ruby.x86 64 0:2.0.0.353-19.el7
ruby-irb.noarch ©:2.0.0.353-19.el7
ruby-libs.x86 64 0:2.0.0.353-19.e17
rubygem-bigdecimal .x86_64 0:1.2.0-19.el7
rubygem-io-console.x86 64 0:0.4.2-19.e17
rubygem-json.x86_64 0:1.7.7-19.e17
rubygem-psych.x86_64 0:2.0.0-19.e17
rubygem-rdoc.noarch 0:4.0.8-19.e17
rubygems.noarch ©0:2.0.14-19.e17
sg3_utils.xB6 64 0:1.37-5.e17
telnet.x86_64 1:0.17-58.el7
unbound-1ibs.x85 64 0:1.4.20-19.e17

Complete!
[root@maelcum ~]# D

Q. redhat.



Enable and start the pcsd service

* systemctl enable pcsd.service
* systemctl start pcsd.service

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

i =]

E

- [=li=]ix|

File Edit Viev Terminal Help

[ root@neurcmancer ~1# # iSCSI target - don't install anything else here
[ root@neuromancer ~1#

earch

File Edit e earch Terminal Help

pexpect.noarch 0:2.3-11.e17
python-suds.noarch 0:0.4.1-5.e17
ruby-irb.nocarch 8:2.0.0.353-19.e17
rubygem-json.x86_64 0:1.7.7-19.el7
sg3_utils.x86 64 0:1.37-5.el7

psmisc.x85_64 0:22.20-8.e
python-urllib3.noarch 0:1
ruby-libs.x86 64 ©:2.0.0.
rubygem-psych.x86_64 0:2.
telnet.x85_64 1:0.17-59.e

Complete!
[root@hideo ~]# systemctl enable pcsd.service
ln -s 'Jusr/lib/systemd/system/pcsd.service’
get .wants/pcsd.service’
[root@hideo ~]# systemctl start pcsd.service
[root@hideo ~]# systemctl status pcsd.service
pcsd.service - PCS GUI and remote configuration interface
Loaded: loaded (/usr/lib/systemd/system/pcsd.service; enabled)
Active: since Sun 2014-03-23 17:52:13 CDT; 18s ago
Main PID: 2432 (pcsd)
CGroup: /system.slice/pcsd.service
2432 /bin/sh /usr/lib/pcsd/pesd start
2436 /bin/bash -c ulimit -5 -c @ =/dev/null 2=&1 ; /usr/bin/ruby...
2437 /Jusr/bin/ruby -I/usr/lib/pcsd Jusr/lib/pesd/ssl.rb

'/etc/systemd/system/multi-user.tar

Mar 23 17:52:13 hideo.tc.redhat.com systemd[1]: Started PCS GUI and remote c....
Hint: Some lines were ellipsized, use -1 to show in full.
[ root@hideo ~]#

£

-

File Edit ie Terminal Help
rubygem-rdoc.noarch 0:4.0.08-19.e17
rubygems.noarch 0:2.0.14-19.e17
sg3_utils.xB6_64 0:1.37-5.el7
telnet.xB6 64 1:0.17-59.el7
unbound-libs.x86 64 ©:1.4.20-19.el7

earch

Complete!
[root@lady3jane ~]# systemctl enable pcsd.service
1n -s '/usr/lib/systemd/system/pcsd.service’ '/etc/systemd/system/multi-user.tar
get.wants/pcsd.service’
[root@lady3jane ~]# systemctl start pcsd.service
[root@lady3jane ~]# systemctl status pcsd.service
pcsd.service - PCS GUI and remote configuration interface
Loaded: loaded (/usr/lib/systemd/system/pcsd.service; enabled)
Active: since Sun 2014-03-23 17:52:16 CDT; 6s ago
Main PID: 27240 (pcsd)
CGroup: /system.slice/pcsd.service
27240 /bin/sh /usr/lib/pcsd/pcsd start
27244 /bin/bash -c ulimit -S -c @ =/dev/null 2=&l ; Jusr/bin/rub...
27245 Jusr/bin/ruby -I/usr/lib/pesd /usr/lib/pcsd/ssl.rb

Mar 23 17:52:16 lady3jane.tc.redhat.com systemd[1]: Started PCS GUI and remot...
Hint: Some lines were ellipsized, use -1 to show in full.
[root@lady3jane ~1# |:|

[=l[=][x]

root@maelcum:~

File Edit

rubygem-rdoc .noarch 0:4.0.0-19.e17
rubygems.noarch 8:2.0.14-19.el17
sg3_utils.x86 64 0:1.37-5.el7
telnet.x86 64 1:0.17-59.e17
unbound-1ibs.x86_64 0:1.4.28-19.el7

View Search Terminal Help

Complete!
[ root@maelcum ~]# systemctl enable pcsd.service
[Ln -s '/usr/lib/systemd/system/pcsd.service' '/etc/systemd/system/multi-user.tar
get.wants/pcsd.service’
[ root@maelcum ~]# systemctl start pcsd.service
[root@maelcum ~]# systemctl status pcsd.service
pcsd.service - PCS GUI and remote configuration interface
Loaded: loaded (/usr/lib/systemd/system/pcsd.service; enabled)
Active: since Sun 2014-83-23 17:52:15 CDT; 15s ago
Main PID: 27219 (pcsd)
CGroup: /system.slice/pcsd.service
27219 /bin/sh /usr/lib/pcsd/pcsd start
27223 /bin/bash -c ulimit -S -¢ 0 =/dev/null 2=&1 ; Jusr/bin/rub...
27224 fusr/bin/ruby -I/usr/lib/pcsd /fusr/lib/pcsd/ssl.rb

Mar 23 17:52:15 maslcum.tc.redhat.com systemd[1]: Started PCS GUI and remote

Hint: Some lines were ellipsized, use -1 to show in full. |
[ root@maelcum ~]#

Q. redhat.



Administrative user

* For now, the clustering software used the “hacluster” account
for administration. Set this user's password across all the

nodes:
* echo [password] | passwd --stdin hacluster

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

ne. =

:I,EI rroot@hideo:"

File Edit 5 h  Terminal Help

[root@neuromancer ~]# # iSCSI target - don't install anything else here
[rooct@neuromancer ~]# D

File Edit View Search Terminal Help
[root@hideo ~]# echo red2Zhat | passwd --stdin hacluster
Changing password for user hacluster.

passwd: all authentication tokens updated successfully.
[root@hidec ~1# []

T

M5 root@maetcum:~ -

File Edit S| h  Terminal Help

[root@lady3jane ~]# echo red2Zhat | passwd --stdin hacluster
Changing password for user hacluster.

passwd: all authentication tokens updated successfully.
[root@lady3jane ~]# D

File Edit View Search Terminal Help

[root@maelcum ~]# echo red2Zhat | passwd --stdin hacluster
Changing password for user hacluster.

passwd: all authentication tokens updated successfully.

[ root@maelcum ~]#

Q. redhat.



CONFIGURE THE CLUSTER

#redhat #rhsummit



Authorize the Nodes

* From any node: pcs cluster auth [node, node, node]

* Note that the user configuration file and security token files are
created in /var/lib/pcsd

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

i

EEE

File Edit View
[ root@neuromancer ~]1# # target - do not install pacemaker, corosync, etc
[ root@neuromancer ~]#

Search Terminal Help

'root@hideo:"

== /x|

File Edit View Search Terminal Help

[root@hideo ~]# 1s /var/lib/pcsd/

pcsd.cookiesecret pcsd.crt  pcsd.key

[root@hideo ~]# pcs cluster auth hideo.tc.redhat.com lady3jane.tc.redhat.com mae
lcum.tc.redhat.com

Username: hacluster

Password:

hideo.tc.redhat.com: Authorized

lady3jane.tc.redhat.com: Authorized

maelcum.tc.redhat.com: Authorized

[root@hideo ~]# 1s /var/lib/pcsd/

pcsd.cockiesecret pesd.crt pcsd.key pcs_users.conf tokens
[root@hideo ~]# []

i - T

File Edit View
[ root@maelcum ~]# date

Fri Mar 21 16:58:32 CDT 2014

[ root@maelcum ~]# 1s -1 /var/lib/pcsd/
total 20

Search Terminal Help

. 1 root root 60 Mar 21 16:57 pcsd.cockiesecret
root root 1224 Mar 21 16:57 pecsd.crt

root root 1675 Mar 21 16:57 pcsd.key

. root root 536 Mar 21 16:58 pcs_users.conf
-rw . 1 root root 195 Mar 21 16:58 tokens

[ root@maelcum ~]# |:|

— e

File Edit View
[root@lady3jane ~]# date

Fri Mar 21 16:58:44 CDT 2014
[root@lady3jane ~1# 1s -1 /var/lib/pcsd/

Search Terminal Help

total 28

WX ------ . 1 root root 60 Mar 21 16:57 pcsd.cockiesecret
- rWX - . 1 root root 1229 Mar 21 16:57 pcsd.crt

- rWX - . 1 root root 1679 Mar 21 16:57 pcsd.key

-rw-r 1 root root 536 Mar 21 16:58 pcs_users.conf

——————— 1 root root 195 Mar 21 16:58 tokens

-rw .
[root@lady3jans ~]1# |:|

Q. redhat.



Set up the cluster

* From any node: pcs cluster setup --name [node, node, node]
* Note that there is now a corosync.conf file in /etc/corosync

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~ ity =] 3 |i

File Edit View Search Terminal Help

[root@hidec ~]# 1s /etc/corosync/

corosync.conf.example corosync .xml.example
corosync.conft.example.udpu widgid.d

[root@hideo ~]1# pcs cluster setup --name summit hideo.tc.redhat.com maslcum.tc.r
edhat .com lady3jane.tc.redhat.com

Shutting down pacemaker/corosync services. ..

Redirecting to /bin/systemctl stop pacemaker.service
Fedirecting to /bin/systemctl stop corosync.service
Killing any remaining services...

Femoving all cluster configuration files...
hideo.tc.redhat.com: Succeeded

maglcum.tc.redhat.com: Succeeded

lady3jane.tc.redhat.com: Succeeded

[root@hideo ~]# 1s /etc/corosync/

corosync.cont corosync.conft.example.udpu widgid.d
corosync.conf.example corosync.xml.example

[ root@hideo ~]# []

Q. redhat.



File Edit

[root@neurcmancer ~]# # target - do not install pacemaker, corosync, etc
[ root@neuromancer ~]# D

'ruot@hideo:"

Terminal Help

File Edit View Search Terminal Help

[root@hideo ~]1# pcs cluster setup --name summit hideo.tc.redhat.com maelcum.tc.r
edhat .com lady3jane.tc.redhat.com

Shutting down pacemaker/corosync services...
Redirecting to /bin/systemctl stop pacemaker.service
Redirecting to /bin/systemctl stop corosync.service
Killing any remaining services...
Removing all cluster configuration files...
hideo.tc.redhat.com: Succeeded
maelcum.tc.redhat.com: Succeeded
lady3jane.tc.redhat.com: Succeeded
[root@hideo ~1# []

[=l[=1[]

File Edit Vi

&iﬂ [=1=](]
File Edit S Terminal Help
[root@lady3jane ~]# pcs status

Error: cluster is not currently running on this node
[root@lady3jane ~]1# |:|

v Search Terminal Help
[root@maslcum ~]# pcs status

Error: cluster is not currently running on this node
[ root@maelcum ~]# D

#redhat #rhsummit

Q. redhat.



This generates the corosync config file

* [etc/corosync/corosync.conf

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

FICE]

File Edit View Search Terminal Help

[root@hideo ~]# cat /etc/corosync/corosync.conf
totem {

version: 2

secauth: off

cluster_name: summit

transport: udpu

}
nodelist {
node {
ring@_addr: hideo.tc.redhat.com
nodeid: 1
}
node {
ring@_addr: maelcum.tc.redhat.com
nodeid: 2
}
node {
ring@_addr: lady3jane.tc.redhat.com
nodeid: 3
}
}
guorum {

provider: corosync_votequorum

}

logging {

to_syslog: yes
}
[ root@hideo ~]# []

Q. redhat.



Anable the cluster services on all nodes

* From any node: pcs cluster enable --all
* Note that this does not start the services, it only enables them

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

L=llo]

File Edit View Search Terminal Help

[ root@neuromancer ~]#

[root@neuromancer ~]# # target - do not install pacemaker, corosync, etc

|=l(=]ix]

File Terminal Help
[root@maslcum ~]# pcs status
Error: cluster is not currently running on this node

[root@maslcum ~]# pcs status
Error: cluster is not currently running on this node

[root@maelcum ~]#

Edit View Search

rroot@hiden:"

File Edit View Search Terminal Help
[root@hideo ~]# pcs cluster enable --all
hideo.tc.redhat.com: Cluster Enabled
maelcum.tc.redhat.com: Cluster Enabled
lady3jane.tc.redhat.com: Cluster Enabled
[root@hideo ~1# []

File Edit Search Terminal Help

[root@lady3jane ~]# pcs status

Error: cluster is not currently running on this node
root@lady3jane ~]# pcs status

Error: cluster is not currently running on this node
[root@lady3jane ~1#

Q. redhat.



#redhat #rhsummit

root@hideo:~

File Edit

View Search Terminal

Help

[root@hideo ~]1# systemctl status corosync
corosync.service - Corosync Cluster Engine

Loaded:
Active:

Mar 22 12:14:48
Mar 22 12:15:23
Mar 22 12:15:48
Mar 22 12:15:E8
Mar 22 12:17:50
Mar 22 12:17:57 hideco
Mar 22 12:18:04 hideco
: Some lines were
[root@hideo ~]# []

hideo
hideo
hideo
hideo
hideo

T,
T,
.Tc
T,
T,
T,
T,

ellipsized,

redhat
redhat

.redhat

redhat
redhat
redhat
redhat

LCOom
LCOom
LCOom
LCOom
LCOom
LCOom
LCOom

systemd
systemd
systemd
systemd
systemd
systemd
systemd

loaded (/usr/lib/systemd/system/corosync.service;
inactive (dead)

: Stopped
: Stopped
: Stopped
: Stopped
: Stopped
: Stopped
: Stopped
use -1 to show in full.

Corosync
Corosync
Corosync
Corosync
Corosync
Corosync
Corosync

enabled)

Cluster
Cluster
Cluster
Cluster
Cluster
Cluster
Cluster

Engine.
Engine.
Engine.
Engine.
Engine.
Engine.
Engine.

Q. redhat.



#redhat #rhsummit

root@hideo:~

File Edit

View Search Terminal

Help

[ root@hideo ~]1# systemctl status pacemaker
pacemaker.service - Pacemaker High Availability Cluster Manager

Loaded: loaded (/usr/lib/systemd/system/pacemaker.service; enabled)

Active: inactive (dead)
Mar 22 12:14:48 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:15:23 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:15%:48 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:15:58 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:17:50 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:17:57 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Mar 22 12:18:03 hideo.tc.redhat.com systemd[1]: Stopped Pacemaker High
Hint: Some lines were ellipsized, use -1 to show in full.

[root@hideo ~]# []

Avail....
Avail....
Bvail....
Avail....
Avail....
Avail....
Avail....

Q. redhat.



Start the cluster

* From any node: pcs cluster start --all

#tredhat #rhsummit ‘ redhat.



root@hideo:~

File Edit View Search Terminal Help

[root@hideoc ~]# pcs cluster start --all
maelcum.tc.redhat.com: Starting Cluster...
Lady3jane.tc.redhat.com: Starting Cluster...
hideo.tc.redhat.com: Starting Cluster...

[ root@hideo ~]# []

Q. redhat.

#redhat #rhsummit



It will take a few seconds for the nodes to sync

* This is normal and expected

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

FICE]

File Edit View Search Terminal Help

[ root@maelcum ~]# pcs status

Cluster name: summit

WARNING: no stonith devices and stonith-enabled is not false

Last updated: Fri Mar 21 17:08:16 2014

Last change: Fri Mar 21 17:07:55 2014 via crmd on maelcum.tc.redhat.com
Current DC: NONE

3 Modes configured

# Resources configured

Mode hideo.tc.redhat.com (1): UNMCLEAN (offline)
Mode lady3jane.tc.redhat.com (3): UNCLEAN (offline)
Node maelcum.tc.redhat.com (2): UNMCLEAM (offline)

Full 1list of resources:

PCSD Status:
hideo.tc.redhat.com: Online
maglcum.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled
[root@maslcum ~]#

Q. redhat.



#redhat #rhsummit

rnnt@ladyBjane:" - . . . |

File Edit WView Search Terminal Help

[root@lady3jane ~]1# pcs status

Cluster name: summit

WARMING: no stonith devices and stonith-enabled is not false

Last updated: Fri Mar 21 17:08:27 2014

Last change: Fri Mar 21 17:08:16 2014 via crmd on maglcum.tc.redhat.com
Stack: corosync

Current DC: maelcum.tc.redhat.com (2) - partition with quorum

Version: 1.1.10-27.e17-368c726

3 Nodes configured

@ Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

Full 1ist of resources:

PCSD Status:
hideo.tc.redhat.com: Online
maelcum.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[root@lady3jane ~]1#

Q. redhat.



Verify Corosync Installation

* corosync-cfgtool -s

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~
File Edit View Search Terminal Help

[ root@hideo ~]# corosync-cfgtool -s
Frinting ring status.
Local node ID 1

RING ID @
id = 172.31.100.22
status = ring © active with no faults

[ root@hideo ~]# []

Q. redhat.



Verify Corosync Installation

* corosync-cmapctl | grep members

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

!
root@hideo:~

File Edit

[ root@hidec ~]# corosync-cmapctl
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
[ root@hides ~1#

View Search Terminal Help

[N WO W N I O T N T L B i e el

| grep members

.config version (u64) =0

Ap (str) = (@) ip(l172.31.100.22)
.join count (uw3Z2) =1

.status (str] = joined

.config version (u64) =0

Jdp (str) = (@) ip(l172.31.100.10)
.join count (u3Z) =1

.status (str] = joined

.config version (u64) =0

Ap (str) = (@) ip(l172.31.100.21)
.join count (w3Z) =1

.status (str] = joined

Q. redhat.



Verify Corosync Installation

* crm_verify -L -V

#tredhat #rhsummit ‘ redhat.



root@hideo:~ i =] = |I

File Edit View Search Terminal Help
[root@hideo ~]# crm_verify -L -V

error: unpack resources: Resource start-up disabled since no STONITH reso
urces have been defined

error: unpack resources: Either configure some or disable STONITH with th
g stonith-enabled option

error: unpack resources: NOTE: Clusters with shared data need STONITH to

ensure data integrity
Errors found during check: config not valid

[root@hideo ~]1# []

#redhat #rhsummit ‘ redhat.



LOGINTO THE WEB Ul

#redhat #rhsummit



Connect via https to port 2224

* Any system in the cluster can be used (no more single
management node!).

#tredhat #rhsummit ‘ redhat.



Connect via https to port 2224

* Any system in the cluster can be used (no more single
management node!).

*  And there was much
rejoicing!!!

#redhat #rhsummit ‘ redhat.



Accept the self-signed certificate

* Pretty standard process

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File Edit View History Bookmarks Tools Help

A& Untrusted Connection “ %+ |

&= | @ https://hideo.tc.redhat.com: 2224 =

@

& Most Visited v Zimbra RHN Satellite - Sign In @ My Account Snapshot &¥Marriott Hotel Search... ®aSearch Home {_ Travel Solutions Portal
9 ¥ P A

g

4

This Connection is Untrusted

You have asked Firefox to connect securely to hideo.tc.redhat.com:2224, but we can't confirm that
your connection is secure,

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks

« v B~ Google Q @ iy &

Untrusted Connection - Mozilla Firefox - I

»

Q. redhat.



#redhat #rhsummit

e -
Untrusted Connection - Mozilla Firefox - II

File Edit View History Bookmarks Tools Help

A Untrusted Connection H 4 |

v@&| % v |[Bv Google Q {',7 @

[ Most Visited EAZimbra EJRHN Satellite - Sign In @ My Account Snapshot  4¥Marriott Hotel Search... #aSearch Home [ iTravel Solutions Portal »
9 ly P

This Connection is Untrusted

You have asked Firefox to connect securely to hideo.tc.redhat.com:2224, but we can't confirm that
your connection is secure,

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks;

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception...

Q. redhat.



#redhat #rhsummit

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: [ https://hideo.tc.redhat.com: 2224/ \ Iget Certificate I

Certificate Status

This site attempts to identify itself with invalid
information. —

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

f?germanently store this exception

Confirm Security Exception

Q. redhat.



Log in as hacluster

* Use the password set earlier for hacluster

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File Edit View History Bookmarks Tools Help

|!Pacemaker!Corosync Configura... || + |

S [ & redhat.com G| ¥ v [Bv Googl

[ Most Visited~ EhZimbra EJRHN Satellite - Sign In @My Account Snapshot 4MMarriott Hotel Search... #aSearch Home

HIGH AVAILABILITY

MANAGEMENT
RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS

Currently only the hacluster user is supported

Username: hacluster
Password: sevsenes
Login

{iTravel Solutions Portal

Q. redhat.



Connect to any of the nodes

* |n this case, hideo.tc.redhat.com
* Choose “add existing”

#tredhat #rhsummit ‘ redhat.



#redhat #Hrhsummit

File Edit View History Bookmarks Tools Help

|!Pacemakel'iCorosync Configura... || % |

Lo | @ redhat.com = v B~ Q '\F/L ]

Most Visited EAZimbra [EJRHN Satellite - Sign In @ My Account Snapshot &MMarriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

v
HIGH AVAILABILITY  Sciect Cluster hacluster v

MANAGEMENT

MANAGE CLUSTERS Remove Add Existing Create Mew

INFORMATION ABOUT CLUSTERS
Select a cluster to view more detailed cluster information

Add Existing Cluster

| Add Existing | Cancel

Q. redhat.



#redhat #rhsummit

File Edit View History Bookmarks Tools Help

|!Pacemaker1Corosync Configura.. || & |

5 -] redhat.com Q i BV‘- Q -I\-/L i

& Most Visitedv  EhZimbra EJRHN Satellite - SignIn @My Account Snapshot &MMarriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

HIGH AVAILABILITY Select Cluster ¥ hacluster v

W2 MANAGEMENT

MANAGE CLUSTERS Remove Add Existing Create MNew
NAME NODES
summit 3 INFORMATION ABOUT CLUSTERS

Cluster: summit

Nodes: hideo tc.redhat.com
lady3jane tc.redhat.com
maelcum tc.redhat.com

Q. redhat.



ACCESSING THE NODES

#redhat #rhsummit



Navigate through and check each node

* They should all have pacemaker, corosync, and pcsd running

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

S (ETES

File Edit View History Bookmarks Tools Help

|!PacemakerfCorosync Configura... || % |
$° (. redhat.com v@| ¥ v |Bv Googl q ‘\F/L T &

Most Visited v %Zlmbra dRHN Satellite - SignIn @My Account Snapshot "‘ Marriott Hotel Search... ®aSearch Home {_iTravel Solutions Portal »

HIGH AVAILABILITY Cluster: summit ¥ hacluster v
g | MANAGEMENT

NODES RESOURCES

FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS

ady3jane tc redhat.com Edit Node hideo.te.redhat.com
maelcum.tc.redhat.com

hideo tc.redhatcom

C'stat @ Stop @ Restart BB Standby ‘.ﬁ Configure Fencing

Mode ID: 1 Uptime: 0 days, 00:39:24

Cluster Daemons
HAME STATUS
pacemaker Funning (Enabled)

Funning (Enabled)

Funning (Enabled)

Running Resources
NAME

MOMNE

o {nn Dead,

Q. redhat.



#redhat #rhsummit

S (ETES

File Edit View History Bookmarks Tools Help

|!PacemakerfCorosync Configura... || % |

N [ redhat.com v (G % v B> cooql q oo

Most Visited v %Zlmbra dRHN Satellite - SignIn @My Account Snapshot "‘ Marriott Hotel Search... ®aSearch Home {_iTravel Solutions Portal »

HIGH AVAILABILITY Cluster: summit ¥ hacluster v
g | MANAGEMENT

NODES RESOURCES

FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS

edhat.com

jane tc redhat.com »| Edit Node lady3jane te.redhat.com
maelcum.tc.redhat.com

lady3jane fc.redhatcom

C'stat @ Stop @ Restart BB Standby ‘.ﬁ Configure Fencing

Mode ID: 3 Uptime: 0 days, 00:39:24

Cluster Daemons
HAME STATUS
pacemaker Funning (Enabled)

Funning (Enabled)

Funning (Enabled)

Running Resources
NAME

MOMNE

o {nn Dead,

Q. redhat.



#redhat #rhsummit

o
ol
x

File Edit Wiew

History Bookmarks Tools Help

|!Pacemaker1C0rosync Configura.. || & |
g s redhat.com v @ = v BV‘- q Q ‘I\-/L i} h—

f Most Visitadv  EhZimbra [EJRHN Satellite - SignIn @ My Account Snapshot &) Marriott Hotel Search... ®aSearch Home {_]Travel Solutions Portal »

HIGH AVAILABILITY  Cluster: summit ¥
A A MANAGEMENT

hacluster v

NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES

MANAGE CLUSTERS

NODES

Remove Add Edit Mode

hideo tc redhat.com
Edit Node maeleum.te.redhat.com

lady3jane tc.redha

cum te.redhat.co

maelcum.tc.redhat.com

Q Stat @ Stop

C' Restart I Standby ,}? Configure Fencing

Mode ID: 2 Uptime: 0 days, 00:39:23

Cluster Daemons

HAME STATUS

pacemaker Eunning (Enabled)
corosync RFunning (Enabled)
pesd Funning (Enabled)

Running Resources
NAME
HOME

Q. redhat.



ACCESSING THE CLUSTER

#redhat #rhsummit



Inspect the Cluster Properties Tab

* This is where general options which affect cluster-wide settings

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File Edit View History Bookmarks

|!Pacemaker!C0rosync Configura... || & |

$° | = redhat.com

HIGH AVAILABILITY  Cluster: summit ¥

- | MANAGEMENT

NODES

CLUSTER PROPERTIES

Tools

fE Most Visited~  EhZimbra EJRHN Satellite - Sign In @ My Account Snapshot 4MMarriott Hotel Search... {iTravel Solutions Portal

CLUSTER PROPERTIES MANAGE CLUSTERS

Batch Limit 30 jobs
Mo Quorum Policy: Stup v
Symmetric: 4

Stonith Enabled: 4

Stonith Action: Reboot ¥
Cluster Delay: G0s

Stop Orphan Resources:
Stop Orphan Actions:

Start Failure is Fatal

PE Error Storage: -1
FPE Warning Storage: 5000
PE Input Storage: 4000

Q. redhat.



Context-dependent Help Available

* Hover the mouse over a setting for more information

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

Pacemaker/Corosync Configuration - Mozilla Firefox

File

Edit View History Bookmarks Tools

|!Pacemaker!Corosync Configura... || + ‘

Most Visited ¥

a redhat.com

Help

SLTES

v @

& v [Bv Google

B2 Zimbra EgRHN Satellite - SignIn @My Account Snapshot #&MMarriott Hotel Search... ®aSearch Home

a I @

{iTravel Solutions Portal

NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS
CLUSTER PROPERTIES
Batch Limit a0 jobs
Mo Quorum FPolicy: Stop ¥

Symmetric:

Stonith Enabled:

Stonith Action:

Cluster Delay

Stop Orphan Resources
Stop Orphan Actions

Start Failure is Fatal

PE Error Storage:

PE Warning Storage:

FE Input Storage:

Apply Changes

Reboot

What to do when the cluster does not have quorum. Allowed values:
* ignore - continue all resource management
* freeze - continue resource management, but don't recover resources from nodes

not in the affected partition
* stop - stop all resources in the affected cluster partition
* suicide - fence all nodes in the affected cluster partition

G0s

5000

4000

5]

»

Q redhat.



CONFIGURE FENCING

#redhat #rhsummit



What is Fencing?

* If a node stops responding, the cluster will attempt to remove
that node from the cluster.

* This is referred to as STONITH (Shoot The Other Node In The
Head)

* You don't want multiple machines to e.g. write to the same
datastore without doing distributed lock management, so it's
best to just take the unresponsive node out of the equation.

#tredhat #rhsummit ‘ redhat.



What is Fencing?

* There are numerous ways to do this.
* Managed power devices from WTI, APC and others
* Fiber channel fencing
* IPMI
* Out of band management devices (DRAC, iLO, RSA, etc.)
¢ SCSI reservations
* Virtual Machine fencing

#tredhat #rhsummit ‘ redhat.



Configure Fence Devices

* Choose +Add

* Choose the fence device (in this case, my lab has a
manageable WTI ips-800-d20 power switch - they are typically
a couple of hundred bucks on eBay, they work amazingly well,
and they are very rugged).

#tredhat #rhsummit ‘ redhat.



I —
Pacemaker/Corosync Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

!PacemakerlCorosync Configura... ” %+

’\S’ a https:/fhideo.tc redhat.com:2224/managec/s it/main#/fence > @ - v V Google Q @ @ C;)

[ Most Visitedv E:xZimbra [EJRHN Satellite - Sign In @ My Account Snapshot &)Marriott Hotel Search... ®aSearch Home [ |Travel Solutions Portal »

Add Fence Device

fence_apc

fence_idrac

fence_ifmib

fence_ilo

fence_ilo2

fence_ilo3 ress or Hostname

fence_ilo4

fence_ilo_mp MNarme

fence_imm
dl fence_intelmodular Eal plug number, name of virtual machine or |

fence_ipdu

fence_ipmilan

fence_kdump

fence_rhevm

fence_rsh

fence_scsi

fence_wirt

fence_vmware, SOai

fence xvm

#redhat #rhsummit ‘ redhat.



Configure Fence Devices

* Assign a friendly name (in this case, “summit-wti”)

* Enter the IP address or hostname (in this case,
“witi.tc.redhat.com”)

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File Edit View History Bookmarks Tools

|!Pacemaker!C0rosync Configura... || & |

5° [ = redhat.com

Most Visited™

Help

HIGH AVAILABILITY  Cluster: summit ¥

- MANAGEMENT
NODES
FENCE DEVICES
Remove Add
NAME TYPE

summit-wti  stonith fence_wti

RESOURCES

¢ % v B

E:Zimbra EgRHN Satellite - Sign In @My Account Snapshot 4 ¥Marriott Hotel Search...

FENCE DEVICES CLUSTER PROPERTIES

Edit Fence Device summit-wti
summit-wii

Inactive

* Femove @ Cleanup

Current Location;

Type:  stonithfence_witi

ipaddr | whiteredhatcom

port Physical plug number, name of virtual m

Apply Changes

Jdidae

@, Search Home {_iTravel Solutions Portal »

hacluster v

MANAGE CLUSTERS

Q. redhat.



Configure Fence Devices

* Go into “Optional Arguments” to set the following extra settings:

* “pcmk_host_map” in the format [hostname]:[power_port],[hostname]:
[power_port],[hostname]:[power port]. So for my lab:

lady3jane.tc.redhat.com:5;hideo.tc.redhat.com:4;maelcum.tc.redhat.com:6

#tredhat #rhsummit ‘ redhat.



Configure Fence Devices

* Go into “Optional Arguments” to set the following extra settings:
* For the WTI, you don't need to define a user, only “passwd”

#tredhat #rhsummit ‘ redhat.



cemaker/Corosync Configura Mozilla Firefox s ==

File Edit View History Bookmarks Tools Help

M Pacemaker/Corosync Configura... “ L] |

&> | @ http

summit-wti V@ *‘x b= V Google Q @ il C,’,J

//hideo.tc.redhat.com: 22 24/managec/summit/main#/fencedevic

] Most Visitedv  EAhZimbra EJRHN Satellite - Sign In @ My Account Snapshot &) Marriott Hotel Search... @aSearch Home [ iTravel Solutions Portal »

Type: stonithfence_wii

ipaddr wtitc.redhatcom
port Physical plug number, name of virtual machine
Opiional Arguments:

pemk_host_list
pemk_host_map ideoteredhatcom:d;maelcum.te.redhat.com:6

pemk_host_check

login Login Mame

passwi red22hat

cmd_prompt Force Python regex for command prompt
Secure 55H connection

ipport TCPR/UDP portto use for connection with d
inetd_only Forces agentfo use IPvd addresses only
ineté_only Forces agentto use IPvG addresses only
passwd_script Scriptto password

identity_file Identity file for ssh

ssh_options S5H options to use

verbose Verhose mode

debug e debug information to given file

version Displ

rsion information and exit
—

#redhat #rhsummit ‘ redhat



Configure Fence Devices

* Go into “Optional Arguments” to set the following extra settings:
* | also prefer to set power_wait to 5 seconds so the system being
power cycled doesn't get damaged.

* | set “delay” to about 5 seconds, as well. We don't want to fence
systems instantly when it's only temporarily unavailable.

Q. redhat.

#redhat #Hrhsummit



cemaker/Corosync Configura Mozilla Firefox s ==

File Edit View History Bookmarks Tools Help

M Pacemaker/Corosync Configura... u L] l

”\gu 8 https://hideo.tc.redhat.com: 22 24/managec/summit/main#/fencedevices/summit-wti v @ -‘a = V Google Q @ il C,’,J
] Most Visitedv  EAhZimbra EJRHN Satellite - Sign In @ My Account Snapshot &) Marriott Hotel Search... @aSearch Home [ iTravel Solutions Portal »
Brure SSH TOMNETTON

ipport TCP/UDP portto use for connection with device

inetd_only Forces agentto use IPvd addresses only

ineté_only Forces agentto use IPvE addresses only

passwd_script Scriptto retr

identity_file Identity file for ssh

ssh_options S5H options to use

verbose Verhose mode

debug e debug information to given file

version Display version information and exit

help Display help and exit

separator Separator for CSV created by operation list

power_timeout Test X seconds for status change after OMN/OFF

shell_timeout conds for cmd prompt after issuing o

login_timeout conds for emd prompt after login
power_wait )

delay )

retry_on Count of attempts to retry pov

Apply Changes

#redhat #rhsummit ‘ redhat



Configure Fence Devices

* After a few seconds, the fence device should turn green,
Indicating all of the systems are aware of it and it's active.

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File Edit View History Bookmarks Tools Help

|!Pacemaker!(urusyn( Configura ‘| £l |

$e s redhat.com E mv

[ Most Visited~ EXZimbra EJRHN Satellite - Sign In @ My Account Snapshot &) Marriott Hotel Search... #®aSearch Home { iTravel Solutions Portal

HIGH AVAILABILITY Cluster: summit ¥ hacluster v
g | MANAGEMENT
NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES

MANAGE CLUSTERS

FENCE DEVICES

Femove Add

NAME TYPE

summit-wt - stonithfence_wti - Edit Fence Device summit-wti

summit-wii

Running

x Pemove Q@ Cleanup

Current Location: hideo.tc.redhatcom

Type: stonith:fence_witi

ipaddr  wtite.redhatcom

port Physical plug numhber, name ofvirtual machine

Optional Arguments:

Apply Changes

Q. redhat.



Test Fence Devices

* You can test the fence device and host mapping using
stonith_admin

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

i =1 e N [=][=l[x

File Edit Viev search  Terminal  Help File Edit Viev search  Terminal Help

[root@neuromancer ~]# # target - do not install pacemaker, corosync, etc [ root@hideo ~]1# D
[ root@neuromancer ~]#

S EEE] Fest . SEE]
File Edit Viev search  Terminal  Help File Edit Viev search  Terminal  Help
[root@maelcum ~]# stonith_admin --reboot hideo.tc.redhat.com Mar 22 12:38:29 lady3jane.tc.redhat.com corosync[4819]: [TOTEM ] A processor fai
[ root@maelcum ~]# D led, forming new configuration.

Mar 22 12:38:30 lady3jane.tc.redhat.com corosync[4819]: [TOTEM ] A new membershi

p (172.31.100.10:16) was formed. Members left: 1

Mar 22 12:38:30 lady3jane.tc.redhat.com corosync[4819]: [QUORUM] Members[2]: 3 2

Mar 22 12:38:38 lady3jane.tc.redhat.com corosync[4819]: [MAIN ] Completed servi

ce synchronization, ready to provide service,

Mar 22 12:38:30 lady3jane.tc.redhat.com crmd[4840]: notice: crm_update_ peer_stat

e: pcmk_quorum notification: Mode hideo.tc.redhat.com[1l] - state is now lost (wa

s member)

Mar 22 12:38:30 lady3jane.tc.redhat.com pacemakerd[4834]: notice: crm update pee
r_state: pcmk_guorum_notification: Node hideo.tc.redhat.com[1l] - state is now lo

st (was member)

Mar 22 12:38:39 lady3jane.tc.redhat.com stonith-ng[4836]: notice: log_operation:
Operation ‘reboot' [6188] (call 2 from stonith_admin.6171) for host ‘hideo.tc.r
edhat.com' with device 'summit-wti' returned: 0 (0K)

Mar 22 12:38:39 lady3jane.tc.redhat.com stonith-ng[4836]: notice: remote_op_done
t Operation reboot of hideo.tc.redhat.com by maelcum.tc.redhat.com for stonith_a
dmin.6171@maelcum. tc. redhat. com. 0accfd40: 0K

Mar 22 12:38:39 lady3jane.tc.redhat.com crmd[4840] : notice: tengine_stonith_noti
fy: Peer hideo.tc.redhat.com was terminated (reboot) by maelcum.tc.redhat.com fo
r maelcum.tc.redhat.com: 0K (ref=Baccfd40-b41c-43d7-al95-0c519b7e2045) by client
stonith_admin.6171

Mar 22 12:38:39 lady3jane.tc.redhat.com stonith-ng[4836]: notice: stonith_device

Q. redhat.



#redhat #rhsummit

root@lady3jane:» = |[=][3¢]

File Edit WView Search Terminal Help

fy: Peer hideo.tc.redhat.com was terminated (reboot) by maelcum.tc.redhat.com fo
r maelcum. tc.redhat.com: 0K (ref=faccfd40-b41c-43d7-al195-0c519b7e2045) by client
stonith_admin.6171

Mar 22 12:38:39 lady3jane.tc.redhat.com stonith-ng[4836]: notice: stonith device

_register: Device 'summit-wti' already existed in device list (1 active devices)

Mar 22 12:3B:41 lady3jane.tc.redhat.com crmd[4843]: notice: process lrm event: L

RM operation summit-wti start 0 (call=23, rc=0, cib-update=26, confirmed=true) o

k

Mar 22 12:3B:42 lady3jane.tc.redhat.com crmd[4843]: notice: process lrm event: L

RM operation summit-wti monitor 60000 (call=24, rc=0, cib-update=27, confirmed=f

alse) ok

Mar 22 12:39:21 lady3jane.tc.redhat.com corosync[4819]: [TOTEM 1 A new membershi
p (172.31.100.10:20) was formed. Members joined: 1

Mar 22 12:39:21 lady3jane.tc.redhat.com corosync[4819]: [QUORUM] Members[3]: 3 2
1

Mar 22 12:39:21 lady3jane.tc.redhat.com corosync[4819]: [MAIN ] Completed servi
ce synchronization, ready to provide service.

Mar 22 12:39:21 lady3jane.tc.redhat.com crmd[4843]: notice: crm update peer stat
e: pcmk_quorum notification: Node hideo.tc.redhat.com[1l] - state is now member (

was Llost)

Mar 22 12:39:21 lady3jane.tc.redhat.com pacemakerd[4834]: notice: crm update pee
r state: pcmk_quorum notification: Node hideo.tc.redhat.com[1l] - state is now me
mber (was lost)

Mar 22 12:40:01 lady3jane.tc.redhat.com systemd[1l]: Starting Session 136 of userl

Q. redhat.



CONFIGURE RESOURCES

#redhat #rhsummit



Create Resources

* We'll start out very simple: with an Apache web server instance
which does not use shared storage. We'll add in shared
storage later.

* There will be two components we need to define:

* The floating IP address
* The apache

#tredhat #rhsummit ‘ redhat.



Configure the floating IP address

* Choose Add

* Choose Open Cluster Framework (OCF) heartbeat
Class/Provider

* Choose IPaddr2 (this is new, and Linux specific, don't use the
old IPaddr) type

* Give it a Resource ID (friendly name)
* Assign the IP address
* Note that you get context-sensitive hover help!

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration = Mozilla Firefox
File Edit View History Bookmarks Tools Help

M Pacemaker/Corosync Configura... u + |

@ https://hideo.tc.redhat.com: 2224/managec/summit/maini/resources

& Most Visited~  EhZimbra EgRHN Satellite - Sign In @My Account Snapshot &YMarriott Hotel Search... #aSearch Home ravel Solutions Portal

Add Resource

[l ocfheartbeat

Type IPaddr2 v

Description: Manages virtual IPv4 and IPvE addresses (Linux specific version) @
Resource Group:

Clone: ]

Master/Slave: | ]

Disabled: | |

Resource ID ¥ aglalieTy]

» Optional Arguments: EyNSTNN (dotted quad notation) or IPv6 address (colon hexadecimal notation)

example IPv4 68.1.1"
example |IPv6 "2001:db8:DC28:0:0:FC57:D4C8:1FFF".

#redhat #rhsummit

Q. redhat.



S° | &

File Edit

Most Visited v

View History Bookmarks

redhat.com

EZimbra EJRHN Satellite - Sign In @My Account Snapshot &¥Marriott Hotel Search...

Tools Help

|!PacemakerICorosync Configura... || a4 |

HIGH AVAILABILITY Cluster: summit ¥

- | MANAGEMENT

RESOURCES
Rermove Adl
NAME

summit-ip

NODES RESOURCES

Create Group
TYPE

ocf:heartbeat:IPaddr2

| 2

FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS

Edit Resource summit-ip
summit-ip

v Enable € Disable @ Cleanup X Femove

Current Location: hideo.tcredhatcom

Resource Location Preferences (0)

Hode Score Remove
MORE

Add

Resource Ordering Preferences (0)

: v B add a e

@3 Search Home [ Travel Solutions Portal »

hacluster =

Edit Resource

F'llllllill-jl

#redhat #rhsummit

Q. redhat.



#redhat #rhsummit

root@hideo:~ L =] 3 |I

File Edit View Search Terminal Help

[ root@hideo ~]# ip addr show
1: lo: <LOOPBACK,UP,LOWER UP= mtu 65536 gdisc nogueue state UNKNOWN
link/loopback Q0:00:00:00:00:00 brd G0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: pldpl: <BROADCAST,MULTICAST,UP,LOWER UP= mtu 1500 qdisc pfifo_fast state UP g
len 1000
link/ether 90:2b:34:ad:2c:fe brd ffiff:ff:ff:ff:ff
inet 172.31.100.22/24 brd 172.31.100.255 scope global dynamic pldpl
valld lft 1?9895@c preferred 1ft 17989sec
AmCH R NClceiSIopels b rd 172.31.100.255 scope global secondary pldpl
valld lft forever preferred 1ft forever
inet6 fe80::922b:34ff:fead:2cfe/64 scope link
valid 1ft forever preferred 1ft forever
[root@hideo ~1# []

Q. redhat.



#redhat #rhsummit

root@hideo:~

File Edit View Search Terminal Help
[root@hideo ~]# pcs resource show

summit-ip (ocf::hearthbeat:IPaddrZ) :

[ root@hideo ~]# []

Started

Q. redhat.



Install httpd and wget on all the nodes

* yum -y install httpd wget

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

T

e ISEE e [=1[=[x]
File Edit Viev >earch  Terminal  Help File Edit View Search Terminal Help
[root@neurcomancer ~]# # iSCSI target - don't install anything else here Transaction Summary
[ root@neuromancer ~]#
Install 1 Package (+4 Dependent packages)
Total download size: 1.4 M
Installed size: 4.3 M
Downloading packages:
(1/5): apr-1.4.8-3.el7.x86_64.rpm | 183 kKB 00:00
(2/5): apr-util-1.5.2-6.e17.x86_64.rpm | 92 kB  00:00
(3/5): httpd-tools-2.4.6-17.217.x86_64.rpm | 76 kB 00:00
(4/5) 1 mailcap-2.1.41-2.el7.nocarch.rpm | 31 kB 0o:06
(5/5): httpd-2.4.6-17.e17.x86_64. rpm | 1.2 MBE  00:00
Total 4.7 MB/s | 1.4 MB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : apr-1.4.8-3.el7.x86_64 1/5
Installing : apr-util-1.5.2-6.e17.x86 64 2/5
Installing : httpd-tools-2.4.6-17.e17.x86_64 3/5
Installing : mailcap-2.1.41-2.el7.noarch 4/5
Installing : httpd-2.4.6-17.el7.x86_64 5/5
File Edit View Search Terminal Help File Edit View Search Terminal Help
[root@lady3jane ~1# yum -y install httpd wgetD
Transaction Summary
Install 1 Package (+4 Dependent packages)
Total download size: 1.4 M
Installed size: 4.3 M
Downloading packages:
(1/5): apr-1.4.8-3.el7.x86_64.rpm | 183 kKB 00:00
(2/5): apr-util-1.5.2-8.e17.x86_84.rpm | 92 kB [clccic]
(3/5): httpd-tools-2.4.6-17.e17.x86_64.rpm | 76 kB 00:00
(4/5): httpd-2.4.6-17.e17.x86_64.rpm | 1.2 MB  00:00
(5/5): mailcap-2.1.41-2.el7.nocarch.rpm | 31 kB 0p:00
Total 5.7 MBfs | 1.4 MB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : apr-1.4.8-3.el7.x86_64 1/5
Installing : apr-util-1.5.2-6.e17.x86 64 2/5
Installing : httpd-tools-2.4.6-17.e17.x86_64 3/5
| Installing : mailcap-2.1.41-2.e17.noarch 4/5
Installing : httpd-2.4.6-17.e17.x86_64 [ 1 5/

Q. redhat.



Install httpd and wget on all the nodes

* Confirm that httpd is disabled - we want it started by the cluster
software, not at boot time!

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

N
root@hideo:~

File Edit WView Search Terminal Help

[root@hideo ~]# systemctl status httpd

httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled)
Active: inactive (dead)

[ root@hideo ~]# []

Q. redhat.



Configure the Apache service

* For testing, echo the hostname into index.html on each node:
* hostname > /var/www/html/index.html

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

[=][B][

'ruot@hideu:"

File Edit w  Searc Terminal Help

[root@neurcmancer ~]# # iSCSI target - don't install anything else here
[ root@neuromancer ~]1#

File Edit View Search Terminal Help

[ root@hideo ~]# hostname = Jvar/www/html/index.html
[root@hidec ~]# cat /var/www/hitml/index.html
hideo.tc.redhat.com

[root@hidec ~]# []

[=l(=x]

root@maelcum:~

[Foot@iady3jane:= T
File Edit <

[root@lady3jane ~]# hostname = /var/www/html/index.html
[root@lady3jane ~]# |:|

Terminal Help

File Edit

[ root@maelcum ~]#
[ root@maelcum ~]#

ch  Terminal Help
hostname = /var/www/html/index.html

Q. redhat.



Enable Apache monitoring

cat > /etc/httpd/conf.d/status.conf << EOF
<Location /server-status>
SetHandler server-status
Order deny,allow
Deny from all
Allow from 127.0.0.1
</Location>
EOF

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~

File Edit View Search Terminal Help
root@hideo ~]# cat = [EdFigiadslsFisIah s ESR-IU=0elslal] << ECF
=l ocation /server-status=

[
=
= SetHandler server-status
= Order deny,allow
-
=

Ceny fTrom all
Alow from 127.0.0.1
= =/lLocation=
= EOF
[root@hideo ~]# cat /fetc/httpd/conf.d/status.conf
=Location /server-status=
SetHandler server-status
Order deny,allow
Dany fTrom all
A low from 127.0.0.1
=/Location=
[ root@hideo ~]# []

Q. redhat.



Configure the Apache service

* Choose Add

* Choose Open Cluster Framework (OCF) heartbeat
Class/Provider

* Choose the apache type
* Give it a Resource ID (friendly name)

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration - Mozilla Firefox
File Edit View History Bookmarks Tools Help
M Pacemaker/Corosync Configura... ”-ﬂ- |

@ https://hideo.tc.redhat.com: 2 224/managec/summit/main#/resources/summit-apache

& Most Visited¥ EhZimbra EJRHN Satellite - SignIn @My Account Snapshot &) Marriott Hotel Search... ®aSearch Home

Add Resource

(STl ocf heartbeat

Description: Manages an Apache Web server instance @

Resource Group:
Clone: [ ]
Master/Slave: [ ]
Disabled: [ ]

SEENwAIB)  Summit-apache

» Optional Arguments:

ravel Solutions Portal

#redhat #rhsummit

Q. redhat.



File Edit View History Bookmarks Tools Help

|!Pacemaker;‘C0rosync Configura... || + |

Lo a8 redhat.com @ & v |Bv Q J o &
[ Most Visitedv EhZimbra EJRHN Satellite - SignIn @ My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [_iTravel Solutions Portal >

HIGH AVAILABILITY Cluster: summit ¥ hacluster »
L MANAGEMENT
NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS
RESOURCES
Remove Add Create Group Edit Resource
NAME TYPE
summit-apache  ocfheartbeatapache  » Edit Resource summit-apache
summit-ip ocf:heartheat:|Paddr2

summit-apache Funning

« Enable € Disahle ¢ Cleanup X Remove

Current Location: maelcum.tc.redhatcom

Resource Location Preferences ()

Hode Score Remove

HONE
Add

Resource Ordering Preferences (0)

#tredhat #rhsummit ‘ redhat.




root@hideo:~ . =| = |I

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with quorum
Version: 1.1.10-27.217-368c726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maglcum.tc.redhat.com ]

Full list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocf::heartbeat:IPaddrz) : Started hideo.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started maelcum.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hideo ~]# ||

#redhat #rhsummit

Q. redhat.



Wait, what?

* You see anything wrong with this picture?

#redhat #rhsummit ‘ redhat.



root@hideo:~ i, M-l |I

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with quorum
Version: 1.1.10-27.e17-36Bc726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

Full list of rescources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com

summit-ip (ocf::heartbeat:IPaddr?) : Started hideo.tc.redhat.com

summit-apache (ocf::heartbeat:apache): Started maefcum.tc.redhat.com
]

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat . .com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hideo ~]# ||

#redhat #rhsummit

Q. redhat.



Problem loading page = Mozilla Firefox . = =] x|

File Edit View History Bookmarks Tools Help

H!PacemakerlCorosync Config... u . Problem loading page ® u + |
¢+ | @ 172.31.100.250 v@| % v [Bv Google Q & o @
i Most Visitedv EhZimbra [EJRHN Satellite - SignIn @My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

:,E Unable to connect
Firefox can't establish a connection to the serverat 172.31.100.250.
B The site could be temporarily unavailable or too busy. Try againin a few moments.

m [f you are unable to load any pages, check your computer's network connection.

B |f your computer or network is protected by a firewall or proxy, make sure that Firefox
is permitted to access the Web.

Try Again

#redhat #rhsummit ‘ redhat.



(PO -
Mozilla Firefox . = =]

File Edit View History Bookmarks Tools Help

IJ!Pacemaker!Corosync Config... u http://maelcum.tc.redhat.com/ || + |

‘{f‘*“‘ @ maelcum. tc.redhat.com v @ - Vv V Google Q @ iy f:,-)
5 Most Visited ¥ Zimbra RHMN Satellite - Sign In My Account Snapshot  &¥Marriott Hotel Search... ®aSearch Home {_Travel Solutions Portal £
9 ki P £

maelcum.tc.redhat.com

#redhat #rhsummit ‘ redhat.



We need to set two resource features

* Resource Ordering Preferences
* Resource Colocation Preferences

#tredhat #rhsummit ‘ redhat.



Resource Ordering Preferences

* Choose the summit-ip resource

* Go to Resource Ordering Preferences

* Add in the resource summit-apache

*  Set summit-apache to start after summit-ip
* Click add

#tredhat #rhsummit ‘ redhat.



e ———
Pacemaker/Corosync Configuration = Mozilla Firefox

==X

File Edit View History Bookmarks Tools Help

IJ!PacemakerICorosync Configura... || + |

E:Zimbra EJRHN Satellite - SignIn @My Account Snapshot &YMarriott Hotel Search...

[summit-ip

#35earch Home

v@ % v Bv Google

{iTravel Solutions Portal

aQ & @ &

53

summit-apache  ocf:heartbeat:apache

summit-ip

& | & https://hideo.tc.redhat.com: 2224 /managec/summit/main#/resourc
f&5 Most Visited ¥
Remove Add Create Group
O NAME TYPE

ocf:heartheat:IPaddr2 »

Edit Resource summit-ip

summit-ip Funning
« Enable o Disable  Cleanup X Remove
Current Location: hideo.te.redhat.com
Resource Location Preferences (0)
Resource Ordering Preferences (0)
Resource Before/After Score Remove
MOME

summit-apache After v Add
Resource Colocation Preferences (0)
Resource Together/Apart Score Remove
MOME

Edit Resource

#redhat #rhsummit

Q. redhat.



rPat:emaIcer.“(:nrt:vsym: Configuration = Mozilla Firefox

EEE|
File Edit View History Bookmarks Tools Help

IJ!PacemakerICorosync Configura... ll + |

& | & https://hideo.tc.redhat.com: 22 24/managec/summit/main##/resources/summit-ip v@ % v Bv Google Q @ iy &
i Most Visitedv EhZimbra [EJRHN Satellite - SignIn @My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

Remaove Add Create Group Edit Resource
(] NAME TYPE

) summit-apache  ocf:heartbeat:apache Edit Resource summit-ip
- summit-ip ocf:heartbeat:IPaddr2 ~ »
summit-ip Funning
« Enable o Disable  Cleanup X Remove
Current Location: hideo.te.redhat.com
Resource Location Preferences (0)
Resource Ordering Preferences (1)
Resource Before/After Score Remove
summit-apachs Starts after summit-ip X
After v Add
Resource Colocation Preferences (0)
Resource Together/Apart Score Remove
MOME

#redhat #rhsummit

Q. redhat.



Resource Colocation Preferences

* Choose the summit-apache resource

* Choose Resource Colocation Preferences

* Enter summit-ip and set it to start together with summit-apache
* Click add

#tredhat #rhsummit ‘ redhat.



e ———
Pacemaker/Corosync Configuration = Mozilla Firefox

==X

File Edit View History Bookmarks Tools Help
IJ!PacemakerICorosync Configura... || + |

&-° | @ https

/hideo.tc.redhat.com: 2224 /managec/summit/main#/resourc

& Most Visitedv EhZimbra [EJRHN Satellite - SignIn @My Account Snapshot 4YMarriott Hotel Search... ®aSearch Home

ummit-apache

v@ % v Bv Google

{iTravel Solutions Portal

aQ & @ &

53

Remove Add Create Group
NAME TYPE
summit-apache

summit-ip ocf:heartbeat IPaddr2

ocf:heartbeat:apache [ 2

Edit Resource summit-apache

summit-apache Funning
« Enable o Disable  Cleanup X Remove
Current Location: maelcum.teredhat.com
Resource Location Preferences (0)
Resource Ordering Preferences (1)
Resource Colocation Preferences (0)
Resource Together/Apart Score Remove
MOME
summit-ip Together ¥ Add

Resource Meta Attributes (0)

Edit Resource

#redhat #rhsummit

Q. redhat.



L i e L L = |-
Pacemaker/Corosync Configuration - Mozilla Firefox . = =] x|

File Edit View History Bookmarks Tools Help

IJ!PacemakerICorosync Configura... || + |

& | & https://hideo.tc.redhat.com: 2224 /managec/summit/main##/resources/summit-apache v@ % v Bv Google Q @ iy &
i Most Visitedv EhZimbra [EJRHN Satellite - SignIn @My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »
Remove Add Create Group Edit Resource

NAME TYPE

summit-apache  ocf:heartbeat:apache  » Edit Resource summit-apache
summit-ip ocf:heartbeat IPaddr2

summit-apache Funning

« Enable o Disable  Cleanup X Remove

Current Location: maelcum.te.redhat.com

Resource Location Preferences (0)
Resource Ordering Preferences (1)

Resource Colocation Preferences (1)

Resource Together/Apart Score Remove
summit-ip Together IMFIMITY X
Together ¥ Add

Resource Meta Attributes (0)

#redhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~ . =| = |I

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with quorum
Version: 1.1.10-27.217-368c726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maglcum.tc.redhat.com ]

Full list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocf::heartbeat:IPaddrz) : Started hideo.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started hideo.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hideo ~]# ||

Q. redhat.



BICIE]

File Edit View History Bookmarks Tools Help

H! Pacemaker/Corosync Config... “ {ihttp://172.31.100.250/ b4 || % |
¢- | @ 172.31.100.250 v©| % v [Bv Google Q ¢ @ @
[ Most Visitedv  EhZimbra EJRHN Satellite - Sign In @ My Account Snapshot & NMarriott Hotel Search... ®aSearch Home [ Travel Solutions Portal »

hideo.tc.redhat.com

#redhat #rhsummit ‘ redhat.



Apache Monitoring

* Go into the summit-apache resource and choose Optional
Arguments

* Because we set up monitoring, use the URL we defined -
http://localhost/server-status

#tredhat #rhsummit ‘ redhat.



o e T
Pacemakerﬂ:orosync Conﬁguration - Mozilla Firefox -

==X

File Edit View History Bookmarks Tools Help
IJ!Pacemaker!Corosync Configura... || + |

& | a https /summit-apache vG| & v B Google

//hideo.tc.redhat.com: 2224 /managec/summit/main#/resource

i Most Visitedv EhZimbra EJRHN Satellite - Sign In @My Account Snapshot &)Marriott Hotel Search... ®aSearch Home { }Travel Solutions Portal

Q¥ @ @

3

configfile configuration file path

hitpd httpd binary path

port httpd port

statusurl http:ilocalhost'server-status
testregex moniter regular expression
client http client

testurl test url

testregex10 extended monitor regular expression

testconffile test configuration file

testname testname

options command line options

envfiles environment settings files

use_ipve use ipvé with http clients
Apply Changes

#redhat #rhsummit

Q. redhat.



Test Apache

* You can kill the httpd process to test that it gets restarted

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

————
root@hideo:~

File Edit View Search Terminal Help

[root@hideo ~]# ps ax | grep httpd

9@39 7 Ss @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

o9p43 7 S @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

o9@45 7 S @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

op47 7 S @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

o9p49 7 S @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

@52 7 S @:00 /sbin/httpd -DSTATUS -f
PidFile /wvar/run//httpd.pid

9315 pts/0 S+ @:00 grep --color=auto httpd
[root@hideo ~]1# pkill -9 httpd

[root@hideo ~]# ps ax | grep httpd

9514 pts/0 S+ @:00 grep --color=auto httpd
[root@hideo ~1# []

fetc/httpd/conf/httpd
fetc/httpd/conf/httpd

fetc/httpd/conf/httpd

fetc/httpd/conf/httpd.
fetc/httpd/conf/httpd.

fetc/httpd/conf/httpd.

.conf

.conf

.conf

cont

cont

cont

Q. redhat.



Mar 24 11:29:23 hideo.tc.redhat.com apache(summit-apache)[11054]:

INFO: apache not running

Mar 24 11:29:23 hideo.tc.redhat.com crmd[2106]: notice:

process_lrm_event: LRM operation summit-apache_monitor_10000

(call=68, rc=7, cib-update=54, confirmed=false) not running

Mar 24 11:29:23 hideo.tc.redhat.com attrd[2103]: notice:

attrd_cs_dispatch: Update relayed from maelcum.tc.redhat.com

Mar 24 11:29:23 hideo.tc.redhat.com attrd[2103]: notice:

attrd_trigger_update: Sending flush op to all hosts for: fail-count-summit-
O ()

Mar 94 11:99:92 hiden te redhat com attrd[21021: notice: D rednat



#redhat #rhsummit

N —
root@hideo:~

File Edit View Search Terminal Help

[root@hideo ~]# ps ax | grep httpd
21426 7 Ss @:00 /sbin/httpd
PidFile /var/run//httpd.pid

21430 ? S 0:00 /sbin/httpd
PidFile /fvar/run//httpd.pid

21432 7 S 0:00 /sbin/httpd
PidFile /fvar/run//httpd.pid

21433 7 S @:00 /sbin/httpd
PidFile fvar/run//httpd.pid

21435 7 S @:00 /sbin/httpd
PidFile Jvar/run//httpd.pid

21439 ? S 0:00 /sbin/httpd
PidFile /var/run//httpd.pid

-DSTATUS

-DSTATUS

-DSTATUS

-DSTATUS

-DSTATUS

-DSTATUS

21558 pts/0 S+ @:00 grep --color=auto httpd

[root@hideo ~]# []

/etc/httpd/conf/httpd

/etc/httpd/conf/httpd

/etc/httpd/conf/httpd.

/etc/httpd/conf/httpd.

/etc/httpd/conf/httpd

/etc/httpd/conf/httpd

.conf

.conf

conf

cont

.conf

.conf

Q. redhat.



Resource Location Preferences

* You can also set up host affinity via Resource Location
Preferences

* Add each of the hosts you want to run the service on and add a

score. The higher the score, the more likely the service is to
run on that node.

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration - Mozilla Firefox
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File Edit View History Bookmarks Tools Help

IJ!PacemakerlCorosync Configura... ” + |

Most Visited v

summit/main#/resourc

& https://hideo.tc.redhat.com:2224/manag

fsummit-ip

EAZimbra EgRHN Satellite - Sign In @ My Account Snapshot #¥Marriott Hotel Search...
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#3 Search Home

i_iTravel Solutions Portal
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»

Remove Add Create Group

NAME TYPE
summit-apache  ocf:heartheat apache

summit-ip ocf:heartbeat IPaddr2 »

Edit Resource summit-ip
summit-ip
v Enable

© Disable  Cleanup

Current Location: hideo.tc.redhatcom

Resource Location Preferences (0)

Funning

X Remove

Hode Score Remove
MONE
hideo tc.redhatcom 10 Add

Resource Ordering Preferences (1)

Resource Colocation Preferences (1)

Resource Meta Attributes (O)

Edit Resource

#redhat #rhsummit

Q. redhat.



#redhat #rhsummit

root@hideo:~ i = =) 3¢ |I

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with guorum
Version: 1.1.10-27.e17-368c726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com ladyZjane.tc.redhat.com maglcum.tc.redhat.com ]

FUull list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocT::heartbeat:IPaddrz) : Started hideo.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started hideo.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hidec ~]# ||

Q. redhat.



T
Mozilla Firefox - II

File Edit View History Bookmarks Tools Help

I|!F’acemakerr‘€orosync Config... u http://172.31.100.250/ ® H % |
= | @172.31.100.250 v@| & v [Bv coogle Q & o &
[ Most Visitedv  EhZimbra EJRHN Satellite - SignIn @My Account Snapshot &¥Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

hideo.tc.redhat.com

#redhat #rhsummit ‘ redhat.
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Pacemakerﬂ:orosync Conﬁguration - Mozilla Firefox -
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File Edit View History Bookmarks Tools Help
IJ!Pacemaker!Corosync Configura... || + |

& | a https://hideo.tc.redhat.com: 22 24/managec/summit/main#/resources/summit-ip

v@| % v |Bv Google Q @ @ @

NAME TYPE
summit-apache  ocf:heartbeat:apache

summit-ip ocf::heartbeat:IPaddr2

i Most Visitedv EhZimbra EJRHN Satellite - Sign In @My Account Snapshot &)Marriott Hotel Search... ®aSearch Home { }Travel Solutions Portal »
Remove Add Create Group

Edit Resource

Edit Resource summit-ip

summit-ip Running

v Enahle 0 Disable & Cleanup % Femove

Current Location: hideo tc.redhat.com

Resource Location Preferences (2)

Hode Score Remove

hideo tc redhat.com 10 X

lady3jane tc redhat.com 20 x
Add

Resource Ordering Preferences (1)

Fesource Colocation Preferences (1)

Resource Meta Attributes (0)

#redhat #rhsummit

Q. redhat.



root@hideo:~ ity == |I

File Edit WView Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with quorum
Version: 1.1.10-27.e17-368Bc726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

Full list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocT::heartbheat:IFaddr?) : Started lady3jane.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started lady3jane.tc.redhat.com

FPCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maslcum.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hideo ~]# ||

#redhat #rhsummit

Q. redhat.



e e = e e L
Mozilla Firefox -

==l X

File Edit View History Bookmarks Tools Help
IJ!PacemakerfCorosync Config... “[:} http://172.31.100.250/ b4 ” % |

<o | @ 172.31.100.250 v G| & v [B Google
] Most Visitedv  EhZimbra EgJRHN Satellite - SignIn @ My Account Snapshot &)Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal

lady3jane.tc.redhat.com

Q& @ @

b3

#redhat #rhsummit

Q. redhat.
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»

summit-ip

« Enable @ Disable @ Cleanup X

Current Location: lady3jane tc.oredhat.com

Resource Location Preferences (3)

Hode Score
hideo tc redhat .com 10
lady3jane tc.redhat.com 20
maglcum tc.redhat.com 30

Resource Ordering Preferences (1)

Fesource Colocation Preferences (1)

Funning

Remaove

Remove
X
X
x

Add

Femove Add Create Group Edit Resource
NAME TYPE
M summit-apache  ocf:heartbheat:apache Edit Resource summit-ip
- SUMMmit-ip ocf:heartbeat:IPaddr2 [ 3

#redhat #rhsummit

Q. redhat.



#redhat #rhsummit

root@hideo:~ . - E

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with guorum
Version: 1.1.10-27.e17-368Bc726

3 MNodes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maslcum.tc. redhat.com ]

Full 1ist of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocf::heartbeat:IFaddr?) : Started maelcum.tc.redhat.com
summit-apache (ocTf::heartbeat:apache): Started maelcum.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
Lady3jane . tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

[ root@hideo ~]# ||

Q. redhat.
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File Edit View History Bookmarks Tools Help

Il!Pacemakerr‘Corosync Config... || http://172.31.100.250/

&= | @ 172.31.100.250

maelcum.tc.redhat.com

x [+

W
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[E Most Visited ¥ Zimbra EgRHN Satellite - Sign In @My Account Snapshot  &MMarriott Hotel Search... ®aSearch Home [ iTravel Selutions Portal
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#redhat #rhsummit

Q. redhat.



To force a service to a host

* Use a score of INFINITY

#tredhat #rhsummit ‘ redhat.



0
Pacemaker/Corosync Configuration - Mozilla Firefox -

==l X

File Edit View History Bookmarks Tools Help

IJ!PacemakerfCorosync Configura... ” + |

Most Visited v

& https://hideo.tc.redhat.com: 2224/managec/summit/main#/resourc

fsummit-ip

E}Zimbra EJRHN Satellite - Sign In @ My Account Snapshot &) Marriott Hotel Search...
9 by p

#4 Search Home

V'@ J;R v V Google

Q& @ @

i Travel Solutions Portal »

Eemove Add Create Group

NAME TYPE
summit-apache  ocfiheartbeat:apache

summit-ip

ocf:heartheat:|Paddr2 »

Edit Resource summit-ip

summit-ip
v Enable € Disabhle @ Cleanup X
Current Location: hiceo tc.redhat.com
Resource Location Preferences (3)
Hode Score
lady 3jane to.redhat com 20
maelcum tc redhat.com 30
hideo tcredhat.com IMFIMITY

Resource Ordering Preferences (1)

Resource Colocation Preferences (1)

Edit Resource

Funning

Remove

Remove
X
X
x

Add

#redhat #rhsummit

Q. redhat.



#redhat #rhsummit

root@hideo:~ i =|(=] |I

File Edit View Search Terminal Help

Current DC: maglcum.tc.redhat.com (3) - partition with quorum
Version: 1.1.10-27.e17-36Bc726

3 Modes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

FUll 1list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocT::hearthbeat:IFaddr?) : Started hideo.tc.redhat.com
summit-apache (ocf::heartbeat:apache] : Started hideo.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maslcum.tc.redhat.com: Online

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[ root@hideo ~]1# ||

Q. redhat.



T
Mozilla Firefox - II

File Edit View History Bookmarks Tools Help

I|!F’acemakerr‘€orosync Config... u http://172.31.100.250/ ® H % |
= | @172.31.100.250 v@| & v [Bv coogle Q & o &
[ Most Visitedv  EhZimbra EJRHN Satellite - SignIn @My Account Snapshot &¥Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

hideo.tc.redhat.com

#redhat #rhsummit ‘ redhat.



To offline a host

* Go to Nodes
* Choose the host
* Choose “Stop”

#tredhat #rhsummit ‘ redhat.



oy

File Edit View History Bookmarks

Most Visited ¥

Tools

|!Pacemaker;‘C0rosync Configura... || + |

redhat.com

EZimbra EJRHN Satellite - SignIn @My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »

Help

HIGH AVAILABILITY  Cluster: summit ¥

Wg- | MANAGEMENT

NODES

NODES
Femove Add
hideo tc redhat.com
lady3jane tc.redhat.com

maelcum tc.redhat.com

RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS

Edit Node hideotc.redhat.com

hideo.tc.redhat.com

C'stat @ Stop G Restart @ Standby  g#* Configure Fencing
Mode 1D: Uptime: 0 days, 04:17:13

Cluster Daemons

HAME STATUS

pacemaker Stopped (Enabled)

Stopped (Enabled)

FEunning (Enabled)

hacluster v

Edit Node

Facemaker Mot Connected
Corosync Mot Connected

#redhat #rhsummit

Q. redhat.



#redhat #rhsummit

root@maelcum:~ e ™l

File Edit WView Search Terminal Help

Version: 1.1.10-27.el7-368c726
3 MNodes configured
3 Resources configured

Online: [ lady3jane.tc.redhat.com maglcum.tc.redhat.com ]
OFFLINE: [ hidec.tc.redhat.com ]

Full list of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocf::heartbeat:IPaddr2) : Started maelcum.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started maelcum.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

[ root@maelcum ~]1# ||

Q. redhat.



To online a host

* Go to Nodes
* Choose the host
* Choose “Start”

#tredhat #rhsummit ‘ redhat.



File Edit View Tools

History Bookmarks Help
|!Pacemakerr’Corosync Configura... || % |
L | & redhat.com v@&@| % v Bv qQ < W &

[E Most Visitedv  EAhZimbra EJRHN Satellite - Sign In @My Account Snapshot  &¥Marriott Hotel Search... ®aSearch Home { [Travel Solutions Portal »

HIGH AVAILABILITY Cluster: summit ¥ hacluster v
N MANAGEMENT
NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS
NODES
Remaove Add

Edit Node
hideo tc.redhat.com >

ne tc.redhat.com Edit Node hideo.te.redhat.com

aelcum tc.redhat.com

hideo.tc.redhatcom

C'sStat €@ Stop  C Restart @ Standby  J¥ Configure Fencing

Mode ID: 1 Uptime: 0 days, 04:20:59

Cluster Daemons

HAME STATUS

pacemaker Running (Enabled)
Funning (Enabled)
Funning (Enabled)

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

root@hideo:~ it ™Il

File Edit View Search Terminal Help

Current DC: maelcum.tc.redhat.com (3) - partition with gquorum
Version: 1.1.10-27.el7-368c726

3 Modes configured

3 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

Full 1ist of resources:

summit-wti (stonith:fence wti): Started lady3jane.tc.redhat.com
summit-ip (ocf::hearthbeat:IPaddrZ) : Started maelcum.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started maglcum.tc.redhat.com

PCSD Status:
hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

[ root@hideo ~]# ||

Q. redhat.



To reboot a host

* Go to Nodes
* Choose the host

* Choose “Restart”

* Note: this will execute a controlled reboot within the OS (shutdown -r
now), not a fencing event

#tredhat #rhsummit ‘ redhat.



CONFIGURE DISTRIBUTED ®
LOCK MANAGEMENT

#redhat #rhsummit



Enable distributed lock management

* Create a new ocf:pacemaker class resource of controld

* Check the box for “clone” - we want this service cloned across
all the nodes

* Give it a Resource ID - in this case, summit-dim
* After a few seconds it should start and turn green

#tredhat #rhsummit ‘ redhat.



File Edit View History Bookmarks Tools Help

|!Pacemakerr’Corosync Configura... || %+ |
Lo | & redhat.com v&| % v Bv qQ —l\_/L

[ Most Visitedv  EhZimbra EJRHN Satellite - SignIn - @ My Account Snapshot &) Marriott Hotel Search... <aSearch Home [ iTravel Solutions Portal »

HIGH AVAILABILITY  Cluster: summit ¥ hacluster +
L MANAGEMENT
NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS
RESOURCES
FEemaove Add Create Group Edit Resource
NAME TYPE
summit-apache ocf:heartbeat:apache Edit Resource summit-dim
summit-dlim (Clone)  ocfipacemaker:controld »
summit-ip ocfrheartbeat:IFaddr2 summit-dim Funning

« Enable € Disable C Cleanup X Pemove

Current Location: hideo tc.redhat.com, lady3jane tc.redhat.com, maelcum.tc.redhat.com

Fesource Location Preferences (0)

Hode Score Remove

MOME

Add

Resource Ordering Preferences (0)

#tredhat #rhsummit ‘ redhat.



Enable distributed lock management

* You can also make sure the dlm_controld process is running on
all nodes

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

File

1552
1576
1577
1578
1580
1757
1758
1760
1763
1764
1765
1967
1962
15963
2349
2382
2385
2426
3428
3475
3477
5753
6321

Edit

!
root@hideo:~

-

ts/0

e N B I B N B I W N N N I W ECN I EEN RN RS |

-

pts/0

Ss
S

S=
S=
S=
Ss
Ss
Ss
Ss
Ss
Ss
Ss
S

S

S

Ss

R+

[ root@hideo ~]# ||

L TR o s T s s T s o IR s R o R I s R o I o QR I o s QR o QR o I s o

View Search Terminal Help
G0
G0
G0
G0
G0
(@1
 C1E]
G0
G0
G0
G0
G0
G0
160
G0
G0
(60
G0
G0
G0
G0
G0
G0

fusr/sbin/pacemakerd -f
[scsi eh 8]

[scsi_tmf 8]

[iscsi g 8]

[scsi wqg 8]
fusr/libexec/pacemaker/cib
/usr/libexec/pacemaker/stonithd
fusr/libexec/pacemaker/1 rmd
fusr/libexec/pacemaker/attrd
Jusr/Libexec/pacemaker/pengine
fusr/libexec/pacemaker/crmd
fusr/libexec/postfix/master -w
pickup -1 -t unix -u

gmgr -1 -t unix -u
[kworker/5:0]

sshd: root@pts/0

-bash

[kworker/4:1]

[kworker/0:0]

[kworker/ulG:0@]

[kworker/4:2]

dlm cont rol detsRCEEr-at

ps ax

Q. redhat.



CONFIGURE DISTRIBUTED ®
LOGICAL VOLUME MANAGEMENT

#redhat #rhsummit



Enable Clustered Logical Volume Management

* Add an ofc:heartbeat Class/Provider for clvm
* Set it as cloned - we want this running on all nodes
* Give it a Resource ID - In this case, summit-clvmd

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration - Mozilla Firefox
File Edit View History Bookmarks Tools Help
M Pacemaker/Corosync Configura... |J + |

Irces

& https://hideo.tc.redhat.com: 4/managec/summit/main#/re

[ Most Visited» EhZimbra EJRHN Satellite - Sign In @My Account Snapshot Marriott Hotel Search... #35earch Home Travel Solutions Portal

Add Resource

Class/Provider [ESEIEEREES

Description: civmd @
Fesource Group:
Clone: e
Master/Slave: ]
Disabled:

Resource ID

» Optional Arguments:

Create R

#redhat #rhsummit

Q. redhat.



File Edit View History Bookmarks Tools

Help
|!Pacemaker;‘Corosync Configura... || + |

I redhat.com v@l & v B- Q _\F/L &
[ Most Visitedv  EhZimbra EJRHN Satellite - Sign In @ My Account Snapshot & NMarriott Hotel Search... ®aSearch Home [ Travel Solutions Portal »

HIGH AVAILABILITY Cluster: summit ¥ hacluster «
- MANAGEMENT
NODES RESOURCES FENCE DEVICES CLUSTER PROPERTIES MANAGE CLUSTERS
RESOURCES
Femove Add Create Group Edit Resource
NAME TYPE
summit-apache ocf:heartbeat:apache Edit Resource summit-elvmd
summit-clvmd (Clone)  ocf:heartbeat:clvm >
summit-dim (Clone) ocf::pacemaker:controld summit-clmd Running
summit-ip ocfheartbeat:IPaddr2

+ Enable Q Disable & Cleanup X Pemove

Current Location: hideo tc.redhat.com, lady3jane tc.redhatcom, maelcum.teredhat.com

Resource Location Preferences (0)

Hode Score Remove

MORE
Add

Resource Ordering Preferences (0)

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

!
root@hideo:~

File Edit Wiew Search Terminal Help
[root@hideo ~]# ps ax|grep lvm

333 7 Ss @:00 fusr/sbin/lvmetad -f
BBO1 7 SLsl @:00 fusr/sbin/clvmd -T90
9489 pts/0 S+ @:00 grep --color=autoc lvm

[root@hideo ~]# []

Q. redhat.



CONFIGURE CLUSTERED ®
LOGICAL VOLUME MANAGEMENT

#redhat #rhsummit



Change locking_type from 1 to 3 in /etc/lvm/lvm.conf

* |lvmconf --enable-cluster

#tredhat #rhsummit ‘ redhat.



[ —
root@hideo:~ . E E Ii

File Edit View Search Terminal Help

[root@hideo ~]# grep locking type /etc/Llvm/Lvm.conf
# supported in clustered environment. If use lvmetad=l and locking type=3
locking_type =1
# NB. This option only affects locking type = 1 viz. local file-based
# The external locking library to load if locking type is set to 2.
# supported in clustered environment. If use lvmetad=l and locking type=3
[ root@hidec ~]1# Lvmconf --enable-cluster
[root@hideo ~]# grep locking type /etc/lvm/lvm.conf
# supported in clustered environment. If use lvmetad=1l and locking type=3
locking type = 3
# NB. This option only affects locking type = 1 viz. local file-based
# The external locking library to load if locking type is set to 2.
# supported in clustered environment. If use lvmetad=1l and locking type=3
[ root@hideo ~]# []

#redhat #rhsummit

Q. redhat.



Note About the LVM Metadata Cache Daemon (lvmetad)

* From lvmetad(8): lIvmetad is a metadata caching daemon for
LVM. The daemon receives notifications from udev rules (which
must be installed for LVM to work correctly when lvmetad is in
use). Through these notifications, Ilvmetad has an up-to-date
and consistent image of the volume groups available in the
system.

* From /etc/lvm/lvm.conf: Don't use Ivmetad with locking type 3
as lvmetad is not yet supported in clustered environment. If
use lvmetad=1 and locking_type=3 is set at the same time,
LVM always issues a warning message about this and then it

automatically disables lvmetad use.
#tredhat #rhsummit ‘ redhat.



Note About the LVM Metadata Cache Daemon (lvmetad)

* Change use Ivmetad =1 to use Ivmetad =0

* perl -pi.orig -e 's/use_lvmetad = 1/use Ivmetad = 0/'
[etc/lvm/lvm.conf

#tredhat #rhsummit ‘ redhat.



[ — g
root@hideo:~ . E E I

File Edit View Search Terminal Help
[rooct@hideo ~]# perl -pi.orig -e 's/use lvmetad = 1/use lvmetad = 0/' Jfetc/lvm/1

vm.conf
[root@hideo ~]# diff Jetc/lvm/lvm.conf Jfetc/Tvm/Tvm.conf.orig

665c665
= use lvmetad = 0O
= use lvmetad =1

[root@hideo ~]# []

#redhat #rhsummit ‘ redhat.



CONFIGURE CLUSTERED ®
LOGICAL VOLUME MANAGEMENT

#redhat #rhsummit



Change locking_type from 1 to 3 in /etc/lvm/lvm.conf

* |lvmconf --enable-cluster

#tredhat #rhsummit ‘ redhat.



[ —
root@hideo:~ . E E Ii

File Edit View Search Terminal Help

[root@hideo ~]# grep locking type /etc/Llvm/Lvm.conf
# supported in clustered environment. If use lvmetad=l and locking type=3
locking_type =1
# NB. This option only affects locking type = 1 viz. local file-based
# The external locking library to load if locking type is set to 2.
# supported in clustered environment. If use lvmetad=l and locking type=3
[ root@hidec ~]1# Lvmconf --enable-cluster
[root@hideo ~]# grep locking type /etc/lvm/lvm.conf
# supported in clustered environment. If use lvmetad=1l and locking type=3
locking type = 3
# NB. This option only affects locking type = 1 viz. local file-based
# The external locking library to load if locking type is set to 2.
# supported in clustered environment. If use lvmetad=1l and locking type=3
[ root@hideo ~]# []

#redhat #rhsummit

Q. redhat.



Note About the LVM Metadata Cache Daemon (lvmetad)

* From lvmetad(8): lIvmetad is a metadata caching daemon for
LVM. The daemon receives notifications from udev rules (which
must be installed for LVM to work correctly when lvmetad is in
use). Through these notifications, Ilvmetad has an up-to-date
and consistent image of the volume groups available in the
system.

* From /etc/lvm/lvm.conf: Don't use Ivmetad with locking type 3
as lvmetad is not yet supported in clustered environment. If
use lvmetad=1 and locking_type=3 is set at the same time,
LVM always issues a warning message about this and then it

automatically disables lvmetad use.
#tredhat #rhsummit ‘ redhat.



Note About the LVM Metadata Cache Daemon (lvmetad)

* Change use Ivmetad =1 to use Ivmetad =0

* perl -pi.orig -e 's/use_lvmetad = 1/use Ivmetad = 0/'
[etc/lvm/lvm.conf

#tredhat #rhsummit ‘ redhat.



[ — g
root@hideo:~ . E E I

File Edit View Search Terminal Help
[rooct@hideo ~]# perl -pi.orig -e 's/use lvmetad = 1/use lvmetad = 0/' Jfetc/lvm/1

vm.conf
[root@hideo ~]# diff Jetc/lvm/lvm.conf Jfetc/Tvm/Tvm.conf.orig

665c665
= use lvmetad = 0O
= use lvmetad =1

[root@hideo ~]# []

#redhat #rhsummit ‘ redhat.



CONFIGURE SHARED
STORAGE

#redhat #rhsummit



Create a partition on the ISCSI block device

* Use your favorite partitioning tool. Here, | use fdisk to create a
10G partition

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

FIETE]

File Edit WView Search Terminal Help

[root@hideo ~1# fdisk /dev/sdb
Welcome to fdisk (util-linux 2.23.2).

Command (m for help): n
Partition type:

a axtendead
Select (default pl: p
Partition number (1-4, default 1): 1
First sector (8192-950966319, default
Using default wvalue B152
Last sector, +sectors or +size{k,M,G}
Partition 1 of type Linux and of size

Command (m for help): w
The partition table has been altered!

Syncing disks.

o] primary (0 primary, O extended,

[root@hideo ~1#

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier Gx&24f48bZ.

4 free)

B8192):

(8192-950966319, default 950966319):

10 GiEB 1is set

Calling ioctl() to re-read partition table.

+10GG

Q. redhat.



Log out and back in to discover the partitions on the
other nodes

* Iscsiadm --mode node --targethame ign.2003-01.org.linux-
IScsi.neuromancer.x8664:sn.f63ec35cd646 --portal
neuromancer.tc.redhat.com --logout

* Iscsiadm --mode node --targetname iqn.2003-01.org.linux-
IScsi.neuromancer.x8664:sn.f63ec35cd646 --portal
neuromancer.tc.redhat.com --login

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

gt e . |
EIEE]

File Edit View Search Terminal Help

[roct@lady3jane ~]# cat /proc/partitions
major minor #blocks name

0 976762584 sda

1 512000 sdal

2 16246000 sda2

3 2150400 sda3

16 475483160 sdb

[root@lady3jane ~]1# iscsiadm --mode node --targetname ign.2003-01.org.linux-iscs
i.neuromancer.x8664:sn.f63ec35cdB46 --portal neuromancer.tc.redhat.com --logout
Logging out of session [sid: 1, target: ign.2003-0l.org.linux-iscsi.neurcmancer.
¥8664:5n.f63ec35cdB46, portal: 172.31.100.14,3260]

Logout of [sid: 1, target: ign.2003-01.org.linux-iscsi.neuromancer.xB664:sn.f63e
c35cdB4dE, portal: 172.31.100.14,3260] successful.

[root@lady3jane ~]1# iscsiadm --mode node --targetname ign.2003-01.org.linux-iscs
i.neuromancer.x8664:sn.f63ec35cdE46 - -portal neuromancer.tc.redhat.com --login
Logging in to [iface: default, target: ign.2003-0l.org.linux-iscsi.neuromancer.x
B664 :sn.f63ec35cdB46, portal: 172.31.100.14,3260] (multiple)

Login to [iface: default, target: ign.2003-01.org.linux-iscsi.neurcmancer.xB664:
shn.f63ec3bcdBd6, portal: 172.31.100.14,3260] successful.

[root@lady3jane ~1# cat /proc/partitions

major minor #blocks name

00 0O 0O OO oo

0 976762584 sda
1 512000 sdal
2 10240000 sda2
3 2150400 sda3
16 475483160 sdb
17 10485760 sdbl

[root@lady3jane ~1#

00 0o 00 00 0D O

Q. redhat.



Create a Physical Volume

* pvcreate /dev/sdbl

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

:
root@hideo:~

File Edit View Search Terminal Help

[ root@hideo ~]# pvcreate /dev/sdbl
Physical volume "/dev/sdbl" successfully created
[ root@hideo ~1# []

Q. redhat.



Create a Volume Group

* vgcreate --clustered y vg_summit /dev/sdbl
* Don't forget the “--clustered y” argument!

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

N —
root@hideo:~

File Edit View Search Terminal Help

[root@hidec ~]# vgcreate -c y vg summit /dev/sdbl
Clustered volume group "wg_summit" successfully created
[ root@hideo ~]1# []

Q. redhat.



#redhat #rhsummit

P

EEE]

File Edit Wiew Search Terminal Help
[root@hideoc ~]# vgcreate -c y vg summit /dev/sdbl

Clustered volume group "vg summit" successfully created
[ root@hideo ~1# vgdisplay

--- Volume group ---

VG Name vg_summit

System ID

Format Tvmz

Metadata Areas 1

Metadata Sequence Mo 1

VG Access read/write

VG Status resizable

Clustered yes

Shared no

MAX LV C

Cur LV @

Open LV C]

Max PV @

Cur PV 1

Act PV 1

VG Size 10.08 GiB

PE Size 4.00 MiB

Total PE 2559

Aloc PE / Size CIPNC

Free PE / Size 2559 4 10,00 GiB

VG UUID oFSChbH-kszB - fx9x -AmMF -WiSP-Pgu7 -kQfZ2]
[ root@hideo ~1#

Q. redhat.



Create a Logical Volume

* |vcreate -l 2559 -n Iv_web vg_summit

#tredhat #rhsummit ‘ redhat.



You can use pvs, lvs and vgs to scan LVM components
from the other nodes

* From each node, just run those commands:

* pvs (reports info about physical volumes)
* vgs (reports information about volume groups)
* Ivs (reports information about logical volumes)

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

i T |

T

Yty

File Edit Vie earch  Terminal Help

[root@neuromancer ~]# # iSCSI target - don't install anything else here
[ root@neurcmancer ~]#

File Edit iev earch Terminal Help

[root@hideo ~]# Tlvcreate -1 2559 -n lv_web vg_summit
Logical volume "lv_web" created

[root@hideo ~]# []

T

L

File Edit Vier earch  Terminal Help
[root@Llady3jane ~1# pvs
PV VG Fmt Attr PSize PFree
/fdev/sdbl  vg_summit lvm2 a-- 10.00g [¢]
[root@lady3jane ~1# vgs
VG #PV ELV #SN Attr VSize VFree
vg_summit 1 1 @ wz--nc 10.008g [¢]
[root@lady3jane ~]# lvs
LY VG Attr LSize Pool Origin Data% Move Log Cpy%Sync Conver
T
Tv_web vg_summit -wi-a----- 16.00g

[root@lady3jane ~1# D

——————
root@maelcum:~

File Edit

[root@maelcum ~]# pvs
PV VG Fmt Attr PSize PFree
/dev/sdbl  vg_summit lvm2 a-- 10.00g 18.006g
[root@maelcum ~]# vgs
VG #PV #LV #SN Attr VSize VFree
vg_summit 1 [°] 0 wz--nc 108.80g 108.00g
[root@maelcum ~]# lvs
LV VG Attr LSize Pool Origin Data% Move Log Cpy%Sync Conver

View Search Terminal Help

t
Tv_web vg_summit -wi-a----- 10.08g

[root@maelcum ~]# D

Q. redhat.



Install gfs2-utils

* yum -y install gfs2-utils

#tredhat #rhsummit ‘ redhat.



root@maelcum:~ L EEE‘
File Edit View Search Terminal Help

Installing:
gfs2-utils xB6_64 3.1.6-13.el7 rhel 247 Kk

Transaction Summary

Install 1 Package

Total download size: 247 k

Installed size: 695 k

Downloading packages:

gfsZ-utils-3.1.6-13.e17.x86_64.rpm | 247 KB ©G0:00
Furning transaction check

Furning transaction test

Transaction test succeeded

Furnning transaction

Installing : gfsZ-utils-3.1.6-13.el7.xB6 64 1/1
Verifying : gfsZ-utils-3.1.6-13.el7.xB6 &4 1/1
Installed:

gfsZ-utils.x86 64 0:3.1.6-13.el7

Complete! |
[ root@maelcum ~]1# ||

#redhat #rhsummit ‘ redhat.



Create a GFS2 Filesystem on the Clustered Logical
Volume

* mkfs.gfs2 -| 3 -t summit:gfsO /dev/vg_summit/lv_web

* -] 3is the number of journals - one per node. Extras are fine, too.

* -t summit:gfsO is [clustername]:[fsname]. “summit” is the name of the
cluster we defined, and “gfs0” is the name | gave the filesystem
being created.

* /dev/ivg_summit/lv_web is the block device being formatted. In this
case, a clustered logical volume

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

:
root@hideo:~

File Edit View Search Terminal Help

[root@hideo ~]# mkfs.gfsZ -j 3 -t summit:gfs@ /dev/vg summit/lv_web

/dev/vg_summit/lv_web is a symbolic link to /dev/dm-0
This will destroy any data on /dev/dm-0
Are you sure you want to proceed? [y/nly

Device:

Block size:
Device size:
Filesystem size:
Journals:
Fesource groups:
Locking protocol:
Lock table:

UUID:

[root@hideo ~]# []

/dev/vg_summit/1lv_web

4096

10.00 GB (2620416 blocks)

10.00 GB (2620413 blocks)

3

40

"lock dlm"

"summit:gfsE"
O59505b8-Beef-760e-4b11 -b742bc 916233

Q. redhat.



ADD SHARED STORAGE AS A ®
RESOURCE

#redhat #rhsummit



Create a New Filesystem Resource

* Create a new ofc:heartbeat resource of type Filesystem

* Check the box to clone the resource - we wanted it mounted on
all the servers

* Give it a Resource ID - in this case, “summit-gfsO”

* Define the block device - In this case, the clustered logical
volume “/dev/vg_summit/lv_web”

* Define the filesystem type - in this case, gfs2
* Click “Create Resource”

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration - Mozilla Firefox
File Edit View History Bookmarks Tools Help

M Pacemaker/Corosync Configura... |J + |

a https://hideo.tc.redhat.com: 4/managec/summit/main#/resources/summit-g ®

[ Most Visited» EhZimbra EJRHN Satellite - Sign In @My Account Snapshot Marriott Hotel Search... #35earch Home Travel Solutions Portal

Add Resource

Class/Provider |[mEEERGEELS

Type Filesystem

Description: Manages filesystem mounts @

Fesource Group:

Clone: [ ]

Master/Slave: -
Disabled: |

Resource D

device

directory Mvarfwww/html

» Optional Arguments:

#redhat #rhsummit

Q. redhat.



Pacemaker/Corosync Configuration - Mozilla Firefox

||!Pacemakerr‘€orosync Configura... |J + |

Lo | redhat.com

RESOURCES
Femove Add
NAME

summit-apache

summit-chvmd (Clone)
summit-dim (Clone)
summit-gfs0 (Clone)

summit-ip

File Edit View History Bookmarks Tools Help

[ Most Visitedv  EAZimbra EJRHN Satellite - Sign In @My Account Snapshot  #)Marriott Hotel Search...
NODES

RESOURCES

Create Group

TYPE
ocf::heartbeat:apache
ocf::heartbeat:clvm
ocf:pacemaker:controld
ocfheartbeat Filesystem

ocfiheartbeat|Paddr2

FENCE DEVICES

CLUSTER PROPERTIES

Edit Resource summit-gfs0O
summit-gfs0

« Enable @ Disable  Cleanup X

Current Location:

Resource Location Preferences (0)
Hode Score
MOHE

Resource Ordering Preferences (0)

Resource

[k IE
—

Before/After Score

& v B> Google

#3Search Home [ Travel Solutions Portal

MANAGE CLUSTERS

Funning

Ren

hideo tc.redhat.com, lady3jane tc.redhat.com, maelcum tc.redhat.com

Remove

Add

Remove

#redhat #rhsummit

Q. redhat.



The GFS2 Mountpoint Should Be Visible on All Nodes

* Run “mount | grep gfs2” on each node

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

T

it

[=1=1i]

=3 x|

[ root@neuromancer ~]# # 1SCSI target - don't install anything else here
[ root@neuromancer ~]#

T

- [=l[=][x]

[root@lady3jane ~]# mount | grep gfs2
/dev/mapper/vg_summit-lv_web on /var/www/html type gfs2 (rw,relatime,seclabel)
[root@lady3jane ~1# |:|

/dev/mapper/vg_summit-Tv_web on fvar/www/html type gfs2 (rw,relatime,seclabel)
[root@hideo ~]% []

—
root@maelcum:~

File Edit View Search Terminal Help
[root@maelcum ~]# mount | grep gfs2

/dev/mapper/vg_summit-lv_web on fvar/www/html type gfs2 (rw,relatime,seclabel)
[ root@maelcum ~]#

Q. redhat.



B

File Edit View Search Terminal Help

[root@hideo ~]# pcs status

Cluster name: summit

Last updated: Mon Mar 24 21:33:37 2014

Last change: Mon Mar 24 21:30:09 2014 via cibadmin on hideo.tc.redhat.com
Stack: corosync

Current DC: lady3jane.tc.redhat.com (2) - partition with quorum

Version: 1.1.10-27.e17-368c726

3 Nodes configured

12 Resources configured

Online: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

Full 1list of resources:

summit-wti (stonith:fence_wti): Started hideo.tc.redhat.com
summit-ip (ocf::heartbeat :IPaddr2) : Started maelcum.tc.redhat.com
summit-apache (ocf::heartbeat:apache): Started maelcum.tc.redhat.com
Clone Set: summit-dlm-clone [summit-dim]

Started: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]
Clone Set: summit-clvmd-clone [summit-cTlwvmd]

Started: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maglcum.tc.redhat.com ]
Clone Set: summit-gfs@-clone [summit-gfsO]

Started: [ hideo.tc.redhat.com lady3jane.tc.redhat.com maelcum.tc.redhat.com ]

IPCSD Status:

hideo.tc.redhat.com: Online
lady3jane.tc.redhat.com: Online
maelcum.tc.redhat.com: Online

|Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled |
[root@hideo ~]# []

#redhat #rhsummit ‘ redhat.



Test Your Web Site

* Create an index.htmi

¢ echo gfs > /var/www/html/index.html

#tredhat #rhsummit ‘ redhat.



#redhat #rhsummit

!
root@hideo:~

File Edit Wiew Search Terminal Help

[root@hideo ~]# echo gfs = /var/www/html/index.html
[root@hideo ~]# []

Q. redhat.



Migrate the Web Site

* Set the priority of the ip address resource to INFINITY (one at a
time) on each node

#tredhat #rhsummit ‘ redhat.



Pacemaker/Corosync Configuration — Mozilla Firefox

File Edit View

& Most Visited v

History Bookmarks Tools Help

H!Pacemaker!Corosync Configura... ” 4 |

&° | @ https://hidec.tc.redhat.com: 22 24/managec/summit/maindt/resour ces/summit-ip

[l
v (G

= v EV Google

ExZimbra EJRHN Satellite - SignIn @ My Account Snapshot &) Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal

RESOURCES
Femaove Adt Create Grouy
NAME
summit-apache
summit-clvmd (Clone)
summit-dim (Clone)
summit-gfs0 (Clone)

summit-ip

D

TYPE
ocfrheartbeat:apache
ocfrheartbeat:clvm
ocf:pacemaker.controld
ocf:heartbeat:Filesystem

ocf::heartheat:IPaddr2

»

Edit Resource summit-ip

summit-ip

« Enable € Disable C* Cleanup X

Current Location:

Resource Location

Hode
maglcum tc redhat . com
hideo tc redhat.com

lacly3jane te redhat.com

maelcum.te.redhat.com

Preferences (3)

Score
30

10
IMFIMITY

Resource Ordering Preferences (1)

Remove

Remove
X
X
X

Add

Edit Resource

Funning

&

=|[=]x]

@ @

3

#redhat #rhsummit

Q. redhat.



[P
Mozilla Firefox - II

File Edit View History Bookmarks Tools Help

I|!F’acemaken‘(lorosync Config... u[:}http:ﬁl??.3l.100.250f ® u 4 |
¢+ | @ 172.31.100.250 v@| & v [Bv Google Q I o @
[ Most Visitedv EhZimbra [JRHN Satellite - SignIn @My Account Snapshot #&)Marriott Hotel Search... ®aSearch Home [ iTravel Solutions Portal »
afs

#redhat #rhsummit ‘ redhat.



TEST CRASHES

#redhat #rhsummit



We've Already Crashed httpd

* Now let's crash the cluster nodes!
* sync the filesystem first!

* sync; echo s > /proc/sysrqg-trigger
* echo c > /proc/sysrg-trigger

#tredhat #rhsummit ‘ redhat.



[ —
root@lady3jane:~

[root@lady3jane ~]1# echo ¢

#redhat #rhsummit

File Edit View Search Terminal Help

16134 7 S= 0:00 [bioset]

15142 7 S B:00 [kworker/1:2]

20201 7 5 B:00 pickup -1 -t unix -u
21188 7 S= @:00 [glock workgueue]

21189 ¢ S= 0:00 [delete workqueu]

21186 7 S= @0:00 [gfs_recovery]

21241 7 5 B:00 [kworker/3:0]

21242 7 S< 0:00 [kworker/0:2H]

212506 7 5 B:00 [kworker/ulg:1]

21934 7 S< 0:00 [dlm_callback]

21835 7 S 0:00 [dlm_recoverd]

21972 7 S< 0:00 [kworker/2:2H]

21973 7 S< B:00 [kworker/3:2H]

21974 7 S 0:00 [gfsZ loagd]

21975 7 S @:00 [gfsZ quotad]

27282 7 Ss B:00 /sbin/httpd -DSTATUS -f
27285 7 S B:00 /sbin/httpd -DSTATUS -f
27287 7 S B:00 /sbin/httpd -DSTATUS -f
27289 7 S B:00 /sbin/httpd -DSTATUS -f
27291 7 S B:00 /sbin/httpd -DSTATUS -f
27292 7 S B:00 /sbin/httpd -DSTATUS -f
27390 7 S B:00 /sbin/httpd -DSTATUS -f
29177 pts/0 R+ 0:00 ps ax

> /proc/sysrq-trigger []

Jetc/httpd/conf/httpd
Jetc/httpd/conf/httpd
Jetc/httpd/conf/httpd

Jetc/httpd/conf/httpd
Jetc/httpd/conf/httpd

.conf
.conf
.conf
/etc/httpd/conf/httpd.
Jetc/httpd/conf/httpd.
.conf
.conf

conf
conf

-C
-C
-C
-C
-C
-C

Q. redhat.
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Q- redhat.



#redhat #rhsummit

root@maelcum:~ iy, i1 |I

File Edit View 5Search Terminal Help

ation message from PID 30553, but reception only permitted for PID 1140

Mar 24 21:52:07 maelcum.tc.redhat.com apache(summit-apache) [30566]: INFO: waitin
g for apache /etc/httpd/conf/httpd.conf to come up

Mar 24 21:52:08 maelcum.tc.redhat.com dlm _controld[2542]: 13896 fence status 2 r
eceive O from 1 walltime 1395715928 local 13896

Mar 24 21:52:08 maelcum.tc.redhat.com kernel: GFSZ2: fsid=summit:gfs@.2: recover

generation 3 jid @

Mar 24 21:52:08 maselcum.tc.redhat.com kernel: GFSZ: fsid=summit:gfs0.2: jid=0: T
rying to acguire journal lock...

Mar 24 21:52:08 maslcum.tc.redhat.com kernel: GFSZ: fsid=summit:gfs0.2: jid=0: B
usy

Mar 24 21:52:08 maelcum.tc.redhat.com kernel: GFSZ: fsid=summit:gfs®.Z2: recover

jid © result busy

Mar 24 21:52:09 maelcum.tc.redhat.com apache(summit-apache) [30584]: INFO: Succes
sfully retrieved http header at hitp://localhost:80

Mar 24 21:52:09 maelcum.tc.redhat.com crmd[1150]: notice: process lrm event: LRM
operation summit-apache start 0 (call=77, rc=0, cib-update=61, confirmed=true)

ok

Mar 24 21:52:09 maglcum.tc.redhat.com apache(summit-apache) [30651]: INFO: Succes
sfully retrieved http header at hitp://localhost:80

Mar 24 21:52:09 maelcum.tc.redhat.com crmd[1150]: notice: process lrm event: LRM
operation summit-apache monitor 10000 (call=78, rc=0, cib-update=62, confirmed=
false) ok

Mar 24 21:52:09 maelcum.tc.redhat.com kernel: GFSZ: fsid=summit:gfs@.2: recover

Q. redhat.



root@maelcum:» ! E .

File Edit View Search Terminal Help

synchronization, ready to provide service.

Mar 24 21:52:47 maelcum.tc.redhat.com crmd[1150]: notice: crm update peer state:
pcmk_quorum notification: Node lady3jane.tc.redhat.com[2] - state is now member
(was lost)

Mar 24 21:52:47 maelcum.tc.redhat.com pacemakerd[114@]: notice: crm update peer

state: pcmk_quorum notification: Node lady3jane.tc.redhat.com[2] - state is now

member (was lost)

Mar 24 21:52:50 maglcum.tc.redhat.com apache(summit-apache) [31177]: INFO: Succes

sfully retrieved http header at http://localhost:80

Mar 24 21:52:54 maelcum.tc.redhat.com apache(summit-apache) [31248]: INFO: Attemp

ting graceful stop of apache PID 30553

Mar 24 21:52:54 maelcum.tc.redhat.com kernel: dlm: got connection from 2

Mar 24 21:52:56 maelcum.tc.redhat.com apache(summit-apache) [31258]: INFD: apache
stopped.

Mar 24 21:52:56 maelcum.tc.redhat.com crmd[115@]: notice: process Llrm_event: LRM
operation summit-apache stop 0 (call=80, rc=0, cib-update=63, confirmed=true) o

k

Mar 24 21:52:56 maglcum.tc.redhat.com IPaddrZ(summit-ip)[31347]: INFO: IP status
= ok, IP CIP=

Mar 24 21:52:56 maglcum.tc.redhat.com avahi-dasmon[737]: Withdrawing address rec

ord for 172.31.100.250 on pldpl.

Mar 24 21:52:56 maelcum.tc.redhat.com crmd[1150]: notice: process_Lrm_event: LRM

operation summit-ip stop 0 (call=82, rc=0, cib-update=64, confirmed=true) ok |

#redhat #rhsummit ‘ redhat.



NOW GO FORTH AND CLUSTER! ®

#redhat #rhsummit



THANK YOU!

* If you liked today's session, please leave feedback!

* Slides avalilable at http://people.redhat.com/tcameron and on
the Summit 2017 web site!

#tredhat #rhsummit ‘ redhat.



QUESTIONS?

#tredhat #rhsummit ‘ redhat.



THANK YOU

81-
in

You

plus.google.com/+RedHat

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

f

L

facebook.com/redhatinc

twitter.com/RedHatNews

#redhat #rhsummit

- rednat.



sdiin

LEARN. NETWORK.
EXPERIENCE

OPEN SOURCE.

#redhat #rhsummit

.redhat



CLICK TO ADD TITLE

Click to add subtitle

* What is clustering?

e HA

* Computational

What we're going to discuss today
Host installation

Set up the iSCSI target (server)
Set up the iSCSI initiators (clients)

#redhat #rhsummit ‘ redhat.



CLICK TO ADD TITLE

Click to add subtitle

Insert paragraph of copy here. Do not exceed 40 words.
@® Bullet
@ Bullet
@® Bullet

#redhat #rhsummit ‘ redhat.
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