


—— APT CONTEXT: Start to End

» Initial Compromise

» Establish Communication Channel
» Internal Reconnaissance

» Lateral Movement

» Maintain Presence

» Exfiltrate Data/Complete Mission
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—— APT SUCCESS

» If you have something important they will get you
» APT actor properties: Extremely patient, Extremely Organized
» Compromises across all major industries in 2012
» Technology is the top target industry
» High concentration of Intellectual Property (IP)
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_2013: DANGEROUS TRENDS BY EXAMPLE

» Network Based Evasion Using Public Infrastructure
» Sandbox Based Evasion Using New and Effective Techniques
» Use of Public Key Certificates to Fly Under The Radar

» All Found in Advanced Malwares and APTs Discovered
Recently by FireEye
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— SANNY APT AND PUBLIC BOARD

» Originating from Korea attacking Russian interests
Public message board instead of dedicated CnC

» Attacker logged into the message board to get the Stolen
data

» Will evade network based detection system
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— BANECHANT APT AND Evernote

» Targeting governments of Middle East and Central Asia
Used a public URL shortening service

» Recently discovered powerful backdoor was using a public note-taking tool
called Evernote (very popular) as CnC

» Attacker saved commands in a public notepad service
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_ BANECHANT APT AND MOUSE CLICK TECHNIQUE

» Mouse click based evasion
» Upclicker detects one mouse click
» Banechant waits for atleast 3 left clicks

A0Le1008 push  ebp # ]
QpuB1081 mov  ebp, esp e
00461003 mov eay, hasMouseDoun
OBUB1O08 sub  eax, B 0841364
OBAEI00E jz  short loc AMEX7 e ey |
™ 00401364 cnp HouselpClicks, 3
{ 00481368 1 short loc_481347
WwE I 1
66491080 dec [ZH * *
O0461868E jnz  short loc_463a| b il
B848136D push  hhk 3 hhk aeuB13u7
f_, 80401373 call  ds:UnhookWindousHookEx| |08481347 loc 4B1347: ; uHsgFilterHax
i = 4 86401347 push  esi
OB4e1MA cop  [ebpeuParan], W LBUTTONUPY | | 0481827 Qou13u8 push  esi ; whsgFilterHin
804817 jnz short loc_48163A 60481027 loc_boi627: 86401349 push  esi 3 htind
ba481627 cmp [ebp+uParan], WH_LBUTTONDOWN 00401344 lea eax, [ebp+iisg]
B048102E jnz  short loc 46163 00401340 push  eax ; 1phisg
| AB4A134E call edi ; Gethessagel
Y Y 00401350 1ea  eax, [ebp+tisg]
W E W= 064081353 push  eax ; 1phisg
ODB101Y inc  MouselpClicks 0481036 nov hashouseDown, 1 06401354 call  ds:Translateliessage
OUB161F and  hashouseDoun, eay BB4B135A lea  eax, [ebp+hsg]
00481625 jop  short loc_ 461834 08481350 push  eax i 1phsg
T B648135E call  ds:Dispatchiessagel!
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_ TROJAN NAP AND EXTENDED SLEEP

» Most sandboxes has default analysis time

» Recently identified Trojan NAP aka latest version of Kelihos use extend sleep calls
(SleepEx) and undocumented API NtDelayExecution() to avoid sandbox based
analysis

» Hasa 10 min wait time before it starts.
» The botnet has survived multiple takedown attempts.

FCEEZ444 26 MHOP

rCoE2445 HOP

FCEEZ44E| s 2BFF HMoW EDI, EOT kernel32.8leepl Timel
rCeEz442)] - FLSH

FCEE244311 - 2BEC P COF

rCeEz244B1) - EH PLISH & Alertable = FHLSE
FCeB2440|) - F HE PUSH DWORD FTR S5:[ARG.11 [Tgna _>.fﬂHG 1
rCeez4cal) - ER FF |CALL SlespEx KERMEL32. 5 lespEx
FCEEZ4EE(] - ]

rCeEz4ce|k.  Cz @486 R

FCEEZ4E9 15| HOP

rCEEZ45R 28 MHOP

FCEEZ4EE L] MO

rCEE2450 28 MOF

FCEE24E0 L] HOP

rCEE245E 28 MHOF

FCEEZ4EF 26 HOP

rCoE24c8 FF OB FF

rCEE2461 FF OE FF

rCeE24e2 EE OB FF

FCEEZ4E63 FF OE FF

rCoE24cd oa OB @&

FCEEZ4EE [515] OE &E

ack [BA1ZFFE41=AR12FF&d [current registers)
tack [B812FFECI=BBE02YCE (current registers)

RSCIT
12 B8 30 21 48 BE B8 FO FD 7F| ka4 $ =t@ =g
F FF FF EB 81 21 7C 1 16 48 60 LBEI WBE P@

GH BE BB B1 HBE BB B CE FF 12 66
J812FFICI3E 18 48 80 48 21 48 BB/ BB FF 1z B8/ FE D9 12 @0 5?@ @*@ P # J$

)




_ LADYBOYLE AND DIGITAL CERTIFICATES

Exploited zero-day Adobe Flash (CVE-2013-0634)
Rising trend in the amount of malware that is digitally signed
Many security companies trust the presence of cert and dont go further
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Payload was signed with an invalid certificate from MGAME Corporation, a
Korean gaming company

» Operation Hangover (India/Pak) successfully used an expired certificate
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— SUGGESTIONS AND PRECAUTIONS

» Properly verify the digital certificate, don't just check the
presence of a certificate.

» Bad guys continuously innovate and come up with amazing
new ways to evade

» We should anticipate and act instead of waiting .

» How about particular mouse co-ordinates?
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_ (Continued..

» Think like a hacker

» Don't trust every communication going to legitimate
websites. Esp. websites like dropbox, rapidshare etc.

» Check/Hook all APIs or the base API.
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