
Session ID: 

Session Classification: 

Stephen Gates 
Chief Security Evangelist 

SEC-W04 

Intermediate 

DDoS ATTACKS:  
MOTIVES, MECHANISMS 
AND MITIGATION 

Corero Network Security 



Recent Headlines 



Are Denial of Service Attacks Increasing? 

History of DDoS Attacks & Attackers 
Hacker/Crackers 

 Notoriety 
Cyber Criminals  

Profit ($) 
Cyber Armies 

Politics 
Cyber Terrorist  

 Fear 
Cyber Hacktivist  

Agenda 

Today’s DDoS Tools  

According to Akamai’s “State of the Internet” report for the fourth quarter of 
2012, the number of DDOS attacks increased by 200% compared to 2011. 

www.yoursite.com 



Low Orbit ION Cannon for Droid? 
Can you launch a Denial of Service Attack 

from a Phone? 

YES! 
 

Nearly Any Device with an IP address can be 
used to Launch an Attack. 

 
Where can you download LOIC for Android? 



Attacking Your 
Web Presence 
 
Categories of 
Attacks 
High-to-Low 



Infrastructure Attacks vs. Solutions 

“Clean Pipe” anti-DDoS Service 

“Cloud” anti-DDoS Service 

Coverage of today’s “service provider” solutions is not adequate 
for 80% of the most damaging attacks and provides no Pre-Attack 

Reconnaissance and AET protection. 
NOTE: The Attackers know this as well!  

DDoS and Unwanted Traffic – On-Premise Defenses 
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Gartner:  
25% of DDoS 
attacks are  
Application-

Based 



Challenges of 
Today’s Attack 
Landscape 
 
Are You Ready for 
Today’s Attacks?  



Anatomy of a Successful DDoS Attack 
Today’s sophisticated DDoS Attackers will: 
1. Footprint (profile) the Web Presence 
2. Scan the infrastructure and Web resources 
3. Initiate network-level volumetric attack 
4. Test if Web Presence is impacted  
5. Maintain Flood –  spoof all source IPs 
6. Initiate low-and-slow application attacks 
7. Initiate specially-crafted packet attacks 
8. Initiate DNS reflective/amplified attacks 
9. Attempt to exploit (compromise) downstream servers 
10.Simultaneously launch as many types of attacks as possible 
11.Not relent or subside – they stand very firm in their resolve 

 A combined attack simply increases the chance of success! 



HOIC – Another Tool of Choice 
• A crafty DDoS tool called High Orbit Ion Cannon (HOIC) uses the 

concept of Booster Scripts to make the tool more effective and less 
detectable.   

 
What are the Booster Scripts primarily for? 
 
 

1. Increasing the Size of a Botnet 
2. Randomizing Requests 
3. Increasing Packets per Second 
4. Randomizing Source IPs 
5. Randomizing Victim Addresses 

 
 
 
 
 
 
 

“Payload Pattern Matching”  Techniques (signatures) = Nearly Useless  



Example – HOIC Generic Booster Script 



Attack Demonstration 

High Orbit ION Cannon 

HULK  Dirt Jumper 

Hping3 NMAP 

Metasploit 

Slowloris 

Low Orbit ION Cannon 

www.yoursite.com 

KillApache.pl 



What’s the 
Recommendation? 
 
Defending Against 
Today’s Attacks 



Top Ten Tips for 2013 

1. Known malicious IP addresses - constantly update reputation intelligence 

2. Unwanted countries where you do not do business – current geolocation information 

3. Botnet infected machines and DDoS’ers – allow yet monitor all real users  

4. Application abusers and unwanted activities – enforce usage standards 

5. All unnecessary ports and protocols – deep packet inspect all allowed services 

6. Protocol anomalies and violations - enforce RFC & industry standards  

7. Advanced evasion techniques - manage fragmentation/segmentation policies 

8. Exploits designed for data exfiltration – stop focused attackers at the perimeter 

9. Brute-force password attempts – log and alert any suspicious activity 

10. Lack of information about the state of your perimeter – increase your visibility 

 

 

Your “First Line of Defense” Must Block: 



Gartner: Best Practices - Mitigating DoS Attacks 
• Ensure That Business Continuity/Disaster Recovery and Incident 

Response Plans Address Planning for and Response to DDoS 
• Evaluate ISP "Clean Pipe" Services 
• Evaluate DDoS "Mitigation as a Service" Options 
• Deploy DDoS Detection and Mitigation Equipment on Premises 

Why does Gartner mention on-premise defenses?   
On-premise defenses can defeat application-layer attacks! 

   
“Hybrid Approach” 

Makes the Most 
Sense! 



What’s the 
Concern? 
 
Should I be 
worried? 



Financial Industry Quote:  

• "Financial Institutions must have a layered approach to security 
to protect from today's DDoS attacks.  

• If you only rely on cloud (based DDoS defense) and the DDoS 
attack is impacting the region (and hundreds of end customers), 
your organization may be put on hold while they handle issues in 
a first come first served basis.  

• Having on-premise protection is critical to mitigate a DDoS 
attack while you wait for your service provider to respond”. 

 
 
 

www.pptbackgrounds.net 

Bank of America - Merrill Lynch, Chicago office, Senior 
Vice President, Senior Manager of Information Security 



DDoS Defense – More than a Checkbox  

Problem: 
• Many perimeter security devices claim to have DDoS Protection 
• Most have a single configuration = DDoS On/DDoS Off 
 

Recommendation: 
• Deploy Technology: 

– that has extremely granular DDoS configurations 
– that can defend against nearly all DDoS Attack Vectors 
– that can handle the load while under DDoS attack 
– that cannot be DDoS’d itself as part of a DDoS attack 
– that includes 24x7 DDoS defense Support Services 

 
 



Enterprise Needs 
a  
 
“New First Line of 
Defense” 
 
 



Typical Network Topology 



The Result of Unwanted Traffic 



A New Way of Thinking! 



Defense in Depth 
IPS 

SLB WAF 
Firewall 

 
New First Line  

of Defense 
Cloud 

Security 
Threat 

Intelligence 

Prolexic 
Akamai 
VeriSign 

Checkpoint 
Palo Alto 
Fortinet 
Juniper 
Cisco 

Silver Tail 
Accertify 

ArcSight 
Splunk 

Q1 Labs 
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Deploy Technology that Can Block the 
Broadest Spectrum of Unwanted Traffic 

Company opinion of the 
competitive/complementary landscape 

Web 
Analytics 

SIEM 
Big Data 



Want to Learn More? 

 
 

• If you’d like a copy of today’s presentation, email info@corero.com 
• Questions?  Please forward them to stephen.gates@corero.com 
• Follow us on Twitter - @Corero  

 

Check out Our Website – www.Corero.com  



Thank you! 



Disclaimer 
 

1. BackTrack is a GNU/Linux software distribution that includes a number of security-related software 
tools.  Qualified Corero technical personnel occasionally use BackTrack as part of demonstrations on 
isolated networks to show the effectiveness of our solutions in blocking remote exploit 
attempts.  Corero neither provides, recommends, nor endorses BackTrack, and advises customers to use 
caution when investigating or using BackTrack or any security-related software tools.  Corero would be 
glad to speak with you regarding our solution, and would be pleased to provide a web-based 
demonstration of its capabilities. 

2. Metasploit Framework is an open-source computer security software tool that can be used for 
developing and executing exploit code on remote computers.  Qualified Corero technical personnel 
occasionally use Metasploit Framework as part of demonstrations on isolated networks to show the 
effectiveness of our solutions in blocking remote exploit attempts.  Corero neither provides, 
recommends, nor endorses Metasploit Framework, and advises customers to use caution when 
investigating or using Metasploit Framework or any security-related software tools.   

3. Low Orbit Ion Cannon (LOIC) is an open-source software testing tool that can be used for initiating 
network transactions targeting (aka attacking) remote computers.  Qualified Corero technical personnel 
occasionally use LOIC as part of demonstrations on isolated networks to show the effectiveness of our 
solutions in blocking DDoS Attacks.  Corero neither provides, recommends, nor endorses LOIC, and 
advises customers to use caution when investigating or using LOIC or any security-related software 
tools. 
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