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The threat environment is constantly changing. Financially-
motivated, targeted attacks are increasing — but most security processes and
technologies are failing to keep up

— Today’s networks are more exposed

Cyberthreats continue to
evolve, and businesses must
evolve their defenses as well.
Most new threats emerge as
part of changes in technology
or business processes, but a
secondary wave occurs when
complacency
setsin.”

Gartner, IT Security Threat
Projection Timeline




US$136.5 Billion ...wiped out in
minutes

Hackers send fake market-moving AP tweet
on White House explosions
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—— Root cause?

INSECURE PRACTICES

ReSOI UtIO ﬂ7 ...fix the root cause
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—— Define before you invest...

What are we covering? Visibility
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everything problem? Readiness
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—— Due diligence before you invest...

* Ask around for solution — ask your network for recommendations

* Agood start is to look out for widely available references

— ISO/IEC 27000 — Information security management systems

— ISO/IEC 27001 — Information security management systems — Requirements

— ISO/IEC 27002 — Code of practice for information security management

— ISO/IEC 27003 — Information security management system implementation guidance
— ISO/IEC 27004 — Information security management — Measurement

— ISO/IEC 27005 — Information security risk management

— ISO/IECTR 27015 — Information security management guidelines for financial services

— ISO/IEC 27032 — Guideline for CyberSecurity

— ISO/IEC 27033-1 — Network security overview and concepts

— ISO/IEC 27033-2 — Guidelines for the design and implementation of network security

— ISO/IEC 27034 — Guideline for application security

— ISO/IEC 27035 — Security incident management

— ISO/IEC 27037 — Guidelines for identification, collection and/or acquisition and preservation of digital evidence
— ISO/IEC 22301 — Business Continuity Management System (BCMS)



http://en.wikipedia.org/wiki/ISO/IEC_27000
http://en.wikipedia.org/wiki/ISO/IEC_27001
http://en.wikipedia.org/wiki/ISO/IEC_27002
http://en.wikipedia.org/wiki/ISO/IEC_27003
http://en.wikipedia.org/wiki/ISO/IEC_27004
http://en.wikipedia.org/wiki/ISO/IEC_27005
http://en.wikipedia.org/w/index.php?title=ISO/IEC_TR_27015&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27032&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27033&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27033&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27034&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27035&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27035&action=edit&redlink=1

— Immediate Management Benefit -

W
Visibilit e®
y o e.'"(?v
\\ I
High ooe‘\

Avoid
the Risk




— After investing

* Always in a complying mode = LESS REWORK, SAVING IN COSTS

— Best and practical practices

— Less audit issues/concerns Qac“s
e Always ready/prepared = GOOD COMPLIANCE POSTURE ‘ o‘ \«\
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— Typical severity vs cost timeline

Summary Threat Timeline
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— In Information Security,
no loss Is already being profitable.

Upfront - Secured Better

(- | : | bottom |
~ investment ~ business | 2
k- j ==\ a line

...very much like buying yourself an insurance package
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