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► Why did you get a cloud: Business Drivers
► What is in your cloud: Scope Definition
► Where does your cloud sit: Architecture
► How to protect your cloud: Risk Management
► My neighbor's cloud: References

Agenda



► Easy Provisioning: 
► On-demand
► Self-service
► Automated

► Ubiquitous:
► Multi-platform support
► Broad network access
► Multi-tenancy

Business Drivers
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► Elasticity:
► Quick Scale up
► Resource release
► Heterogeneous

► Accountability:
► Measured usage
► Optimization
► Monitoring/Reporting

Business Drivers cont..



► An Opportunity
► Fresh start you always wanted
► Design your dream network
► Shoot for the Sun

► Standardization
► Accountability

► Clear roles and responsibilities
► Auditing and Monitoring

► Compliance Automation
► Governance

Secure Cloud Drivers
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► Asset Identification
► Applications
► Data
► Processes
► Users

► Business Impact
► Portfolio IA
► Continuity Plan

► Information Flow

Scope Definition
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► Demarcation: Intranet vs Extranet
► Roles and responsibilities
► Deployment Model

► SaaS
► PaaS
► IaaS
► Custom

Architecture
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► Compliance and Audit
► Privacy and Legal
► Incident Response
► BCP/DR
► Security Operations & Monitoring
► Cryptographic Controls
► Data Security
► Access Administration (IdAM)
► Network Segmentation
► Application Security

Risk Management



► Trust Zones
► Platform Hardening
► AuthN & AuthZ
► Data Control
► Virtualization
► Event Analytics

Security in Depth/Layers
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Reference Architecture



Cloud Security Model
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► Before Starting:
► CSA Security Guidance: 

https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf
► Cloud Security Readiness Tool: http://technet.microsoft.com/en-

us/security/jj554736.aspx?ppud=4

► After Starting:
► CAESARS: http://www.dhs.gov/continuous-asset-evaluation-

situational-awareness-and-risk-scoring-reference-architecture-report
► Japan Information Security Audit Association: 

http://jasa.jp/information/result.html

Resources



► Links to industry resources:
► NIST: http://www.nist.gov/manuscript-publication-

search.cfm?pub_id=909505
► Open Security Architecture: 

http://www.opensecurityarchitecture.org/cms/library/patternlandsc
ape/251-pattern-cloud-computing

► CSA Cloud Control Matrix: 
https://cloudsecurityalliance.org/research/ccm/

► ISACA Cloud Security Guidance: http://www.isaca.org/Knowledge-
Center/Research/ResearchDeliverables/Pages/Security-
Considerations-for-Cloud-Computing.aspx

Other Resources



► DENTIFY the Drivers
► DEFINE the Scope

► ESTABLISH a Security Framework
► ADDRESS key Risks

Recap
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