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File emphasis is a fallacy
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Mobile Threats on
the Rise




— Android Threat Volume Growth,
Q1 2013
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The Android threat volume has reached the halfway mark to our predicted 1M threats

—

«



~__Distribution of Android Threat Types,
Q1 2013
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Malicious apps are just one piece of
the puzzle.
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—— Malicious Domains in 2012
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» Malicious domain count related to Android apps in 2012



— Number of Visited Download
Sites
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— The Role of Social Engineering

» Majority of the monitored URLs contain keywords related
to browser updates, gaming apps, and Android rooters.
» “Flash Player” was one of the top keywords used

» Forums, blog posts, and emails are also used to spread
bad apps




— The Great Migration: From
China to Russia

» China

» third-party app stores became popular, partly due to limited
access to Google Play

» possible lack of resources required to maintain effective levels of
monitoring and testing

» stricter rules about domain registration was implemented in 2010

» Russia

» lax laws concerning domain registration
» lax premium SMS regulations



—— Perils of Popularity

» Cut the Rope » Asphalt 6:Adrenaline »  Where’s My
Water?
» 17 domains » 9 domains » 8 domains
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— A Seqguence of Redirections
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» Users visit a website to download an app. Clicking the “download”

button redirects them (unknowingly) to a different URL where the
malicious app is hosted
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__ Classification of Embedded URLSs in Malicious
Apps
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» 90% of embedded URLs are categorized as “disease vectors.”
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Implication of
Malicious URLS
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Threats are transitioning from PC to
mobile with help from malicious
URLS



—— Backdoors and Remote

Servers

» ANDROIDOS ADVINST
» polls its C&C server every four hours for new instructions

» pushes several pieces of sensitive information including the
device’s phone number and its serial number (IMEI) up to the

server

» ANDROIDOS CHULI.A
» used to attack Tibetan and Uyghur minorities
» receives commands through SMS messages

» opens a backdoor and sends stolen information to one remote
location URL



Botnets on Your Mobile

THIRD-PARTY APP STORES

(1) Downloading Apps can evade
= files anti-malware
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— One-Click Billing Fraud Goes
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» Users are asked to download a malicious app after visiting a
blog site. This app asks users to pay a certain amount
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Addressing
Malicious URLS
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Addressing the Issue at the Exposure
— Layer
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— Next “Big” Things

» Continuous growth web attacks
» More financial-related fraud

» Shortened URLs and DDNS

» Traffic monetization

» Privacy loss and identity theft

» Advanced Persistent Threats (APTs) on Android



RSACONFERENCE
ASIA PACIFIC2013

Thank you
Myla V. Pilao

myla_pilao@trendmicro.com
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Backup Slides
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____Solutions Within The Mobile Eco-system
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—_Most Downloaded Android App Types
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—_Most Downloaded J2ME App Types
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Identify trends -
Understand customer behavior
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