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► The rise of Mobile OS
► The origin of security issues in mobile platforms
► STAMP

► Server-side components
► Client-side components

► Demo(s)

Presentation Highlights



The Rise of Mobile OS



Mobile is Made Differently



Mobile OS Update History



The Problem – 0 Day Vulnerability



► A zero-day vulnerability is a type of vulnerability that is 
discovered by an external entity (such as a hacker) and 
disclosed to the developer

► A zero-day attack exploits a previous unknown vulnerability 
i.e., an exploit code is made available before a patch is 
created by the developer

Zero Day Vulnerability / Threat



► Fuzzing is a black-box robustness testing technique used to 
reveal unknown zero-day vulnerabilities by providing 
unexpected inputs.

► Three known types of fuzzing
► Mutation-based fuzzing
► Model-based fuzzing
► Generational fuzzing

What is Fuzzing?



AV Solutions are Ineffective



Security Testing Arsenal for 
Mobile Platforms (STAMP)



► Systematic process & system to discover zero-day 
vulnerabilities

► Complete tool chain to perform intelligent fuzzing of 
multiple remote targets

► Mundane & repetitive tasks are automated
► STAMP is our 3rd generation tool chain

► 1st generation in 2010

► Performance Statistics
► Tested with up to 300 simultaneous SUTs
► ~50 million inputs tested
► ~50K malicious inputs discovered

STAMP’s Key Features



► Server-side
► STAMP: Security Testing Arsenal for Mobile Platforms
► SFD: Seed File Downloaders
► SFAT: Seed File Analysis Tool
► FEET: Fuzzing Engine Evaluation Tool
► CACE: Crash Analysis & Classification Engine

► Client-side
► SOFT: STAMP On-device Fuzzing Toolchain
► SODA: STAMP On-device Debugger & Agent

STAMP Components



STAMP Server-side 
components



► STAMP Server
► Fat server design (centralized + intelligence)
► Fuzzing jobs generation & packaging (Fixed size – 10 MB)
► Fuzzing jobs assignment (default, on demand)
► Jobs optimized for mobile networks (key frames + diffs method)
► HTTPS (CA Signed) – Web console, Device access

► CACE (Crash Analysis & Classification Engine)
► A rule-based software to automatically analyze crash files to identify 

the source of crash
► Location in binary (for iOS and Android)
► Location in source (for Android)

STAMP Components – Server-side



The Exploitation Pipeline



It all begins with a good seed



Which Fuzzing Engine to use ?



FEET – FE Configuration Selection



FEET – FE Best Configurations



► Uniformity
► Mutation locations should be uniformly distributed
► Uniformity: the "goodness to fit" between the observed mutation 

locations and expected mutation locations
► Chi-Square Test to measure the uniformity
► Uniformity is important to ensure that different locations will be 

mutated by the fuzzing engines

► Uniqueness
► Local uniqueness – within one fuzzing job
► Global uniqueness – within one fuzzing engine; across jobs
► Universal uniqueness – across all fuzzing engines

Fuzzing Engine Evaluation Tool



The STAMP Server Architecture



STAMP – Device Distribution



STAMP – Crash Statistics



STAMP – Detailed Statistics



STAMP – Fuzzing Gradient



STAMP Client-side 
components



► SOFT
► Thin-client design (Easy of porting to new platforms)
► Multi-threaded architecture (download, upload, fuzzing)
► Supported platforms: Android, iOS, Symbian

► Beta: Blackberry, BB10, Windows phone 7

► SODA
► Fully contained (non/interactive) debugger on-device
► Abstraction on top of mobile platform’s debugging capabilities
► Symbian: Kernel-module (OEM signed)
► Android / iOS: Interface to GDB

STAMP Components – Client-side



STAMP On-device Fuzzing 
Toolchain (SOFT)



SOFT on Android Phone



SOFT on Android Tablet



SOFT on iPhone



SOFT on iPad



STAMP On-device 
Debugger & Agent (SODA)



SODA: Multi-Platform Support



SODA: On-device Task Manager



SODA: On-device Debugger



SODA: Remote Debugging Agent



SODA Dumps



STAMP DEMO(S)
and 
Q & A



► SOFT on iOS and Android
► http://youtu.be/lkv-6JXvO4o

► iOS unknown vulnerability discovered through STAMP
► http://youtu.be/rRD0h5tDlu0

(The above URLs are only available until the talk)
► STAMP Web Console Live Walkthrough
► STAMP Auto-installer

STAMP Demo(s)



► STAMP demo will conducted Live using the following 
equipment.

1. Mac Book Pro + power adapter (with VGA Adapter)
1. For security reasons, we prefer to use our laptop when logging to our 

live portal.

2. Visualizer + power adapter (with VGA output)
1. For showing the SOFT client on mobile phones. We can bring this if 

unavailable.

3. 2x Mobile phones (with power chargers)
1. We will bring the phones.

4. A 4-socket power extension box is required.

A NOTE TO ORGANISER


