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“anydevice”



“anarchy in a pocket”

“Baseball All Day”

“Bring Any Device” = BAD
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—— Session Objectives

Present two frameworks » Envision and capture

to help you lead your mobility requirements and
organizations to identify risk

determine the
appropriate level of
control to secure
mobility

» Evaluate readiness to
enable mobility securely

» ...plus a roadmap that
defines a logical order of
actions

-
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—_Framework 1: Mobility Requirements

Employee Roles and Segments

. Management Leadership Areasales Field Sales Marketing Distributor

Scenario or Process Team Team Managers
e-mail
Executive and Managerial N J\ TAN v/
Decision Making _ ) ) )

~ Collaboration ~ Valuable and ~ Application readiness

. sensitive data _

Remote Sales Activity or > PrOdUCtIVIty ~ Data and services
Distributor Interaction . > Compliance and platforms

- Cost Savings Regulatory

: - Appropriate Device

Trade Marketing Audit ReqUIrementS
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—— Mobility Security Vulnerabilities

How are we How should we protect
vulnerable? 4 ourselves? 4

»  Exposed data on a lost or compromised
device

» Data leakage into unsecure environments

»  Apps and services poorly programmed or
with malicious intent that reveal UDID or
create openings into backend systems

Mobility Scenarios

»  Web browsing and compromised plugins

Security and Control

»  Wireless intrusion




_ Framework 2: Enterprise Mobllity Security
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Secure Web Gateway (Cloud Based)

Policy Management URL Filtering

i { App Traffic Scanning

i Threat Protection and Data

Compliance and

Loss Prevention Reporting
Authentication and Encryption Network Access and Perimeter Security
Wireless Secure Protocol } § . . ! NAC Protocol i ! Wireless Intrusion : WLAN
(WAP2) i Identity Services VPN (802.1x) Detection H Optimization
J L
’ Certificate | Application Architecture and Standards App Data Security App Distribution
Management ; Y s L ., ; . . Cloud Services &
................................. Sourcing App Services Dev & Testing ' . . s .
................................ i Approach | &Platorms ii Standards | | |} APP Tunneling :i Container Distribution
Device Level kK ik H i :
3 Data Encryptlon_‘ App Storefronts
................................ Mobile Device Management (MDM)
Password : e
Management Registration Policy and Posture Monitoring Recovery App Listing
................................. Compliance and Reporting

Mobility Policy and Standards

Device Standards &
Entitlements

Policy Statement & Risk
Orientation

Acceptable Usage

Compensation

IT Architecture Governance



—Roadmap to Secure Mobility

Define Mobility Establish Implement Extend Network Extend Web
Requirements Mobility Policy Device Access and Gateway
and Standards Management Security Security

\/. Context identifies what visibility we need to establish right level of control

A y i £ A

» Understand functional » Device standards » Select MDM service  » Implement Identity » Analyze web and

context _ _ Services app traffic
» Acceptable usage and » Define device level

» Clarify risks to data and employee policy and » Extend remote » Define web access
regulatory requirements responsibilities compliance access methods and app filtering

» Evaluate application » Compensation » Set up enterprise » Strengthen wireless policy
portfolio and underlying _ app storefront security and » Preventative DLP
platforms > Implement rigorous performance and compliance

app standards and procedures

» ldentify change testing
considerations .
» Security standards
» Define DLP and
device management
procedures

» Support model
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Thank you
Stephen Scola, CGEIT
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