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—— Trends in Mobile Technology

» By 2014, over 3 billion adults will be able to transact
electronically

» By 2013, mobile phones will overtake PCs
(Source : Gartner)
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—— Mobile Apps are everywhere!
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—— Mobile App SDLC Challenges

Support for Rich user interfaces

various  displays with push

and screen sizes notifications
(Wherever
applicable)

Effective usage of

local device Effective usage of
database & communication
memory channels - SMS /

USSD (Unstructured
Supplementary
Service Data) / IP
and web services

Releasing secure
(signed)
application
executables







—— Stats : Mobile threats

"The Smartphone
OS will become a

major security
target,’ said
Android  Security
Leader Rich

Cannings, speaking
at the  Usenix
Security
Symposium.
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—— Risks in Mobile Applications

Fraudulent Transactions through message tampering
Weak Cryptography

Mobile Application Server Issues

Communication Channel Attacks - SMS / USSD

>
>
>
» Reverse Engineering Threats
>
» Web Services Attacks

>

Device lost/theft case scenarios




—— Mobile Application Architecture
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—— Attack vector

vvvyvvyvyyvyy

Reverse engineering of mobile application
Transactions Request/Response Attacks
Message Replay Attack

Fraudulent Transactions through Data storage
Verify strong Cryptographic Implementation

Improper Session Management
Authentication Attacks
Web Services Attacks




—— PoC — SMS Req/Res Attacks

Now SMS/MMS Gateway v2011.07.05
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Figure 1. Application SMS Req / Res
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—— PoC — Message Replay Attacks
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Figure 3. Message Replay Attack
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—— PoC — Local data modification

Jan 2012

1 000000 Loand0000000000000000B000 000 0 000000000000000000000R000 000

Figure 2. Local database
modification
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Figure 3. Local database modified

Figure 4. Modified
application
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—— PoC — USSD Gateway Attack
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Figure 1. USSD Gateway Emulator
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—— PoC: i0S App R/R capture
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Figure 1. Request/Response Capture
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—— PoC:i0S App R/R Tampering
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—— Secure SDLC Approach

. * Threat
* Software risk modeling
profile
.  Security arch
* Security designy
requirement
definition * Security
. controls
* Security
investment  Developer
analysis training

. Secgre  Functional, e Security
COdln.g best architecture, metrics
practices code & analysis

deployment

° IS.ecur.e code testin;/ ° Change
ibraries management
o * Security

* Far _ controls * Incident &
programmin validation consequence
9/ peer management
reviews * Remediation




—— Secure SDLC — Best Practices

» Secure data transmission

» Secure data storage

» Ensure to implement proper session management

» Validate all trusted and un-trusted inputs

» Ensure to implement strong authentication mechanism




—— (Contd..

» Ensure to implement response and request messages
encryption

» Ensure to implement proper message authentication
mechanism to validate requests/responses are generated
through authenticated users

» Ensure to implement and use Secure SMS/USSD/IP
communication channels

» Secure Interface between payment gateways and mobile
payment application







