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► REST Culture (as evolved from ESB) 

► Developer self-service – open lifecycle 

► Usage context – Open API, Enterprise API, Vendor API 

► Deployment context – public cloud, private cloud, on premise 

► Focus on explicit state management / stateless APIs (nouns) 

► Constrained interaction model (verbs) 

 

► REST Security (as evolved from Web Applications) 

► Explicit actor model – add developer and app to user and API 

► “public” security model – assume browser or app is compromised 

► Tiered defensive strategy 

 

REST—The Cultural Evolution 



     +--------+                               +---------------+ 

     |        |--(A)- Authorization Request ->|   Resource    | 

     |        |                               |     Owner     | 

     |        |<-(B)-- Authorization Grant ---|               | 

     |        |                               +---------------+ 

     |        | 

     |        |                               +---------------+ 

     |        |--(C)-- Authorization Grant -->| Authorization | 

     | Client |                               |     Server    | 

     |        |<-(D)----- Access Token -------|               | 

     |        |                               +---------------+ 

     |        | 

     |        |                               +---------------+ 

     |        |--(E)----- Access Token ------>|    Resource   | 

     |        |                               |     Server    | 

     |        |<-(F)--- Protected Resource ---|               | 

     +--------+                               +---------------+ 

OAUTH Actor Model 

App 
Developer 

Resource 
Owner 

Authorization 
Server 

Resource 
Server 

Client 

API Business 
Owner 

The App 

The User 

The API 

Developer 
Portal 

Developer Portal Credentials 

Client API Credentials 

Resource Owner Credentials 

Access Token 

Refresh Token 



► Identities and Credentials 

► The User (Resource Owner) 

► Issued by…federated in many scenarios 

► The App (Client) 

► Issued through the Developer Portal by the API Owner 

► The Developer 

► Issued through the Developer Portal by the API Owner 

► The API Owner 

► Federated to the Enterprise / Web Site Owner 

► Keys/Tokens 

► Access Tokens (typically “short”-lived) 

► Refresh Tokens (long-lived or indefinite) 

API Identities and Keys 



► REST Security in general and OAuth mechanisms in 

particular depend on TLS 

► Use TLS 1.0, 1.2 if you can 

► Handle certificates properly, even in sample code 

The TLS Slide 



► Service Provider 

► Access control violations (data protection) 

► Availability (scale, responsiveness) 

► Identity management (life cycle) 

► Application Developer 

► Client (application) keys, identifiers 

► Integrity of access and refresh tokens 

► Application and Developer reputation 

► Application / Service Consumer 

► Man-in-the-middle vulnerability 

► Malicious responses 

Threats 



► Injection attacks (XSS, SQL, Xpath, Xquery) 

► Buffer Overflow 

► (D)DoS attacks 

► XML attacks 

► JSON attacks 

► Session attacks / CSRF 

 

► APIs are responsible for managing inbound and 

outbound threats 

Web Threats, REST Edition 



Tiered Countermeasures 
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► OAuth manages authorization using scopes 

► Scope management can be delegated to an API Gateway 

 

► JSON Web Tokens 

► Can be used in cross-domain contexts 

► Requires signatures, and associated certificate management 

► Alternate mechanism to obtain access tokens, possibly with 

scope 

Authorization 



Example: OAuth 2.0 Auth Code Grant Flow 

OAuth  2.0  Authorization  Code  Grant  Flow

The  detailed  steps  to  obtain  an  access  token  are:

1.  Redirect  the  user  to  authorization  endpoint  with  the  following  parameters:

Parameter Description

response_type (Required)  Must  be  set  to  code.

client_id (Required)  The  Client  ID  generated  when  the  application  was

registered  in  the  API  Manager.

redirect_uri (Optional)  Where  the  authorization  code  will  be  sent.  This  value
must  match  one  of  the  values  provided  in  the  API  Manager.



Example: OAuth 2.0 Implicit Grant Flow 

OAuth  2.0  Implicit  Grant  Flow

User  Agent  flow  details

1. The  Web  server  redirects  the  user  to  the  API  Server  acting  as  a  Authorization  Server  to

authenticate  and  authorize  the  server  to  access  data  on  their  behalf.

2. After  the  user  approves  access,  the  Web  server  receives  a  callback  with  an  access

token  in  the  fragment  of  the  redirect  URL.

3. After  the  token  is  granted,  the  application  can  access  the  protected  data  with  the  access

token.

The  detailed  steps  to  obtain  an  access  token  are:

1.  Redirect  the  user  to  Authorization  endpoint  with  the  following  parameters:

Parameter Description



Example: OAuth 2.0 Resource Owner 

Password Credentials Flow 

Host:  192.168.0.48:8080

Authorization:  Basic  czZCaGRSa3F0MzpnWDFmQmF0M2JW

grant_type=password&username=johndoe&password=A3ddj3w

Resource  Owner  Password  Credentials  Flow

Handling  the  Response

The  API  Server  will  validate  the  resource  owner’s  credentials  and  authenticate  the  client  against

the  Vordel  API  Manager.  An    access  token  and  optional  refresh  token  is  sent  back  to  the  client  on

success.

For  example,  a  valid  response  is  as  follows:

HTTP/1.1  200  OK

Cache-­Control:  no-­store

Content-­Type:  application/json

Pragma:  no-­cache

{

        "access_token":  “O91G451HZ0V83opz6udiSEjchPynd2Ss9......",

        "token_type":  "Bearer",



Example: OAuth 2.0 Client Credentials Flow 

Client  Credentials  Flow

Handling  the  Response

The  API  Server  authenticates  the  client  against  the  Vordel  API  Manager.  An    access  token  is  sent

back  to  the  client  on  success.  A  refresh  token  is  not  included  in  this  flow.

For  example,  a  valid  response  looks  as  follows:

HTTP/1.1  200  OK

Cache-­Control:  no-­store

Content-­Type:  application/json

Pragma:  no-­cache

{

        "access_token":  “O91G451HZ0V83opz6udiSEjchPynd2Ss9......",

        "token_type":  "Bearer",

        "expires_in":  "3600"

}

Sample  Client

The  following  Jython  sample  sends  a  request  to  the  Authorization  Server  using  the  client

credentials  flow:

$VDISTDIR/samples/scripts/oauth/client_credentials.py

To  run  the  sample,  open  a  shell  prompt  at  $VDISTDIR/samples/scripts,  and  execute  the



Example: OAuth 2.0 JWT Flow 

OAuth  2.0  JWT  Flow

Creating  a  JWT  Bearer  Token

To  create  a  JWT  bearer  token,  perform  the  following  steps:

1. Construct  a  JWT  Header  in  the  following  format:  {"alg":"RS256"}.

2. Base64url  encode  the  JWT  Header  as  defined  here,  resulting  in  the  following:

eyJhbGciOiJSUzI1NiJ9

3. Create  a  JWT  claims  set,  which  conforms  to  the  following  rules:

● The  issuer  (iss)  must  be  the  OAuth  client_id  or  the  remote  access

application  for  which  the  developer  registered  their  certificate.

● The  audience  (aud)  must  match  the  value  configured  in  the  JWT  filter.  By  default,

this  value  is  http://apiserver/api/oauth/token

● The  validity  (exp)  must  be  the  expiration  time  of  the  assertion,  within  five  minutes,

expressed  as  the  number  of  seconds  from  1970-­01-­01T0:0:0Z  measured  in  UTC.

● The  time  the  assertion  was  issued  (iat)  measured  in  seconds  after  00:00:00

UTC,  January  1,  1970.

● The  JWT  must  be  signed  (using  RSA  SHA256)

● The  JWT  must  conform  with  the  general  format  rules  specified  here:

http://tools.ietf.org/html/draft-­jones-­json-­web-­token.

{

        "iss":  "SampleConfidentialApp",

        "aud":  "http://apiserver/api/oauth/token",

        "exp":  "1340452126",

        "iat":  "1340451826"

}

4. Base64url  encode  the  JWT  Claims  Set,  resulting  in:

eyJpc3MiOiJTYW1wbGVDb25maWRlbnRpYWxBcHAiLCJhdWQiOiJodHRwOi8vYXBpc2Vyd

mVyL2FwaS9vYXV0aC90b2tlbiIsImV4cCI6IjEzNDA0NTIxMjYiLCJpYXQiOiIxMzQwND

UxODI2In0=

5. Create  a  new  string  from  the  encoded  JWT  header  from  step  2,  and  the  encoded  JWT



► REST Security…for whom? 

► API Provider, API Consumer, API Developer 

► Life Cycle Processes (keep Self-Service in mind) 

► Credential registration, maintenance, revocation 

► Access Token and Refresh Token revocation 

► Visibility and Monitoring 

► Authorization server abuses / hammering 

► API usage tracking (correlation with client_id) 

► Threat prevention 

► Prefer whitelisting, where possible 

 

Summary 




