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NO-ONE WANTS TO
BE PATIENT ZERO

Inoculation Signature
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Patient Zero
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The insecurity of the web



633,706,564

web sites on the internet



56%

say that securing web traffic
IS their biggest concern

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



24%

of breaches of large organizations are
via insecure web applications

Sources: Verizon Data Breach Investigations Report 2012.



17/%

deploy a web application
firewall in block mode

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



60%

of WAFs not deployed In block mode
because of high false positives

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



62%

sald web-based attacks are the most
serious type of cyber attacks
experienced by their company

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



48%

sald next generation security
technologies are not adequately
protecting against attacks

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



Next generation security products
are not getting it done



36% 34%

believe next gen security believe next gen security
effectively addresses effectively addresses
zero-day threats SQL injection

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013



T50351 Advanced SQL Injection

joseph McCray

Source: DEFCON 17: Advanced SQL Injection, YouTube



PHP

WEB APPLICATION SECURITY 2.0

Index News Downloads FAQ Forum Demo Redmine Contact & Credits

Smoketest

stri=wversion()

UNIOM#

&

B

B

SELECT group_concat{table_name)#

Harmless HTML is allowed

Input is JSON encoded




s
livingsocial

please reset your LivingSocial password

The database that stores customer credit card information was not affected or accessed,

email address:;




DD0S

Distributed Denial of Service



HISTORY OF DDOS

1999 2003 2008 2010 2012

SANS First DDoS Russia Wikileaks DDoS

discovers Proxy Service accused of Operation becomes

first botnet. launched. DDoS against Payback mainstream
Georgian attack Visa with attacks
Govt website. and Paypal. on US banks.

2000 2006 2009 2011

DDoS attacks take out Anonymous DDoS Iranian voters “flash | LOIC popularized by

eBay, CNN and Yahoo! Habbo website. crowd” government ' Anonymous and
sites to protest vote  LulzSec

First DDoS Mitigation rigging.

Appliance launched.



THE MOTIVATIONS BEHIND DDOS ATTACKS

Extortion

“Pay us or your site
stays down”

Diversionary
Smokescreen

DDoS to hide the
theft.

Direct
Criminal
Activity

Indirect
Criminal
Activity

Political/Protest

Sport Teams Fans
Hooliganism

Fans DDoS to
prevent access to
live feeds of games,
prevent purchase of
tickets /merchandise

Individual Gamer

Player DDoS’d by
other players
because he is good.

Revenge and
“Because | can”



ITSOKNOPROBLEMBRO

alert TCP $EXTERNAL_NET any -> $HOME_NET 80
(msg:"stcp.php TCP PORT 80 Flood";\ cOntent:

"14141 4141 4141 4141 4141 4141 4141 4141]

"; offset: O; \threshold: type threshold, track by_src, count
5, seconds 1, \ reference:itsoknoproblembro;

sid:100000002; rev:1,;)



On March 28, American Express’ websitel went offline for at least two hours during a distributed

denial of service attack. A group calling itself "the cyber-fighters of |zz ad-Din al-Qassam” claimed
responsibility for the attack, which began at about 3:00pm Eastern Time.




|PASTEBIN | #1 paste tool since 2002 |

0\)9&
X2 PASTEBIN
000

B create new paste  gll] trending pastes

Operation Ababil pauses this week, may 7th-9th
BY: QASSAMCYBERFIGHTERS ON MAY 6TH, 2013 | SYNTAX: NONE | SIZE: 1.28 KB | HITS: 1,408 | EXPIRES: NEVER
DOWNLOAD | RAW | EMBED | REPORT ABUSE | PRINT

Due to simultaneity of OpUSA with Operation Ababil, and to abstain from ambiguity in the intentions of our

operation, is week we will not run any attack and so Operation Ababil will be paused during May 7-9th.

Mrt. Izz ad-Din al-Qassam Cyber Fighters




FBI Wams That al-Qassam Cyber Fighters Are

Modifying Their Botnet




Stop
Chasing

Attacks



Deception









Used by Hackers
as a standard tool

THE ART OF
DECEPTION




Security




The Anatomy of an Attack

Phase 5
Maintenance

Phase 2
Attack Vector
Establishment

Phase 4

Automation

Phase 3
Implementation

Signature-based
Security products



Intrusion Deception

n/generncelectronics/7action=listing&id=28debug=false

JuniPer

NETWORKS



Changing the Economics

Deceptive Responses

Block the IP  or Let traffic
address through



Changing the Economics

Deceptive Responses

SLOW DOWN CONNECTION

Request Normal Script Slow down
10 sec » 10 mins 10 hours




Changing the Economics

Deceptive Responses

CAPTCHA TO BREAK AUTOMATION




Changing the Economics

Deceptive Responses

FAKE CREDENTIALS
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Changing the Economics

Deceptive Responses

FAKE FILES

<file=s "backup.=gl">
buthUserFile fusr/local/www/public html/.htpasswd

AuthType Basic

AuthMName "Database backup™

require valid-user
</files>




Changing the Economics

Deceptive Responses

BREAK HACKING TOOLS

£ OWASP DirBuster 1.0-RC1 - Web 2

Work Method () Use GET requests only | ») Auto Switch (HEAD and GET)
Mumber Of Threads =lFlF—————————" () Threads [ Ge
Select scanning type: (3) List based brute force () Pure Brute Force

List Info

Select starting options: (%) Standard start point () URL Fuzz
Brute Force Dirs Be Recursive Dir to start with

Brute Force Files [] Use Blank Extensicn File extension

e
nplete the test details




Changing the Economics

Deceptive Responses

Feed Fake Data
Strip Inputs
Force Logout
CAPTCHA

Slow Connection
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Chasing

Attacks



Tracking



Tracking Beyond the IP

Persistent Token

Persists in all browsers even with

privacy controls enabled. Site specific.

Fingerprint
Analyze environment and connection.
Not site specific.




Browser version

Timezone

Text style

Language
IP address



Sharing






Stop Chasing Attacks

Juniper



