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Intrusion 

Prevention 

Web App 

Firewalls 
DDoS 

Mitigation 

Signatures 

40  

 Anti-virus New Viruses 

80  

Catch Rate 

5% 
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NO-ONE WANTS TO 
BE PATIENT ZERO 

Patient Zero 

KNOWN ATTACK PROTECTION UNKNOWN ATTACK 

Inoculation Signature 

Released 
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The 

Datacenter 

Problem 

Change the 

economics of 

hacking 

A different 

approach 

 

1 2 3 
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 The insecurity of the web 
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web sites on the internet 

633,706,564 
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1-Line 

 say that securing web traffic 

is their biggest concern 

  
  

56%  

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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 of breaches of large organizations are 

via insecure web applications 

  
  

54%  

Sources: Verizon Data Breach Investigations Report 2012. 
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 deploy a web application 

firewall in block mode 

  

17%  

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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of WAFs not deployed in block mode 

because of high false positives 

  
  

60%  

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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1-Line 

 said web-based attacks are the most 

serious type of cyber attacks  

experienced by their company 

  
  

62%  

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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1-Line 

said next generation security 

technologies are not adequately 

protecting against attacks 

  
  

48%  

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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 Next generation security products 

are not getting it done 
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36% 
believe next gen security 

effectively addresses  

zero-day threats 

34% 
believe next gen security 

effectively addresses  

SQL injection 

Sources: Ponemon Institute Report on Efficacy of Emerging Network Security 2013 
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Source: DEFCON 17: Advanced SQL Injection, YouTube  
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DDoS 
Distributed Denial of Service 
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HISTORY OF DDOS 

1999 

SANS 

discovers 

first botnet. 

2000 

DDoS attacks take out 

eBay, CNN and Yahoo! 

 

First DDoS Mitigation 

Appliance launched. 

2003 

First DDoS 

Proxy Service 

launched. 

2006 

Anonymous DDoS 

Habbo website. 

2008 

Russia 

accused of 

DDoS against 

Georgian 

Govt website. 

2009 

Iranian voters “flash 

crowd” government 

sites to protest vote 

rigging. 

2010 

Wikileaks 

Operation 

Payback 

attack Visa 

and Paypal. 

2011 

LOIC popularized by 

Anonymous and 

LulzSec 

2012 

DDoS 

becomes 

mainstream 

with attacks 

on US banks. 
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THE MOTIVATIONS BEHIND DDOS ATTACKS 

Extortion 

 

“Pay us or your site 

stays down” 

Direct 

Criminal 

Activity 

Indirect 

Criminal 

Activity 

Political/Protest Revenge and 

“Because I can” 

Last Man Standing 

 

Take out your 

competition so your 

sales go up during 

peak times. 

Supply and 

Demand 

 

DDoS to affect 

access to online 

ticket sales 

Protest Flash Mobs 

 

Legitimate use of 

site, just 

infrastructure can’t 

handle the volume. 

Cyber War 

 

Russia accused of 

using DDoS during 

invasion of Georgia. 

Sport Teams Fans 

Hooliganism 

 

Fans DDoS to 

prevent access to 

live feeds of games, 

prevent purchase of 

tickets /merchandise 

Individual Gamer 

 

Player DDoS’d by 

other players 

because he is good. 

Diversionary 

Smokescreen 

 

DDoS to hide the 

theft. 
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alert TCP $EXTERNAL_NET any -> $HOME_NET 80 

(msg:"stcp.php TCP PORT 80 Flood";\ content: 

"|4141 4141 4141 4141 4141 4141 4141 4141| 
"; offset: 0; \threshold: type threshold, track by_src, count 

5, seconds 1; \ reference:itsoknoproblembro; 

sid:100000002; rev:1;) 

ITSOKNOPROBLEMBRO 
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Stop 

Chasing 
Attacks 
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Deception 
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Used by Hackers  

as a standard tool 
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military cyber 

Security 

army 

air force 

navy 

marines 

firewalls 

intrusion prevention 

anti virus 

app visibility and control 

intrusion deception Counter-intelligence 
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2-Line 

Phase 1 
Reconnaissance 

Phase 2 
Attack Vector 
Establishment 

Phase 3 
Implementation 

Phase 4 
Automation 

Phase 5 
Maintenance 

Signature-based 

Security products 

The Anatomy of an Attack 
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Fake Query String Parameters 

Fake Hidden Input Fields 

Intrusion Deception 
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Changing the Economics 
Deceptive Responses 

Block the IP 

address 

Let traffic 

through 

or 
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Changing the Economics 
Deceptive Responses 

SLOW DOWN CONNECTION 

Request 

10 sec  

Normal Script 

10 mins 

Slow down 

10 hours 
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Changing the Economics 
Deceptive Responses 

CAPTCHA TO BREAK  AUTOMATION 



Slide Type Juniper Networks Large Venue Template / 16x9 / V6 Title and Bullets 

Changing the Economics 
Deceptive Responses 

FAKE CREDENTIALS  
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Changing the Economics 
Deceptive Responses 

FAKE FILES  
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Changing the Economics 
Deceptive Responses 

BREAK HACKING TOOLS 
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Changing the Economics 
Deceptive Responses 

Slow Connection 

CAPTCHA 

Force Logout 

Strip Inputs 

Feed Fake Data 
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Stop 

Chasing 
Attacks 
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Tracking 
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Fingerprint 
Analyze environment and connection.  

Not site specific.  

Persistent Token 
Persists in all browsers even with  

privacy controls enabled. Site specific. 

Tracking Beyond the IP 
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Browser version Fonts 

Browser add-ons Timezone 

IP address 

Language 

Screen resolution 
Type of pointing device 

Text style 
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Sharing 
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Stop Chasing Attacks 


